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MO PAU

1. GIOI THIEU

Hé thdng mang may tinh va cac ing dung trén mang Internet phat trién ngay
cang nhanh, dap tng va tao ra moi truong rong 16n anh hudéng dén nhiéu linh vuc
trong cudc song. Nang cao hiéu qua hoat dong ctia hé thong mang dé cung cip dich
vu ngay cang phong phu, da dang, nhanh chéng véi chat luong dich vu tét hon va
an toan la nhirng van dé duoc dit ra cho cac nha cung cép dich vy, cac nha quan tri

hé thong mang.

Xuat phat tir thuc té nhu vy, cac giai phap phat hién sém céc ddi tuong cé
kha ning gdy nguy hai trén mang, nhat 1a hé thong mang trung gian & phia cac nha
cung cap dich vu, c6 ¥ nghia quan trong trong viéc gitip giam thiéu cac anh huong
x4u cho c4c may chu cua khach hang va cac dich vu trén mang Internet. Phat hién
sém céac d6i twong nay dé tién hanh cac giai phap ung phd, ngin chin kip thoi 1a

van dé quan trong trong bai toan an ninh mang.

Céc g6i tin luu thong trén mang IP déu c6 gan thong tin vé dia chi IP trong
phan IP-header dé x4c dinh may gtri va nhan. Dya trén thong tin cac dia chi IP, bai
toan phat hién cac d6i tugng hoat dong véi tan suét cao trong mot khoang thoi gian

ngan dugc goi 1a bai toan phat hién cac Hot-IP.

Lu4n 4n nghién ctru va dé xuét giai phap phat hién cac Hot-IP trén mang, dic
biét 1a cAc mang c6 sb lugng ngudi dung va tan suat sir dung rat 16n, nham muc dich
phét hién sém cac ddi tuong c6 kha ning gay hai. Cac Hot-1P c6 thé 1a cac muc tiéu
hay ngudn phat trong cac tan cong tir chdi dich vy, c6 thé 1a cac may dang tién hanh
quét mang dé tim kiém 18 hong va phat tan sau Internet, c6 thé 1a c4c thiét bi hoat
dong bat thuong trong hé théng mang. Phat hién sdm cac Hot-IP 1a budc co ban va
quan trong dau tién, tir d6 giup ngudi quan tri xac dinh va tién hanh cac giai phap

phong chdng hiéu qua, kip thoi.



2. LY DO CHON PE TAI

Luu luong mang va tdc do truy cap mang ngdy mot ting cao. Diéu ndy, mot
mat mang lai rat nhiéu loi ich cho nguoi st dung, mat khac lai 1a nguy co cua cac
tan cong mang. Mot trong cac dang tin cong rat nguy hiém 13 tan cong tir chdi dich
vu (DoS), dic biét 1a tin cong tir chdi dich vu phan tan (DDoS) (goi chung 14 tin
cong tir chdi dich vu), cac may quét mang tim kiém 16 hong dé phat tan sdu Internet.
Pic trung quan trong cua cac dang tAn cong nay 1a sb luong géi tin mang cac dbi
tugng tan cong rat 1on trong dong cac goi tin IP xuét hién trong khoang thoi gian rat
ngén. Phat hién sém céac Hot-IP, nhitng IP xuit hién v&i tin suét cao trong mat
khoang thoi gian xac dinh, 1a budc quan trong dau tién dé xac dinh cac ddi twong co
kha ning gay nguy hai trén mang. Trong C4C mang v&i sd luong rat 16n cac goi tin
Iru thong nhu mang trung gian ciia cac nha cung cap dich vu can phan tich va xt 1y
cac dong dir liéu thoi gian thuc, cac giai phap phat hién va phong chdng phai don

gian, nhanh chéng va hi¢u qua.

Trong cac nghién ctru lién quan dén phat hién va phong chong tin cong tir
chéi dich vu, cdn ctr thoi diém tan cong cac nha nghién ctru chia thanh ba giai doan
tuong ng lién quan dén viéc phong chéng: dé phong (trudc khi tan cong), phat
hién va phong chong (trong qué trinh tAn cong), truy tim nguon goc tan céng (hiu
tan cong) [1]. Cac giai phap hién tai & budc phdt hién va phong chéng tan cong méi
chi tap trung giai quyét van dé phat hién co6 ludng luu lwong tdn cong vao hé thong
hay khong ma khéng chi ra duoc cac ddi twong gdy nén tin cong d6. Cac k¥ thuat
phat hién cac d6i tugng phat tan tin cong thuc hién & budc hau tan cong [2][3]. Dé
c6 thé vira phat hién nguy co tin coéng dong thoi c6 thé chi ra cac dbi tuong gy ra
nguy co d6 trong dong goi tin IP thoi gian thyc 1a van dé quan trong dat ra nhung
chua co giai phap, nham canh bao sém dé cé giai phap tmg pho kip thoi.

Phat hién sdm cac Hot-IP trén mang va mg dung dé phat hién cac dbi tuong
c6 kha ning 1a nguy co gy nén cic cudc tan cong tir chdi dich vu, muc tiéu trong

cac cudc tin cong nay hay phat hién cac may dang tién hanh quét mang tim kiém 15



hong dé phat tan sAu Internet 13 van dé luén 4n tdp trung nghién ctru. Trong céc
phuong phap ma luan 4n da khao sat thi phuong phéap thir nhom bat Gmg bién 1a giai
phap thich hop nhit dé trién khai 4p dung.

Bén canh do, cac bo xir 1y da ludng, k§ thuat xtr Iy song song, kién triic phan
tan, dic diém cua hé thé)ng mang tai vi tri trién khai 1a céc yéu tb quan trong can
xem xét. DAy 1a nhitng yéu t6 c6 y nghia rat 16n trong viéc dua ra cac giai phap k¥
thuat va c6 thé két hop chung lai dé nang cao hiéu qua phat hién Hot-IP va trién

khai thuc té.

3. MUC TIEU NGHIEN CUU

3.1. Muc tiéu téng quat

Muc tiéu cua ludn an la xay dung gidi phap phat hién cac Hot-IP trén mang
may tinh bang phuong phap thir nhém bt tng bién; sir dung mot sé k¥ thuat va
cong cu toan hoc két hop nham nang cao hiéu qua phat hién Hot-IP nhu xay dung
thut toan va ma tran phan cach phu hop véi vi tri trién khai, xir Iy song song, kién
tric phan tan; ap dung giai phap nay cho mot s6 bai toan an ninh mang nhu phat
hién cac ddi tuong c6 kha nang 1a muc ti€u trong cac cudc tan cong tu chdi dich vu,
phat hién cac d6i tuong ¢ kha niang 1a ngudn phat dong tan cong tir chdi dich vu,
cac thiét bi ¢6 kha nang dang hoat dong bat thuong, phat hién cac dbi tuong c6 kha

nang 1a ngudn phét tan sau Internet va giam séat cac Hot-IP trén mang.

3.2. Cac muc tiéu cu thé
e Nghién ciru 1y thuyét thir nhom bat tmg bién dé dé xuat giai phap phat hién
cac Hot-IP trén mang.
e D¢ xuat phuong phap xay dung ma tran phan cach tudng minh sao cho giam
chi phi tinh toan va bo nhé khi sir dung ma tran phan cach.
o D¢ xuit cai tién thuat toan thir nhom bét tmg bién dé giam thoi gian tinh toan

va phat hi¢n Hot-IP trén dong gdi tin IP thoi gian thuc.



o D@ xuét giai phap két hop k¥ thuat xtr 1y song song, kién trac phin tin nhim
phat hién nhanh cac Hot-IP trén mang.

e Mb hinh hoa céc bai todn Gmg dung: phat hién cac dbi tuong c6 kha ning la
nan nhan trong cac cudc tan cong tur chdi dich vy, phat hién cac ddi tuong co
kha nang la nguén phat tan cong tur chéi dich vy, phat hién cac ddi tuong co
kha ning 13 ngudn phat tan siu Internet, phat hién cac thiét bji c6 kha ning
dang hoat dong bat thuong vé bai toan phat hién cac Hot-1P trén mang.

e Giam sat cac Hot-1P két hop véi theo ddi tai nguyén hé théng dé diéu phdi

lwu lugng mang, giam thiéu cac nguy hai trén hé thong.
4. POI TUQNG, PHAM VI NGHIEN CUU
Nghién ctru 1y thuyét thir nhom bét tng bién va ap dung vio bai todn phat
hién cac Hot-IP trén mang; dong thoi st dung két hop voi k¥ thuét xir Iy song song,
kién trac phan tan dé nang cao hiéu qua cua giai phap phat hién va canh bao sém
cac Hot-IP trén mang.
5. PHUONG PHAP NGHIEN CUU
Nghién ctru 1y thuyét thir nhém bat ting bién:
- Hé thng hoa cac khai niém
- Phaén tich va cai tién cac thuat toan trong thir nhom bat (g bién
Trién khai thuc nghiém céc giai phap phat hién Hot-IP:
- Thuc nghiém nham xac dinh cac tham s thich hop
- Phan tich s liéu va tham s thuc nghiém
6. NHUNG PONG GOP CHINH CUA LUAN AN
Sau day la nhitng dong gop chinh cia ludn an tap trung vao muc tiéu phat
hién cac Hot-IP trén mang:

(1 Pé xuit giai phap phat hién cic Hot-IP trén mang dwa trén thir

nhém bt wng bién va mét sé ki thuat két hop dé ning cao hiéu qua



cia gidi phap. Trong do, k¥ thuat tinh toan song song duogc su dung
trong budc tinh vector két qua cia cac nhom thir, sir dung kién tric phan
tan trong cac hé thong mang da ving dé canh bao sém tir cac ving phat
hién dugc Hot-IP va lya chon kich thudc ma tran phu hop & vi tri trién
khai nhdm giam 4p lyc tinh toan. Ly thuyét nén tang cho phwong phap dé
xuét 13 st dung phuong phap ndi ma dé xay dyng tuong minh ma tran
phan cach. Nho d6, khong gian luu trir duoc tdi wu thay vi phai luu triv
toan b ma tran c6 kich thudc 16n trén truong hitu han.

(i)  Deé xuit cai tién thuit toan thir nhém bat ing bién dé giam thoi gian
tinh toan phat hién cac Hot-IP truc tuyén. Dic diém khac biét cia cai
tién 1a cdc nhom thir dén ngudng khong can phai cap nhat tiép tuc, danh
sach cac dia chi IP nghi ngd duoc xac dinh va khoi tao bd dém twong
g, cac cap nhat doi véi cac IP ¢6 mit trong danh sach nghi ngd duoc
thuc hién thay Vi phai cdp nhat trong tip tit ca cac cac bo dém cua céac

nhom thir dwa vao ma tran phan céch.

(iii) M6 hinh hda 4 bai toan #ng dung: (1) phat hién cac d6i tugng c6 kha
nang 14 cac ngudn phat tan sau Internet, (2) phat hién céc thiét bi ¢ kha
ning dang hoat dong bat thuong, (3) phat hién cac dbi twong c6 kha ning
la myc tiéu hay ngudn phat trong tdn cong tir chdi dich vu vé bai toan
phat hién Hot-IP va (4) giam sat hoat dong cta cac Hot-IP két hop véi
theo dbi tai nguyén mang dé diéu phdi hay han ché hoat dong cua céc
ludng dir liéu chira cac Hot-IP ndy. K¥ thuat dugc st dung 1a phan tich
ludng dir lidu dua vao dia chi IP ngudn va dich trong cac goi tin két hop
v6i theo dbi tai nguyén hé thdng lam dit liéu dau vao trong thuat toan

phat hién cac Hot-IP.
7. GIOI THIEU TONG QUAN VE NOI DUNG LUAN AN

Noi dung cua luan 4n tap trung vao nghién ciru phuong phép thir nhém bat

g bién va ap dung vao bai toan phat hién cac Hot-IP trén mang; dé xuat thuat toan



cai tién; dé xuit mot sb ki thuat két hop dé ting hiéu qua tinh toan cta giai phap va

dé xuat Gmg dung phat hién cac Hot-IP trong mdt s6 bai toan an ninh mang.

Dé giam khoéng gian luu trit va thoi gian tinh toan, phuong phap ndi ma duoc
sir dung dé phat sinh ma tran phan cach tudng minh. Phuong phap nbi ma cho phép
phat sinh ma tran theo tung cét, tir d6 sir dung cac tinh toan tuong ting ma khong
can phai luu trit toan bd ma tran trong bd nhé khi thuc thi chuwong trinh. Két qua
nay rat quan trong Vi c6 thé tich hop vao cic bd dinh tuyén hay cac thiét bi mang
ma khong can tén nhiéu tai nguyén hé théng. Bén canh d6, luan 4n dé xuét ap dung
ky thuat xir 1y song song dé giam thoi gian kiém tra nhém vi trong thir nhom bat
rng bién thi c4c nhom thtr duoc thiét ké trude, kiém tra mot 1an, cac nhom thir doc
1ap nhau va sé luong nhém thir 16n. Kién tric phan tan ciing dugc dé xuat dé trién
khai két hop nham nang cao hiéu qua trong cac hé théng mang dugc to chirc da

viing nhu mang & c4c nha cung cap dich vu.

Céu triic cta luan an duge to chire thanh 4 chuong. Chuong 1 trinh bay tong
quan vé bai toan Hot-IP, mot s6 khai niém, khao sat cac nghién ctru lién quan dén
phat hi¢n tan cong tur chéi dich vy, phat tan sau Internet dua vao cac IP trong dong
dit liéu xuét hién voi tan sudt cao, cac thuat toan tim cac phﬁn tr tn suit cao trong
dong dit lidu. Trén co sé do, luan an d& xuit giai phap phat hién cac Hot-IP trén

mang dung phuong phap thir nhom bat (g bién.

Chuong 2 trinh bay phuong phap thir nhom bat ing bién, mot sé khai niém
lién quan, phuong phap xay dung tuong minh ma tran phan cach bang phép ndi ma
va 4p dung phuong phéap thir nhom bat ing bién vao bai toan phat hién cac Hot-1P
trén mang. Trong chuong nay, luan an dé xuat hai thuat toan cai tién “Online Hot-
IP Detecting” v “Online Hot-IP Preventing” tit phuong phap thir nhém bat tng
bién dé giam thoi gian tinh toan va dam bao hé théng hoat dong on dinh, thong subt
khi phat hién truc tuyén trén co s& st dung danh sach céc dia chi IP nghi ngd. Thuat
toan cai tién con c6 kha ning cho két qua chinh xac hon khi sé lugng Hot-IP thyc

su 16n hon sb luong tdi da cho phép cua phuong phap thir nhém bét ing bién. Bén



canh do, luan an con trinh bay viéc thiét 1ap ngudng dua vao nang luc ctua h¢ théng
mang tai vi tr trién khai dé khai thac toi da kha nang ctia hé thong va st dung kich

thudc ma tran phu hop.

Chuong 3 trinh bay mot sd k¥ thuat két hop nham nang cao hiéu qua cua giai
phap phat hién cac Hot-IP trén mang. Trong d6, luan 4n dé xuat két hop voi ki thuat
xtr 1y song song, kién triic phan tan trong cac hé théng mang da ving, y nghia va
mot s6 can cir dé lya chon cac tham sb quan trong trong giai phap dé xuét ap dung

tai vi tri trién khai ciing duoc trinh bay trong chuong nay.

Chuong 4 trinh bay mé hinh hda mét sé tmg dung trong linh vuc an ninh
mang nhu phat hién cac ddi tuong c6 kha niang 1 cac ngudn phat hay muc tiéu trong
céc cudc tan cong tu chdi dich vy, phat hién céc thiét bi c6 kha nang dang hoat dong
bat thuong trong hé théng mang, phat hién cac dbi tugng c6 kha nang 1a nguén phat
tan sau Internet vé bai toan phat hién cac Hot-IP trén mang, gidm séat cac Hot-1P
trong mot vai chu ky thuat toan két hop vé6i theo ddi tai nguyén mang dé han ché
hoat dong cua ching. Viéc xac dinh sém cac d6i tugng nhu da néu trén c6 ¥ nghia
quan trong nham gitp cac nha quan tri mang theo ddi va tng pho kip thoi, dam bao

hé théng hoat dong 6n dinh, thong subt.

Trong phan két luan, luan an tong két nhitng két qua dat duoc va bai toan mo

cho nghién ctru tuong lai khi ap dung két qua ludn an vao thuc tién.



CHUONG 1. TONG QUAN VE HOT-IP TREN MANG

1.1. GIOI THIEU

Trong thoi dai cong nghé thong tin phat trién manh mé& nhu ngay nay, van dé
an ninh mang may tinh 13 mot vAn dé quan trong. Viéc dam bao an ninh cho hé
théng mang may tinh can dugc xem xét tir ca phia nha cung cp dich vu cho dén hé
théng mang ndi bd cua CAC co quan, to chirc, doanh nghiép. Muc tiéu 1a dé tién hanh

cac giai phap phat hién va ngan chin kip thoi cac truy cap trai phép vao hé thong.

Céac cudc tan cong tu chdi dich vu, dic biét 1a tan cong tur chdi dich vu phan
tan, su quét mang dé phat hién 16 hong va phat tan su trén Internet ngay cang dé
thuc hién nhung tac hai cua n6 la dac biét nghiém trong. Pac diém quan trong trong
c4c cudc tin cong nay 1a toc do cao va thoi gian tién hanh rat ngin. Chinh vi nhanh
va ngan nhu vdy lam cho cic nha quan tri khong thé kip thoi chong d&, hé thong
mang bi can kiét tai nguyén, biang thong, dan dén tinh trang cac dich vu mang bi

ngung tré khong thé dap tng t6t cho nhitng nguoi dung hop 18.

C6 ba giai doan dé tién hanh cac giai phap phat hién va phong chéng tan
cong tir chdi dich vu: (1) giai doan triede khi bi tan céng, giai doan ndy thuc hién
cac giai phap dé phong nhu thiét 1ap cac ngudng tan sudt dé phong tin cong xay ra;
(2) giai doan trong khi bi tdn céng, giai doan nay st dung cac k¥ thuat phat hién va
phong chdng v6i muc tiéu 1a xac dinh nhanh c6 tin cong hay khong trong dong dir
liéu va hanh dong phan ng lai tin cong nhu thé nao; (3) giai doan hdu tin céng,
giai doan nay st dung cac k¥ thudt “do nguwoc” dé do tim cac ddi tuong gay ra tin

cong [1].

O giai doan (2), cic nghién ctru vé k¥ thuat phat hién cha yéu xem xét trong
ludng dit lidu co tiém tang kha ning tan cong hay khong. Mot sb giai phap phat hién
dugc st dung nhu phén tich thdng ké [4][5], phuong phap hoc may [6], phuong
phap khai pha dir liéu [7][8], phuong phap dua vao dau hiéu duge xac dinh trudce
[65]. Cac phwong phap niy c6 kha ning phat hién nhanh tin cong trong dong dir



liéu nhung khong tim ra ngudn phéat hay xac dinh nan nhén trong cudc tin cong.
Phuong phap phat hién cac dbi tuong gay nén tan cong thuong dién ra & budc hau

tan cong.

Cac giai phap phong chong tin cong tir chdi dich vu phd bién hién nay sir
dung hé thdng phat hién va phong chéng xdm nhap (IDS/IPS) dit truéc hé théng
may chi trong mang ndi bd dé theo ddi, canh bao va ngin chin [9]. K§ thuat duoc
st dung trong giai phap nay dua vao cac dau hiéu duoc dinh nghia sin. Giai phap

nay bi han ché trong trudng hop xac dinh tan cong mang véi cac dau hi¢u moi.

Trén mang toc d6 cao nhu mang & phia nha cung cip dich vu rat can c6 giai
phap thuc hién don gian va hiéu qua nham phat hién nhanh cac ddi tuong c6 kha
ning la nguy co gdy nén cac cudc tin cong nay dé co thé kip thoi han ché anh
huong xau cua chiing. Dya vao dong dir liéu luu thong qua cac thiét bi mang, céc
thong tin vé dia chi ngudn (IP nguon) va dia chi dich (IP dich) xuat hién véi tan suat
cao trong mot khoang thoi gian rat ngan (Hot-IP) din dén kha niang cac may chi c6
thé dang bi tan cong tir chdi dich vu, cac dbi tugng dang phét tin sdu mang hay céc
ddi tuong dang thuc hién tan cong tur chdi dich vu. Do d6, viéc xac dinh cac ddi
tugng c6 kha ning 13 muc tiéu hay ngudn phat trong tan cong tir chéi dich vu, céc
d6i twong c6 kha ning dang quét mang dé tién hanh phét tan sau Internet co thé dua
vé dang bai toan phat hién cac Hot-IP trén mang. O day ta di s dung nhan xét: “C0
tan cong dang tir chdi dich vu hay phat tan sau Internet dang quét khong gian dia chi
IP thi xuat hién Hot-IP, nhung Hot-IP chua chic bi tin cong”. Do d6, luan an
nghién ctru giai phap dung hoa giira phong chdng tdn cong va tinh sin sang cia

mang.

Bai toan phat hién cac Hot-IP trén mang c6 thé phat biéu don gian nhu sau:
cho dong goi tin IP rit 16n qua mang, dira vao tin sut xuit hién cua cac IP so véi
mot gia tri ngudng tan suét cao dinh trude. Xac dinh cac Hot-IP trong dong goi tin
IP d6. Viéc phat hién nhanh cac Hot-IP chinh 14 phét hién sém cac ddi tuong co kha

ning 1a nguy co gy hai trén mang dé tién hanh céc giai phap tmg pho kip thoi. Céc
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phuong phap phat hién trén dong dir liéu thoi gian thuc can phai don gian, nhanh
chéng va chinh xac [10]. Vi nhitng muc tiéu nhu vay, luan 4n nghién ctru va dé
xudt giai phap phat hién cac Hot-IP trén mang dung phuong phéap thir nhém bat Gmg
bién, két hop voi mot sé ki thuat nhu xir 1y song song va kién triac phan tan dé nang
cao hiéu qua cua giai phap. Viéc 4p dung giai phap ndy & cac mang c6 sb luong
ngudi dung 16n hay mang trung gian & phia nha cung cdp dich vu 13 phu hop va
hiéu qua. Tir d6, phia nha cung cap dich vu c¢6 thé gilp han ché, ngin chin va canh
bao sdm cac nguy co cho khach hang ciia minh, gop phan nang cao kha ning phuc

vy, gidm thiéu anh huong x4u dén cac hoat dong cua cac dich vy, thiét bi trén mang.
1.2.MQT SO KHAI NIEM VA PINH NGHiA

Khdi nigm 1: Pia chi IP (goi tat 14 \P) la chudi cdc ky hiéu ding dé dinh

danh cho cdc thiét bi trén mang.

Céu truc tong quat ciia mot dia chi IP gdm c6 hai phan 1a Network va Host.
Phan Network mang gia tri dai dién cho mot mang va phén Host dai dién cho cac
thiét bi trong mang d6. IPv4 c6 tong cong 32 bit, chia lam 4 phan, mdi phan ngin
cach nhau boi dau “.”, duoc biéu dién dudi dang thiap phan hodc nhi phan. Mot
phién ban mdi hon 1a IPv6, dia chi IPv6 co tong cong 128 bit, chia 1am 8 phan, mdi
phan ngin cach nhau bang dau “:”, dugc biéu dién dudi dang thap luc phan. Phién
ban mdi ndy da mé rdng khong gian dia chi hon so vdi [Pv4. Tuy nhién, n6 c6 han
ché 1a khong twong thich véi IPv4. Do d6, van dé trién khai gap khé khan khi phién
ban IPv4 dang pha khip méi truong Internet. CAu trac ctia IPv4-header va IPV6-
header dugc thé hién & hinh 1.1 va hinh 1.2.

Du céc thiét bi trén mang st dung cAu trac dia chi nao cling khong anh
huéng dén tinh tong quat ctia giai phap vi tham s6 dau vao ciia thuat toan 1a dia chi
IP dugc trich ra trong tung goéi tin, trong giai phap xem dé nhu mdt gia tri dai dién

cho mot thiét bi trén mang ma khong sir dung tGi cau tric clia né trong thuat toan.

Khdi niém 2: Goi tin IP la géi tin & tang mang trong md hinh OSI, trong dé

¢6 phan \P-header mé ta thong tin ¢ tang ndy. Trong cdu tric cia IP-header chira
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théng sé6 vé dia chi IP nguon va IP dich. Céc gid tri dia chi nay dwoc sir dung 1am

tham s6 ddu vao trong bai todn phat hién cdc Hot-1P.

Khdi_niém_3: Dong géi tin IP la mét diy lién tiép cac goi tin IP

(a,8y,...,a ) ludn chuyén trén mét duong truyén xdc dinh. Trong do, méi goi tin
a; ¢ dia chi IP can phan tich la s; (Si ¢6 thé la IP nguén hay IP dich cin xem xét

tity vao vmg dung cu thé).

Version | HL | 40Peo! Total Length
lndentificati Flag Fragment
noanore3aton 13 Dﬂsut

Time to Live Protocol Header Checksum
Source Address
Destination Address
Options Padding

Hinh 1.1. Cdu triic ciia IPv4-header trong goi tin IPv4

Version Traffic Class Flow Label

e Header Limit

Source Address

Destination Address

Hinh 1.2. Cdu tric ciia IPv6-header trong goi tin IPv6

Dinh nghia 1: Hot-1P trong dong géi tin IP trén mang may tinh la nhitng IP

xudt hién véi tan sudt cao trong khodng thoi gian ngdn xdc dinh trude. Cho dong

gi tin IP ¢6 dia chi IP twong itng S = (1P, IP,,..., 1P, ), k¥ hiéu N la s6 IP khéc nhau
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trong m IP thuéc S (O<N<m). Goi fi=‘{j‘IR=IPj;i¢j;IPi,IPjes}‘,thi
Hot-IP ={IP, € S|f, > gxm,0< g <1}.

Trong hé théng mang ngay nay, téc d6 truyén dir liéu ngay cang dugc nang
cao hon. Cac tng dung tryc tuyén ngay mot da dang trai dai tir thwong mai dién tir
dén hoc tap, giai tri. Tu do, dong dit li¢u luu thong trén mang ngay mot tré nén rat
16n. Phat hién sém cac dbi twong co kha ning 13 nguy co nhu caC nan nhan trong
cudc tan cong tir chdi dich vu, cac may dang quét mang nham phat hién 16 hong dé
phat tan sau trén mang Internet hay mot sb bt thuong khéac 1a van dé vo cing quan
trong. Phat hién sém cac dbi twong nguy co nay ¢ phia nha cung cap dich vu co y
nghia quan trong nham han ché, phong chdng, canh bio sdm cic nguy hai cho hé
théng may chi cung cap dich vu ciia khach hang. Mot trong nhiing dic trung co ban
ctia chung 13 phat tan rat nhanh v6i mot sé luong rat 16n goi tin g t6i cac nan nhan

trong mot khoang thoi gian rat ngan.

Cac Hot-IP duogc phat hién sém 13 cach don gian va hiéu qua dé xac dinh cac
d6i twong c6 kha ning 1a nguy co gay ra tan cong mang, phét tan sau Internet hay
mot sd bat thudng nhu da dé cap ¢ trén. Myc tiéu chinh cua cac giai phap trén dong
dir liéu 1a xtr 1y dong dit liéu dau vao thoi gian thuc sao cho str dung it khong gian
lIvu trit va thoi gian chay thuat toan nhanh, cac thuat toan chi can tinh toan mot 1an
trén dong dit liéu dau vao dé cho ra két qua [10]. Dé thuc hién diéu ndy can phan
tich luu lugng mang va cac goi dir liéu trong thoi gian thuc. Cac dong dit liéu co thé

duoc xem xét & nhi€u muc do.

- O mirc do thir nhat lién quan dén phan tich packet log (nhat ky goi). Mdi goi
tin IP c6 phan header gdom dia chi IP nguén va IP dich, cong va cac thong tin
khac. Packet log 1a mot danh sach cac thudc tinh trong header ciia mot day
cac goi tin IP giri qua router.

- O muc d6 thtr hai lién quan dén phan tich flow log (nhat ky dong). Mdi flow

1a tap hop cac gai tin cod cung cac gia tri cua mot thudc tinh trong header xac
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dinh nao d6 nhu 1a IP ngudn hay IP dich. Flow log bao gom thong tin tich
lity vé& s6 luong byte va cac goi tin giri di, thoi gian bat dau, thoi gian két

thic va loai giao thirc cia mdi ludng dit liéu di qua router.

- O muc d6 tht ba lién quan dén viéc phan tich cac SNMP log, cac goi tin

duoc tap hop tur cac thiét bi duge giam sat g1 dinh thoi dén SNMP server.

- O murc dd tht tu lién quan dén dong dit liéu thoi gian thue, cac goi tin trong
dong géi tin duge phan tich va xir Iy dé phat hién cac nguy co trong khoang

thoi gian rat nhanh.
Luan an tap trung xur ly cac dong dir liéu ¢ murc thir tu.

Phan tiép theo, luan an s& trinh bay mot s6 van dé lién quan dén vi tri thu
thap va xtr 1y dir liéu; cac nghién ctru lién quan dén bai toan xac dinh cac Hot-1P
trén mang. Trong do6, luan an tap trung phéan tich cac nghién ciru vé phat hién tan
cong tir chdi dich vu (DoS va DDoS), phat tan sau Internet loai “scanning worm”;
mo rong cac nghién ctru lién quan vé phat hién cic phan tir tin suit cao trong dong
dix liéu. Tir d6 1am co so dé lya chon giai phap phut hop nhat cho bai toan phat hién

céc Hot-IP tryc tuyén trén mang.
1.3.VI TRI THU THAP VA XU LY DU LIEU

Dé thu thap dir liéu va xur 1y trong thuat toan, ¢6 hai md hinh co ban duoc sir

dung 1a md hinh Inline va Promiscuous [67].

1.3.1. Inline

Trong mé hinh Inline, thiét bi thu thap va xu ly dugc dat truc tiép trén duong
truyén dir liéu. Uu diém ctia mo hinh nay 1a c6 thé phat hién, phan tich va ngin
chan ngay cac ddi tuong Hot-1P dugc phat hién bdi hé théng. Han ché ciia md hinh
nay 1a co thé xay ra tic nghén voi dong dir liéu 16n. Hé théng co tinh nang canh bao

va ngan chan nhu IPS thuong sir dung mo hinh nay.
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Inline mode

Hinh 1.3. Vi tri thu thdp dir liéu dang Inline

1.3.2. Promiscuous (passive)

Trong mé hinh nay, thiét bi thu thip va xa 1y ndm song song voi dudng
truyén dir liéu. Uu diém cua cach trién khai nay Ia tranh lam tic nghén duong
truyén. Han ché cta n6 1a hé thong c6 thé bi danh sap trude khi cé canh bao va ngin
chan. O cac hé thong chi c6 tinh ning canh bao nhu IDS thudng sir dung mé hinh

nay.

R

g Promiscuous mode

Hinh 1.4. Vi tri thu thdp dir liéu dang Promiscuous

Tham sé dugc sir dung trong giai phap cua luan an 1a dia chi IP duoc trich ra

trong phan IP-header ctia cac gai tin trong dong goi tin IP.
1.4. CAC NGHIEN CU'U LIEN QUAN

Pia chi IP 1a dia chi dai dién cho thiét bi hoat dong trén mang. Hot-IP la
thuat nglr dugc dung dé chi dia chi IP xut hién v6i tin suat cao trén mang trong
mot khoang thdi gian ngan. Cac nghién ctu lién quan dén Hot-IP cha yéu duogc dé
cap trong cac cong trinh nghién ctru vé phat hién va phong chéng tan cong tir chdi
dich vy, cac nghién ctu vé mot sd loai sdu Internet quét khong gian dia chi dé tim
kiém 156 hong va phét tan trén méi truong Internet nhu loai “scanning worm”. Do

d6, luan an tap trung phan tich cdc nghién ctru lién quan dén hudng nay.
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Dé mé rong pham vi so sanh va liwa chon giai phap thich hop, luin an khao
sat cac thuat toan phat hién phan tir tin suét cao trong dong dit liéu. Tir d6, ludn an
¢ co so lya chon giai phap phu hop dé ap dung vao bai toan phat hién cac Hot-IP

trén mang.

1.4.1. Cac nghién citu vé tén cong DoS/DDoS

Phat hién cic Hot-IP 14 phat hién nhirng IP xuit hién v6i tan suit cao trong
dong goi tin IP trong mot khoang thoi gian ngan va 1a bai toan c6 y nghia quan
trong. Nhitng Hot-1P nay 1a cac ddi tugng c6 kha nang gy nguy co tdn cong tir chbi
dich vu, c6 thé 1a cac d6i tuong dang tién hanh quét mang dé khai thac 16 héng
nham phat tan su Internet hodc c¢6 thé 1a cac muc tiéu trong tan cong tir chdi dich

VUL

Trong qué trinh van chuyén géi tin qua hé thong mang, thiét bi dinh tuyén
dong vai tro quan trong. Thiét bi dinh tuyén hoat dong chinh & ting mang (Layer 3
— Network) trong m6 hinh OSI dam nhén chirc nang lya chon duong di cho cac goi
tin da vao dia chi IP dich trong cac goi tin giri t6i nd va bang dinh tuyén duoc xay

dung trudec.

Tan suat xuat hién cao cua cac géi tin xuat phat tir mot ngudn phét hay dén
mét nan nhan nao d6 duoc dé cap chu yéu trong cac nghién ctru vé tin cong tur chdi
dich vy, tin coéng cua cac dbi twong quét mang nham phat tan sau Internet. Trong
d6, cac nghién ctru xac dinh cac ddi tugng xuét hién tan sudt cao (CAC may phat
dong tan cong tir chdi dich vy, cac muc tiéu trong tin cong tir chéi dich vu) chu yéu
duoc dé cap o budce hiu tin cong. Cac nghién ctru vé phat hién va phong chdéng &
giai doan bi tan cong chi méi tap trung vao viée kiém tra ludng dit liéu c6 dang bi

tan cong hay khong [1].

Céc nghién ctru vé phat hién va phong chéng xam nhap c6 thé ké dén hai
nhom giai phap chinh: dwa vao ddu hiéu duoc dinh nghia sin va thiét 1ap ngudng
tan suat. Giai phap dua vao dau hiéu thuc hién viéc so khép cac dau hiéu duoc dinh

nghia sian va thong tin noi dung cta cac goi tin trong dong dir liéu thu thap dugc.
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Viéc thiét 1ap nguong dua trén cac ché d6 binh thuong dugc dinh nghia sin va sir
dung trong phuong phap thdng ké [11], phuong phap hoc may [6], khai pha dit liéu
[7][8]. Cac phuong phap nay gap kho khan trong viéc dinh nghia cac trang thai binh

thuong ciia hé thong.

Tan cong tir chdi dich vy, dic biét 13 tAn cong tir chdi dich vu phén tan 12
dang tin céng nguy hiém trén mang, gay nhiéu hiu qua nghiém trong va thiét hai
16n. Muc tiéu cua ké tin cong 1a 1am té 1iét cac Gng dung, may chu, gian doan cac
két nbi, ngan can ngudi dung hop 1é truy cap vao mét dich vu nao dé trén mang.
Thong thuong trong cic cudc tan cong ndy, cac may chu s& bi “tran ngap” boi hang
loat cac truy van trong mot khoang thdi gian rat ngan, dan dén qua tai va mat kha
nang phuc vu. Tan cong tir chdi dich vu phan tan hién nay di phat trién mot cach
dang lo ngai va 1a méi de doa thudng truc ddi vdi cac hé théng mang.

.:. ...... SMtacy

Oy

Hinh 1.5. Tdn c¢éng DoS va DDOS [3]

Tén cong DoS va DDoS dugc minh hoa trén hinh 1.5. Diém khac biét co ban
giita tAn cong DoS va DDoS 1a: tan cong DoS xuét phét tir mot ngudn con tin cong
DDoS xuét phét tir rat nhiéu ngudn phat tan cong, tao thanh mot hé thong mang ludi
goi 13 mang Botnet. Hé thong Botnet ngay cang 16n vé quy md va trd nén rat nguy
hiém cho bat cir mot hé thong mang nao [64]. So véi tin cong DoS, tan cong DD0S
c6 sttc manh 16n hon rat nhiéu lan véi sb lugng géi tin rat 16n ao at giri t6i nan nhan

nham chiém dung tai nguyén va lam tran ngdp dudng truyén cia muc tiéu xac dinh.

Céc tin cong ndy tap trung vao hai muc tiéu chinh: (1) gdy qué tai cho hé

théng 1am cho hé thdng mat kha ning phuc vu ngudi dung hop 16 va (2) loi dung 15
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hdng an toan thong tin ctia hé thdng, giri cac yéu cau hodc cac géi tin khong hop 16

lam cho h¢ thdng sup do.

Déi voi loai (1), mdi hé thdng déu co tai nguyén gi6i han, do vay khi nhan
dugc qua nhiéu yéu cau dich vu gia cua ké tin cong, hé thong sé str dung toan bo tai
nguyén ctia minh dé dap tmg cc yéu ciu do, khi d6 khéng con tai nguyén dé dap
g cac yéu cau thuc sy cia nguoi dung hop 16, nguoi dung hop 16 s& khong thé
truy cap dugc vao hé théng. Péi voi loai (2), ké tan cong loi dung mot s6 15 héng
clia an toan thong tin nhu hoat dong cua cac giao thitc mang dé tan cong. Mot sd
loai tn cong tir chdi dich vu phd bién nhu “SYN flood”, “UDP flood”, “ICMP
flood”. Trong cac cudc tan cong DDOS, cac ngudn phat tan cong nam phan tan lam
cho viéc x4c dinh cac ké tin cong rat kho khan.

Céc giai phap phat hién va phong chéng tan cong tir chdi dich vu dugc phan
1am 4 loai chinh thé hién trong bang 1.1: dé phong, phat hién tin céng, phdn ing lai
tan cong Va xdc dinh nguén phat tan céng [1]. Trong @06, cic nghién ctru vé phat

hién tan cong va phat hién cic ngudn phét 14 hai van dé quan tam trong luan an nay.

Bing 1.1. CAc gidi phdp sir dung trong cdc giai doan tan céng

Truéc khixay ra | Trong khi xay ra | Sau khi tin cong

tan cong tan cong
Pé phong Phat hién va phan | Lan theo ddu vét
Giai phap g lgi tan cong va truy tim nguon

gac tan cong

C6 nhiéu loai tan cong tur chdi dich vy, luan 4n tap trung vao loai lam “tran
ngap” dudng truyén va kha ning xur Iy cia may chi. Mot sb kiéu tn cong lam “tran
ngap” dién hinh nhu “SYN flood”, “RST flood”, “FIN flood” ¢ ting van chuyén
(Layer 4 — Transport) va “ICMP flood” ¢ ting mang (Layer 3- Network), tn céng &
tang ung dung [12].
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Dé hiéu rd hon cach khai thac 16 hong va tdn cong hé thdng, luan an trinh
bay mot kiéu tan cong tir chdi dich vu cu thé 1a tin cong “SYN Flood” gay cho hé
théng may chi méit kha ning tiép nhan cac két ndi TCP. Véi hoat dong binh
thudng, cac két ndi TCP & tang van chuyén sé hoan thanh qua trinh bat tay ba budc
duge mo ta nhu hinh 1.6(a). Cac ngudn tin cong gia mao dia chi IP s& khong hoan
tat qua trinh bét tay ba budc. Cac may tan cong giri rat nhiéu gbi SYN dén may chu
nan nhan nhung khong giri g6i ACK dé xac nhan va két thiic qua trinh bat tay ba
budc, lam cho may cha nan nhan phai doi hét thoi gian cho va phai bao luu nguén
tai nguyén cho két ndi d6. Néu qua trinh nay 13p lai v6i rat nhidu yéu cau dugc giri
dén thi may chil nan nhan khong thé xt 1y véi sb lugng 16n cac goi tin va s& sup do.

Client Server Attacker Server

SYN/ACK
%

SYN
SYN
ACK SYN
SYN flooding
(a) Bdt tay 3 budc (b) Tan cong TCP SYN

Hinh 1.6. Qud trinh bdt tay 3 bude Va tdn céng TCP SYN

Céc goi tin ¢ tang van chuyén hay & cac tang cao hon khi giri di phai duoc
dong goi xubng tang mang (gin thém IP-header, trong d6 cd chira thong tin vé dia
chi IP nguén va [P dich) trudce khi gtri di. Do do, c6 thé phat hién duogc tan sudt xuat
hién cua cac dbi twong trén mang chuyén qua moi truong mang dua vao thong tin
vé dia chi IP xuat hién & ting mang. Qua trinh dong g6i dir liéu & bén may giri va
qua trinh van chuyén dit liéu qua mang duoc thé hién trén hinh 1.7 va hinh 1.8. Nhu
vay co thé phat hién cac dbi twong c6 kha ning dang thuc hién tin cong tir chdi dich

vu (thdng qua mot s lwong 10n cac gbi tin xuat phat tir mot hodc mot sé dia chi IP
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nao do), cac déi twong co kha ning 1a muc tiéu trong tin coéng tir chdi dich vu
(thdng qua mot s6 luong 16n goi tin giri dén mot hodc mot sb dja chi IP nao d6) dua

vao bai toan phat hién cac Hot-IP trén mang.

Nhiéu giai phap phat hién va phong chdng tin cong tir chdi dich vu da duoc
nghién ctru va dé xuét [1], [2], [4], [6], [8], [9]. Tuy nhién, cho dén nay van chua co
giai phap nao c6 kha ning phong chdng tir chéi dich vu mét cach toan dién va hiéu
qua do tinh chat phirc tap, quy mo 16n va kha ning phan tan rat cao cia dang tan
cong nay. Do vdy, phat hién som cac dbi tuong c6 kha ning 13 nguy co tan cong

hodc muc ti€u bi tan cong co6 vai tro quan trong trong bai todn an ninh mang.

May gt
7. Application L7-H |Data
6. Presentation L6-H |L7-H |Data
5. Session L5-H |L6-H |L7-H [Data
4. Transport L4-H |L5-H [L6-H |L7-H |[Data
3. Network L3-H [L4-H |L5-H |L6-H |L7-H |Data
2. Data link L2-H |L3-H |{L4-H |L5-H |[L6-H |L7-H |Data
Y |1 Physical | L1-H |L2-H [L3-H |L4-H |L5-H |L6-H |L7-H |Data

Hinh 1.7. Qua trinh dong goi dit liéu bén may guri

1. Physical

Router Router Router

Hinh 1.8. Qua trinh vdn chuyén dit liéu qua mang
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s Cdc nghién cvru vé phat hié¢n tan cong tir choi dich vu:

Tan cong DoS/DDoS lam can kiét tai nguyén va bang thong truy cip dén cac
may chil nan nhan bang mot sd lwong rit 16n cac goi tin tin céng duoc diéu khién
giri dén nan nhéan trong mot khoang thoi gian rat ngin. Muc tiéu quan trong nhat
ctia cac co ché phat hién DoS/DDoS 14 phat hién ching cang sém cang tot va tién
hanh cac giai phap ngin chin cang gan ngudn phat tin cong cang tét. Cac giai phap
phat hién tin cong tir chéi dich vu gdm phuong phap phan tich théng ké, phuong
phap khai pha dir liéu, phuong phap hoc may, phuong phap dwa vao dau hiéu di

duoc dinh nghia san.

Phat hién tan cong sir dung phuong phap phan tich thong ké dugc trinh bay
trong [13], [15]. Trong phuong phap ndy, dit liéu dau vao duoc thu thap va udc
luong tan suat xuat hién dua vao cac dic trung luéng luu luong dé phat hién co tan

céng hay khéng.

Phat hién tan cong dung phuong phap hoc may dugc dé cap trong nghién ciru
[6]. Phat hién tin cong ding phuong phap khai phé dit liéu dugc trinh bay trong [7],
phét hién tin cong sir dung phuong phap phén tich entropy [11][17], st dung mang

noron nhan tao dé phat hién tan cong duoc trinh bay trong [18].

CAc giai phap dang trién khai hién tai trén cac thiét bi tuong lira, IDS/IPS dé
phat hién, phong chdng tan cdng DoS/DDoS gip phai khé khan trong viée xac dinh
trang thai binh thuong dé dit ngudng va cho két qua co6 do chinh xac khong cao.
Trong cé4c giai phap nay, diém manh 13 dua vao cac ddu hiéu di duoc dinh nghia

trude.
s Do tim cdc nguon phdt tan cong:

Khi phét hién c6 tin cong DoS/DDoS xay ra va ngit hé théng nan nhan ra
khoi céc tai nguyén, viéc truy tim ngudn gde tin cong duogc tién hanh. Phuong phap
“do nguoc” dé phat hién cac ké tdn cong tir chdi dich vu dugce dé cap trong cac
nghién ctru [2], [3]. K§ thuat “do nguoc” xuat phét tir thiét bi dinh tuyén gan nhat

vl mady chi nan nhan va ki€m tra tuwong tac véi cac thiét bi dinh tuyén chiéu
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“upstream” dé xac dinh cac ké tin cong. Han ché cua cac giai phap nay 1a phai cai
dat diu hiéu nhan dién & céc router trén duong di cua goi tin hoac gén thém thong
tin ghi ddu dudng di trong cac goi tin. Piu nay chi c6 thé thyc hién trong mang noi
bd, kho thyc thi trong moi truong Internet vi khong thé can thi¢p vao tat ca cac thiét
bi dinh tuyén trén moi truong Internet. DAy 1 giai phap duoc st dung & giai doan

hau tan cong.

Mot vai phuong phap phat hién ké tin cong dugce dé xuit trong tin cong dich
vu Web nhu phuong phép st dung CAPTCHA. Hién tai co ché CAPTCHA gan nhu
1a co ché bao mat hiéu qua dé chdng lai cac ké tan cong DoS/DDoS [19]. Nhuoc
diém cta no 1a 1am kho chiu khi nguoi ding bi gian doan boi CAPTCHA va khong
c6 tac dung trong céc loai tin cong 1am “tran ngdp” giy té liét hoat dong cua may
chu. Trong céac loai tan cong lam “tran ngap” thi giai phap st dung 1 phat hién
ludng tin coéng va phat hién cac ddi tuong tan cong dwa vao phuong phap “do
nguoc”, st dung k¥ thuat han ché tdc do dé han ché cac tin cong nay.

Hau hét cac nghién ctru vé giai phap phat hién tan cong tir chdi dich vu ¢ giai
doan tin cong chu yéu tap trung vao viéc phat hién c6 tin cong hay khong hon 1a
xac dinh cac ké tan cong [1]. Phuong phép sit dung trong bai toan phat hién tan
cong 1a dinh thoi so sanh trang thai hién tai cia hé théng véi mo hinh hé théng binh
thuong duoc thiét 1ap trude, tir d6 phat hién luu luong tin céng. Uu diém cua
phuong phap nay 1a don gian va phat hién rat nhanh cc tin cong xuit hién, tuy
nhién khong thé cung cap thong tin vé dia chi ciia cac ké tin cong. Do d6 dé phat

hién nguon phat tan cong phai dua vao co ché “do ngugc” ¢ budc hau tan cong.

C6 ba vi tri trién khai giai phap phat hién va phong chdng tan cong tir chbi
dich vu: phia mang cua cac may chu nan nhan, vi tri mang trung gian, vi tri mang
nguon phdt tan céng [1]. Trong cac mang trung gian nhu mang & cac nha cung cap
dich vy, viéc phat hién cac ddi tuong c6 kha nang la muc tiéu trong cac cudc tan
cong tir chdi dich vu dua vao phén tich luu lugng di qua né ¢ y nghia quan trong.

Tir viée phat hién nay cé thé giup canh bdo sém cho khach hang dé tién hanh cac
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giai phap tmg pho kip thoi hodc loai bd cac nguy co nay dé dam bao hé thng hoat

dong 6n dinh, thong subt.

Phuong phap thir nhom bat Gng bién c6 thé xac dinh cac ddi twong cé kha
nang gy tAn cong va cac d6i tuong cé kha ning 1a muc tiéu trong tin cong tir chdi
dich ngay & giai doan phat hién tin cong. Dong thdi phwong phap thir nhom bét Gmg
bién cho két qua tot & khia canh thoi gian, d6 chinh x4c cao va mtrc d6 don gian cia
giai phap. Ludn an sé& trinh bay mot sé nghién ctru lién quan vé phuong phép thir
nhom bat tng bién trong dong dir lidu phat hién phan tir tan suat cao dé thay duogc
nhimg vu diém cta phuong phap ndy so sanh v6i cic phuong phap khac va kha

ning ap dung vao bai toan phat hién cac Hot-IP truc tuyén trén mang.

1.4.2. Cac nghién ciu vé sau Internet

Sau may tinh 1a chuong trinh may tinh c¢6 kha nang tu nhan ban va phat tan
dén cac thiét bi trén mang bang cach khai thac cac 16 hong ciia cac thiét bi nay. Sau
may tinh chia lam 2 loai: sdu mang (network worm) va khong phai sdu mang (non-
network worm). SAu mang c6 thé phat tan bang cach khai thac cac 16 hong cua céac
dich vu mang. Sau mang duogc chia lam 2 loai: “scanning worm” va ‘“non-scanning
worm”. “Scanning worm” tim cac thiét bi trén mang c6 cac 16 hong dich vu mang
bang cach quét khong gian dia chi va cong dich vu. Trong céc loai sdu “scanning
worm”, “routing worm” va “hit-list worm” 13 nhitng sau nguy hiém, phat tan dua
vao thong tin trong bang dinh tuyén va danh sach dia chi IP (hit-list) véi toc do cao.
Sau Internet khai thac 16 hong cua cac thiét bi trén mdi truong Internet dé tién hanh

phéat tan va lay nhiém.

Giai doan trwéc | Giai doan phat tan | Giai doan sau
khi phéat tan sau sdu = cach ly khi nhiem sau

Giai phap | Dé phong phét tan | Han ché sau lay lan | Diét sau

sau Phat hién sau

Hinh 1.9. C4c giai doan phdt tan va gidi phdp phong chéng sau mang
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Hinh 1.9 m6 ta cac giai phap phong chéng siu & timg giai doan hoat dong
ctia chung [21]. Trong céc giai doan ndy, luan &n xem xét mot sé nghién ctiru vé cac
k¥ thuat trong giai doan phat tan sau Internet. Muc ti€u cta giai phap la phat hién su

t6n tai ciia siu cang nhanh cang tt bang cach phan tich luu lwong trén mang.

Loai sdu “routing worm” khai thac bang dinh tuyén dé quét mang dya trén
thong tin dinh tuyén BGP [20]. Trong d6, “hit-list worm” khéng chi lan truyén
nhanh hon ma con ¢ thé tién hanh cac cudc tin cong dén cic qudc gia xac dinh,
cac cong ty, ISP hay cac AS. So véi cac loai sau khac, “routing worm” cé thé giy
ra tinh trang tic nghén cho hé théng dudng truc Internet va gdy khé khin trong viée
phat hién.

Hoat dong 1ay nhiém sau gdm cac giai doan sau: phdt hién muc tiéu, truyén
sAu, kich hoat va ldy nhiem [21], [22], [23]. Qua trinh hoat dong 1y nhiém sau
Internet & hai giai doan dau (phdt hién muc tiéu Va truyén sdu) anh huong dén hoat
dong cuia mang, nén cac hanh vi cta ching ¢ hai giai doan nay rat quan trong dé
tién hanh trién khai cac giai phap phat hién. Mot s6 dic diém quan trong can luu y
dé tao thuén lgi cho viéc phat hién chang la: & budc phat hién muc tiéu, phuong
phap don gian nhat cac sau hay sir dung 12 “quét mi”, c6 3 phuong phéap duoc st
dung trong “quét mu” I1&: quét tuan tir, quét ngau nhién Vv quét két hop. Phuong
phap nay c6 tinh co hdi va ty 1 that bai cao. Phién ban nang cap tir phuong phap
quét nay l1a “routing worm”. “Routing worm” 1a mot budc cai tién voi khong gian
quét nho hon. “Routing worm” st dung théng tin dugc cung cap boi bang dinh
tuyén BGP dé thu hep phé quét va cac hé théng muc tiéu cu thé trong mot vi tri dia
Iy nhu mot quéc gia, mgt nha cung cép dich vu (ISP), hodac mot hé théng mang tu
tri (AS). “Routing worm” cd kha nang lay lan nhanh hon sau truyén théng gap
nhiéu lan [24], [28].

Sau budc phat hién muc tiéu, siu dugc nhan ban va giri dén muc tiéu. Co
nhiéu mé hinh phét tan sau, theo [28] c6 ba md hinh phat tan sau: self-carried,

second channel va embedded. “Self-carried” thuc hién don gian, phan worm-
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payload dugc truyén trong goi tin ciia chinh nd. Mot s loai su khac truyén qua
“second channel” nghia 13 truyén qua mot kénh khac, sau khi tim thidy muc tiéu,
sdu s& dén muc tiéu, worm-payload tir Internet hoic mot may da nhiém truée do
thong qua “backdoor” dugc cai dat st dung RPC hodc cac g dung khac. Phuong
phap “embedded” hoat dong rat thin trong, rat kho phat hién. Bén canh 3 phuong
phap trén, botnet ciing dugc sit dung dé truyén sau, thu rac va thyc hién tin cong tir
chdi dich vu phan tan [25]. Hai giao thuc st dung ¢ budc truyén sau 1a TCP va

UDP.

Céc thuat toan phat hién c6 thé chia thanh 2 dang: dira vao ddu hiéu Va dua

Va0 su bt thuong [24], [26]:

(1) Phat hién sdu dwa vao ddu hiéu dwoc dinh nghia san (signature-based):
phat hién dua vao dau hiéu 13 k¥ thuat truyén thong duoc sir dung cho hé thong phat

hién xam nhap (IDS) va thuong sir dung cho phat hién cac cudc tin cong da biét.

Loai nay khong quan tam t&i lam thé nao dé tim cac muc tiéu. Trong do, cac
dau hiéu dugc dinh nghia sin so khép véi payload (noi chira mi sau thuc sy) dé
phat hién sdu. Giai phap nay bi han ché trong truong hop cac siu duoc thay doi
payload dé tranh hé thong phat hién. Ngoai thay d6i cach thé hién cia nd trong
payload, sau con c6 thé thay doi hanh vi. Néu sau st dung mo hinh ma héa phirc tap
dé che dau muyc dich thuc sy cta n6 thi cang gay kho khin hon trong viéc phong

chdng.

(2) Phat hién sdu dwa vao sw bdt thwong (anomaly-based): Cac d4u hiéu cia
mot sdu mai xuét hién 13 chua biét. Tat ca cac sdu phat tan rong duogc biét dén cho
dén nay thong thuong tao ra luu lwong dir liéu 16n va hau hét 1a st dung co ché
“quét mu” dé tim kiém 15 hong ciia cac thiét bi trén mang va lay nhiém [21]. Do d6
c6 rat nhiéu dia chi muc tiéu khong ton tai, tir d6 xuét hién dau hiéu bat thuong.

Hé théng phat hién sdu dya vao su bat thuong khong dua vao payload nhu
dang (1) ma dua vao header cua goi tin. C6 3 muc dich pho bién cho cic goi tin

dugc giri hodc nhin cua mot thiét bi 13: khdi tao két néi, chi ra that bai trong né lec
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két noi va giri dir liéu qua mot két noi da thiét ldp. Hé thdng ciing c6 thé tiép tuc
theo ddi cac dir liéu giita dia chi ngudn va dich dé tim ra cac ddi tugng nao dang

quét mang.

Vén dé thach thirc 16n dbi véi giai phap phat hién dwa vao su bat thuong 1a
dua trén viéc dinh nghia nhimg hanh vi mang binh thuong 1a gi, quyét dinh cac
ngudng dé kich hoat bao dong. Néu cic mé hinh binh thudng khéng duoc dinh

nghia mot cach can than sé c6 rat nhiéu canh bao sai.

Nhu vay, qua cac phan tich vé hai linh vuc nghién ctru lién quan 1a phat hién
cac dbi twong va muc tiéu trong tdn cong tir chdi dich vu va van dé phat tan sau
Internet d6i vi mot s6 loai sdu nhur “scanning-worm” lién quan dén nghién ciru cac
IP tin suit cao trén mang cho thiy cac giai phap hién tai tdp trung vao viéc phat
hién c6 ton tai tin cong hay khong trong budc phat hién va phong chong tin cong.

Viéc xac dinh cac doi tuong gay ra tan cong dugc thuc hién & budce hau tan cong.

Do viy, can mdt giai phap c6 thé can bang diéu ndy, nghia 13 c6 thé nhanh
chéng phat hién cac nguy co va dong thoi chi ra duoc cac ddi twong nay 1a nhirng IP
ndo & giai doan xay ra tin cong (trong tdn cong tir chdi dich vu) hay & giai doan
phét tan sau Internet. Giai phap dit ra dugc dua vé giai bai toan phat hién Hot-IP
trén mang ma luan an nghién ctru giai quyét. Van dé nay c6 y nghia quan trong
trong cac mang trung gian ¢ ISP hoic cac hé théng cung cap dich vu trén Internet
duoc t6 chirc dang da ving nham hd trg dé tién hanh gidm sat, han ché sém cac
nguy hai, ddm bao sy hoat dong on dinh trén mang Va canh bao sém cho khach

hang.

1.4.3. Cac nghién ciu vé thudt toan phat hi¢n phan ti tan sudt cao

Dong dir lidu 14 mot ddy tuan ty cac phan tir lyu théng trén mang co dic
diém 1a toc do truyén dit liéu nhanh, gay ra nhiéu kho khan trong viéc truyén va tinh
toan cua cac giai phap lién quan dén cac dir liéu nay. Cac thuat toan trén dong di
lidu lubn xem xét cac yéu to lién quan nham giam khdng gian luu trit, thoi gian tinh

toan cua chuong trinh [27], [28].
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Céc phan tir tan sudt cao trong dong dir liéu c6 thé dai dién cho nhiéu dbi
tugng khac nhau trén mang. CAc phan tir trong dong dir liéu c6 thé dai dién cho cac
cAu truy van giri #én mot Internet Search Engine, lac nay cic phan tir tAn suét cao 1a
cac tir khoa tim kiém thong dung. Pdi véi Web Proxy cac phan tir c¢6 thé 1 cac
URL dugc cac may trong mang giri dén va cac phan tir tin sudt cao 1a cac URL
dugc yéu cau nhidu. Céc thiét bi dinh tuyén trén Internet két ndi voi nhau dé truyén
c4c goi tin IP dén dich, dir lidu qua no rat 16n. Do dé, trong viéc quan Iy mot hé
théng mang 16n, nguoi quan tri can phat hién nhanh cac ddi tugng hoat dong bat
thuong trén mang, cac ddi tugng nay c6 thé 13 nguyén nhan gy ra cc sy cb nhu
cac tan cong tu chdi dich vu, cac muc tiéu trong tan cong tu chéi dich vu, cac may
phat tan sdu mang, cac thiét bj hoat dong bat thudng trong hé thong nhu da trinh

bay & phéan trudc.

Vi mtrc d¢ quan trong va kha nang trng dung rong rdi cua bai toan tim céac
phén tlr tan suét cao trong dong dit liéu nén da co rat nhiéu thuat toan duoc dé xuat
dé giai quyét bai toan nay. Cac thuat toan tiéu biéu tim cac phan tir tin sut cao
trong dong dir liéu c6 thé ké dén la: thuat toan Majority duoc dé xuat boi Moore
nam 1982 [30], thuat toan Frequent dugc dé xuat bai Misra va Gries nam 1982
[31], thuét toan LossyCounting dugc dé xuit boi Manku va Motwani nam 2002
[32], thuat toan SpaceSaving dugc dé xuat vao nim 2005 béi Metwally va cac cong
su [33], thuat toan CountSketch duoc dé xuat bai Charika cing cac cong su vao
nam 2002 [34], thuat toan CountMin cua hai tac gia Cormode va Muthukrishnan
nam 2005 [28]. Ngoai cac thuat toan trén, mot giai phap khac dugc sir dung dé phat
hién cac phan tir tan suit cao 1a phuong phéap thir nhoém. Pay 1a giai phap c6 nhiéu

ru diém va c6 kha niang phat trién dé phat hién cac Hot-IP tryc tuyén trén mang.

Céc thuat toan tim phan tir tin suét cao trong dong dit liéu ké trén duoc chia
thanh hai nhom chinh: cac thuat toan “counter-based” va cac thuat toan “Sketch”
dugc mo ta ¢ bang 1.2. Céc thudt toan loai “counter-based” giam sat mot tap cac
phan tir tir dong dit liéu dau vao cing v6i mot bién dém twong Gmg voi mdi phan tir

duoc giam sat, sau d6 mot tap cac luat twong tmg cho mdi thuat toan s& duoc ap
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dung trén danh sach cic phan tir ndy dé tim ra cac phan tir tan suét cao ciing nhu tan
suat xuat hién wéc lugng ciia cac phan tir. Cac thudt toan loai “Sketch” khong giam
sat mot tap cac ph?m ta tor dong dir liéu ma xem dong dir li¢u dau vao nhu mot
vector voi mdi toa do cua vector 1a tan suat xuat hién ciia mot phan tir twong ng
trong dong dit liéu, dura trén cac tan sb wdc lugng nay sé& tinh toan ra cic phan tir tin

suit cao trong dong dit liéu.

Bing 1.2. Phéin nhém cdac phwong phdp tim phan tir tan sudt cao

Counter-based Sketch

Phuong phip | e Gidm sat mot tap cac| © -~xem dong dir licu

giai quyet phan tir tir dong dit liéu nhuw mot vector, Vi
cing véi bién dém moi toa do 1a tan suat
twong g xudt hién cua mo1
phan tir tuong ing

R R , R N ° D \ ’ )\n A
o Mot tap cic luit sé wa vao cac tan suat

duoc ap dung trén danh udc luong nay, tinh

sach cac phan tir nay toan ra cac phan tr

A \ X ) X )\n A
dé tim ra phan t tan tan suat cao

suat cao

Thuat toan Majority, Frequent, Count-Sketch, Count-Min
LossyCounting, SpaceSaving | Sketch

s Cdc thudt todan loai “counter-based”:

Thuat toan Majority duoc dé xuat boi nhom cua Boyer-Moore [30] va nhém
Fischer-Salzberg nim 1982 [35] dung dé tim phan tir tn sudt cao trong dong dit
liéu. Phan tir tin sudt cao dugc xac dinh & day l1a phﬁn ttr c6 s 1an xuét hién nhiéu

hon ntra trong tong so cac goi trong dong dir licu.
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Bai toan duoc phat biéu nhu sau: cho dong dit liéu o = (al,az,...,am>, trong
d6 c6 N phan tir phan biét va vector tan suat f =(f,..., f\),v6i f +---+f, =m,
Van d& phan tir tan suat cao duoc xac dinh nhu sau: néu 3j: f ; >m/2,thi xudt két
qua j.

Y tuéng co ban cua thuit toan Boyer-Moore-Fischer-Salzberg nhu sau:
ching ta s& luu trit mot bién dém counter va mot phan tir, goi 1a phan tir hién hanh,
gan counter =1 va phan tir ¢au tién trong dong dir liéu 13 phan tir hién hanh, v6i mdi
phan tr méi a trong dong dit lidu (tir phan tir tht 2 tro di). Néu a gidng phan tir hién
hanh thi ting counter 1én 1. Truong hop néu a khac phan tir hién hanh thi: néu
counter = 0 thi thay phan tir hién hanh bang a va gan counter = 1; néu counter > 0

thi giam counter di 1.

Phuong phap nay vé ban chat duoc thuc hién qua 2 pha. Pha thir nhat tim ra
phan tir tAn suit cao néu no ton tai (xac dinh cac Gmg cir vién 1 tin suét cao). Pha
thr 2 1 kiém tra tan suat xuat hién cia ching, xac dinh xem phan tir tim duoc trong
pha thir nhit c6 ding that 1a phan tir tan suit cao hay khong. Khi két thuc, néu co
ton tai mot phan tir tAn suat cao (xuat hién hon m/2 1an) thi phan tir tin suit cao
chinh 14 phan tir hién hanh. Rét tiéc 12 néu khong c6 phan tir tan sudt cao thi thuat
toan nay khoéng phan biét duoc. Cac thuit toan qua 2 pha nhu thé nay khong thich
hop cho bai toan trén dong dir li¢u thoi gian thyc Vi bai toan trén dong dir liéu yéu

ciu cac thudt toan xu 1y qua dong dir liéu mot 1an va cho ra két qua.

Doi vai thuat toan Majority chi c6 mot phan tir tan suat cao dugc tim thay
sau khi thuét toan két thiic. Mot sd thuat toan sau nay déu co thé tim duoc tat ca céc
phan tir c6 tan suat xuat hién 16n hon mat ti 1¢ phan trim cua tong s6 phan tir trong
dong dit liéu tinh dén thoi diém hién tai. Thuat toan Frequent vé ban chat 1a su tong
quat hoa cua thuat toan Majority, chi khéc 13 thay vi giam sat mot bién dém va mot
phan tir nhu thuat toan Majority thi thuat toan Frequent giam sat k phan tir va céc

bién dém tuong trng v&i moi phan tir.
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Thuat toan Frequent duoc dé xuét boi Misra va Gries nam 1982 [31] dé tim
tat ca cac phan tir co tan suat xuat hién 16n hon m/k. Thuét toan sir dung k-lcip
(item, counter), v&i moi phz‘in tir m&i dén thi thuat toan thuc hién céc tic vu sau:
ting bo dém tuong tng néu phan tir nay di t6n tai. Néu s phan tir da duoc luu nho
hon k thi lru phan tir méi véi bién dém twong tng dit bang 1; nguoc lai, giam tat ca
cac bo dém. Néu c6 bat ky bd dém nao bang 0 thi x6a phan tir trong Gtng. Misra va
Gries cai dat sir dung tim kiém trén cdy can bang. Thuit toan nay ciing khong thich
hop cho cac ing dung trén dong dit liéu vi phai trai qua 2 pha mai két luan dugc két
qua cua bai toan.

Thuat toan LossyCounting duoc dé xuat bdi Manku va Motwani nam 2002
[32]. Thuat toan ndy str dung cau tric luu trit cac bo gdm: phan tir (item), chin dudi
ctia bd dém va gia tri delta 1a gid tri khac nhau giita chin trén va chin dudi. Khi xur
1y phan tir th i trong dong dit lidu, néu phan tir da dugc luu trit thi ting chan dudi
tuong ung cua n6 thém 1, nguogce lai tao mdt bd madi cho phﬁn tor nay véi chan dudi
dit bang 1 va delta = li/k |.Cac phan tr s& bj x6a néu c6 chan trén nhé hon Li / kJ.

Két qua tra vé 1a cac phan tir dugc Iuu ¢6 tan suat 16n hon m/Kk.

Thuat toan SpaceSaving duoc dé xuit boi Metwally va cong su nim 2005
[33]. Thuét toan nay st dung cau tric dit liéu gém luu trir k b (item, count), khai
tao voi k phan tir phan biét va cac bo dém tuong tmg ciia nd. Néu mot phan tir moi
dén chua duoc luu trit, thay thé cho phén tor co gia tri dém nho nhét va khai tao bd

dém bang gia tri dém nho nhat cong thém 1.

Trong cong trinh nghién ciru cia Cormode va Hadjieleftheriou [10] da thuc
nghiém so sanh cac thuat toan nay. Nhom tac gia nay thuc hién véi 10.000.000 goi
tin HTTP v6i ngudng tan suat ¢ tir 0,0001 dén 0,01. Cac thuat toan “counter-based”
trén hinh 1.10(a) thé hién sé luong goi tin cap nhat trén phan nghin gidy, hinh
1.10(b) thé hién mirc d6 chinh x4c cia thuat toan. Hinh 1.10(a) cho biét s6 lwong

61 tin cap nhat trén phan nghin gidy cua cac thuit toan SpaceSaving va Frequent
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nhanh hon LossyCounting. Nhin chung, thuat toan SpaceSaving cho két qua tét hon
cac thuat toan khac trong nhom céc thuat toan “Counter-based”.

f g LC
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(a) HTTP: Speed vs. ¢. (b) HTTP: Precision vs. ¢.
F: Frequent; LCD: LossyCounting; SSH: SpaceSaving sir dung cau tric heap;
SSL: LossyCounting sir dung danh sach lién két.
Hinh 1.10. So sanh cdc thudt toan loai “counter-based” [10].

Céac thuat toan “counter-based” luu trit mdi ddi tuong bﬁng mot bd dém nén
tdn nhiéu khong gian luu trir véi sb lugng rt 16n cac d6i tuong trén mang, dac bict
trén mang & cac nha cung cip dich vy, Khong thich hop cho bai toan phat hién cac

Hot-IP dugc thiét 1ap trén moi trudng mang véi cac thiét bi co tai nguyén han ché.
s Cadc thudt todan loai “Sketch”:

Khoéng giong nhu cac thuat toan “Counter-based”, cac thuat toan dya trén
“Sketch” khong giam sat mot tip cac bién dém ma cac thuit toan nay udc luong tan
suat clia cac phan tir. Tan suat udc luong cta cac phan tir dugc tinh thong qua mot
tap cac mang cua cac bién dém. Mdi phan tir dugce dua vao cac bién dém thong qua
cac ham bam, cac mang bién dém nay duoc cip nhat mdi khi co phén tor duoc dua

deén.

Thuat nglt “sketch” dugc dung dé chi mot cu trac dix liéu, mot anh xa myén
tinh cho vector tan suat dau vao. Cac thuat toan dwa vao sketch st dung cac ham
bam dé x4c dinh céc 4nh xa tuyén tinh. Hai thuat toan tiéu biéu cho loai nay la

Count-Sketch va Count-Min.
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Thuat toan Count-Sketch dugc dé xuét boi Charikar va cic cong su vao nim
2002, st dung cau trac dit liéu sketch dé giai quyét bai toan tim k phan tir phd bién
trong dong dit liéu [34]. Thuat toan nhan vao dong dit liéu S, mot sd nguyén k va
mét s6 thue &, sau do tinh toan va tra vé k phﬁn tr vo1 dam bao réng: moi phén tr
trong k phan tir dugc tra vé déu co tan suit 16n hon (1-&)n,. Trong d6, n, 14 tan

suat cta phan tir tht Kk trong dong dit liéu.

Sketch 12 mot mang C (2 chiéu) v6i d dong va w bo dém, sir dung 2 ham bam
cho mdi dong: ham h; anh xa céc phan tir vao cac bd dém [w] va ham gj 4nh xa cac
phan tir vao {-1, +1}. Vi mdi phan tir i dau vao thuc hién cong gi(i) vao C[j,h(i)]

trong dong j (véi 1 <j<d). Hinh 1.11 mé ta ciu trac dir liéu sketch.

Hinh 1.11. Cdu tric dit liéu sketch [28]

Thuét toan Count-Min dugc dé xuit bdi Cormode va Muthukrishnan nam
2005 [28], trong thuat toan nay st dung ciu trac dir liéu sketch 1a mang 2 chiéu gdbm
d dong va w bo dém, str dung d ham bam hj, mdi dong st dung mot ham bam. Moi
cap nhat anh xa vao d thanh phan trong day, khi d6 mdi phan tr dugc ting 1én. Udc

lwong tin sudt cho mdi phén tir 1a f;' = min 1<i=d C[ J, hy(D)].

Thuat toan tim phan tir tAn suit cao dya trén Count-Min va Count-Sketch sir
dung céu trac dir liéu giéng nhau dé udc lugng tan suat ctia cac phan tir trong dong
dir liéu. Diém khéac nhau chinh cia hai thuat toan nay 1a cic wdc lugng tan suat,
thuat toan Count-Sketch 13y trung vi ctia bién dém, thuat toan Count-Min lay gié tri

nho nhat cua cac bién dém.
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Nhu vay, mot cach tong thé co thé thdy rang cac thuit toan Count-Min va
Count-Sketch ¢6 nhiéu loi thé dé sir dung cho céc bai toan trén dong dir liéu 16n vi
viée str dung cac ham bam s& khong can st dung timg bd dém cho mdi dbi tuong
can xu 1y, tir d6 sé& it ton khong gian luwu tri trong qua trinh tinh toan cua chuong

trinh.

Nhém nghién ctru cia Cormode st dung phuong phap thir nhém bat tng
bién dé phat hién cac phan tir tan suit cao trong dong dit liéu [27]. Trong do, cu
trac dit liéu dugc phat trién tir phuwong phap Count-Min. Phuong phap thir nhom bat

ung bién st dung dé€ xac dinh cac phan tir tan suat cao dugc trinh bay sau day.

1.4.4. Phwong phdp thir nhom

Nhom nghién ctru cua Cormode va Muthukrishnan str dung phuong phéap thir
nhom va tmg dung trong truy xuit co sd dit liéu [10], [27], [36]. Nhom tac gia cai
tién phuong phap Count-Min va 1y thuyét thir nhom dé phat hién cac phan tir tan

sut cao trong dong dir liu.

So luge vé phuong phap duge mé ta nhu sau: gia st c6 mot dong dir liéu m
phan tir, trong d6 m rat 16n, thiét ké tong cong t nhom thir. MAi mot nhém thir thir |
s& c6 mot bo dém C, tuong Ung. Két qua ctia nhom thir c6 chira phén tir tan suat cao

khi va chi khi ¢, >m/(d +1), trong d6 d 12 mot hang s6 cho trude.

Nhom nghién ctru ciia Cormode da mo hinh héa dugc bai toan phat hién cac
phﬁn tr tAn suit cao trong dong dit liéu va cho théy dugc mét s6 vu diém vuot troi
ctia phuong phap thir nhom nhu phu hop ddi voi loai dir liéu dong, c6 d6 chinh xac
cao va thoi gian chay nhanh hon cac phuong phap khac (Count-Sketch, Count-Min).
Tuy nhién, giai phap nay con c6 mot s6 han ché ma nhém nghién ctru cia Cormode
chua giai quyét duoc. Do 1a phuong phap sinh ma tran phan céch theo phuong phap
xéac suat, dan dén van dé ma tran sinh ra c6 thé khong phai 1a ma tran d-phan-céch
hoic chi phi thoi gian do phai vét can cua thuat toan tham lam. DAy ciing 13 han ché

chung ctia nhiéu nhém nghién ctru khac nhu trong [10], [37], [38]. Mot s6 két qua
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thuc nghiém so sanh gitta cac thuat todn “sketch” va phuong phap thur nhom duoc

trinh bay ¢ hinh 1.12.

Qua biéu do két qua thue nghiém cho thy thuit toan Count-Sketch c6 toc do
cap nhat cham hon cac thuat toan khac trong nhém cac thuat toan sketch. Thuat toan
thir nhom bét tmg bién (CGT) str dung khong gian luu trit nhiéu hon nhung thuc

hién nhanh va d¢ chinh xac cao.
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(b) HTTP: Size vs. ¢.

CS: CountSketch; CMH: CountMin Sketch; CGT: Combinatorial Group Testing
Hinh 1.12. So sanh cdc thudt todn loai “sketch” [10]
Mot s6 két qua thuc nghiém nita duge trinh bay trong cong trinh nghién ciru
cta Cormode va Muthukrishnan [36] so sanh d¢ chinh giita phuong phap thir nhom

va céac thuat toan ctia phwong phap “counter-based” duoc thé hién trong hinh 1.13.
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Hinh 1.13. Dé thi so sanh d¢ chinh xdc cdc thudt todn [36]

Phan thuc nghiém véi dit li€u thoi gian thyc so sanh d§ chinh xac cua

phuong phép thir nhom bat Gng bién, phuong phap thir nhom tng bién va hai thuat

toan cua loai “counter-based” 1a LossyCounting va Frequent dugc trinh bay trong

hinh 1.14 cho thay phuong phap thir nhom bat tng bién c6 do chinh xac cao hon

cac phuong phép khac.
Precision on Real Data
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CGT: Combinatorial Group Testing, Adapt: Adaptive Group Testing

Hinh 1.14. Dé thi so sanh dg chinh xdc cdc thudt todn trén dir liéu thét [36]

Luan an ciling d4 tién hanh cai dat thyc nghiém so sanh gitta phuong phap

“counter-based” va phuong phap thir nhém bét tng bién, tinh thoi gian giai ma véi

sb lugng dia chi IP phan biét tir 3.000 dén 260.000, sb luong goi tin IP dugc phat

sinh ngiu nhién trén server (IBM Xeon E 2.5 Ghz, RAM 4GB). Két qua dugc trinh

bay trong bang 1.3.
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Tir két qua thuc nghiém cho thiy ring phuong phap “counter-based” cho
két qua t6t hon phuong phap thir nhom bat Gng bién trong trudng hop sd luong
phan tir nho. Tuy nhién véi s lwong phan tir 16n, phuong phép thir nhém bt Gmg
bién cho két qua t6t hon. Két qua thuc nghiém thé hién trong bang 1.3, hinh 1.15 va
hinh 1.16.

Qua cac phan tich trén cho thdy phuong phap thir nhém bét tng bién cod
nhiéu wu diém trong bai toan tim phén tlr tAn sudt cao trén mang nhu thyc hién don
gian, tbc d6 nhanh va do chinh xac cao. Phuong phap nay cé kha niang tng dung
hiéu qua cho bai toan phat hién cdc Hot-IP truc tuyén trén mang, ddc biét & mang
trung gian & phia nha cung cp dich vu véi s6 luong ngudi ding va tan suét sir dung
rat 16n. Trong d6 c6 thé coi cac dia chi IP trong cac gobi tin IP 1 cac phan tir can

Xem Xet.

1,4

1,2

0,8
0,6

0,4

Thoi gian gidi m3 (giay)

0,2

0 5000 10000 15000 20000 25000
S6 lugng dia chi IP (N)

Group Testing Counter-based

Hinh 1.15. Biéu do thoi gian gidi ma cia “Group Testing” va “counter-based”
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—®— Group Testing —@— Counter-based
Hinh 1.16. Biéu do thoi gian giai ma cua “Group Testing” va “counter-based” vdi
s0 luong doi twong lon

Bdng 1.3. Thoi gian giai mad cua phwong phap thir nhom va “counter-based”

Group Couter- Group Couter-

N Testing Based N Testing Based
(giay) (giy) (giay) (giay)

3.000 0,08 0,04 100.000 2,28 26,89
5.000 0,14 0,11 120.000 2,79 38,73
7.000 0,16 0,22 140.000 3,19 52,67
9.000 0,21 0,34 160.000 3,65 68,78
11.000 0,26 0,44 180.000 4,10 87,05
20.000 0,48 1,22 200.000 4,56 107,49
40.000 1,01 4,31 220.000 5,01 130,05
60.000 1,37 9,79 240.000 5,48 150,78
80.000 1,84 17,17 260.000 5,93 183,38
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1.5. GIAI PHAP PHAT HIEN HOT-IP

Xuat phat tir hai bai toan tmg dung thuc té 13 bai toan tan cong tir chdi dich
vu va bai toan phét tan sau trén Internet cho thay dic trung quan trong cua chung la
sO lugng go6i tin Iuu thong trén mang rat 16n trong khoang thoi gian rat ngan. Moi
g6i tin IP luu thong trén mang déu chira thong tin vé dia chi IP bén may gui va IP
bén may nhan. Do dé, bai toan phat hién cac ddi twong trén mang xuat hién véi tan
suét cao; lién quan dén cac ddi tuong c6 kha nang 1a ngudn phat hay myc tiéu trong
tan cong tir chéi dich vy, c6 kha ning 1a ddi twong dang tién hanh phat tan sau
Internet loai quét khdng gian dia chi IP dé tim kiém cac muc tiéu 1ay nhiém; c6 thé

tong quat thanh bai toan phat hién cac Hot-IP trén mang.

Phat hién cic Hot-IP 1a mot truong hop trong bai todn tim cac phan tir tin
suat cao trong dong dir lidu. Trén co s& phan tich cac nghién ctru lién quan va cac
thuat toan phat hién phan tir tan suat cao trén dong dit liéu cho thiy rang phuong
phap thir nhém bat Gng bién c6 nhiéu loi thé dé 4p dung vao viéc phat hién cac Hot-

IP tryc tuyén trén mang.

C6 thé md hinh héa bai toan phat hién cac Hot-IP trén mang nhu sau: cho
khong gian rat 1on cac dia chi IP. Mdi goi tin trén mang thong qua dia chi IP dé xéc
dinh thong tin nguoi gt va ngudi nhan trén mang, cac thiét bi dinh tuyén la thanh
phan trung gian chuyén tiép cac géi tin dén dich dwa vao thong tin dia chi nay va
bang dinh tuyén. Cac nguy co gay hai xudt phat tr mot hodc mot ) luong ddi tuong
nao d6 (Hot-1P) rat nho so véi sb lugng cac thiét bi hoat dong binh thuong trén
mang can duoc xac dinh dé co giai phap tng phé kip thoi. Muc tiéu cta luan an 1a
dua ra giai phap phat hién cac Hot-IP truc tuyén véi dong dit liéu 16n. Mot sé van
dé can xem xét 1a: khong gian luu triY, thoi gian tinh toan, phuong phap bd tri bo
phat hién Hot-IP phan tan cho cac hé thong mang da vung, lwa chon cic tham s

cho giai phap theo vi tri trién khai va kha ning ctia hé thong.
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< Mt s6 nghién ciru vé thuit toan gii ma trong phwong phap thir nhém:

Trong cic nghién ctru vé giai phap thir nhém bét mg bién, cac nghién ciu
lién quan vé thuit toan giai ma tim ra cac phan tir tin suét cao (Hot-1P) cho dén nay
c6 2 thuat toan duoc dé cap cha yéu 1a: thudt todn gidi ma don gian VA thudt todn
giai md danh sach.

Thudt todn gidi ma don gian (naive algorithm): dwa vao két qua cta phép thu
nhom va ma tran d-phan-cach dé xac dinh cac Hot-1P. Xét cac két qua cta cac nhom
thir 1a “am tinh” nghia 1a cic nhoém thtr khong chira Hot-IP thi loai cac IP thudc
nhém ndy. Sau khi xem xét hét cac két qua “dm tinh” va loai cac IP tuong ung
trong cac nhdm nay thi cac dia chi IP con lai 13 cac Hot-IP can tim. Thuat toan nay
don gian, tuy nhién thoi gian chay 1a O(Nt), véi t 1 sé dong cua ma tran d-phan-
cach (s6 luong nhom thir) va N 1a s cot ciia ma tran d-phan-cach (s6 luong dia chi

IP phan biét) va d 1a s6 lwong Hot-IP tdi da ma giai phap co thé phat hién duoc.

Thudt toan giai ma danh sach: nghién ctru ctia nhom tac gia Indyk-Ngo-
Rudra [39][40] cai tién y twong ciia Kautz va Singleton trong viéc xdy duyng ma tran
d-phan-cach voi sb hang giam di va ma tran cho phép giai ma nhanh. Y tuéng chinh
ctua Indyk-Ngo-Rudra la xay dung cac ma tran (d,d)-phén-céach-danh-sach M; dung
lam ma trong véi kich thudc N, xq, néu ma tran ngoai M 1a mot ma tran d-phén-
cach thi ta c6 thé giai ma M trong thoi gian poly(d)-tlog?t + O(t?) va s hang cua
ma trin 1a t, v6i t=0(d’logN). Mot ma tran nhi phan M kich thuéc tx N duoc
goi 1a mot ma tran (d, 1) -phan-cach-danh-sach néu thoa tinh chét sau day: ldy mot
tap S c6 nhiéu nhat d cot cia M, va mot tap T (khong giao v6i S) véi it nhat | cot cia
M thi ton tai it nhit mot hang i cia M ma trong d6 mét cot nao d6 trong T chira sd 1
con tat ca cac cot khac trong S chira s6 0. Thoi gian giai ma va phuong phap xay
dung ma tran phan cach dugc tom tit trong bang 1.4.

Két qua duoc nhom nghién ctru [39][40] ching minh phuong phap giai ma
danh séch cho két qua giai ma t6t hon phuong phap giai ma don gian. Tuy nhién,

nhom tac gia nay khong chi ra cadch xay dung ma tran phan cach danh sach mot
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cach tudong minh ma st dung phuong phap xac suit dé sinh ma tran. Nghién ctru

nay chi mang tinh chét 1y thuyét, kho khan trong trién khai thyc té.

Mot s6 nghién ctru khac dé t6i wu sé hang cta ma tran voi t =O(d?log N)
duogc trinh bay trong [41], [42]. Tuy nhién, cac phuong phap nay khong c6 cach giai
ma nhanh va xay dung dugc ma tran tudng minh. M6 hinh 2 budc cia phuong phap
thir nhom trinh bay trong [43] khong thich hgp cho xtr 1y thoi gian thuc béi vi cac
bai toan trén dong goi tin IP thoi gian thuc cn phai dugc tinh toan mét 1an dé cho

ra két qua.

Két qua nghién ctru trong [41], [42], [43] chi c6 ¥ nghia vé mat 1y thuyét vi
khong chi ra cach xay dung ma tran nay mot cach hiéu qua, nhom tac gia nay dung
phuong phap sinh ma tran ngiu nhién. Piéu nay din dén viéc phai luu trir toan bo
ma trin trong qua trinh thuc thi chuong trinh. Chlng ta chi c6 thé 4p dung phuong
phéap nay trong truong hop dic biét véi ma tran d-phan-cach thi ciing 1a (d,1)-phén-
cach-danh-sach. Khi d6, thuat toan chi ¢ thé phat hién duoc t6i da mot Hot-1P trén
mang. Trong thyuc té trién khai, viéc phat hién nhiéu Hot-IP cung lac s& c6 nhiéu ¥
nghia hon. Dé dap tng diéu nay, phuong phap thir nhém bat (mg bién can dugc cai
tién va c6 thé két hop voi mot sb ki thuat khac dé ning cao hiéu qua phat hién Hot-
IP. Hai k¥ thuat quan trong dugc xem xét két hop dé 1a k¥ thuat xir 1y song song
dugce ding trong viéc tinh vector két qua va kién trac phan tan gitta cac khu vuc

trong hé théng mang da ving.

Bang 1.4. Xay dung ma trgn d-phan-cach

Kautz-Singleton [45] Indyk-Ngo-Rudra [39]
S6 nhém ther t =0(d?log? N) t=0(d?log N)
Thoi gian giai ma O(tN) poly(d)-tlog?t + O(t?)

Phuong phéap xay dung | Nonrandom Random
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Qua cac phan tich trén cho thiy rang phuong phap giai mi cua Kautz-
Singleton con 16n tuy nhién phuong phap xdy duyng ma tran d-phan-cach lai la
phuong phap dai sé cho phép phat sinh tirng c6t cia ma trin ma khong can phai luu
trlt toan bo ma tran khi thuc thi chuong trinh. Phuong phap giai ma danh sach cua
Indyk-Ngo-Rudra téi wu hon vé cach giai ma tuy nhién viéc xdy dung ma tran d-
phan-cach dira vao x4c suét trén co s& cua ma tran (d,d)-phan-cach-danh-sach. Do
vay, dé ap dung hiéu qua can cai tién phuong phap giai ma cua Kautz-Singleton ma

van giit nguyén phuong phap sinh ma tran.
< Mot s6 ing dung ciia phwong phap thir nhém:

Ung dung dau tién ctia phuong phap thir nhom 1a phat hién cac quan nhan bi
bénh giang mai trong chién tranh thé gidi thir 11 [46]. Thay vi phai thir mau timg
nguoi dé phat hién bénh thi tién hanh thir ting nhém. Néu nhom nao cho két qua
am tinh thi tit ca nhing ngudi thuéc nhém nay khong mac bénh. Néu két qua
duong tinh thi ¢6 it nhat mot ngudi trong nhom nay bi bénh. Phuong phéap nay lam

giam dang ké sd luong phép thir va thoi gian thuc hién nhanh.

Phuong phap thir nhdm con duge tmg dung trong nhiéu linh vuc khac nhau
nhu trong [53]. Ung dung phuong phap thir nhém bat timg bién dé phat hién ngudn
phat tan cong tir chdi dich vu duoc dé cap trong mot sd nghién ciru [37], [38]. Cong
trinh nghién ctru ctia nhém Khattab va cac cong sy nam 2008 ung dung phuong
phap thir nhom dé phat hién ngudn phat tan cong tir chdi dich vu 1a cong trinh
nghién ctru Gmg dung dau tién cta Iy thuyét thir nhom vao bai toan phat hién dbi

tugng trong tan cong tir chéi dich vu [38].

Phuong phéap “Live Baiting” 13 giai phap hiéu qua duoc dé xuit cho bai toan
phat hién cac ké tan cong DDoS trong dich vu Web dua vao phuong phap thi
nhém. Phuong phap ndy c6 wu diém 1a giam qua tai trong qua trinh xur Iy dong dit
liéu 16n va khong yéu cau st dung dén cac mo hinh binh thuong duoc thiét lap

trudc hodc thiét 1ap cac hanh vi bat thuong.
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Nhom tac gia thir nghiém trén phdn mém gia 1ap NS-2 sau khi thu thap dir
lidu tir Web, thoi gian phat hién trong 90 gidy. Trong giai phap nay, cic yéu cau xir
1y dwgc dua vao cic nhom ung dung khac nhau, sinh ma trin bang phwong phép xac
suat. Tac gia phan loai dich vu thanh cac 16p. Mdi 16p i ctia mot dich vu yéu cau
cung cap, server co kha ning xir 1y 1a ¢;. CAc tac gia thir nghiém vai 10.000 client.
Sau khi phan tich cac 16p dich vu, cudi cing suy ra dia chi IP cua yéu cau dé 1a tir

IP nao trén mang.

Han ché cta “Live baiting” 1a thuat toan phat hién voi danh sach nghi ngd
chira tit ca cac client, xac suit duong tinh gia cao, dac biét khi sb lugng nguoi dung
16n. Han ché nira 1a ngudng duogc thiét lap ¢ dinh dua trén s6 lugng yéu cau cho
mdi nhom thir trong subt thoi gian giam sat ma khong xem xét dién bién luu lugng
thay d6i. Nhom nghién ciru ciia Khattab cai tién phuong phap “Live baiting” véi
ngudng c6 thé thay doi trong qua trinh thyuc hién dé cai tién mic do chinh xac cia

thuat toan trong [44].

Mot s6 van dé can cai tién tir nghién ciru ciia nhom Khattab 1a: (1) ¢6 thé chi
can tap trung vao viéc trich thong tin IP ¢ ting mang trén cac thiét bj dinh tuyén ma
khong can phai xr Iy & mic Gng dung s& tiét kiém thoi gian hon, (2) ma tran
Khattab st dung duoc sinh bang phuong phap xac suat, dan dén kha ning ma tran
sinh ra khong phai 1a d-phan-cach. Tir d6, két qua giai ma xay ra tinh trang muirc do

chinh xac khong cao.

Nhom nghién ctru cta Ying Xuan & Thai nam 2010 ciing nghién ctru vé thir
nhém ung dung dé phat hién tan cong tu chdi dich vu, cai dat trén cac may chu bén
trong [37]. Trong d6, cic may chu ao duoc dung nhu 13 cac nhom thir, cac yéu cau

s€ dugc phan bo vao cac may chu 4o nay.

Mot s6 van dé can cai tién cia nhom Ying Xuan & Thai la: sO lugng may
chu 4o tuong tng véi s6 nhom thir ma nhoém nghién ctru st dung 1am cho s6 lugng
nhom thur nhé (vi kha nang st dung cac may chu do 1a c6 gidi han, thuong 1a nho)

so v&i sO doi tuong trén mang tuong trng voi sO cdt ciia ma tran. Do d6 dan dén
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murc do chinh x4c cia phuong phap thur nhém khéng cao. Vi trong phuong phap thur
nhom sb luong phép thur t=0(d*log®N). Trong do, t 1a sb lwong phép thwr, d 1a sb
lwong tAn cong ciling 13 d trong ma trin d-phan-céch, N 1a sb lwong ddi tuong trén

mang.

Céc nghién ctru hién tai vé phuong phap thir nhom bat ing bién Va cac ung

dung ctia n6 con ¢6 mot so6 han ché can duoc ti€p tuc nghién ctru cai tién nhu sau:

(1) Van dé xiy dung ma tran d-phan-cach: can cé cach xay dung tudng
minh, chinh xac s€ ddm bao dugc viéc giai ma chinh xac. S6 luong dia chi IP trén
mang rat 16n (khoang 2% dia chi IPv4, 2'?® d6i véi dia chi IPv6), dic biét trén mang
& phia nha cung cép dich vu. Do dé, viéc luu trit s6 lwong phan tir s& chiém nhiéu
khong gian bd nhé. Néu c6 phuong phap phat sinh ting cot ciia ma tran thi s& giai
quyét duoc van dé nay, phuong phap nay c6 thé cho phép cimg hoa bude sinh ma
tran.

C6 2 phuong phap xay dung ma tran d-phan-cach: phuong phap thtr nhat 13
phuong phap xac sut véi t =O(d? log N)[39], phuong phap nay khong thé sinh ra
ting cdt cia ma tran ma ching ta mudn xir 1y. Tht hai 1a phuong phap xay dung
tuong minh sir dung phép ndi ma ciia Kautz va Singleton véi t =0O(d? log® N) [45].
Pay la giai phap cin bang giita phuong phap sinh ma trin dang random va
nonrandom vé s6 luong nhom thir.

(2) Két hop voi mot sd ki thuat dé ting hiéu qua giai phap phat hién Hot-1P
nhu lga chon kich thudc ma tran phu hgp véi vi tri trién khai, xtr Iy song song, kién
trac phan tan trong cac hé thong mang t6 chire da ving.

(3) Cai tién phuong phap thir nhém bét ing bién dé nang cao kha niang tinh
toan va phu hop v6i bai toan phat hién cac Hot-IP thoi gian thuc, dam bao hé thong

hoat dong 6n dinh, thong sudt.
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1.6. KET LUAN CHUONG 1

Trong chuong nay, luan 4n trinh bay tong quan vé cac thuat toan tim phan tir
tan sudt cao trong dong dit liéu, cac nghién ciru lién quan dén bai toan phat hién va
xac dinh cac ddi trong trong tin cong tir chdi dich vu (DoS, DDoS), cac nghién ctru
vé phat hién d6i twong phat tan sau Internet loai “scanning worm”. Trong van dé
tim phén tlr tan suét cao, luan 4n trinh bay vé Hot-1P, mot sd dic diém cua Hot-1P
trong dong goi tin IP, giai phap phat hién va cac van dé nghién ctru dit ra cho bai
toan nay khi 4p dung vao dong dit liéu thoi gian thuc. Mot s6 phén tich lién quan
dén viéc lya chon phuong phap cho bai toan phét hién cac phan tir tAn suit cao va
nhitng thach thirc trong cac ung dung thoi gian thuc trén dong dit li¢u nhu chi phi

tinh toan va khong gian luu trit von han ché trén cac thiét bi mang.

Han ché trong cac nghién ctru di khao sat 1a & budc phat hién tan cong, cac
giai phap chi tap trung vao phat hién co6 tan cong hay khong trong dong dir liéu ma
khong chi ra cac dbi tuong gay ra tin cong bang cac k¥ thuat phan tich thong ké, ky
thuat khai pha dir liéu, phuong phap hoc may. Str dung phuong phap “dd nguoc” dé
phat hién cac dbi tuwong tin cong rat kho ap dung trong mdi trudng Internet va

phuong phap nay thudng thuc hién & giai doan hau tin cong.

Bai toan phat hién cac Hot-IP truc tuyén 1a bai toan c6 nhiéu tmg dung quan
trong trén mang nhu phat hién céac thiét bi co kha nang hoat dong bat thuong, phat
hién cac doi tuong c6 kha nang la muc tiéu trong tan cong tur chdi dich vu, phat hién
cac d6i twong co kha ning 1a ngudn phat dong tin cong tir chdi dich vu hay phét
hién ngudn phat tan siu mang. Viéc trién khai tmg dung giai phap nay trén hé thong
mang 16n c6 rt nhiéu ngudi truy cip hay mang & phia nha cung cap dich vu co y
nghia quan trong nham phat hién sém cac d6i tuong c6 kha niang gy nguy hai trén
mang dé tir 46 gitip ngudi quan tri cé nhing giai phap tmg pho kip thoi, dam bao hé
théng hoat dong 6n dinh, théng sudt.

Phuong phap thir nhém bat tng bién c6 nhiéu uu diém dé nghién ctru trién

khai vo1 dong dit liéu 16n thoi gian thuc trén mang nhu thoi gian thuc hién nhanh,
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d6 chinh xac cao va don gian. Tuy nhién, han ché 16n nhit ctia phuong phap nay 1a
con chiém nhiéu khong gian luu trit ma tran.

Bai toan ndy mo ra nhiéu hudng nghién ciru dé cai tién giam khong gian luu
trir bang cach xdy dung tuong minh ma tran phan cach sir dung phuong phap ndi
mi. Khi d6, chuong trinh khong can phai luu trit ma trin ma van xac dinh duoc gia
tri trong cac phan tir cia nd. Bén canh d6, giai phap co thé duogc cai tién giam thoi
gian tinh toan dé ung dung trong phat hién cac Hot-IP truc tuyén va co thé két hop
mot so giai phap khac nhu k¥ thuat xtr Iy song song, kién triic phan tan, xem xét kha
nang ctia hé thong tai vi tri trién khai dé nang cao hiéu qua phat hién nhanh va canh

bio sém cac Hot-IP.
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CHUONG 2. PHAT HIEN CAC HOT-IP SU DUNG THU
NHOM BAT UNG BIEN

2.1. GIOI THIEU VE THU NHOM

Phuong phap thir nhém xuét hién dau tién vao nim 1943 duoc Robert
Dorfman d& xuét [46]. Trong chién tranh thé gi6i lan tha II, Dorfman thiét ké mot
thu tuc thir mau cho cac quan nhan ctia My dé chi ra nhitng ngudi nao bi bénh giang
mai. C)ng thuc hién nhu sau: bé nhidu mau méau vao cac nhém, mdi mau mau dugc
trich ra dé bo vao nhiéu nhém. Mdi nhém c6 thé chira mot hodc nhiéu mau mau va
thir cing mot lac. Gia sir bo qua van dé duong tinh gia va cho rang cac phép thur
mau khong bi 16i. Néu phép thir 1a am tinh thi tit ca cic miu méu trong nhoém do 1a
am tinh. Néu phép thtr 13 dirong tinh thi c6 it nhat c6 moét mau mau trong nhém d6
la dwong tinh. Van d& dat ra 1a cho trude N mau mau, thiét ké cac nhom thir cang it
cang tot dé chi ra cac mau mau dwong tinh. Y tuong thir nhém lam giam dang ké
tong sb cac phép thir. Muyc tiéu ctia phuong phap thir nhém 13 xac dinh mét tip con
d cac phan tir “dirong tinh” tir mot tap rat 16n N cac dbi twong vai sd 1an thir cang it

cang tot.

Ly thuyét thr nhém ra doi tir 46 va c6 nhiéu tmg dung quan trong trong
nhiéu linh vuc khac nhau [47], [53]: trong sinh hoc tinh toan [48], mang mdy tinh
[49], xtr Iy tin hiéu [50], xac minh chit ky dién tir theo nhom [51], dit liéu truc tuyén

[27], kiém tra tinh toan ven dit lidu [52].

Phuong phap thir nhom duoc chia thanh 2 loai 13 thir nhom img bién
(Adaptive Group Testing) va thir nhém bt g bién (Non-Adaptive Group Testing
— NAGT) [53]. Trong thir nhém wng bién, phép thir sau duoc thiét ké dua vao két
qua ctia phép thir trude do, thuat toan thir nhom tng bién c6 ban chit tuan tu. Trong
thir nhom bat (mg bién, tat ca cac phép thir phai duoc xac dinh truéc ma khong phu
thudc vao bat ky phép thir ndo. Py ciing 13 yéu t6 quan trong c6 thé thyuc hién viéc

chay song song cac phép thir trén nhiéu bd xir Iy cling mot lac nham giam thoi gian
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tinh toan gitp phat hién nhanh cac Hot-IP trén mang. Trong mét sé Gmg dung cho
cé4c bai toan trén dong dir liéu yéu cau phai sir dung phuong phéap thir nhom bét tmg
bién vi dir liéu trén dong dit liéu di qua thuit toan mot 14n va cho ra két qua ngay.
Do d6, luan 4n chi tp trung nghién ctru vé phuong phéap thir nhom bt tng bién dé

ap dung vao bai toan phat hién cac Hot-IP tryc tuyén trén mang.

Phuong phép thir nhém bat tng bién c¢6 nhiéu vu diém nhu tinh don gian,
thyc hién nhanh, d§ chinh x4c cao, kha nang irng dung hi¢u qua trong dong dir li¢u
16n nhu da phén tich ¢ chuong 1. Ludn 4n &p dung phuong phép thir nhom bat (mg
bién vao bai toan phat hién cac Hot-IP truc tuyén trén dong géi tin IP, dé xuat thuat
toan cai tién, két hop voi mot sb k¥ thuat nhu xir 1y song song va kién trac phan tan
dé nang cao hiéu qua cta giai phap. Giai phap phat hién cac Hot-IP trén mang c6
thé tmg dung vao mot s bai todn an ninh mang nhu phat hién cac d6i tuong c6 kha
nang 1a ngudn phat hay muc tiéu trong cac tan cong tir chdi dich vu, phat hién cac
d6i twong co kha ning 13 ngudn phat tan sau Internet, phat hién cac ddi twong co
kha niang dang hoat dong bat thuong trong hé thong, co thé trién khai giai phap ¢
cac mang trung gian nhu mang ctia cic nha cung cip dich vu hodc cac hé thong

mang cung cap dich vy trén Internet.
2.2.  THU NHOM BAT UNG BIEN

Trong thir nhom bat tng bién, cdc nhom thir phai duoc thiét ké trudc, thir tt
ca cac nhom ciing mot luc, roi tir d6 chi ra cac Hot-1P [39]. Phuong phap nay thich
hop cho cac bai toan trén dong dir liéu thoi gian thuc, khi d6 véi dit lidu dau vao

thuat toan chi can thuc hién viéc tinh toan mot lan dé cho ra két qua.

Mo hinh héa bai toan phat hién cac Hot-IP trén dong goi tin IP vé bai toan
thir nhom bét ing bién nhu sau: cho dong géi tin IP, trong d6 c¢6 N dia chi IP phan
biét. Gia str ¢6 tdi da d phan tir 1a Hot-IP, thiét ké t nhém thtr cho N dia chi IP nay.
Xay dung mdt ma tran nhi phan My, trong d6 cac cdt cia ma tran dai dién cho cac

dia chi IP phan biét va cac hang cua ma tran dai dién cho cac nhdm thir. Cac phﬁn to
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clia ma trdn m; c6 gia tri nhu sau: my=1 nghia 1a IP tht j thudc vé nhom thir thu i

va nguoc lai m;=0 néu IP thr j khong thudc vé nhom thir thi i.

S6 thir tu IP 1 2 3 4 5 N
1/1 0 0 0 1 .. O]
[ 01 0 1 0 .. 0 Ma tran nhi phan
96 nhém the /300100 .1 d-phan,-cachaI;lch
O mhom thur —> é/thum’cfx;
Ltf1 0601 0 1 .. 0

Hinh 2.1. Ma trdn nhi phdn d-phén-cach

Néu M 1a ma tran d-phan-cach thi c6 thé chi ra rang c6 nhiéu nhat d phan tir
la Hot-1P,véi d << N,t <« N, nghia 1a tong khong gian st dung dé luu trit trong
phuong phap thir nhém nho hon rat nhiéu so vdi phuong phap ding mdi bo dém
cho mbi IP [53]. Hinh 2.1 mé ta ma trdn nhi phan d-phan-cach kich thugc tx N . Dé
chi ra cac Hot-IP trong dong goi tin IP, tir ma tran d-phan-cach va vector két qua
ctia C&C nhom thur, thuat toan giai ma s€ chi ra nhirng dia chi IP nao l1a Hot-IP ma

khong can bat ky mot cau trac dit liéu nao khac [39].

Goi thuat toan xac dinh cac Hot-IP 1a thuat todn gidi ma va thoi gian chay
thuat toan tim ra cac Hot-IP 1a thoi gian giai ma. Thuat toan giai ma phd bién duoc
sir dung 1a thudt toan giai ma don gian. C6 thé tom tit thuat toan giai ma nay nhu
sau: cho mot vector két qua r = (r) c{0,13',néu IP tht j nam trong nhoém thir “dm
tinh” thtr i (nghia la r, =0 va m; =1thi j khong phdi la Hot-IP). Sau khi loai bo hét
cac IP khong phai 1a Hot-IP theo cach nay thi két qua thu duoc con lai 1a cac Hot-
IP.

Mot sd yéu cau quan trong ddi véi cac thuat toan st dung phuong phép thir
nhom bt tng bién cho cac tng dung trong dong dit lidu: thiét ké s6 lwong nhom thir
nho, thoi gian xac dinh cac Hot-1P nhanh, xdy dung ma trgn d-phan-cach twong

minh va giam khong gian luu trir [43], [53].
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s Vé 5o luong nhom thu

S6 lugng nhom thir thé hién s6 phép kiém tra nhdm phai thyc hién, tir d6 chi
ra két qua 1a nhirng IP nao 12 Hot-IP trong tong sd N dia chi IP. Theo 1y thuyét thir

nhém sb lugng nhom thir duoc thiét ké cang nho cang tot.

Niam 1964, Kautz va Singleton dé ra cach thiét ké cac nhom chi can sé phép
thir 1a O(d’log®N) [45]. Trong d6 d 13 chin trén cua sé mau “dwong tinh” va N 14
tong s6 mau (d rat nho so v6i N). Ho nghién ciru cac ma chdng (superimposed
codes) va chirng minh duoc rang ton tai cac phép thiét ké chi can sé nhom thir 13
O(d’logN), nhung khéng chi ra dugc cach xay dung. Y twdng cia ho 1a dung cac
ma phan ly khoang céc toi da (MDS) dé xay dung cic nhom thir. Y tuong nay la
truong hop dic biét cua phép ndi ma kha phd bién trong 1y thuyét ma héa. Ma MDS

pho bién nhat 1a ma Reed-Solomon.
% Vé Xdy dung ma trdn d-phan-cdch tiwong minh

Xay dung ma tran d-phan-cach la mot co s quan trong trong phuong phap
thir nhom bét tng bién. Cach xay dyng ma tran ndy mo ta ba tham s6 quan trong: so
hang cia ma tran thé hién sd nhom thtr, s6 cOt cia ma tran thé hién sb luong dia chi
IP phan biét c6 thé hd tro va tham sé d trong ma tran nhi phan d-phan-cach thé hién

s6 lwong Hot-IP téi da c6 thé tim ra duoc boi phwong phéap thir nhom bat ing bién.

C6 2 phuong phap xay dung ma tran d-phan-cach dugc dé xuat: phuong
phap sinh ngiu nhién va phuong phap sinh twong minh str dung phép nbi ma [39].
Phuong phap sinh ngdu nhién co tinh xac suit, nghia 13 c6 thé phat sinh ma tran
khong phai 1a ma tran d-phan-cach. Hon nita, ma tran phai dugc phat sinh toan bo,
nghia 13 phai luu toan b ma trin trong bo nhd khi thuc thi chwong trinh, tén khong
gian luu trir. Phuong phap sinh ma tran tuong minh dam bao ma tran sinh ra chinh
X4c 1a ma trdn d-phan-cach va c6 thé phat sinh theo tig cot ctia ma tran dwa vao
phép ndi ma. Do d6, cach sinh ma tran dang nay dam bdo tinh chinh xdc cuia ma
tran d-phan-cach dé phuong phap giai mi co tinh chinh xac cao va c6 thé tmg dung

trién khai gidi phép trén céc thiét bi co tai nguyén han ché, khi d6 cac cot cua ma
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tran dugc phat sinh va tinh toan ma khong can phai luu toan bd ma tran vao by nhd

khi thuc thi chuong trinh.
% Vé thoi gian xdc dinh cdc Hot-1P

Goi thoi gian giai ma 1 thoi gian chay thuat toan dé tim ra cac Hot-IP trong
dong dit liéu. Thuat toan giai ma trong phuong phap thir nhom bét tmg bién sir dung
ma tran d-phan-c4ch va vector két qua ciia cac nhom thir dé xac dinh cac Hot-1P ma
khong can mot cau triic dit liéu nao khac. Trong cac bai toan trén dong dit liéu thoi

gian thyc thi yéu t6 thoi gian 1a rat quan trong dé trién khai ap dung vao thyc té.

Hai thuat toan quan trong duoc st dung la thudt toan giai ma don gian va
thudt toan gidai ma danh sach. Thuat toan giai ma don gian co6 thoi gian giai ma la
O(tN)va thuat toan giai ma danh sach cia nhom Indyk-Ngo-Rudra la
poly(d)-tlog?t +O(t?) [39]. Nhu viy, thuit toan giai ma danh sach t6i wu hon vé
thoi gian giai ma. Tuy nhién, phuong phap giai ma danh sach kho khan trong xay
dung ma tran d-phan-cach vi dé phat sinh duoc theo cach ndy yéu cau phai xay

dung cac ma trong la cac ma tran phan cach danh sach kho thuc hién [39].
% Vé khong gian luu trie

Khong gian luu trir dwoc nhic dén & day chinh 1a khong gian luu trir ma tran
d-phéan-cdch. Pham vi ap dung cua bai toan phat hién cac Hot-IP 1a trén cac mang co
s6 luong dbi twong va tan suét truy cap rat 1on, nhu mang trung gian cta cic nha
cung cap dich vu, do vy véi sb lwong IP 16n trong dong goi tin IP dong nghia voi
viéc kich thudc ma tran s& 1on. Hai van dé can dugc xem xét giai quyét dé phat hién
cac Hot-IP truc tuyén Ia phat sinh timg cot cia ma tran dé tinh todn nhim giam

khong gian luu trit va gidi han s6 lugng IP cua ma tran.

Dé giam khong gian luu trir cho ma tran, phuong phap ndi md duoc sir dung
dé phét sinh cac cot cia ma tran. Ting ¢t clia ma tran dugc sinh ra dé s dung cho
céc tinh toan trong churong trinh ma khong can phai luu trit toan bo ma tran d-phan-

cach c6 kich thudce rat 16n nay.
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Dbi voi van dé tha hai 13 gi6i han sé lugng IP (twong tmg véi sb cot trong
ma tran phan cach), co thé xem xét & vi tri trién khai vé sb luong khach hang, kha
ning cta thiét bi trién khai giai phap va chu ky thyc hién thuat toan dé lira chon phu
hop. Véan dé nay s& duoc luan an trinh bay chi tiét & phan sau.

2.3. MA TRAN D-PHAN-CACH

Dinh nghia 2. Ma tran nhi phan M duoc goi la d-phan-cach khi va chi khi

héi cia d cét bat ky khéng chira bdt ky mét ¢t nao khdc. Véi d+1 cét C,, C,,...,C,

bcflkacziaM taco C, ¢ C uU...uC,.

Mot dong IP a,,a,,...,a,dugc thu thap, véi mdi goi tin @ cod dia chi IP
nguon 1a s;. Gia sir rang co téng cong N dia chi IP phan biét duogc dnh xa thanh céc
cOt ctia ma tran, t nhdm thir duge thiét lap 1a cac dong cua ma tran, cac phén tr
trong ma tran dugc xac dinh nhu sau:

1 néu IP; thudc nhém thir i
mi] = 0 .
nguwoc lai
Vi du sau l1a ma tran 2-phan-cach. Thuc vy, ta c6 thé kiém tra hoi cua 2 cot

bat ky khong chira bat ky cot khac.

0010011
0010100
0011000
0100010

My,={0 1 00 1 0 1[d=2N=7t=9
0101000
1000010
1000100
1001001

% XAay dung ma tran d-phén céch:

C6 2 phuong phap xay dung ma tran d-phan-cach pho bién 1a phuwong phap

xac sudt va phuong phap ndi ma. Xay dung ma trin theo phuong phap xac suit
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khong dam bao dugce d6 chinh x4c ctia ma tran phan cach va khong tdi vu vé khong
gian luu trlt khi thuc thi chuong trinh do phai luu toan bd ma tran khi thyc thi
chuong trinh. Do d6, ludn 4n chi dé cap dén phuong phap x4y dung ma tran d-phan-
cach tudng minh bang phép ndi ma. Cach xay dung nay cho phép phat sinh ma tran
d-phan-cach chinh xac va c6 thé phat sinh ma tran theo ting cot. Didu nay co thé ap
dung trén céc thiét bi trién khai c6 tai nguyén han ché. Bang 2.1 mé ta cic phuong

phéap xay dung ma tran phan céach.

Bing 2.1. Cdc phuong phdp xdy dung ma trdn d-phan-cach

Phwong phap Nhom nghién ctru Pic diém cia ma tran

XA&c xuat Indyk-Ngo-Rudra [39] Phat sinh toan b ma tran
Parat & Rothschild [42]

Noi ma Kautz-Singleton [45] Phat sinh tirng ¢t cua ma tran

Néu chi quan tdm dén s6 hang ctia ma tran nghia 13 tong s6 phép thir thi theo

D’yachkov va Rykov [55] chimg minh dugc chin duéi cta sé phép thir 1a:

log N
logd

t(d,N) = Q(d? =2 2.1)

Trén thuc té thoi gian giai ma, nghia 1a thoi gian chi ra cac Hot-IP ciing 1a
mot tham sd quan trong, nhét 1 cac tng dung truc truyén. Cac phuong phap xay
dung ma tran d-phan-cach néu trén khong chi ra cach giai ma nhu thé nao ngoai
thudt todn giai ma don gidn “naive algorithm”.
< Mot s6 khai niém:

Cho mét s6 nguyén | >1, ky hiéu [1] 14 tip cac phan tir {1,..,1}. Ky hiéu Fq la
mot treong hiru han cta q phan tir. Ky hiéu M ; 1a cot thir j trong ma tran M kich

thude tx N. Cho g > 213 mét sé nguyén.
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e M4 C la mét tap con cia [q]" véi cac sd nguyén duong ¢ va n. Cac phan tir
ctia C goi 1a cac tir ma. Tham sd q goi 1a kich thudc ma cua C. Khi q=2 thi C

goi 1a mé nhi phan. Tham sb n goi 1 d6 dai khdi ma.
o Khodng cich Hamming giita hai tir mi c6 chiéu dai bang nhau 1a sb cac ky
hi€u & vi tri tuong duong c6 gié tri khac nhau.

d(x,\():i(xi £Y.) (2.2)

o Khodng cdch ciia md 1a khoang cach Hamming nho nhat giita hai tir ma. Goi

A(c,,C,)l1a khoang cach gitra hai vector trong X", thi

dist(C) = minC A(c,,c,) (2.3)
¢ #Cye

o Ma tuyén tinh:

O phén trén, ma C dugc dinh nghia 12 mot tip con cua X", khi d6 2~ = Fq la
mot truong hiru han, q la iy thtra ciia mot sb nguyén td, C 1a mot khong gian con
tuyén tinh cia X". Mot ma tuyén tinh v&i d6 dai n, sb chiéu k trén truong T, duoc
ky hiéu 1a [n,k],. Néu khodng cach Hamming giita hai tir ma bat ky it nhat 1a d thi
maé nay dugc ky hi¢u la [n,k,d], .

e Ma Reed Solomon:

Ma Reed-Solomon (RS) 1a mét by ma [n,k], v6i k <n <q,dugc dinh nghia

nhu sau: mdi mot thong diép m=(m,,....m, ;) € IF(;‘ c6 thé xem nhu mot da thirc bac

k —1trén vanh F,[X]:
P (X)=my+mX +---+m_ X" (2.4)

M3 RS 1a mot &nh xa RS : IF(;( — Fq” duoc xac dinh nhu sau: ¢ dinh n phén tr

khac nhau «,...,c, €T,
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RS(m) = (Pm (al)"'” I:)m (an)) (25)

Mot da thire bac K —1cé nhiéu nhat k —1 nghiém trén truong bat ky. Hai da
thirc khac nhau chi c6 thé tring gia tri & nhidu nhat 1a k —1diém «,. M4 RS c0
khodng céch it nhat 1a d =n—k+1.Ma RS la mdt ma [n,k,n—k+1],. Ma RS dat
dén chin Singleton va vi thé n6 con duoc goi 14 ma phdn ly khodng cdch téi da (Ma
MDS). Ma RS ¢6 rat nhiéu tmg dung trén thuc té nhu trong CD, DVD, truyén thong
vé tinh.

% Phuong phap ndi ma (phép noi ma):

Phuong phap ndi ma duoc Forney dé xuat vao nim 1965 [16]. Goi Coy 12
mot méd (n,k,),, nghia la mot anh xa tur Fqkl vao ™, trong d6 g =2, nhu vay moi
ky tu mi ciia Coy 1a mot phan tir clia tap IF, gém 2" phan tir va ciing c6 thé xem
nhu mot phén tir cia tip Fye = {0,1}k2 . Mdi tir ma ctia Coye €O Ny Vi tri. Coye g0i 1a ma

ngodi. Xét n; ma (n,,k,),ky hiéu 1a C;,C’

In? ~in?**

,Ct. Nghia 13, véi moi ie[n] thi

C. 1amot anh xa C| :F2 > Fye. Cac ma C.,C2,...,C™ dugc goi 1a cac ma trong.

In? =i

Phép ndi mé giita ma ngoai va cac ma trong, ky hiéu 1a C,,°(C;,CZ,...,.C}),
la mot ma (n xn,kK xk,),dugc dinh nghia nhu sau: cho moét thong diép

m'e B = (F52), goi (X,%,,..., X,) =C,,(M’), trong d6 X; ey, taco:
Cout°(Cirs, )M = (Ci (%), Gt (X,))- (2.6)

in1e"

Hay ndi cach khac, mdi ky tu ciia mi ngoai dwoc thay bang mi tu trong

Ja ~ s 9 A \ ~ . k r X \
tuong ung. Ma trong don gian nhét 1a mé don vi 1 : Ff — FZ",trong d6 moi thanh
n , k . e A . , , K
vién cua F,?dugce 4nh xa 1-1 dén mot vector don vi khac nhau cua IFZZ .

Xét Coy 12 ma RS véi cac tham sé [n,k,n, —k +1],va tit ci cac ma trong

déu la ma don vi l,. Dat cac tir mé cua ma no1 vao cac cdt cua ma tran M. Ma tran
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nay c6 kich thude I’112k2 x 22 M&i ¢t clia ma tran c6 trong sb dung bing ni.
Khoang cach Hamming giita hai cot khiac nhau it nhat 13 n, —k, +1,do do phan
chung gitta hai cot c6 kich thudc nhiéu nhat 1a k, —1.Khi ¢6, M 1a ma tran d-phan-
cach vai gia tri d dugc xac dinh nhu sau:

n -1
‘ :{kl _1J &0

Véi phuong phap nay, ta c6 t=0(d?log® N). Tu diéu kién n, <ctia ma
Reed Solomon va coéng thirc (2.7), luan an chon gia tri n, va gia tri k; nho dé ¢co
dugc gi tri 10n nhét cua d. Gia tri d thé hién s6 luong Hot-IP t6i da ma giai phap c6
thé phat hién dugc, gia tri nay lya chon tuy thudc vao cac ing dung thuc té. Nhu

vay, luan 4n chon ma ngoai C_,

la ma RS [q—1,k],va C,,1a ma tran don vi 1, dé
phat sinh ma tran nhi phan d-phan-cach trong cac thuc nghiém cua giai phap. Ma
tran M thu duoc tir phép ndi ma C_,°C, bang cach thay thé N = g*tir ma trong C_,

out

bang cac c)t trong ma tran.

Vi du vé phuong phip ndi ma v6i Coyu: [0, Klg, Cin: [q]2> {0, 1}, cho k=1,
9=3, Cou=(0, 0, 0), (1, 1, 1), (2, 2, 2), (0, 1, 2), (1, 2, 0), (2, 0, 1) va
Cin(j)=(00...j...00) v6i gia tri 1 ndm & vi tri the j. Ta c¢6 két qua cua phép ndi ma

nhu sau:

0 .
out - out Cin :

o o o
N
NN
N PO
o N R
_ O N
50
o o K
o O

0
0 C
1

o O r OO0 Pk, O o -
O r OO0 kL O O+ O
b O O O O Frr O O
b O OO - O O O -
o o r P OO o+ o
O r OO0 O Fr +r»r O Oo
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% Diéu ki¢n ap dung phwong phap thir nhém dat hi¢u qua

Dinh Iy 1: (Chin Bassalygo) Goi t(d, N)la sé hang nhé nhat cia ma tran d-

phan-cach vai N cot, ta co:

t(d,N)Zmin{[dgzj,N} 2.8)

Nhu vay, néu d qua 16n thoa (d +1)(d +2) = 2N thi thir nhém khong t6t hon

thir cac mau don 1¢. Pinh 1y nay duoc chimg minh trong [55].

2.4.  PHAT HIEN HOT-IP DUNG THU NHOM BAT UNG BIEN

2.4.1. Phét biéu bai toan

Bai toan xac dinh cac Hot-IP sir dung phuwong phap thir nhom bét (mg bién
dugc phét biéu nhu sau:

Cho mot dong m gai IP 6 dia chi tuong tng S=(IPy, IP,,...,IPy), v&i m rat
1én. Mdi gbi tin IP ¢6 dia chi IP trong tap [N], N ciing rat 1on (N=2% véi IPv4,

N=2'% v¢i IPv6). Goi f. =‘{j‘IPi =1P;i = j;IP,IP, eS}{,th‘l
Hot-IP = {IP e S|f, > ¢xm,0< ¢ <1}.

Gia st c6 d6i da d Hot-IP trong dong géi tin IP. Xac dinh cac Hot-1P trong S.

Bai toan phat hién cac Hot-IP ¢ thé giai bang phuong phap thir nhom bat
ting bién dugc mo hinh hoéa nhu sau: cho trudc ma tran nhi phan M, véi t 1a ham
phu thudc d va N. Trong do, t 1 sb hang ctia ma tran twong Gng v&i cic nhom thi
trong thur nhom bat ung bién, N 1a sb cot cua ma tran tuong ung voi N dia chi 1P
phan biét va M 1a ma tran nhi phan d-phan-cach dugc phat sinh biang phwong phap
ndi ma. Goi m;; 1a phén tir cua ma tran ¢ hang i, ¢t j; cac phﬁn tr clla ma tran co gia
tri nhu sau:

e 1 néu IP; thugc nhom thur i
Yo nguoc lai
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Gia sir co vector két qua I, sau khi cap nhat dia chi IP trong cac goi tin tir
dong dir liéu va xét ngudng, cac I, co gia tri nhu sau:

_ {1 néu nhém thtr c6 chira Hot-1P
o nguoc lai

Ta can xac dinh xem nhitng IP nao la Hot-IP.

2.4.2. Gidi phap phat hién cac Hot-IP

Phuong phdp gidi bai toan phat hién cac Hot-IP duya vao phuong phap thu
nhom bat Gmg bién truyén thong duoc tom tit nhu sau:

Ma tran nhi phan M d-phan-cach dugc xac dinh trude, sir dung t bo dém
C,,C,,...,C twong (mg véi s dong ctia ma tran nhi phan M d-phan-cach, khi mot goi
tin c6 dia chi IP j [N] tdi thi ting tat ca cac bo dém C, néu m; =1. Tur cac bo dém
nay va mot ngudng cho trude, mot vector két qua duoc tao ra r {0,1}'. Trong do,
két qua cta cac nhom thir c6 chira Hot-IP 1a 1 va két qua ciia c4c nhom thir khong

chtra Hot-IP 13 0. Cac phan tir cua r dugc xac dinh nhu sau:

& m
ri{l néu C, > %d +1)

0 nguoc lai

Gia tri ngudng dung dé xac dinh két qua nhom thir nhu trén dugc nhom tac
gia Cormode dé xuat trong [27], thuat toan khoi tao va tinh toan vector két qua dugc

trinh bay trong thuat toan 1 “Khai tao va tinh toan vector két qua.

Gia tri m trong giai phap phat hién Hot-IP truc tuyén c6 thé xac dinh tiy vao
nang luc cua thiét bi trién khai giai phap trong mot chu ky thuat toan, cu thé gia tri
nay c6 thé udc luong dua vao kha nang xir Iy sé luong géi tin trong khoang thoi
gian mot chu ky thuéat toan.

Gia tri N cling c6 thé xem xét dua vao ning luc xir 1y cta vi tri trién khai
hodc c6 thé xac dinh dua vao ung dung cu thé. Cac tham sb nay duogc trinh bay

trong cac phan tiép theo.
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Thuiat toan 1 | Khéi tgo va tinh toan vector két qud

Input: « M lamatrgn d-phan-cdch cé kich thuéoctx N

« C:=(Cy....c)eN
e r:=(ry,...,r) {0,1}'
« S:ddy cdc dja chi IP trong dong goi tin IP
Output:  Vector két qua R
l: For t=1 to t do c;=0

For each Je€S

3: For i=1 to t do

4. If m;;=1 then c;++
5: End For

6: End For

7: For i=1 to t do

8: If c; 2m/(d+1) then
9: r;=1

10: Else

11: r;=0

12: End If

13: End For

+*» Xac dinh cac Hot-IP trong dong dir li€u:

Goi X=(X, Xy, X,) €{0, ", v6i x, =1 khi va chi khi IP i la Hot-IP, nguoc

m
lai thi xi=0. Goi I =(r,F,,...r) €{0,1',v6i . =1 khi va chi khi C > nauoe

lai thi r;=0. Goi T la tap cac Hot-IP, vector két qua chinh 1a hoi cia cac ¢t cia M
twong tmg voi T, § =V 1 X;. Tacod Mx=rva |X/<d. Xac dinh cac x chinh Ia cc
Hot-IP can tim.

Xac dinh x duoc tom tit nhu sau: voi dit liéu dau vao 1a dja chi IP duge trich

ra trong dong cac goi tin, ma trdn d-phan-cach M va vector két qua r e{0,1}',
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x; =1, Vje[N]. Xét timg nhém thw, néu r, =0, Vje[N],néu m, =1thi gan

X; =0.
1 2 3 ... N

(1 0 0 .. 1 (x ] [n]
01 ... 0 X, r,
0 0 0 ... 1 X, I

X =
111 ... 0]t ]

RS

Thuat toan xac dinh cac Hot-IP trong dong goéi IP dugc mo ta trong thuat
toan 2 “Xéc dinh cac Hot-IP”. Xét cac nhom thtr co két qua “4m tinh” (r;=0), céc
nhém thtr khong chira Hot-IP, loai bo cac IP thudc cac nhom nay. Sau khi xem xét

va cac IP tuong ing trong cac nhdm nay, nhiing dia chi IP con lai la cac Hot-IP.

Thuat toan 2

Xdc dinh cac Hot-1P (thuat todn giai ma don gian)

Input:
Output:

o 3 o U w NN

Ma tran nhj phan M d-phan-céch va vector két qua r
Céc Hot-IP
With each r;=0 do
For i=1 To N do
If (my5=1) then
IP:=IP\{7j}
Endif
End For
End With

Return IP //tédp cac IP con lai

Vi du 1: Cho dong géi tin IP, dia chi IP dugc trich ra trong IP-header duoc anh xa
thanh ddy gia tri cac s6 nhu sau IP={1, 1, 3,5, 1, 6, 5, 4, 1, 5, 5}, ma tran 2-phan-

cach vo1 cac nhom thir duoc thiét ké nhu sau:
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Ix7

P P PO O O O O O
o O O, b P O O O
O O O O O O Fr k- -
b O O - O O+ O O
O b O Ok O O kL, O
o O r OO L O O B
R O O O O O O Bk

Tinh toan cac bo dém va vector két qua nhu dua vao diy cic phan tir dau
vao, ta c6 vector bd dém ¢,=2, ¢,=5, C3=2, C4,=1, cs=4, cs=1, c;=5, cg=8, Co=5. Mot
nhom thir chira phan tir 13 Hot-IP néu bo dém cua phép thir d6 16n hon (tong s6
g0i/(d+1))=11/(2+1) theo cach tinh ngudng dugc dé xuat trong [39]. Tir d6, ching
ta suy ra dugc vector két qua nhu sau: r1=0, r,=1, r3=0, r,=0, r5=1, rg=0, r;=1, rg=1,
re=1. Trong hinh 2.2. dau “—* tuong tng v4i r;=0 va dau “+” twong Gng vdi r;=1.

IP = {1,1,3.5,1,6.5.4.1.5,5}.d = 2

P12 3 4 5 6 7
2 1 11 || -
5 1 1 +
2 11 -
1 1 1 -
4 1 1 I
1 1 1 -
5 1 1 +
8 1 1

s || 1 1|+ |

Hinh 2.2. Vi dy vé gidi ma phat hién cdc Hot-1P
So lugc cac budce thuc hién tim Hot-IP dugc mo ta trong cac hinh 2.3, hinh
2.4 va hinh 2.5. Trong d6, xem xét cac nhom thir c6 két qua “am tinh” dé tién hanh

loai bé cac IP tuong tng thudc cdc nhém nay.
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-

IP: = {15H; 3,8 ;1565 2815 §4S5Y i
.l ! _'}’—

3 4 5 6 7

| +

l _

| -~

1 _

l +

1 1 +
1 | J |+

Hinh 2.3. Loai cdc cot j twong ting voi my=1 va r;=0

(B

IP = {l.l.’.3,5.1..6.5.?.1,5:5}.d
L 2 |

3 4 5 6 7
1  +
1 -
1
| |
1 ! i

P f—

+ o+ 4+

Hinh 2.4. Loai cdc cot j twong ting voi mg=1 va rz=0
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1P = {1,1,3,5,1/6,

1 2 3 4 5 6 7_‘
w
| +
| +
| +
| | -~
_l J L+

- -

N
=
N
9
N
——
-~
-~
]
o

Hinh 2.5. Loai cdc cot j twong ting voi mg=1 va r,=0
Két qua: Hot-IP 12 IP thtr 1va 5.

2.4.3. Nhing vin d@é nghién ciru dat ra

Bai todn phat hién cac Hot-IP la bai todn c6 y nghia quan trong trong an ninh
mang, dic biét & cic mang trung gian nhu mang cta cic nha cung cép dich vu
(ISP), v&i s6 luong goi tin xir 1y qua cac thiét bi va tan suét truy cap rat 16n, dé trién
khai giai phap phat hién tryc tuyén can phai xem xét cac yéu to anh hudng t6i viée
xtr 1y ciia thuat toan tir viéc nhan dir liéu dau vao, luu trir va xir 1y dé giam thoi gian
tinh toan 13 nhitng yéu t6 quan trong.

Trong kién truc tong quat cia mot ISP, bén canh cac két ndi tir phia mang
khach hang dén ISP, con c6 cac két ndi tir phia ISP dén cac ISP khéac. Véi vai tro 1a
moi trudng mang trung gian xtr Iy va chuyén tiép cac gdi tin tir ngudn dén dich, sb
luong goi tin va sd lugng dia chi IP qua cac thiét bi dinh tuyén 1a rat 1on. Theo sd
liéu cong bd tir trung tm phan tich tng dung dir liéu Internet CAIDA [68]; luu

lugng Internet duogc thu thap tur router dat & Chicago két ndi voi hé théng mang 1061



62

Tier 1-ISP giira Chicago (IL) va Seattle (WA); s6 luong géi tin di qua router & thoi
diém do the hién & hinh 2.6.

Source country packets/s - 1 day
700
650 b
GO0 k
250 k
500 k
A0 ke
n A00
4
B oaso K
"
S %00 k
290 k
200 k
180 k
100 k
50
Tue 06 00 Tue 12 00 Tus 18 00 Wael 00 00 2
May 03 2016 - May 04 2016 UTC
Source Country Min Avg Max
5 169, 34k 205, 05k 406, 99k
W UNKNOWN w7, ok B, 10k 131, 2%k
[ 1] 5, 43k 14, 00k a1, a1k
[ €N 5, 79k 13, 00k 24, 08k
| uy 1.31k 11, %9k S1. 15k
] AU 1,70k 11, 02k 24,67k
| A 2, a6k 10,17k 22,64k
1 Mx 1, S5k 6, B3k 1%, 20k
[T 1.79k 4. 34k 7., 8ok
[ RO 68l , 60 3, 88k 8,14k
[ G 1, 25k 3, 00k 5, 46k
W < CEFRCT) 2, 55k &, 04k
= P 71,68 260, BN 751, 9%
M| other 11,01k 18,16k 28,18k
gunurated 2016-0%-0% 04:13 UTC

Hinh 2.6. S6 lwong géi tin qua router va phdn logi theo nguon [70]
Dt 1iéu thu thap duogc tir router cia mgt ISP & New Zealand ctia nhom nghién
ciru WAND [73] (Pai hoc Waikado — New Zealand) & mét sb thoi diém nam 2010

dugc thé hién trén bang 2.2.

Nhom nghién ciru vé do ludng va phén tich dit liéu Internet MAWI [69] (Nhat
Ban) cong bd luu lwgng mang chuyén tiép qua mang 16i WIDE duoc thu thap trong
khoang 15 phut mdi 1an. Bang 2.3 trinh bay s6 liéu vé sb lwong goi tin va sd luong

dia chi IP & mot s6 thoi diém do cia nhom MAWLI.

Qua cic sb liéu trén cho thiy ring luu lugng mang, sb luong dia chi IP qua
router & cic mang trung gian nhu cic ISP dang rat 1én va ngdy cang ting nhanh.
Theo du bao vé luu lwong Internet tir hing Cisco thi lvu luong mang va sé lugng
dia chi IP qua cac ISP ngay mot 16n hon rat nhiéu, cac thiét bi IoT dang bat dau
phat trién nhanh va bung nd trong thoi gian ngan sap téi [74]. Theo d6, du bao vé

su phat trién ctia luu luong Internet toan cau dén nam 2020 s& ting gan gip 3 1an so
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v6i hién tai, luu luong gio nghén s& ting theo hé s 4,6 giita nam 2015 va 2020, luu
lugng Internet trung binh s€ ting theo h¢ s6 2,0. Sb luong thiét bi két ndi vao

Internet s€ tang gap 3 lan so véi dan so toan cau vao nam 2020.

Bing 2.2. S6 lwong dia chi IP qua router ciia mét ISP ¢ New Zealand [72]

Ngay Thoi gian S6 goitin | So6 lweng IP
(gio/phat/giay) phéan biét
06/01/2010 | 16:09:46 - 16:30:00 23.636.605 502.298
07/01/2010 | 03:00:01 - 03:30:00 12.423.587 373.906
09/01/2010 | 04:00:01 - 04:30:00 13.236.581 414.095
13/01/2010 | 09:30:01 - 10:00:01 24.407.988 423.484
17/01/2010 | 01:00:01 - 01:30:01 18.781.458 473.965
18/01/2010 | 08:30:01 - 09:00:01 20.549.673 462.233

Bing 2.3. S6 lwong g6i tin va dia chi IP di qua mang 16i chuyén tiép WIDE [71]

Ngay Thoi gian S6 goitin | So6 lweng IP
(gio/phut/giay) phéan biét
00:00:00 - 00:15:00 37.661.325 1.494.673
06:00:00 - 06:15:01 30.823.712 1.358.883
30/03/2012 | 12:00:00 - 12:15:00 30.238.356 1.549.983
19:00:01 - 19:15:01 41.267.930 1.541.106
23:00:01 - 23:15:00 38.304.965 1.527.405
01:45:00- 02:00:00 26.494.277 1.553.361
01/04/2012
10:30:00 - 10:45:00 20.969.854 1.350.974
00:00:01 - 00:15:01 87.184.982 22.114.023
14:15:01 - 14:30:01 123.476.984 34.995.759
18:00:17 - 18:15:24 118.889.505 30.581.292
02/10/2014
21:00:02 - 21:15:02 102.590.713 27.676.532
23:00:01 - 23:15:00 118.661.810 32.264.683
23:30:01 - 23:45:01 109.676.534 35.241.088
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Cung v6i su mé rong bang thong mang, tde do trén cong vat 1y cia céac thiét bi
mang duoc nang cap, mot sd giai phap dé kiém soat luu lwong mang nhu giai phap
phat hién cac Hot-IP c6 vai trd quan trong nham gitip theo ddi, canh bao, han ché
hay ngan chin cac ddi tugng (Hot-IP) c6 kha ning anh huong dén hoat dong 6n

dinh cua toan hé théng.

Giai phap phat hién nhanh cac Hot-IP trén mang v&i1 muc ti€u chinh la phat
hién céc IP c6 sb luong goi tin xuat hién rat 1on trong khoang thoi gian rat ngan.
Céc ung dung chinh cua giai phap nay nhu phat hién cac ddi tuong c¢6 kha ning 1a
sdu dang quét mang (dang sidu quét khong gian dia chi IP — mot sé dang “scanning
worm” nhu “hit-list worm” hay “routing worm ) nham phat hién 16 hong ciia cac
thiét bi trén mang dé lay nhiém, phat hién cac d6i twong c6 kha ning 1a ngudn phat
hay muc tiéu trong cac tan cong tir chdi dich vu (DoS/DDoS) véi cac ngudn phat
lién tuc s6 lugng gbi tin rat 1on 1am “tran ngap” gdy qua tai hé thong ctia muyc tiéu
tan cong. Nhu vdy, giai phap phat hién nhanh cic Hot-IP trén mang dugc dé& xuét
trong ludn 4n tap trung giai quyét bai toan phat hién cac IP xuat hién tan suat cao
trén mang, mot $6 ung dung tu viéc phat hién cac Hot-IP dugc trinh bay chi tiét

trong chuong 4 cua luan an.

Dbi voi viéc phan bd tan sudt xuat hién cac IP phan biét, tir dir liéu thuc té thu
thap tir router & mot ISP cia nhdm WAND trong thoi gian 30 phit, phan bd tan suat
xudt hién ctia cac IP phan biét duoc thé hién ¢ bang 2.4. Trong d6, tong sd IP phan
biét trong dir 1i¢u thu thap duogc trong 30 phut 1a 305.454, s6 IP duoc trich ra va thé
hién trong bang phan bd tan sut 1a 304.431. Qua bang phan b tan suat nay cho
thiy tAn suat xudt hién cac IP c6 s6 luong gbi nhod hon 50 (goi tin) chiém ty 16 rat
16n (98,3576%), cac dia chi IP c¢6 sd lugng goi tin xuét hién 16n hon 5.000 (goi tin)
chiém ty 1& rat nho trong tap dir li€u thu thap duoc, khong thé hién trong bang phan
bd tan suét nay [73]. Mot s6 du liéu thuc té khac tir nhom nghién ctru MAWI ciing
cho thay cac IP xuét hién véi tan suat cao (s6 lugng goi tin 16n) chiém ti 1& rat nho
s0 v6i cac IP binh thudng (tin suat thap) chiém ty 18 rat 1on trong luu lwong dir liéu

Internet.
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Bing 2.4 . Phdn bo tan sudt xudt hién ciia cdc IP phdn biét tir dif liéu nhém WAND.

S6 lwong géi tin | S6 IP Tan sudt | S6 lwong géi tin | S6 IP | Tan suét
1-50 299.431 | 98,3576% 601-650 74 0,0243%
51-100 1.671| 0,5489% 651-700 61 0,0200%
101-150 799 | 0,2625% 701-750 70 0,0230%
151-200 518 | 0,1702% 751-800 44 0,0145%
201-250 387 | 0,1271% 801-850 48 0,0158%
251-300 242 | 0,0795% 851-900 47 0,0154%
301-350 215 | 0,0706% 901-950 37 0,0122%
351-400 182 | 0,0598% 951-1.000 41 0,0135%
401-450 146 | 0,0480% | 1.001-1.050 36 0,0118%
451-500 113 | 0,0371% | 1.051-1.100 33 0,0108%
501-550 97| 0,0319% | 1.101-1.150 35 0,0115%
551-600 74| 0,0243% | 1.151-1.200 30 0,0099%

Mic du phuong phap thir nhom bat tng bién c6 nhiéu uu diém hon cac thuat
toan nhu di trinh bay ¢ phan truéc vé phuong dién tinh toan nhanh hon, tinh don
gian cua giai phap va muc do chinh xac cao. Pé Gmg dung giai phap vao viéc phat
hién truc tuyén cac Hot-IP trén mang dat hiéu qua can phai xem xét, cai tién cac yéu

td sau:

(1) Lua chon kich thudc cta ma tran d-phan-cach pht hop véi vi tri trién khai
va kha nang cta hé théng (xac dinh t va N). Van dé nay c6 thé xem xét ¢ hai truong
hop mg dung. Thir nhat, néu ing dung trong cac mang trung gian & cac ISP, cac IP
dugc xem xét nhu nhau thi viéc Iya chon gia tr1 N theo nang lyc xu 1y trén thiét bi
cai dat trong mot chu ky thuat toan. Thir hai, néu Gng dung trén cdc mang cung cap
dich vu ngoai Internet cho nguoi dung, khi d6 ¢6 sy phan bi¢t IP cia nhiing nguoi
ding dang ky sir dung dich vu va nhiing IP khong dang ky. Khi d6 co thé xac dinh
gia tr1 N dua trén cac IP dang ky st dung dich vy va mot s6 dia chi IP dai dién cho

cac IP khong dang ky.
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(2) Xac dinh sd luong Hot-IP téi da cho giai phap. Trong phuwong phap thir
nhom bat tng bién truyén théng gia tri d 1 tham sb udc lugng cho trudc, thé hién
) luong Hot-IP tdi da ma giai phap cé thé phat hién duoc. Viéc lya chon d 16n anh
huong dén viéc tang kich thudc ma trén trong phwong phap ndi ma dé dam bao ma
tran d-phan-cach. Bé giai quyét vin dén nay, mot danh sach luu cac IP nghi ngd (c6
kha nang la Hot-IP) dugc st dung trong qua trinh thuc thi thudt toan, danh sach
chtra cac IP nghi ngd nay c6 thé dugc mé rong kich thude, giup giam su phu thudce

vao gia tri d trong ma tran d-phan-cach.

(3) Xéc dinh ngudng tan suit cao nhu thé nao cho phu hop. Trong phuong phap
thir nhém bat tng bién truyén thong ing dung trong xac dinh phan tir tin suit cao,
gia tri ngudng dugc xac dinh phu thudc vao sb lugng phﬁn tu trén dong dir li¢u xem
Xét va ma tran d-phan-cach. Bé img dung trong viéc phat hién truc tuyén trong mot
chu ky thuat toan, cé thé xém xét kha nang cua thiét bi trién khai nhan dugc sb
luong goi tin tdi da trong mot chu ky thudt toan va kich thude cta danh sach IP nghi
ngo.

(4) Cai tién thuat toan thir nhom bat tng bién dé ting hiéu qua tinh toan, do

chinh xac va phat hién truc tuyén.

(5) Nang cao hiéu qua phat hién Hot-IP bang mot sé k¥ thuét két hop nhu xir 1y
song song, kién trac phan tan trong viéc trién khai giai phap o cac hé thong mang

dugc to chirc da ving.
2.5. PE XUAT THUAT TOAN CAI TIEN

Céc phan tich & chuong 1 vé cac nghién ciru lién quan cho thiy phuong phap
“counter-based” thyc thi rat nhanh trong trudng hop ap dung cho sb lwong phan tur
nho. Trong phan nay, luan 4n trinh bay thuat toan cai tién dé phat hién nhanh hon va
chinh xac hon cac Hot-IP tryc tuyén trén mang bang céch két hop phuong phép thir

nhom bat mg bién voi phuong phap “counter-based ”.

Thuét toan cai tién ap dung vao vi¢c tinh todn tryc tuyén duoc thiét 1ap ¢ khu

vuc bién mang dé phat hi¢n, ngan chan cac Hot-IP nham gitp h¢ théng mang hoat
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dong 6n dinh va gitp ngudi quan trj theo ddi cac kha ning c6 nguy co anh hudng
dén hoat dong ctia mang va dich vu. Ngoai ra, c6 thé trién khai giai phap ¢ phia cac
mang trung gian ¢ cac nha cung cip dich vu dé phat hién sém cac nguy co anh
hudng dén hé théng mang ciia mang khach hang. Tién trinh cta giai phap phat hién

cac Hot-IP trén mang qua hai giai doan nhu sau:

e (Giai doan khdi tao: nguoi quan tri xac dinh cac tham s6 cho hé théng gém
kich thudc ma tran, ngudng tan suét cao, chu ky thuc hién thuat toan theo
kha nang cua vi tri trién khai, sinh ma trn va tai ma tran vao hé théng.

e Giai doan phat hién Hot-IP tryc tuyén: tién trinh thuc hién giai phap duoc thé
hién sau day. Tong thoi gian thuc hién chuong trinh: T = T1 + T2. Cac giai
doan thuc hién giai phap duoc thé hién trén hinh 2.7.

Bit g6i va trich Anh xa IP theo Pém va so sanh ngudng
dia chi IP chi muc 1..N . theo thuat toan

\ J

G141 ma phat hién céc

T2 — Hot-IP

y
Canh bao hoac

ngan chan

—

Hinh 2.7. Tién trinh thuc hién gidi phdp

Y tudng chinh cho thuat toan cai tién phuong phép thir nhém bét (mg bién

trong bai toan phat hién cac Hot-IP nay la:

(1) Viéc cap nhat cac bo dém khi mot IP dén cho ting nhom sé& dimg lai néu no
vuot ngudng.
(2) Xéc dinh cac IP lam vuot ngudng trong nhom nay, dua vao danh sach nghi

ngd va thiét 1ap bo dém twong tng.
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(3) Néu mét IP dén c6 trong danh sach nghi ngd thi ting bo dém twong tmg cho

IP ¢6 ma khong cap nhat cac bo dém trong cac nhom thir chira dja chi IP nay.

(4) Xac dinh Hot-IP bang cach so sanh bd dém cua cac IP trong danh sach nghi

ngo vol ngudng tan suat cao.

2.5.1. Thugt toan cdi tién 1 — “Online Hot-IP Detecting”

Thuat toan cai tién 1: Online Hot-IP Detecting

Input: Ma tran d-phan-céch, dong goi tin IP trong chu ky
Output: cac Hot-1P

o 3 o O

10:
11:
12:
13:
14:
15:

16:
17:
18:
19:

Hot-List={}
For each IPjeS,//doivéi méigditinIP dén

If (current timestamp— reference timestamp < A) then
If IP j € Hot-List then
Hot-List[j].count++
Else
For i = 1 to N

If miy; = 1 and C <O then ci++

If G20 then
Hot-List = Hot-List U {7}
Hot-List[j].count = min{c; | m;;=1}
EndIf
EndFor
Else

Return {j|Hot-List[j].count>§&,1< j <| Hot-List |}

IIxudt ra céc IP trong Hot-List c6 bé dém twong itng virot nguréng
Reference timestamp=current timestamp
Reset Hot-List

EndIf

Thuét toan cai tién 1 “Online Hot-IP Detecting” thuc hién theo ddi cac goi

tin truc tuyén va xuat cac Hot-IP phat hién dugc trong mot chu ky thuat toan. Trong
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chu ky thyc hién thuat toan, cac goi tin dugc trich dia chi IP va thuc hién viéc cap
nhat trong danh sach dia chi IP nghi ngd (Hot-List) hay trong cic bo dém cia cac

nhom thrr.

Khi mét dia chi IP dugc trich ra tr goi tin IP dén, nod s& dugc kiém tra trong
danh sach Hot-List, néu ton tai trong danh sach nay thi ting bo dém tuong Gmg cho
IP nay. Néu chua ton tai trong Hot-List thi vi¢c cap nhat cho cac nhom thir chira IP
nay duoc thyc hién binh thudng nhu trong thuat toan thir nhom bat tng bién truyén

théng.

Khi bat ky mot nhom nio trong qua trinh cap nhat IP méi vao lam vuot
ngudng tan suét cao, dia chi IP d6 duoc dua vao danh sach nghi ngd Hot-List, khoi
tao bo dém tuwong tng bang cach 1ay gia tri nho nhét trong cac nhom ma IP nay

thudc v€, cac nhom vuot ngudng s€ dirng viéc cap nhat.

Trong thudt toan cai tién 1, goi “current_timestamp ” 1a thoi gian cac géi tin dén,
“reference_timestamp” 1a diém bat dau cua chu ky thuat toan, A 1a thoi gian mot

chu ky thuat toan.

Vi du 2: Cho dong géi tin IP, c&c dia chi IP duogc trich ra trong IP-header la dong
lién tuc cac IP (IP stream) nhu sau IP={1, 1, 3, 5, 1, 6, 5, 4, 1, 5, 5}, ma tran 2-

phan-cach véi cac nhom thir duoc thiét ké nhu ¢ vi du 1, ngudng & = 3.

IP = {1,1,3.5,1.,6.5.4.1.5.,5}.d = 2

IP |[1 2 3 4 5 6 710 ]
C. | 2 1 1 1 -
C, | 5 1 1 +
Cy | 2 1 1 -
Cs | 1 1 1 -
Cs | 4 1 1 1 +
Cs | 1 1 1 -
C, | 5 1 1
Cs | 8 1 1
Co| 5 ||1 1 1|+
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Khai tao Hot-List{}

Dong IP: 1 (hé théng nhan duoc dia chi IP 1, nd cap nhat vector C)

1 2 3 4 5 6 7 8 9
C 1 1 1
Dong IP: 1,1
1 2 3 4 5 6 7 8 9
C 2 2 2
Dong IP: 1,1, 3
1 2 3 4 5 6 7 8 9
C 1 1 1 2 2 2
Dong IP:1,1,3,5
1 2 3 4 5 6 7 8 9
C 1 2 1 1 2 3 2

C[8] dén ngudng, dua IP 5 vao Hot-List va khai tao bd dém cho IP 5 1a min{C; v6i
J=1..5 va mjs=1}=min{C,, Cs, Cg}=1. Ta c6 Hot-List {(5, 1)}, y=1.

Dong IP: 1,1,3,5,1

1 2 3 4 5 6 7 8 9

C 1 2 1 1 3 3 3

C; dén ngudng, dua IP 1 vao Hot-List va khoi tao bd dém cho IP 1 1a min{C; voi
j=1..tva mj;=1}=min{C-, Cs, Co}=3. Ta co Hot-List {(5, 1), (1, 3)}, y=2.

Dong IP: 1,1, 3,5, 1,6

1 2 3 4 5 6 7 8 9

C 2 2 1 1 1 3 3 3

Dong IP: 1,1,3,5,1,6,5

1 2 3 4 5 6 / 8 9

C 2 2 1 1 1 3 3 3

Cap nhat bo dém trong Hot-List {(5, 2), (1, 3)}, y=2.
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Dong IP:1,1,3,5,1,6,5,4

1 2 3 4 5 6 / 8 9

C 2 2 2 1 1 1 3 3 3

DongIP:1,1,3,5,1,6,5,4,1

1 2 3 4 5 6 / 8 9

C 2 2 2 1 1 1 3 3 3

Cap nhat bo dém trong Hot-List {(5, 2), (1, 4)}, y=2.
Dong IP:1,1,3,5,1,6,5,4,1,5

Cap nhat bo dém trong Hot-List {(5, 3), (1, 4)}, y=2.
Dong IP: 1,1,3,5,1,6,5,4,1,5,5

Cap nhat bo dém trong Hot-List {(5, 4), (1, 4)}, y=2.
Két qua tim duoc Hot-IP 1 IP: 5 va 1.

¢ Kich bdn thir nghi¢m so sdanh thoi gian gidi ma ciia phwong phdp thir nhom
bdt veng bién truyén thong va thiv nhém bit irng bién cdi tién:

Muc tiéu ctia thir nghiém nay dé do kha nang xu 1y cua giai phap cai tién véi
giai phap trude voi sd luong IP phan biét khac nhau. Trong thir nghiém nay, cac goi
tin dugc phat sinh ngiu nhién bdi chuong trinh. Cac IP déng vai tro la IP thong
thuong duge phat sinh véi ti 16 xuat hién ngau nhién nho (5 — 100 géi), cac IP dong
vai tro 1a Hot-IP duoc phat sinh v6i tin suat xuat hién 16n (5.000 — 100.000 géi). Co
so dé lua chon cac gia tri nay nhu sau: Trong khoang thoi gian chu ky thuat toan
trong cac thir nghiém (5 giay, 10 gidy, 15 giay, 20 gidy, 25 giay, 30 gidy), cac may
tinh dai dién cho IP thong thuong thuc hién cac truy cap dén cac muc tiéu bﬁng Iénh
“ping” va truy cdp cac trang web ciia muc tiéu. Bang cong cu phan tich goi
Wireshark c6 thé do dugc sb luong nhiéu nhét trong cac 1an thuc nghiém cia may
tinh dai dién cho IP binh thuong nho hon 100 géi tin. Pbi v6i cac Hot-IP, trong thir
nghiém st dung cac cong cu tan cong nhu DoSHTTP, Trinoo dé phat sinh géi tin

16n, s0 lugng goi tin c6 thé dieu chinh ¢ nhiéu mirc va da st dung & murc tir 5.000 —
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100.000 g6i trong thoi gian chu ky thuit toan. Viéc lwa chon cac thong s thir
nghiém dya trén co s& cac cong cu thir nghiém nhu vay. Bén canh do, mot s6 tham
khao khac tir cac nghién ctru luu luong tin cong tir chdi dich vu cia CAIDA [75]
cho thiy viéc sir dung ngudng cho cac IP tan suit cao & mirc 5.000 13 hop 1y lam

can ct cho céc lya chon bén trén trong thir nghiém cho giai phap dé xuat.

Sb luong IP phén biét sir dung dé do trong thir nghiém véi cac mirc khéc
nhau tir 3.000 — 260.000 dia chi (thé hién & bang 2.5). Thoi gian chay thuat toan
dugc do theo thoi gian hé thong (sir dung ham thoi gian trong chuong trinh, tinh tir
thoi gian bat dau chay thuat toan dén khi két thuc thuat toan). Trong truong hgp nay
chi xét dén thoi gian giai ma cia giai thuat, chua tinh dén thoi gian bat goi va xir 1y
g6i tin dé trich ra dia chi IP. Thur nghiém so sanh thoi gian gidi ma dugce thyc hién
trén server c6 cau hinh: IBM Xeon E5420 2.5 GHz, RAM 4GB, h¢ diéu hanh
CentOS 64 bit. Két qua thyc nghiém dugc trinh bay trong bang 2.5.

Bing 2.5. Thoi gian gidi md cia thudt todn thir nhom va thudt todn cdi tién

N | GT |GTciitién| Chenh N | GT | GTcai | Chénh
(@h (giay) (giay) léch (@ (giay) ti_éAn léch
1000) (gidy) | 1000) @) | (giay)
3| 008 | 005 0,03 100 | 228 | 1,29 0,99
5| 014 | 0,09 0,05 120 | 279 | 155 1,24
71016 | 011 0,05 140 | 319 | 182 1,37
9| 021 | 014 0,07 160 | 365 | 2,08 1,57
11| 026 | 015 0,11 180 | 410 | 234 1,76
20| 048 | 026 0,22 200 | 456 | 261 1,95
40| 101 | 053 0,48 220 | 501 | 2488 2,13
60| 1,37 | 0,80 0,57 240 | 548 | 314 2,34
80| 184 | 104 0,80 260 | 593 | 339 2,54
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Qua phan thuc nghiém giai mi cta hai phwong phéap cho thiy ring thuit toan
giai ma v6i phuong phap thir nhém bt Gmg bién cai tién cho két qua tSt hon. Véi
danh sach Hot-List, viéc cip nhat s& dugc tién hanh nhanh hon rit nhiéu so vé6i cp
nhat cac nhom thir phai tra trong ma tran d-phan-cach dé xac dinh cac nhoém thir can

cap nhat.

% Trwong hop sé lwong Hot-IP trong dong géi tin IP Ién hon gid tri d trong ma

trdn d-phéan-cach:

Véi truong hop trén dong goéi tin IP ¢6 nhiéu hon d Hot-IP s& c¢6 kha nang
phat hién sai d6i véi phuong phap thir nhom bat Gmg bién truyén théng vi khi do
xuat hién nhiéu nhom thir mang gia tri khong chinh xac goi 1a duong tinh gia. Khi
d6, v6i thuat todn giai ma don gian s& phat hién nhiéu gia tri khong phai 1a Hot-IP.

Trong trudng hop s6 luong Hot-IP thyc sy 16n hon gia tri d, thuat toan thir
nhom bat Gng bién cai tién cho két qua chinh xac hon thuat toan thir nhém bat tng
bién truyén théng. Tinh dung dan cua thir nghiém dung thuét toan giai ma don gian
phu thudc vao do chinh xac cuia gia tri du doan d ctia nguoi thiét ké: néu d nho, tinh
dung din thap do van dé duong tinh gia anh hudng dén qué trinh cip nhat cac nhém
thir. Néu d 16n, tinh dung dan cao hon, nhung bu lai phai tra gia vé do phuc tap (ca

tinh toan 1an luu trir).

Do d6, viéc chon danh sach IP nghi ngd Hot-List 1a su dung hoa gitra chi phi
va tinh dung dan. Thuat toan thr nhom bat Gng bién cai tién chinh 1 su két hop cia
phuong phap thir nhom bt ing bién (phwong phap dira vao sketch) va phwong phap
“counter-based” véi sd lugng bo dém nho, viée cip nhat cho cac phan tir nghi ngd
s& cip nhat truc tiép trén danh sach nhé nay ma khong phai xem xét trén toan ma
tran d-phan-cach. Pong thoi, thuat toan cai tién cho phép md rong sb phan tir trong
danh sach nghi ngo. Do d6, thuat toan thir nhom bat tmg bién cai tién cho két qua
chinh x4c hon do ¢6 thé m¢ rong kich thude ciia danh sach chia dung cac IP nghi
ngd ma khong anh hudng dén viée thay doi kich thude ctia ma tran d-phan-cach.

Thuat toan cai tién gidi quyét van dé gidm thoi gian tinh todn va do chinh xac do
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cap nhat trén danh sach nhé hon, do vay co thé chon kich thuéc Hot-List 16n, giam

su phu thudc vao d.

Sau day 1a vi du minh hoa cho trudng hop s6 Hot-IP thyc té 16n hon gia trj d
cho trudc véi hai thuat toan: thir nhom bat tmg bién truyén thong trong vi du 3 va
thir nhém bét tmg bién cai tién trong vi du 4.

Vi du 3: Cho dong goi tin IP, dia chi IP duogc trich ra trong IP-header dugc
anh xa thanh diy gia trj cac s6 nhu sau IP={1, 1,3,5,1,6,5,4,1,5,5,1,1, 1, 5, 5,

6, 6, 6, 6, 6, 6}, ma tran 2-phan-cach véi cac nhom thir dugce thiét ké nhu & vi du 1,

ngudng o =5.

IP|[1 2 3 4 5 6 7| ]
Ci| 8 1 1 1|+ |n
C| 7 1 1 + |12
Cs| 2 1 1 —|rs
Cs| 7 1 1 + |1
G| 6 1 1 1|+ |Ts
Ce| 1 1 1 — | Te
C/l14 || 1 1 + | I7
Cs| 13 || 1 1 + | Is
C 8 |12 1 1+ |0

Pt 2 3 /4 /56 )]

8 " N

7 | L+

2 P11

7 1 1 -

6 1 | | -

1 | -

14 ||1 1 +

13 | | +

8 |1 1]+ |
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Vi du 4: Chay lai vi du 3 dung phuong phap thir nhom bat (mg bién cai tién.
Dong dit liéu IP={1, 1, 3,5, 1,6,5,4,1,5,5,1,1,1,5,5,6, 6,6, 6,6, 6}, ma tran

2-phan-cach véi cac nhom thir duogc thiét ké nhu ¢ vi du 1, ngudng & =5.

Dong IP: 1
1 2 3 4 5 6 7 8 9
C 1 1 1
Dong IP: 1,1
1 2 3 4 5 6 7 8 9
C 2 2 2
DongIP:1,1,3
1 2 3 4 5 6 7
cC |1 1 1 2 2 2

Dong IP: 1,1,3,5

1 2 3 4 5 6 7 8 9

C 1 2 1 1 2
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Dong IP: 1,1,3,5,1

DonglIP:1,1,3,5,1,6,5

1 2 3 4 5 6 7 8

C 2 3 1 1 2 4

Cg dén ngudng, dit IP 5 va Hot-List = {(5, min{c,, ¢s, csP} = {(5, 2)}
DonglIP:1,1,3,5,1,6,5,4

1 2 3 4 5 6 / 8

C 2 3 2 1 2 1 4

DongIP:1,1,3,5,1,6,5,4,1

1 2 3 4 5 6 / 8

C 2 3 2 1 2 1 5 5

C; va Cq téi ngudng, dua IP 1 vao Hot-List = {(5, 2), (1, 5)}
DonglIP:1,1,3,5,1,6,5/4,1,5

IP 5 c6 trong Hot-List, cap nhat bo d¢ém cho IP 5. Hot-List = {(5, 3), (1, 5)}
DonglIP:1,1,3,5,1,6,54,1,5,5

IP 5 c6 trong Hot-List, cap nhat bo d¢ém cho IP 5. Hot-List = {(5, 4), (1, 5)}
DonglIP:1,1,3,5,1,6,54,1,5,5,1

IP 1 c6 trong Hot-List, cap nhat bo d¢ém cho IP 1. Hot-List = {(5, 4), (1, 6)}
DonglIP:1,1,3,5,1,6,5/4,1,5,5,1,1

IP 1 ¢6 trong Hot-List, cap nhat bo dém cho IP 1. Hot-List = {(5, 4), (1, 7)}
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DonglIP:1,1,3,5,1,6,54,1,5,5,1,5

IP 5 c6 trong Hot-List, cap nhat bo d¢ém cho IP 5. Hot-List = {(5, 5), (1, 6)}
DonglIP:1,1,3,5,1,6,54,1,5,5,1,5,5

IP 5 c6 trong Hot-List, cap nhat bo d¢ém cho IP 5. Hot-List = {(5, 6), (1, 6)}
DongIP:1,1,3,5,1,6,54,1,5,5/1,5,5,6

1 2 3 4 5 6 / 8 9

C 3 3 2 2 2 1 5 5 5

Dong IP:1,1,3,5,1,6,5,4,1,5,5,1,5,5,6,6

Dong IP:1,1,3,5,1,6,5,4,1,5,5,1,5,5,6,6,6

1 2 3 4 5 6 7 8 9

C 5 3 2 4 2 1 5 5 5

C, téi nguong, dua IP 6 vao Hot-List = {(5, 6), (1, 6), (6, 4)}
DongIP:1,1,3,5,1,6,5,4,1,5,5,1,5,5,6,6, 6, 6

IP 6 c6 trong Hot-List, cap nhat bo dém cho IP 6. Hot-List = {(5, 6), (1, 6), (6, 5)}
DongIP:1,1,3,5,1,6,5,4,1,5,5,1,5,5,6, 6,6, 6,6

IP 6 c6 trong Hot-List, cap nhat bo dém cho IP 6. Hot-List = {(5, 6), (1, 6), (6, 6)}
DongIP:1,1,3,5,1,6,5,4,1,5,5/1,5,5,6,6,6,6,6,6

IP 6 c6 trong Hot-List, cap nhat bo d¢ém cho IP 6. Hot-List = {(5, 6), (1, 6), (6, 7)}
Hot-IP tim duoc laIP: 1,5, 6

< Thuyc nghiém so sanh d9 chinh x4c ciia thir nhém bit g bién truyén thong

va thuat toan cai tién 1 “Online Hot-IP Detecting”
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Trong phan thuc nghiém nay, tdc gia mé phong tan cong tir chdi dich vu véi
cong cu tan coéng Trinoo va DOSHTTP c¢6 cudng do tan cong khac nhau. Thoi gian
cta thudt todn duogc tinh ca thoi gian bit goi, xir Iy goi va thoi gian tinh toan tim ra

cac Hot-IP.

Mo hinh thue nghiém gém 01 may Web server, 20 may phat tan cong, 01
may cai dat giai phap phat hi¢n Hot-IP dat trudc Web server va 35 may dong vai tro
1a cac may tinh cta ngudi dung binh thudng. Hé diéu hanh st dung trong cac may
thir nghiém 13 CentOS 6.2. Giai phap dugc cai dat bang ngén ngit lap trinh C, may
cai dat giai phap dong vai tro 1a diém giam sat dé phat hién cac IP 1a Hot-IP dén
Web server. Ludng luu lugng dugc thu thap qua cong mang cua may cai dat giai
phap theo chiéu vao, cac IP ngudn trong cac goi tin duoc trich ra tir IP-header duogc

st dung 1am tham s6 dau vao trong thuét toan.

Kich ban thuc nghiém so sanh mirc do giai ma chinh xac tim cac Hot-IP trén
mang véi s6 luong Hot-IP thuc t& 16n hon gia tri d trong ma tran d-phan-céch.
Tham s6 sir dung: ma tran d-phan-cach 240x4096, d=7, |Hot-List| = 14. St dung
phén mém Trinoo tan cong DDoS vao may chu nan nhan véi lan luot sd lugng cac
may tan cong 13: 2, 4, 6, 8, 10, 12, 14, 16, 18, 20. Mdi gia tri lam thuc nghiém 5 1an,
liy két qua nho nhét. Két qua thuc nghiém dugc trinh bay trong bang 2.6.

Céc may gia lap 1a may tin cong thuc hién phat sd luong géi tin 16n (Hot-1P)
str dung coéng cu DoSHTTP va Trinoo dé tién hanh tin cong vao Web server. Cac
may tinh dong vai tro 1a cdc may tinh cia nguoi dung binh thuong, thuc hién céc
Iénh “ping” va truy cap vao website cia Web server st dung trinh duyét Web thong
thuong. Chu ky giai thuat dugc thir nghiém vo1 thoi gian 5 gidy, 10 gidy, 15 gidy,
20 giay, 25 giay va 30 giay.

Qua cac phan tich va thyc nghiém cho thiy thuit toan cai tién c6 nhiu wu
diém hon phuong phép thir nhém bat ing bién truyén théng. Thir nhét 14 khong cap
nhat cac nhom thir da dén ngudng, thir hai 14 thay vi cap nhat mot IP trong dong dir

lidu cho tit ca cac nhom thir chira IP d6 thi chi cin cdp nhat trong danh sach nghi
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ngd. Dong thoi, thuat toan cai tién nay cho két qua chinh xac hon trong truong hop
sO lugng Hot-IP thyc té nhidu hon d (s6 Hot-IP t6i da ¢ thé phat hién dugc trong

thir nhom bat Gmg bién truyén thong).

Bing 2.6. So sdanh dé chinh xdc ciia thir nhém bat img bién truyén thong va cdi tién

Hot-IP D | Kichthuwéc | GT truyén thong GT cai tién 1
thyuc te Hot-List (d6 chinh x4ac) (d6 chinh xéac)

2 7 14 100% 100%

4 7 14 100% 100%

6 7 14 100% 100%

8 7 14 100% 100%

10 7 14 95% 100%

12 7 14 95% 100%

14 7 14 92% 100%

16 7 14 90% 100%

18 7 14 90% 98%

20 7 14 90% 98%

2.5.2. Thugt toan cdi tién 2 — “Online Hot-1P Preventing”

Luu dd thudt toan nhu sau:

T=Th(‘yi’ gian hé - Bit g61 va trich Phat hién Hot-IP
thong dia chi IP
y
F

Hot-IP

\L T

Ngan chan

Hot-IP

Cho phép cac
Hot-IP di qua

Hinh 2.8. Luru do gidi phdp han ché anh hwong cia cic Hot-1P
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Thuat toan cai tién 2: Online Hot-1P Preventing
Input: Ma tran nhi phan d-phan-cach, dong goi tin IP, ngudng o
A: chu Ky thuat toan
Xt ly:
1: T=Systemtime + A,
2: Khgi tgo:cho phép tat ca cdc IP di qua
3: For each IP j dén va (Systemtime <T)
4: j=get (IP)
5: if IP j € Hot-List then
6: Hot-List[j].count++
7 If Hot-List[j].count > 0 then drop (IP 7)
8: Else
9: Cap nhat cdc bo dém c; vdi mis=1,
10: khéng cdp nhdt cho cac c; vuot ngudng
11: If ¢; > O then
12: pua IP j vao Hot-List
13: Khéi tao b dém cho IP j = min{c; vSéi m;;=1}
14: endIf
15: EndIf
16: | Endror

Trén co so thuat toan cai tién 1 “Online Hot-IP Detecting” dung dé phéat
hién cac Hot-IP truc tuyén bang viéc st dung danh sach IP nghi ngd, viéc cap nhat
va tinh toan duoc cai thién tdc do tinh toan. Thuat toan cai tién 2 “Online Hot-1P
Preventing” thuc hién ngan chan cac IP c6 kha nang la nguy co ngay khi ching
dugc phat hién bang cach ngin chin cac Hot-IP trong mét chu ky thoi gian cia

thuat toan nham dam bao hé théng hoat dong 6n dinh, thong sudt.

Thuat toan cai tién 2 c¢6 thé tmg dung & cac mang ISP hoic IsSP (Internet

special Service Provider). Trong mang ISP cac IP dugc xem xét nhu nhau, trong
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mang cung cap mdot dich vu nao d6 cho ngudi dung trén Internet (IsSP) c6 su phan

biét nguoi dung (IP) dang ky st dung dich vu va nguoi dung khong dang ky.

Déi voi ngudi dung diang ky sir dung dich vu, kha ning ngit két ndi it hon.
Nguoi dung khong dang ky, kha ning bi ngat két ndi cao hon do kha ning xuat hién
Hot-IP cao hon vi nhitng ngudi dung nay s& duoc anh xa vao chung mét sb it dia

chi IP dai dién.
% Kich ban thyc nghiém thuat toan cai tién 2 “Online Hot-1P Preventing”:

Mo hinh thuc nghiém gdém 01 Web server, 03 may phat tin cong, 01 may cai
dat giai phap duoc dat trudc Web server va 35 may tinh dong vai tro 1a cac may tinh
ciia ngudi dung binh thudng. Hé diéu hanh st dung trén may cai dat giai phap 1a
CentOS, giai phap duoc cai dit bang ngdn ngir lap trinh C. Ludng luu luong truy
cap t6i Web server duoc kiém soat boi may cai dat giai phap phat hién Hot-1P, cac
g6i tin dugc thu thap qua cong mang clia may nay dé xur 1y trong chuong trinh.

Céac may tdn cong st dung cong cu Trinoo dé tién hanh phat luu luong tin
cong vao Web server. Cac may tinh dong vai tro la cdc may tinh cia nguoi dung
binh thuong thuc hién cac truy cap vao website cua Web server. Chu ky thuat hién
thudt toan la 15 giay.

Phéan thyc hién mo phong tdn cong duoc ldp lai v6i nhiéu tinh hudng tin
cong khac nhau va cudng d6 tin cong khic nhau, két qua ghi nhan dugc trong cac
truong hop nay thé hién ¢ mic d6 dap tng cua Web server khi bi tac dong cta tan
cong trudc va sau khi cai dat giai phap.

Cdc tham so sir dung trong thuwc nghiém:
- Ma tran nhi phan M 7-phén-cach: 240x4096
- Chu ky thyc hién thuat toan A =15gidy

- Ning lyc hé thong & vi tri trién khai giai phap 1a s6 luong goi tin téi da co

thé xtr Iy duoc trong mot chu ky thyc hién thuat toan (m L)
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m .
2 . Trong thyc nghi€m lya chon |Hot-List| =14.

Ngudng & =—=—
BHORS |Hot-List]

Két qua thwe nghiém:
- Trudce khi cai dit giai phap: khi bi tn cong tir chdi dich vu véi cong cu

Trinoo, Ivu lugng trén may chu nan dugc thé hién trén hinh 2.9.

000 Mikss ; ; ; ; ; d
B0 s=cond s 50 40 30 0 10 o

4 £

Hinh 2.9. Céc thdng sé hé théng ciia mdy chii khi bi tan céng DDoS

- Sau khi cai dat giai phap: cac thong sb trén may chi nan nhan hoat dong 6n
dinh do cac Hot-IP da bi phat hién va ngan chan khong cho vao hé théng
trong mot chu ky thuét toan. Hinh 2.10 thé hién cac théng s6 may chu nan
nhan khi sir dung giai phap ngan chan cac Hot-IP trong mot chu ky thuat

toan.

Hinh 2.10. Cdc théng s6 ciia mdy chii khi cai gidi phdap ngan chan Hot-1P
Céac Hot-IP dugc phat hién va bi ngan chan trong mét chu ky thuat toan thé
hién trén hinh 2.11.

[ropt@localhost 71# iptables -L
Chain INPFUT (policy ACCEPT)
target prot opt =ource destination

Chain FORWARD (policy ACCEFPT)

target prot opt =ource destination
DROFP all -- 19Z2.168.1.11 anywhere
DROF all -- 192.168.1.5 anywhere

Hinh 2.11. Cac Hot-IP bi khéa trong mét chu ky thudt todn
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Thuat toan cai tién 2 “Online Hot-IP Preventing” ¢ thé dung dé trién khai &
cac router bién trudc cac may chu cung cip dich vu hodc ¢ cac router trung gian
trong cac mang trung gian dap Gmg muc tiéu dam bao cho hé thong mang hoat dong

6n dinh, thong sudt.

2.6. KET LUAN CHUONG 2

Trong chuong nay, luan an trinh bay mét sé dic diém co ban cua phuong
phép thir nhém bt Gmg bién, mot sd khai niém lién quan, phuong phap xay dung
tuong minh ma tran d-phan-cach bang phép n6i ma, mo hinh hoa bai toan phat hién
Hot-IP bang phuong phap thir nhom bat timg bién, thuat toan phat hién cac Hot-IP
st dung thuat toan giai ma don gian. Bén canh do, luan an dé xuat hai thuat toan cai
tién phuong phap thir nhom bat img bién dé dap tmg viéc phat hién va ngin chin

tryc tuyén cac Hot-IP 14 “Online Hot-IP Detecting” va “Online Hot-IP Preventing”.

Phuong phap xay dung d-phan-cach dya vao xac suat mac du cho két qua s6
dong nho hon nhung c6 diém yéu trong cach xdy dung, mirc d6 chinh xac va luu trix
khi xir Iy ma trdn nay can phai luu trit toan bo trong bd nhd khi thyc thi chuong
trinh. Do d6, cach xay dung ma trdn bang xac suit khong hiéu qua khi trién khai
vao ung dung thuc té trén cac thiét bi mang ma von tai nguyén hé thong c6 han va
can t6i wu vé khong gian luu trir. Hon nita, viéc phat sinh ma trdn ma tran theo
phuong phap xac suat co6 kha niang phat sinh ma tran khong phai 1a d-phan-céch

khong s& anh huong dén két qua giai ma chinh xé4c cta thuat toan.

Phuong phap ndi ma duoc ap dung dé xdy dung ma tran d-phan-cach tuong
minh va chinh xac tir ma Reed-Solomon va ma don vi thuc hién don gian va c6 thé
phat sinh cac cot khi xtr Iy ma khong can phai luu toan bd ma tran. Pay 1a dic diém
gitip giai quyét tot viec toi wu khong gian luu trir ma tran ¢ kich thude 16n dé trién
khai giai phap trén céc thiét bi co tai nguyén han ché.

Luan 4n dd mo hinh hoa bai toan phat hién Hot-IP vé bai toan thir nhom bat
g bién va thuat toan phat hién Hot-IP trén mang dua trén ma tran d-phan-cach va

vector két qua cua cac nhém thir. Bén canh do, luan an trinh bay mot s6 khai niém
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lién quan dén ¥ tudng xdy dung ma tran d-phan-céch-danh-sach giai ma nhanh cia
nhom Indyk-Ngo-Rudra. Han ché ciia phuong phap nay 1a van dé xay dyng ma tran
phan cach va phdn cach danh sach din dén tdn bd nhd, xac suit khong cao. Hai
thuat toan cai tién phwong phap thir nhom bat bién dugc dé xuit 13 “Online Hot-1P
detecting” va “Online Hot-IP preventing” cai thién vé kha ning tinh toan, do chinh
xac va dam bao hé théng hoat dong 6n dinh, thong sudt. Céc noi dung chinh cua
chuong nay dugc cong bd ¢ cac cong trinh [C1][C4][C7] trong danh muc cic cong
trinh nghién ctru cia tac gia.

Bai toan phat hién Hot-IP trong dong goi tin IP trén mang can dugc xem xét
thém mot s6 khia canh khac dé c6 thé ap dung trién khai vao thuc té nhu lua chon
kich thudc ma tran phan cach theo vi tri trién khai, cic budc tinh toan xir 1y phai
dugc toi wu vé thoi gian véi cac k§ thuat két hop nhu xir 1y song song, kién tric
phan tan trong cac hé thong mang da ving. Nhitng van dé nay sé duoc trinh bay

trong chuong 3.
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CHUONG 3. NANG CAO HIEU QUA PHAT HIEN HOT-IP
BANG MOT SO KY THUAT KET HQP

3.1. GIOI THIEU

Dé trién khai giai phap phat hién Hot-IP trén mang & mot vi tri cu thé can c6
nhimg phan tich dé t&i wu tinh toan. M6t sé van dé can quan tim xem xét 1a mé hinh
trién khai tip trung hay phan tan, kha ning xur Iy song song cta giai phap, sé luong

dia chi IP can giam sat dé lya chon kich thudc ma tran phi hop véi vi tri trién khai.

Trong chuong 2, luan an da trinh bay moé hinh hoa bai toan phat hién Hot-IP
trén mang dung phuong phap thir nhém béat g bién, phuong phéap giai, hai thuat
toan cai tién dé nang cao hiéu qua tinh toan va ap dung vao phat hién cac Hot-1P
tryc tuyén. Chuong nay trinh bay mot s6 k¥ thuat két hop nham nang cao hiéu qua
phat hién nhanh cac Hot-IP trén mang dé c6 thé ap dung trién khai trén cdc mang

toc do cao ¢ cac nha cung cap dich vu.

Mot sb ky thuat co thé két hop dé nang cao kha ning cua giai phap trong viée
phat hién nhanh cac Hot-IP nhu: (i) lya chon kich thudc ctiia ma tran d-phan-cach
phu hop dé giam thoi gian va khong gian xir 1y dwa vao kha ning cua vi tri trién
khai giai phap, (ii) str dung k¥ thuat xt Iy song song dé nang cao kha ning tinh toan
va (iii) st dung kién trac phéan tan dé t6 chirc trién khai giai phap & cac khu vyc va

canh bao sém dén cac khu vuc khac trong cac hé théng mang da ving.

Dua vao vi tri trién khai cu thé c6 thé xac dinh dugc hai tham sb quan trong:
tham sd thtr nhat 1a thoi gian mot chu ky thuc hién thuat toan (A), tham s6 nay cO Yy
nghia |a khoang thoi gian trude khi mat két ndi hay thoi gian chi mirc do chiu dung
ctia hé thong; tham s thir hai 1a ngudng tan suat cao (8), tham sb nay cO y nghia la
kha ning tiép nhan sd luong goi tin trén dong goi tin IP, duoc tinh toan dya trén
bang thong duong truyén va nang luc xir 1y cua server cung cap dich vu tai vi tri

trién khai cu thé. Day 13 hai tham s6 cb dinh trong bai toan phat hién cac Hot-1P



86

duoc xac dinh tai vi tri trién khai. Nhu vay, cac tham s6 khac s& dugc phan tich cu

thé dya trén sy c6 dinh ctia hai tham sb nay theo y nghia nhu trén.
3.2. VAN PE KiCH THUOGC MA TRAN PHAN CACH

Viéc Iira chon kich thudc ctia ma tran d-phan-cach cé y nghia quan trong dé
ap dung vao thyuc t& c6 hiéu qua. Kich thudc ma tran anh huéng dén thoi gian cip
nhat cac goi dit liéu trong dong dit liéu dau vao va thoi gian thuc hién thuat toan dé

phat hién ra cac Hot-IP mot cach dang ke.

Thoi gian giai ma cta phuong phap thr nhom dé tim ra cac Hot-IP 1a O(tN)
nhu di dé cap trong chuong 2. Mot cach hién nhién c6 thé thdy rang kich thudc ma
tran 16n, nghia 13 s6 luong IP giam sat 1on va sb hang ctia ma tran 16n s& lam ting
thoi gian cdp nhét va tinh toan. Trong phan nay trinh bay 2 noi dung: ndi dung thir
nhat 1a thir nghiém viéc gidi ma véi kich thudc ma tran khac nhau dé théy dugc murc
d6 anh hudng cua kich thudc ma tran dén thoi gian giai ma tim ra cac Hot-1P; noi
dung thr hai trinh bay mot sb can cr dé chon lua cic tham sd cho ma trdn nhim

thue hién hiéu qua giai phap trong viéc img dung tai cic vi tri trién khai cu thé.

3.2.1. Sw anh hwong cua kich thwoc ma trgn

Luan 4n tién hanh do thoi gian giai ma dé phat hién Hot-IP véi sb luong dia
chi cho truéce khac nhau va kich thudc ma tran khac nhau. Muc dich cta vi¢c nay dé
thiy dugc muc d6 anh hudng cua Kich thudc ma tran, sé lugng phan tir tham gia
vao qua trinh gidi ma cua giai phap.

Trong phan thir nghiém, cac goi tin chia cac Hot-IP duwoc phat sinh ngiu
nhién. Cai dat thuc nghiém trén Server IBM (Xeon E5420 2.5 GHz, RAM 4GB, hé
diéu hanh CentOS 6.4 (64 bit)), thoi gian thu thap géi tin trong dong IP dugc bo
qua, kich thudc ctia ma tran d-phén-cach dugc st dung khac nhau. Tir d6 tinh toan
thoi gian giai mé, tirc 12 thoi gian chay thuat toan dé tim ra cac Hot-1P. Két qua giai
ma tim ra cac Hot-1P trong dong goi tin IP dugc trinh bay trong cac bang 3.1, 3.2,

3.3 va 3.4. Bang 3.1 1a két qua thyc nghiém véi cic ma tran c6 kich thudc nho.
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Bdng 3.1. Thoi gian giai ma voi kich thuoc ma tran khac nhau

RS code t D Tho.l Aglan N (IP)
(giay)
[15,3]16| 240 | 7 0,11 4.096
[31,3]52 | 992 | 15 3,65 32.768

Béng 3.2 trinh bay két qua thoi gian giai ma véi kich thudc ma tran tir phép
nbi ma sir dung RS-[31,5]5,, ma tran nay c6 kha niang xir Iy dén 33.554.432 IP phan
biét cung lic. Ma tran M st dung thuc nghi¢m c6 kich thudc ¢6 dinh 992x1000000,
s6 luong IP trong dong goi tin IP thay d6i tir 100.000 dén 1.000.000 dia chi (d=7,
t=992).

Bdng 3.2. Thoi gian gidi md voi ma trdgn con xay dung tir RS-[31,5]3;

N (IP) Thrgi;1 g(1gallél1 );g)iéi N (IP) Thr;fi;1 g(;alg );g)iéi
100.000 0,66 600.000 4,46
200.000 1,34 800.000 6,25
400.000 2,78 1.000.000 8,16

Ma tran 240x1.048.576 v&i d=3 duoc sinh ra tir ma RS-[15,5]46, thuc nghiém
lan luot v&i cac N={30.000, 200.000, 400.000, 600.000, 800.000, 1.000.000} duoc
trinh bay trong Bang 3.3.

Bing 3.3. Thoi gian gidai ma voi ma trdn xdy dung tir RS-[15,5] 6.

Thoi gian giai Thoi gian giai
N (IP) g- 8 N (IP) g- 8
ma (giay) ma (giay)
30.000 0,05 600.000 1,08
200.000 0,36 800.000 1,46
400.000 0,73 1.000.000 1,80
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Bdng 3.4 Thoi gian giai md theo N, t va d=31

N t d Thc‘ri gian giai ma véi | Thoi gian giaima | Do chinh
tlay theo N (gidy) | vait co dinh (gidy) Xac

1.000 | 1.933 | 31 0,02 0,02 100%
3.000| 2.240 | 31 0,05 0,08 100%
5.000 | 2.383 | 31 0,10 0,14 100%
7.000 | 2.477 | 31 0,12 0,16 100%
9.000 | 2.548 | 31 0,18 0,21 100%
11.000 | 2.604 | 31 0,23 0,26 100%
20.000 | 2.771 | 31 0,36 0,48 100%
40.000 | 2.965 | 31 0,71 1,01 100%
60.000 | 3.078 | 31 1,12 1,37 100%
80.000 | 3.159 | 31 1,51 1,84 100%
100.000 | 3.221 | 31 1,93 2,28 100%
120.000 | 3.272 | 31 2,36 2,79 100%
140.000 | 3.316 | 31 2,79 3,19 100%
160.000 | 3.353 | 31 3,22 3,65 100%
180.000 | 3.386 | 31 3,66 4,10 100%
200.000 | 3.415 | 31 4,11 4,56 100%
220.000 | 3.442 | 31 4,54 5,01 100%
240.000 | 3.466 | 31 5,00 5,48 100%
260.000 | 3.489 | 31 5,45 5,93 100%
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Qua két qua thuc nghiém & cac bang 3.1, 3.2 va 3.3 cho thiy ring trong cac
tham sb ctia cac md RS sinh ma tran, dé hd trg sb lugng 1P 16n thi tham s6 k 1on.

Khi gia trj k 16n thi d nho, nghia 1a sb lugng Hot-IP ti da ¢ thé phat hién s& nho.

Phan thir nghiém ké tiép st dung tham sb t v&i chan dudi cia nd
, logN . . A s
t=0Q(d ﬁ) Thong tin server chay mé phong: CPU Intel Xeon E5-2650
0g

2.00GHz. Giai phap dugc cai dit bang ngdn ngir lap trinh C/C++ trén hé diéu hanh
CentOS 6.5, 64 bit. Tir cac thoi gian gidi ma nay c6 thé ding lam co s dé cho lan
lap trong khoang thoi gian chu ky thuat toan dé thyc thi cho phu hop Véi vi tri trién
khai cy thé nham giam thoi gian tinh toan va tang hiéu qua cua giai phap. Sinh ma
tran d-phan-cich tir phép ndi ma RS [ny, K]y VA lq voi n=63, k;=3, q=64=2°,
t=n;xq=4032, d=31, Npax=0"=262144. Thur nghiém thoi gian giai ma véi N=1.000,
N=3.000, N=5.000, N=7.000, N=9.000, N=11.000, N=20.000, N=40.000,
N=60.000, N=80.000, N=100.000, N=120.000, N=140.000, N=160.000,
N=180.000, N=200.000, N=220.000 N=240.000, N=260.000. Gia tri t tuong ung
logN

duoc xac dinh boi t =Q(d?
logd

).

Két qua thuc nghiém dugc trinh bay trong bang 3.4. Qua két qua thuc
nghiém cho thdy sy anh hudng cia kich thuéc ma tran dén thoi gian giai ma, cac
ma tran c6 kich thuéc nho cho két qua thyc hién nhanh hon cic ma tran c6 kich
thude 16n. Do d6, kich thude ma tran 1a van dé quan trong can duogc xem xét dé lua

chon ma tran phi hop & ting vi tri trién khai.

3.2.2. Lwa chen cac tham sé

Trong giai phap phat hién cac Hot-IP trén mang st dung phuong phap thi
nhém bat ung bién. Cac tham sd duoc lya chon nhu sau:
+ Xac dinh N

Kich thuéc ma tran trong thir nhém bat Gmg bién lién quan dén viéc cap nhat

dir liéu dau vao va cac budc tinh toan cua giai phap. Trong do, gid tri N dai dién cho
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s6 luong dia chi IP phéan biét. Hai truong hop ap dung c6 thé xem xét dé tinh toan

gia tri N duoc dé xuat nhu sau:
e Trwong hop 1: Xem xét cac dia chi IP 1a nhu nhau
S ——
Trong trudng hop ndy, dwa vao kha ning cta hé thong tai vi tri trién khai va
kinh nghiém cta ngudi quan tri dé xac dinh N trong mot chu ky thuét toan.

e Truong hgp 2: Phan biét cac IP dang ky va IP khong dang ky st dung dich
vu

Nguoi dung (IP) dang ky Khoéng dang ky

N =N1+N2

Trong truong hop nay, c6 thé xem 1a mot mang cung cap dich vu bén ngoai
Internet. S6 luong ngudi dung dang ky sir dung dich vu 13 N1 va sé luong nguoi
dung dich vu khong diang ky 1a N2. Béi v6i nhitng nguoi dung khéng ding ky ¢
thé dung véi s6 luong nho bang cac dia chi dai dién.

Muc tiéu cta viéc phan chia nay 1a nham (i) giéi han gia tri N & mic do kiém
soat duoc va (ii) ¢6 thé vu tién st dung dich vu cho nhitng ngudi dung ding ky. Su
uu tién nay thé hién ¢ kha nang xuét hién Hot-IP ¢ trong N2 rat 16n va khi d6 co thé

han ché truy cap doi voi céac dia chi nay.

Vi tri dat cac bd do Hot-IP: trong gidi phap phat hién cac Hot-IP, by do Hot-
IP dit truée dau vao cac router bién mang (router gateway) ddi véi cac hé théng
cung cap dich vu trén Internet hodc tich hgp vao cac router trung gian & cac nha
cung cap dich vu. Yéu cau vé thong luong d6i voi cac bo do nay phai 16n hon thong

luong cta dudng truyén tai chd dat.

Hon nira, khi bj tn cong tir chdi dich vu hay phat tan sdu mang dang quét

khong gian dia chi, thi tong s6 luong gbi tin m ting 1én rat 16n, tuy nhién tham sé N
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khéng 16n. Do vy, trong giai phap phat hién cac Hot-IP tryc tuyén chu ky thuc hién
thuét toan s& duge chon lya dé gia tri N phu hop.

Dua vao vi tri trién khai dé xac dinh tham sé N. Mdi don vi trién khai, mdi
khu vuc hoic mdi phan doan mang nho sé& c6 sd luong gidi han cac IP can quan 1y.
Goi N1 1a s6 lwong IP ma ISP quan 1y, goi n’ 14 sb luong IP khéac (c6 thé 1a IP theo
cac khu vuc, chau luc hay qubc gia). Taco N'<«< Nlva N =N1+n'.

Phuong phap tom tat dia chi c6 thé duoc ap dung dé toi wu khong gian dia
chi dé gioi han N. Tir cac mang hodc mang con (subnet) lién tuc, ching ta c6 thé
tom tat chung tao thanh dia chi mang 16n hon (super-network) 1am dja chi dai dién.
Bang 3.5 m6 ta vi du vé phuong phap tém tat dia chi dung lam dia chi dai dién
nham giam gia tri N.

Bdng 3.5 Xac dinh dia chi dai dién cho cac dia chi mang

Mang Pia chi Phwong phap
Mang 1 192.168.0.0/24 Xac dinh cac bit
Mang 2 192.168.1.0/24 chung (gidng nhau) cua cac
dia chi, cho cac bit khac
Mgang 3 192.168.2.0/24 .
nhau bang 0. Tu d6, xac
Mang 4 192.168.3.0/24 dinh gia tri cac octet va
Mang 5 192.168.4.0/24 subnet-mask 1a sé bit chung
Mang 6 192.168.5.0/24 cua céc dia chi nay.
Mang 7 192.168.6.0/24
Mang 8 192.168.7.0/24
Mang dai dién 192.168.0.0/21

MGi lién hé giita toc d6 cong giao tiép (b/s) va sd lwong géi tin truyén trong
mot don vi thoi gian (p/s) ciing 13 yéu t6 can xem xét dé xac dinh gidi han cia tham
s6 N. Mbi quan hé nay dua trén viéc xac dinh téc do cong két ndi, tbc do duong

truyén, tir d6 suy ra s6 luong goi tin truyén theo thoi gian theo kich thudc tuong
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mg cho timg loai kich thudc goi tin. Trong mdi géi tin (layer 3), chiing ta xac dinh
duoc tuong tng thong tin dia chi IP. Pay ciing 13 co s¢ dé xem xét trong viée lwa

chon kich thuéc ma tran phu hop.

100,000,000 J0Gas
-8 1Ghw
10,000,000 ~3- 100 Mbx
H = -
B —r—) . 100Kpis
¢ 1000,000
: ==
t
= 100,000
¥ 2
n ‘o
t <
. 10,000 i
= .
1,000
100
o’ 200 [TT] 1 e
Pucke! Size (bytes)

Hinh 3.1. Su twong quan gitra bps va pps [66]

1 ]2 [..[N1[N1+1[. [ N1+N' |
1f{of1]..]o =] =0
2lofo.. ]2 0 ..l 4
3|lof2]..]0 r |l 0
a1]o 0 0 0

Khach hang
N3-IP

Hinh 3.2. Lwa chon tham sé N cho céc bé do Hot-1P
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% Xac dinh d

Gia tri d trong ma tran d-phan-cach 1a s6 lugng Hot-IP ti da c6 thé phat hién
dugce bang phuong phap thir nhém bat Gmg bién. Tuy vao bai todn tmg dung ma
tham s6 nay c6 y nghia khac nhau. Trong tin cong tir chdi dich vu phén tan, d ¢ y
nghia 1 s6 lwong ngudn phat tin cong (giam sat dya vao dia chi IP ngudn) hoic la
s6 lwong t6i da cac server c6 kha ning bi tin cong (giam sat dya vao dia chi IP
dich). Trong tng dung phat hién ngudn phat tan sau Internet, gia tri d c6 y nghia la
s6 luong toi da cac may tinh c6 kha nang dang quét mang dé phat tan sau. Nhu vay,

d 1a gia tri duwoc udc luwong dinh trudc.

T cac gia tri N va d dugc xac dinh, ma tran nhi phan d-phan-cach sinh ra tir
phép nbi ma duge xac dinh dua vao cac cong thirc rang budc trong phuong phéap thir

nhom nhu sau:

V6i Cou: [N1,K]q-RS va |, ta co:

N, =0 (3.1)

t=nxq (3.2)
n -1

o[t e

Véi diéu kién n, <q va (3.2), (3.3) chon gia tri n; va k dé c6 gia tri d 1om.
Trong cac thuc nghiém cta luan an st dung cac ma tran d-phan-cach tuong minh
theo phuong phap ndi mi dung cac Coy VA Cin, v6i mé ngoai 12 ma Reed-Solomon

Cou:[0-1, K] va ma trong la I,

Nhu vay, bai toan thir nhém bét tng bién truyén thong phy thudc rat nhiéu
vao viéc chon d. Pé giam su phu thudc vao d, luan 4n dé xuat phuong an st dung
danh sach Hot-List trong thuat toan cai tién phuong phap thir nhém bat ting bién
truyén théng duoc trinh bay ¢ phan sau. Hot-List ¢ kich thudc 16n hon d, 1a danh
sach cac dia chi IP nghi ngd cung v6i bd dém dugc khoi tao tuwong tmg véi né.

Thuat toan cai tién dé xuat lam giam thoi gian tinh toan va ting d6 chinh xac trong
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truong hop sb lugng Hot-IP trong dong goi tin IP 16n hon gia tri d dd xac dinh trude
trong ma tran d-phan-cach. Kich thuéc ctia Hot-List 1a gia tri wdc luong cho sd

lwong Hot-IP t6i da giai phap c6 thé phat hién duoc.
% Xac dinh m
Tham sb m, 1a tong s goi tin bat duoc trong mot chu ky thuat toan (A), 1a s6

luong goi tin toi da ma hé thong (bo phat hién Hot-IP) c6 thé bat duoc trong khoang
thoi gian chu ky thuat toan.

Duya vao mdi twong quan giita sd luong goi tin trén mot gidy (pps) va sb
lugng bit trén mot gidy (bps) ddi voi mot s6 loai goi tin (packet size) co thé suy ra
duoc s lugng goi tin tdi da trong mot don vi thoi gian (gidy) tai cac vi tri dat thiét
bj phat hién Hot-IP. Méi twong quan giira tbc d6 cong két ndi va sb luong géi tin
bat duogc trong mot giay duoc thé hién trén hinh 3.1. Vi tri trién khai cac bd phat
hién Hot-IP & ving bién mang, iy gi4 tri nho nhét gitta téc d6 cong két ndi ra ngoai
Internet va téc do dudng truyén thué bao Internet. Nhu vay s6 lugng géi tin ma

céng két ndi vat 1y c6 thé nhan duoc trong mot chu ky thuat toan la:
m, = (S6 lwong goi tin ti da cong két ndi c6 thé nhan duoc/gidy) x A
& Ngudng tan suat xuat hién cao

Gia tri nguong duoc dé cap & day 1a gia tri nguong dé xac dinh két qua cia
mot nhom thir ¢6 chira phan tir 1a Hot-1P hay khéng.
Ngudng tan suit suit cao dugc xac dinh dua trén nghién ciru cia nhom

Cormode [27]:

— mA
T (d+1)

Luén &n dé xuat st dung ngudng dugc tinh nhu sau:

S=—Ta
|Hot-List|
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Trong d6, m, la téng s6 goi IP bat duoc trong thoi gian tinh toan. Ngudng
duogc thiét 1ap nhu trén goi 1a dit ngudng theo kha ning cua vi tri trién khai. Diéu
nay thé hién kha niang chiu dung ctia hé thong va phat huy duoc t6i da hiéu ning
ctia hé thong dbi véi cac dong dir liéu 16n.

Vi du: Gia st ning luc dap tng cua hé théng 1a 10° goi tin/gidy va sé Hot-1P

10°

du doan 1a 10%. Khi d6 ngudng sé 1a & = LWJ =10° v6i chu ky thuat toan A=1

giay.
¢ Chu ky thuit toan (A):

Trong bai toan phat hién cac Hot-IP tryc tuyén, goi thoi gian thyc hién mot
chu ky thuat toan 1a A. Gia tri ndy co thé chon 10 gidy, 15 gidy, 20 gidy, 30 gidy
theo kha ning hé thong, kinh nghiém cua ngudi quan tri va co thé thay doi boi
ngudi quan tri.

o Giatrit

Gié tri t 1a sb hang ctia ma tran hay s6 nhom thir duoc thiét ké trude theo
phuong phap thir nhom bat tng bién. Trong xay dung ma tran d-phan-cach bang
phuong phap ndi ma, gia tri t duoc xac dinh nhu sau: t= nxq, voi C,, :[n,k],-

RSva C, :1,.

3.3. KIEN TRUC PHAN TAN
3.3.1. Gigi thigu

Bao vé cac tng dung, dich vu trén Internet trudc cac cudc tan cong tir chdi
dich vu 1a van d& quan trong trong bai toan an ninh mang. Cac cudc tan cong mang
ngay cang cé tinh phdi hop cao, phan tan rong trén Internet, dé phat hién va phong
chéng mot cach hiéu qua thi chién luwgc phat hién va phong chong ciing can dugc
trién khai phan tan va hop tic giita cac thanh phan. Piéu nay doi hoi viéc thu thap

thong tin vé tan cong mot cach rong rii dé co thé phat hién chinh xéc, kip thoi.
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St dung cac bd phat hién Hot-IP (hay bd do Hot-IP) lam vai tro gateway
dung truéc hé théng may chu cung cdp Gmg dung, dich vu trén mang cé ¥ nghia
quan trong: (i) cach ly giita tAn cong va Gmg dung, ngin chin tryc tiép nhitng cudc
tan cong DoS/DDoS ¢ mirc co s ha ting 1én tng dung va (ii) dung nhiéu bo phat

hién Hot-IP dé phan tan luu lugng, 1am giam anh huong ciia cudc tin cong.

Server cung

cap dich vu

Hinh 3.3. Vi tri dat bé do o gateway ciia hé théng mang

Trén mang tbc do cao, dé giam tai dong dir li¢u trén céc thiét bi dinh myén
can phai st dung céc thiét bi chia tai trén ludng luu lwong. V&i dong dir liéu thoi
gian thyc, viéc chia tai nay s& gitp hé théng dap ung tét hon, tranh tic nghén va

giam do tré trén duong truyén.

Bo phat
hién Hot-IP

hién Hot-IP hién Hot-IP

Hinh 3.4. Kién triic phdn tan cdc ngé vao ciia hé thong

Trong cac hé théng mang da ving, cic bo phat hién Hot-IP c6 thé trién khai
& khu vuc bién mang & mdi ving. Piéu nay cho phép hé thong chiu dung duoc cac
tan cong DoS/DDoS, hay cic cudc quét mang quy md 16n ciia mot sd loai sau dé
tim kiém 16 hong cua cac thiét bi trén Internet bang luu lugng tin cong phan tan.

Bén canh kha ning bao vé tinh sin sang cua ung dung, giai phap trién khai dang
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phan tan con c6 kha phong thi DoS/ DDoS, phu hop trién khai ¢ phia cac mang

trung gian ISP hay cac nha cung cip dich vu trén Internet.

Hinh 3.4 mo ta hé thong mang cac bd phat hién Hot-IP trung gian doi voi tat
ca luu luong giita ing dung va ngudi sir dung, bao vé timg dung trude cic cude tin
cong tir chdi dich vu. Trong d6, thanh phan hé thdng quan trong gdm tng dung,

nguoi dung, may chu va mang bo phat hién Hot-1P.

Kién trac phan tan c6 thé ap dung cho bai toan phét hién cac Hot-IP nham
giam tai trong viéc xtr Iy va tinh toan trong chuong trinh. Cac thiét bi dinh tuyén dat
& khu vyuc bién mang thu thap dong dit liéu dau vao va gui két qua gom tén ddi
tugng cung v6i tan suat twong Gng cho thiét bi dinh tuyén trung tdm. Thiét bi dinh
tuyén trung tam tap hop dit liéu phan tan va dua vao ma tran d-phan-cach, tir d6 tinh

toan dé do tim cac phan tar Hot-IP trén mang.

O céc nha cung cép dich vu (ISP) hodc cac don vi cung cap dich vu tng
dung ngoai Internet trén pham vi rong 16n, hé théng mang dugc td chirc thanh cac
khu vuc. Mdi khu vuc phuc vu cho céc khach hang trong khu vuc d6. Cac bo phat
hién Hot-IP dugc thiét 1ap cho tung vi tri trién khai dé phat hién cac Hot-IP trén co
s& gid1 han cac dia chi dugc giam sat (cac dia chi IP cua khach hang ma vi tri trién
khai quan 1y). Thiét 1ap kién triic phan tan cho bai todn phat hién nhanh Hot-IP 12
mot giai phap hiéu qua nham nang cao kha nang tinh toan va phi hop véi kién trac

phan tan ciia cac hé théng mang duoc t6 chire da khu vuc nhu cac ISP.

Viéc thiét 1ap kién trac phén tan trong giai phap do tim cac ddi tuong c6 kha
nang 12 ngudn phat tan siu mang hay tan cong tir chdi dich vu dd dwoc dé cap trong
nhiéu nghién ctru. Pay thuc sy 1a mot giai phap ky thuat hiéu qua dé phat hién sém
cac nguy hai trén hé thong mang. Viéc phat hién cac nguy hai ndy & mdi vi tri trién
khai s& gitip nhanh chéng chuyén tiép cac canh bao dén cac khu vyc khac. Tir d6

gilip nguoi quan tri nhanh chong cé giai phap ung pho kip thoi.
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3.3.2. Kién tric phan tan phat hién Hot-1P
Kién tric phan tan trong giai phap phat hién cic Hot-IP c¢6 y nghia quan
trong va pht hop vé6i kién trac mang cia cac hé théng t6 chire theo dang da khu vuc

hién nay ctua cac doanh nghi€p hodc mang ctua cac nha cung cép dich vu Internet.

Hé théng mang cua ISP dugc td chire thanh cac khu vuce, & mdi khu vue cung
cép dich vu cho céac khach hang trong khu vuc do. O mdi khu vue, hé théng cac bo
phat hién Hot-IP duogc thiét 14p dé phat hién cac Hot-IP (goi 13 vi tri trién khai giai
phap). Hé thong bo phat hién Hot-1P & céc vi tri trién khai giai phap duoc thiét ké
dé két ndi voi nhau theo dang ngoai ludng dir lidu hodc tich hop vao céc router bién
mang. Muc dich cta viéc thiét 1ap nay dé ting kha ning phét hién sém cac Hot-IP
trong mang va trach tac nghén khi c6 tin cong xay ra.

Gia sir 0 vi tri trién khai giai phap tai Area 1 quan Iy N1 khach hang va nl’
dia chi IP can giam sat (dia chi dai dién cho mot s6 khu vuc, quéc gia,...). Nhu vay,
s6 luong dia chi IP can thiét dé quan st trong giai phap & vi tri Area 1 1a (N1+nl”).
Tuong tu cho cac khu vuc khéc, lya kich thudc ma tran phu hgp véi kha nang xu ly
cta thiét bi trién khai giai phap va tuy vao luong khach hang ma khu vuc dé quan
1y. Su két ndi giira cac bo phat hién Hot-IP c6 thé duogc trién khai quan 1y tap trung

nhu trong hinh 3.5 hay theo dang ngang hang nhu trong hinh 3.6.

N2 khach hang
N

Area? gnrmmcf

| = " /

N4 khéch hang \‘@*" S g
q A N
Ao 3 O

\,\' N3 khach hang®™
@ Haneypot
Arva d

Hinh 3.5. Kién triic phdn tan véi cdc bé phdt hién Hot-IP dwoc quan Iy tp trung
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Trong mé hinh cac bo phat hién Hot-IP dugc quan 1y tap trung, bo phat hién
Hot-IP trung tdm duogc dat ¢ khu vuc trung tam, cac bo phat hién Hot-IP & tung khu
vuc dong vai tro nhu bd cam bién, dinh thoi kiém tra dé phat hién cac Hot-IP trén
mang. Néu phét hién ra Hot-IP s& giri canh bao dén bd phat hién Hot-IP trung tam
va cac bo phat hién Hot-IP ¢ cac khu vuc khac tuy vao muc dich cua viéc giam sat.
B0 phat hién Hot-IP trung tdm ciing hoat dong nhu mot bd cam bién dé phat hién
cac Hot-1P, dong thoi 13 diém tap trung quan 1y cac bo phat hién Hot-IP ¢ cac khu
vuc. Két ndi gitta cac bo phat hién Hot-IP nay thuc hién theo dang ngoai ludng dir
lidu, nghia 1a di theo duong két ndi riéng nham muc dich tranh tic nghén khi di

chung voi dudng truyén dit lidu va ting tdc trong qua trinh phat canh béo.

Dé tranh bod phat hién Hot-IP ¢ vi tri trung tdm co thé bi tan cong, kién trtc
giao tiép ngang hang ciia cac bd phat hién Hot-IP & cac khu vuc co thé thong tin
tryc tiép voi nhau s& gitp cho hé thong giai phap hoat dong hiéu qua hon. Trong do,
bo phat hién Hot-1P & mdi khu vuce sé tao két ndi dén mét s6 bod phat hién Hot-IP &
cac khu vuc khac. Khi mot bd phat hién Hot-IP phat hién c6 Hot-IP sé phat canh
bao cho cac bo phat hién Hot-IP khac c6 thiét 1ap ké ndi voi nd. Hinh 3.6 mo ta kién

tric phan tan va giao tiép ngang hang duogc thiét 1ap giita cac bo do Hot-IP.

Hinh 3.6. Kién triic phdn tan va giao tiép ngang hang giita cdc bé do Hot-1P
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Nhu vay, trong mé hinh cac bd phat hién Hot-IP duoc tap trung quan ly tai
trung tAm gitp qua trinh kiém soat va diéu khién cac bd phat hién Hot-IP tét hon,
tuy nhién hé théng bo phat hién Hot-IP co thé s& mét kiém soat trong viéc diéu phdi
hoat dong mot khi bg phat hién Hot-IP trung tam b1 tan cong. Trong mo hinh cac bd
phat hién Hot-1P hoat dong theo co ché ngang hang s& linh déng hon, tranh han ché

nhu trong mo hinh tap trung.

3.3.3. Kich ban thec nghiém va két qud

Trong phan thuc nghiém, luan 4n sir dung 4 server gdm 1 server dong vai tro
14 b6 phat hién Hot-IP trung tdm va 3 server con lai dong vai tro 1a cac b phat hién
Hot-IP thanh vién dat ¢ cac khu vuc khac nhau, st dung 1ap trinh mang dang
client/server dé tao su két ndi giita cac server ndy nham muc dich s& thong bao cho

nhau khi mdt server phat hién c6 Hot-IP trén mang.

Dong géi tin IP dugc thu thap vao cac server, dia chi IP ngudn va IP dich
dugc trich ra tir IP-header & mdi goi tin dé xtr ly. O mdi vi tri trién khai sir dung ma
tran phu hop véi luong IP quan 1y cong voi mot s6 lwong nho IP dai dién cho cac
d6i twong khac nhu cac ISP khac, cac qudc gia hay khu vuc.

Pé danh gia kha nang ciia thuat toan cai tién dé xuat, trong phan thuc nghiém
luan an st dung cac ma trdn & cac vi tri trién khai hd tro lugng IP khac nhau: 4096,
32768, 262144, 33554432. Ma tran phan cach duoc sinh ra bang phwong phap ndi
mé tuong ung st dung tir cac by ma Reed-Solomon [7,3];-RS (d=7, N=4.096,
t=240), [31,3],,-RS (d=15, N=32.768, t=992), [63,3],,-RS va [315],,-RS (d=7,
N=33554432, t=992). Chu ky thyc hién thuat toan A =10gidy, A=15gidy, A=20
gidy, A=25giay, A =30gidy. Thuat toan sinh ra cac goi tin chira dia chi IP cua
ngudi nhitng dung binh thudng va cac goi tin ¢6 tan suit cao dugc phat sinh tir cac
phan mém tan cong nhu Trinoo.

O mdi khu vuyc, bd phét hién Hot-IP dinh thoi kiém tra trén dong dir ligu dé
phat hién cac Hot-IP. Khi phat hién c6 Hot-IP, bd phat hién s& phat canh bao dén

cac khu vyc khac. Trong phan thyc nghiém nay, lién két dugc thiét 1ap giira cac bo
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phat hién Hot-IP & cac khu vuc dé trao d6i két qua phat hién Hot-1P gilp céc khu

vue nhan duoc két qua ma khong can phai thyuc hién tinh toan.

Trong phan thyc nghiém nay, sit dung 10 may chay chuong trinh quét cong,
sir dung mang IPv4 va khong gian dia chi 2%. Phuong phéap quét dugc sir dung gdm
c6 quét TCP, quét UDP, két qua tra vé 1a thong tin hé théng chay trén cic mdy nan
nhan phat hi¢n duogc.

Bo phat

hién Hot-IP

Web Server g Nan nhan

172.16.2.18/24

Trinoo

Céc may tan cong

192.168.11.0/24

192.168.22.0/24
Hinh 3.7. So do thire nghiém kién triic phan tan phdt hién cic Hot-1P

Céac tham sd sur dung trong thyc nghiém voi dit ligu thuc té: chu ky thuat toan
A =30gidy, s6 lugng IP phan biét trong hé thong giam sat 1a N = 4096, ma tran
phan cich M ¢6 kich thude 240x4096, s6 lwong Hot-IP ¢6 hé thdng c6 kha ning
phat hién wéc luong 1a 100, cac cong giao tiép cia cac két ndi 1a 100Mbps. Dua trén

tbc do cua cac két ndi, suy ra dugc m, =50.000x30=1.500.000 va ngudng tan

suét cao S, = _ My 15.000.

* " |Hot-List|
Cac trwong hop thwe nghiém nhuw sau:

Truong hop 1: Chuong trinh dugc cai dat tai cac vi tri R1, R2, R3, R4 ¢6 kha
nang phat hién va phat canh bao cho nhau khi phat hién c6 Hot-IP. Thuat toan cai

tién 2 “Online Hot-IP Preventing” duoc str dung dé tai mdi vi tri trién khai khi phat
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hién Hot-IP s& ngin chin cac goi tin chira IP nay trong mot chu ky thuét toan. Dong
thot, dia chi Hot-IP s& dugc gui té1 by do cua khu vuc chtra IP nan nhan va thyc
hién ngan chan cac IP nay trong mot chu ky thuat toan. Trong trudng hop nay, cac
bo do R2 va R3 phat hién cac Hot-IP va khoa cac IP nay trong mdt chu ky thuat
toan. Luu luong ¢ R1 va R4 binh thuong, cac by phat hi¢n R4 va R1 khong phat

hién duoc cac Hot-IP.

Trwong hop 2: Céc bd phat hién Hot-IP duoc trién khai thuc nghiém trén R1
va R4, dai dién cho khu vuc mang trung gian (R4) va khu vuc chtra nan nhan (R1).
Tan cong xuét phat tir 2 khu vuc R2 va R3, bo phat hién & R4 phat hién duoc nan
nhan la IP cua Web server va canh bao cho R1 cac Hot-IP phat hi¢n duoc, déng thoi
ngan chin cac Hot-Ip nay trong mot chu ky thuat toan. Trong truong hop trién khai
0 R4, viéc phat hién va ngan chan co thé lam tang mac do xu ly trén R4, néu chi
phat hién va giri thong tin ctia Hot-IP dén bd do gin voi phia nan nhan R1 ngin

chan thi gidm dugc muc do xur 1y doi véi céc router trung gian

Truwong hop 3. Cac bd do Hot-IP dugc trién khai ¢ cac khu vyc ma khong
trién khai & cac router trung gian. Trong trudng hop ndy, cac bo phat hién duogc cai
dat trén R1, R2 va R3. Trudng hop nay phi hop cho cac hé théng ciia cong ty trién
khai cac dich vu cung cip cho ngudi dung trén Internet, dit cic server ¢ nhiéu khu
vuc dé cung cap dich vu cho ngudi dung. Khi bo phat hién Hot-IP phat hién c6 Hot-
IP sé& tién hanh ngin chin va phat canh bao cho cic bd phat hién khac trong hé

théng dé tién hanh ngan chan trong mot chu ky thuéat toan.

Trong cac trudng hop trén, giai phap phat hién cac Hot-IP c6 thé két hop
thém mot sd chirc ning khac dé hé thong linh hoat hon nhu chuyén ludng luu lugng
sang cac server cung cap ¢ cac khu vuc khac hay chuyén cic Hot-IP vao cac
Honeypot dé phong chéng tin cong. Cac thuc nghiém cai dit thuat toan cai tién 2
“Online Hot-IP Preventing” cho thiy giai phap c6 kha ning ung dung nhim ngin
ngira sém cac nguy co c6 thé xdy ra nhu cic tin cong DoS/DDoS, gitp hé thong

hoat dong 6n dinh, thong sudt.
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34. GIAI PHAP SONG SONG
3.4.1. Gigi thigu

Tinh toan song song hay xu 1y song song 1a qua trinh xt 1y gom nhiéu tién
trinh duoc kich hoat dong thoi va cling tham gia giai quyét mot van dé. Xir 1y song
song duogc st dung dé ting téc do tinh toan trong viée giai quyét cac bai toan 16m,

phtec tap dé nhanh chong cho ra két qua.

Kién trac song song 1a mot giai phap hitu hiéu dé ting ning luc cho cic hé
thong tinh toan, trong d6 nhiéu don vi dir liéu duoc xur Iy dong thoi béi mot hay
nhiéu bd xir Iy dé giai quyét mot bai toan. Linh vuc xtr Iy song song 1a mét linh vuc
tha vi, dugc nhiéu nha khoa hoc quan tim dé giai quyét cac bai toan c6 khéi luong
tinh todn 16n. Muc dich chinh cta giai phap nay la nang cao nang luc xtr ly, tinh
toan cho mot bai toan phuc tap dé dat két qua trong thoi gian nhanh hon so véi viéc
xur 1y theo mot thuat toan thong thuong. Phuong phap nay duoc ap dung bang cach
phan chia tac vu 16n thanh nhitng tac vu nho, phan b tinh toan cho cic may khac
trong hé thong va tong hop két qua tra ve.

Mot trong nhitng phan loai hay dwoc nhic t6i 1a cua Flynn — 1972. Michael
Flynn phan cac kién triic may tinh thanh bon loai dua trén tuong tac gitta 1énh va dir
liéu :

- SISD (single instruction stream, single data stream): 14 kién trac tuan tu Von

Neuman, trong d6 tai moi thoi diém chi mot 1énh dugc thuc hién.

- MISD (multiple instruction stream, single data stream): Kién trac nay cho
phép nhiéu 1énh cing thao tac trén mot dir lidu.

- SIMD (single instruction stream, multiple data stream): Cho phép mot 1énh
duoc thuc hién déng thoi trén cac dir li€u khac nhau.

- MIMD (multiple instruction stream, multiple data stream): Cho phép nhiéu
lénh khac nhau cé thé dong thoi xtr Iy nhiéu dir liéu khac nhau trong cing

mot thoi diém.
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Céc thuat toan song song dugc thyc hién trén mot tap cac bd xur Iy nén doi
hoi viée truyén dir liéu giita chung. Vi thé, n6 bao ham hai hoat dong khac nhau,
mot hoat dong la tinh todn dugc thuc hi€én mot cach cuc bd trén mdt b xur 1y, hoat
dong ntra 1a gui dit li¢u gifra cac bo xtr 1y.

Trong cac ung dung thoi gian thuc, viéc xac dinh nhanh cac dbi tuong muc
tidu 13 vo cung quan trong. Cac cudc tdn cong tir chdi dich vu c6 quy mo ngdy cang
16n va gdy hau qua nghiém trong, ciing nhu cac cudc quét mang tim kiém 156 hong
dé phat tan sau Internet dién ra v6i tbc do rat nhanh, thoi gian thuc hién quét mang
ngan. M6 hinh hoa cac ddi tuong nay vé bai toan phat hién cac Hot-IP ¢ nhiéu y
nghia to 16n. Tu dd, viéc xac dinh nhanh cac Hot-IP 1a co s& giup nhanh chong xac
dinh cic ngudn phat tdn cong, cic nan nhan trong cudc tin coéng ndy, cic may
nhiém sau dang tién hanh quét mang dé 1ay lan, giup ngudi quan tri mang cé thoi
gian dé dua ra cac giai phap hop 1y, kip thoi. Ap dung k¥ thuat xu 1y song song dé
ting toc trong budc giai mai xac dinh cac Hot-IP 1a mot trong nhitng giai phap hitu

hiéu dé nang cao kha ning ap dung ctia giai phap vao thyc té.

3.4.2. Xir ly song song trong bai todn thi nhom

Bai toan xac dinh cdc Hot-IP trén mang bang phuwong phéap thr nhém bt tng
bién c6 khéi lwong tinh toan 16n, mat nhiéu thoi gian xur 1y, phu thudc vao kich
thudce ciia ma tran d-phan-cach. Trong tong thoi gian thuc hién chuwong trinh, viéc
xur 1y cac goi tin dau vao, trich thong tin dia chi IP va viéc 1am giam thoi gian giai
mi c6 ¥ nghia hét strc quan trong trong dong goi tin IP thdi gian thuc dé co thé phat
hién nhanh va tién hanh céc giai phap han ché rui ro ¢6 hiéu qua.
% Xirly & buéc thu thap dir liéu diu vao:

Giai phép thu thap dir liéu tir cac thiét bi c6 thé tich hgp vao cac ngd vao cia

hé théng nhu cac router bién dugc thiét ké theo dang chia tai cho toan hé thong.
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ISP2

Hot-List
<IP, count>

@ Hot-List
l <IP, count>
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Hinh 3.8. Thu thdp dit liéu dau vao dang phan tan

Cac router bién trong hé théng nhan dir liéu vao (R1 va R2) duogc thiét bi R3
xtr 1y va diéu phdi hoat dong cép nhat dia chi trong cac goi tin vao chuwong trinh.
Giai phap phan tan xir 1y cac dit liéu dau vao thoi gian thyc dugc st dung dé giai
quyét bai toan xir Iy v6i ludng dir liéu 16n dé ting thoi gian dap ung cua hé thong
cho cac yéu cau truy xuit bén ngoai hé thong.
< Xir Iy & buéc tinh vector két qua cho cic nhém thi:

Céc router bién mang tiép nhan va xur 1y cc géi tin di qua nd, dé giam tai cac
xur 1y trén cac router nay trong viéc thuc hién giai phap phat hién cac Hot-IP, c¢6 thé
thiét 1ap tinh toan song song bang cach phén chia tac vu cho cac thiét bi tinh toan
bén trong no. Tur d6 gidm tai tinh toan va gidm thoi gian tinh toan cho toan b gidi

phéap.

E Inbound traffic

Master

Slave n

ISP

Hinh 3.9. M6 hinh tinh todn song song két néi gitka router bién va cdc server
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Viéc mb phong giai phap tinh toan song song duoc tac gia thir nghiém va két
qua cho thay day 1a giai phap co thé tng dung dé giam thoi gian tinh toan. Theo mo
hinh thir nghiém, dé tién hanh cac xir Iy nay can c6 cac thiét bi lién quan phdi hop
xtr 1y. Nhu vy, dé trién khai giai phap tinh toan song song, viéc xac dinh cac thiét

bi phéi hop nay ciing can tinh toan hop 1y.

Tir bai toan tim cac Hot-IP bing phuong phéap thir nhom bat ing bién cho
thdy rang viéc tinh tong sé cac goi tin timg nhom, so sanh sd goi tin d6 véi gid tri
ngudng dé xac dinh két qua cua phép thir dugc lap di lap lai nhiéu lan va cac nhom
thir duoc thiét ké doc 1ap nhau. Nhu vay, & budc xac dinh cic két qua cua phép thur

c6 thé sir dung k¥ thuat xir Iy song song dé tdi uu thoi gian tinh toan két qua cua cac

nhém thir.
1 0 0 ------------- 1 cl E— rl
0 0 1 e 0 |e— |~
O 0 O semeesss 1 G i
1 1 1 ------------- 0 ct —_— rt

Hinh 3.10. Song song cdc buwéc tinh todn két qud cdc nhém thir

Thuat toan xu& Iy song sonq:

% Goi: N 1a tong sd IP phan biét trong dong goi tin IP trong khoang thoi gian

delta(t), m 14 tong sb goi tin trong dong goi tin IP, My 12 ma tran d-phan-céch.
% May Master: khoi tao
0 Myn //ma tran d-phéan-cach
o idle=0 //khdi tao dong hién hanh dang giao xur ly
o ntasks=t //s6 hang ctia ma tran

% O cdc bé xir Iy song song: Tinh vector két qua ciia nhém thir R(i) & cdc bo xik Iy
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1: for each processor i, 1in parallel
2 do if not (ntasks=0))

3: then

4: if C(i)> O then

5: R(i)=1

6: else

7 R(i)=0

8:

ntasks=ntasks-1

<Cdc R(i) dwoc giri vé cho Master tong hop va xdc dinh cdc Hot-1P>
Phan thyc nghiém ap dung mo hinh xtr 1y song song, luan an cai dit theo mo
hinh master/slave ctia PVM dé song song hoa cac budc tim vector két qua nhu sau:
e S0 tién trinh twong Gng véi sé may Slave tham gia hé thong
e May Master c¢6 nhiém vu giri dir liéu cho cac may slave dé tinh toan
e S tac vu can phai thuc hién tuong tng v6i s hang ctia ma tran

e MJdi Slave s& phai tinh toan dé tim ra két qua phép thir va tra két qua

d6 vé cho Master

e Master sé& tong hop két qua tra vé tir cac Slave va xac dinh cac Hot-1P

3.4.3. Kjch ban thuc nghigm va két qua
% Thue nghiém xir Iy song song dir liéu diu vao
Dé xir Iy nhanh cac ludng dir liéu rat 16n dbi véi viee xir Iy dir lidu dau vao,
phan thyc nghiém sir dung cong cu MapReduce (Hadoop) trén cac router R1, R2, dé
thu thap thong tin IP trén cac dir liéu dau vao. R3 hoat dong nhu thiét bi chia tai,
nhan va xtr 1y luéng dit liéu tong hop, thuat toan cai tién 2 “Online Hot-IP

Preventing” duoc st dung dé phat hién va ngin chin cac Hot-1P.
% Thue nghiém xir Iy song song & bwéc tinh toan két qua

Trong mo hinh thuc nghiém xir Iy song song, luan an st dung 1 may lam

chtrc ning Master va 2 may lam Slave véi cac thong s6 cdu hinh nhu sau:
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Master 2 may Slave
- Corei5-2410 CPU 2.3 GHz - Intel Pentium 4 CPU 2.4 GHz
- B0 nhé: 1GB - B0 nhé: 256 MB
- Hé diéu hanh: CentOS - Hé diéu hanh: CentOS
Slave
Master
Slave

Hinh 3.11. M6 hinh thuc nghiém xur Iy song song
% Kich ban: ma tran d-phan-cach duoc sinh ra tr md RS [15,5]35 va ma tran
don vi lig voi d=3(d =3,N =1.048.576, t =240). Thiét lap cac cudc tin
cong tir chdi dich vu véi sé lwong IP (100.000 =1.000.000) va tinh toan thoi
gian giai ma trong truong hop xtr 1y ting tw va xur 1y song song dé so sanh.

/7

< Két qua thwe nghiém:

350.00 <

300.00 < //,I/J >

250.00 - /././

200.00 < i
’H_—V’./ —8—Thyc hién tudn ty

150.00 <~ o

Tinh toén song song

100.00 <

50.00 4— =]

S & & & & & & & & &
R T L N P P ,\59@

Hinh 3.12. Biéu do thoi gian gidi ma xdc dinh cac Hot-1P
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Bing 3.6. Két qua thire nghiém xir Iy tudn tw va song song

N Thuc hién tuan tu | Tinh todn song song Chénh léch

(giay) (giay) (giay)

100.000 148,02 54,73 93,29
200.000 159,15 55,07 104,08
300.000 166,91 61,84 105,07
400.000 175,69 64,95 110,74
500.000 189,83 65,48 124,35
600.000 212,76 68,74 144,02
700.000 236,36 75,33 161,03
800.000 281,10 80,97 200,13
900.000 308,46 82,41 226,05
1.000.000 327,12 82,71 244,41

Két qua thuc nghiém dugc thé hién trén hinh 3.12 va bang 3.6 cho thay
phuong phap xtr 1y song song cho két qua giai mi nhanh hon nhiéu so véi xtr 1y
tuan ty. Tir d6 cho thdy rang véi viéc xdy dung giai phap phat hién nhanh cac Hot-
IP trén mang dung phuong phéap thir nhém bét tng bién két hop véi ki thuat xu 1y
song song cho két qua rat tbt, co kha ning ap dung hiéu qua trong trién khai thuc té

trén cac mang toc do cao.

Nhu vay, hé théng tinh toan song song duoc dé xuit 4p dung trong giai phap
phat hién nhanh cac Hot-IP trén mang da duogc c4u hinh thu nghiém cho théy murc
dd hiéu qua trong viéc gidm thoi gian phat hi¢n cac Hot-IP va méi chi dung ¢ muc
d6 mo phong. Dé co thé trién khai dugc vao thyc tién can cé nhimng phan tich va
thuc nghiém k¥ hon voi nhitg dir liéu thyc té, vi tri trién khai thuc té dé xac dinh
cac tham sb ciing nhu sb luong cac bd xtr Iy phu hop nham dat hiéu qua cao khi ap

dung tinh toan song song trong giai phap phat hién cac Hot-IP tryc tuyén trén mang.
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3.5. KET LUAN CHUONG 3

Trong chuong nay, luin an trinh bay mot sb k¥ thuat két hop dé nang cao
hiéu qua cua giai phap phat hién cadc Hot-IP trén mang. Trong d6, luan an xac dinh
phuong phap lya chon cic tham sb cho phuong phéap thir nhém bat Gng bién t, d, N.
Muc tiéu cua viéc lya chon nay 1a lya chon kich thude ma tran hop 1y tuy thudc vao
vi trf trién khai.

Céc nhom thir trong thir nhém bat tmg bién twong ting véi cac dong cua ma
tran nhi phan d-phén-cach, cac phép thir nay 1a doc 1ap nhau. Do d9d, viéc tinh toan
két qua cho mdi phép thir c6 thé ap dung k¥ thuat xtr Iy song song dé nang cao hiéu
qua tinh toan trong chuong trinh. Vi viéc to chic hé thong mang theo dang da
ving cia cac nha cung cip dich vu va cac Gng dung phd bién trén Internet, giai
phép trién khai phéan tan cac bo phat hién Hot-IP & mdi khu vuc va thiét 1ap ché do
giao tiép giita ching nham canh bao sém cac nguy co tan cong hoidc muc tiéu tan
cong cO y nghia quan trong trong bai todn an ninh mang. Cac ndi dung chinh cua
chuong trinh dugc cong bd trong cac cong trinh [C4][C6][C7] trong danh muc cac
cbng trinh nghién ctru cua tac gia.

Tén cong tur chdi dich vu va sau Internet 1a mdi de doa 16n dén an ninh mang
toan cau, ching khong thé dugc giai quyét thong qua nhitng hanh dong tu 1ap cua
nhitng nit mang phong chéng tan cong trién khai rai rac. Bai toan phat hién céc
Hot-IP 13 bai toan tong quat héa ctia cac mbi de doa ndi trén. Co thé xem giai phap
phat hién cac Hot-IP 13 giai phap phong ngira gitp lam giam sb luong may c6 nguy
co bi tAn cong nén han ché duoc su 1ay lan. Nhitng hé théng phong thil phai dugc to
chtrc vao mot mo hinh lién két dong dé dam bao hé théng hoat dong 6n dinh, thong
sudt. Trong chuwong 4 s& trinh bay chi tiét hon vé mot s6 ing dung tir bai toan phat

hién cac Hot-IP trén mang.
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CHUONG 4. MOT SO UNG DUNG PHAT HIEN
CAC HOT-IP

4.1. GIOI THIEU

Bai toan phat hién cac Hot-IP truc tuyén 13 bai toan tong quat, co thé tng
dung vao mot sb bai toan an ninh mang. Xac dinh cac Hot-IP chinh la xac dinh cac
d6i tuong trén mang hoat dong véi tan suit cao trong mot khoang thoi gian rat
ngan. Cac dbi twong nay c6 kha ning 1a nguy co anh huong dén hoat dong cta hé
théng mang, c6 thé 1a ngudn phat hay muc tiéu trong cac cudc tin cong tir chdi dich
vy, ¢ thé 1a cac may tinh dang quét mang dé tim kiém 18 hong nham phat tan sau

mang cua mot s6 loai sau Internet hoat dong theo dang quét khong gian dia chi IP.

O chuong 3 di trinh bay mot sé k¥ thuat két hop dé nang cao hiéu qua cia
giai phap phat hién cdc Hot-IP trén mang. Nhitng k¥ thudt két hop dugc dé cap
trong chuong 3 nén duoc xem xét k¥ khi ap dung & cac vi tri trién khai cu thé dé dat
hiéu qua cao. Chuong nay sé& trinh bay mét s6 tmg dung cia bai toan phat hién cac

Hot-IP truc tuyén trén mang.

Ung dung tht nhét 1a phat hién cac d6i twong c6 kha nang 1a ngudn phat hay
muc ti€u trong cac cudc tan cong tu chdi dich vu. Viée cai dat giai phap & hé théng
mang phia nha cung cap dich vu hodc phia mang cua céc t6 chirc, doanh nghiép c6
thé gilp han ché cac di tuong c6 kha ning tin cong va canh bao sém cho cac nha
quan tri hé théng mang khach hang dé cé giai phap tmg pho kip thoi, nham dam bao

cac may chu cung cép dich vu hoat dong 6n dinh, thong subt.

Ung dung tht hai 1a phét hién cac d6i tuong c6 kha nang 1a sdu Internet dang
quét mang (quét khong gian dia chi IP) nham phat hién cac may bi 16 hong dé tién
hanh 14y nhiém. Trong cac budc liy nhidm siu dbi voi mot sd loai sdu dang
“scanning worm”, & budc phdt hién muc tiéu cic doi twong tién hanh quét mang dé
phat hién cac 16 hong cta cac thiét bi trén mang 1am anh huéng dén hoat dong cua

mang. Phat hién nhanh cdc Hot-IP la budc quan trong dé phéat hién sém cac dbi
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tugng c6 kha ning 13 sdu dang quét mang nham ngin chin hanh dong 14y nhiém

ti€p theo cua no, giup viéc phong chong c¢6 hi¢u qua hon.

Ung dung thir ba 13 phat hién cac dbi tuong c6 kha ning 1a cac thiét bj dang
hoat dong bat thuong trong hé théng. Trong qua trinh hoat dong ctia cac thiét bi nhu
cac may chu, thiét bj dinh tuyén,...cta mot trung tm dit liéu co thé xay ra cac trang
thai bat thudng nhu hoat dong qua tai hay roi vao tinh trang chap chon do héng hoc
hay cac nguyén nhan khéac do hau qua cta cic cudc tdn cong mang. Viéc phat hién
cac dbi tuong nay c6 ¥ nghia quan trong dé tién hanh nang cap, sira chita, bao tri kip
thoi.

Ung dung thir tu 12 theo di, gidm sat hoat dong cua cac Hot-IP két hop véi
mot sd diéu kién khac nhu theo ddi tai nguyén hoat dong cta hé thong dé c6 thé han

ché hay diéu phoi hoat dong cuia cac ludng dir liéu chira cac Hot-1P nay.

4.2. PHAT HIEN CAC POI TUQNG CO KHA NANG LA MUC TIEU,
NGUON PHAT TRONG TAN CONG TU CHOI DICH VU

4.2.1. Y nghia thuc tién

Tan céng DoS/DDoS 14 cc cude tin cong rat nguy hiém trén mang béi tinh
don gian trong viéc thuc hién cudc tan cong va hau qua dé lai rat nghiém trong cua
nd. Pic diém quan trong cua cac cudc tan cong ndy 1a ciac may thuc hién tin cong
giri mot sd luong rat 16n cac goi tin yéu cau dén cac may cha nan nhan 1am cho céc
may chii ndy tiéu ton, can kiét tai nguyén va ngin can su truy cdp cia nhiing ngudi
dung hop 1¢€.

Phat hién cac dbi twong c6 kha niang 1a ngudn phat hay muc tiéu trong cac
cudc tAn cong tir chdi dich vu ¢6 ¥ nghia quan trong, giup han ché cac nguy hai trén

mang, dam bao cac ung dung va dich vu trén mang hoat dong on dinh, thong sudt.

4.2.2. Vin dé nghién cieu dat ra
Nhu da phén tich ¢ chuong 1, c6 ba nhém giai phap trong phong chéng tin

cong tur choi dich vu tuong ing véi cac giai doan tan cong: giai doan truoc khi xay
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ra tan cong, thyc hién cac giai phap dé phong; giai doan trong khi xdy ra tdn céng,
thue hién cac giai phap phdt hién va phan vmg lai tan cong; giai doan sau khi xdy ra
tan céng (hdu tin cong), thuc hién cac giai phap “lan vét” hay con goi 13 “do

nguoc” dé truy tim ngudn goc tan cong.

Céc giai phap nay gdm c6 cac loai nhu phan tich thong ké, hoc may, khai
khoan dit liéu, dwa vao cac ddu hiéu duoc dinh nghia san véi muc tiéu chinh 13 phat
hién trong dong dir lidu c6 kha ning bi tin céng hay khong. Pé phat hién ngudn
phat tan cong phai thyc hién ¢ budc hau tan cong véi cac k§ thuat “do nguoc”.

Tim ra giai phap can bang giita phat hién kha niang tin cong va phat hién cac
d6i tuong c6 kha niang 1a ngudn phat hay muc tiéu trong cac cudc tin cong cé y
nghia quan trong. Dya vao bai todn phat hién cac Hot-IP c6 thé giai quyét van dé
nay.

Khi tan cong tir chéi dich vu dién ra, cic ngudn phat va muc tiéu trong cac
cudc tan cong nay 1a cac Hot-IP trén mang. Muc tiéu cua giai phap 1a phai phat hién
C4C nguy co tan cong cling nhu cac nan nhan dé tién hanh ngan chin kip thoi. Viéc
nay c6 ¥y nghia quan trong nham han ché céc tac hai ciia n6. Mudn vay, giai phap st
dung phai c6 kha nang phat hién nhanh, don gian va hiéu qua. Bai toan nay co thé

duoc mo hinh héa vé bai toan phat hién cac Hot-IP dua vao thir nhém bat ung bién.

Céc phan tich & chuong 1 vé bai toan phong chdng tan cong DoS/DDoS va
cac nghién ctru gan day [37][38] cho thay phuong phéap thir nhém bat tng bién c6
nhiéu loi thé trong viéc phat hi¢n cac tan cong tu chdi dich vu va tan cong tu chdi
dich vu phan tan. Nhitng hi¢u qua chinh cua phuong phép nay mang lai 1a phat hién
nhanh, don gian va d¢ chinh xac cao, khong can luu trit cac diu hiéu tn cong,
khong can thiét 1ap cac hanh vi binh thudng hay bat thuong hodc kiém tra timg yéu
cau mot nhu trong cac hé thong IDS/IPS hay céc giai phap “do nguoc”.

Khattab dé xuat giai phap “live baiting” phat hién tin cong tir chdi dich vu
bang phuong phap thtr nhom bét tmg bién [37]. Nhom tac gia nay ciing di ching

minh tinh hiéu qua cta giai phap so véi cac giai phap dé xuit khéc. Tuy nhién,



114

Khattab str dung ma tran d-phan-cach bang phuong phap xac suét, do dé viéc luu
trit ma tran rat 16n s& din dén khong hiéu qua va kho trién khai ap dung vi tai

nguyén trén céc thiét bi mang von rat han cheé.

Hai mo hinh c6 thé ung dung viéc phat hién cac ddi twong phat dong tin
cdng va nan nhan trong cac cudc tan cong DoS/DDoS dua vao viéc phat hién cac
Hot-IP tryc truyén nhu sau: M6 hinh thtr nhit img dung & cic mang trung gian nhu
mang cia cac nha cung cip dich vu (ISP). Trong mé hinh ndy, giai phap c6 thé tich
hop vao céc router trung gian dé phat hién, canh bao, diéu phdi hoat dong ciia cac
nguy co cta cac tin cong tir chdi dich vu. Cac dia chi IP dugc xem xét xir 1y nhu
nhau trong luéng luu lugng. M6 hinh thtr hai tng dung trong mang cia cic nha
cung cip ng dung hay dich vu trén Internet (goi 1a cac IsSP — Internet special
Service Provider). Trong md hinh trng dung nay, giai phap duogc tich hgp vao céc bd
gateway cua hé thong cung cap dich vu. Céac dia chi IP trong truong hop nay co sy
phan biét gitra cac dia chi ciia nhitng nguoi dang ky str dung dich vu va nhiing dia
chi cua nguoi dung khong dang ky. Nhitng dia chi IP khong dang ky str dung dich
vu ¢6 thé dung mot s6 it dia chi dé dai dién. Diéu nay co y nghia rat 16n trong vi¢c
Ira chon kich thudc ma tran trong giai phap, wu tién st dung dich vu ddi véi nhiing
dia chi dang ky 1a muyc tiéu ctia c4c nha cung cap dich vu. Pdi v6i nhiing dia chi
khong dang ky thi kha niang xuat hién Hot-IP cao hon, hé thong c6 thé ngit két ndi
voi cac Hot-IP trong mot hodc mot vai chu ky thuat toan dé han ché truy cap cac

tmg dung, dich vu cung cép.

Hai bai toan dit ra trong hai md hinh trén 13: bai toan thi nhat 14 phat hién
tryc tuyén cac IP ¢6 kha ning 1a ngudn phat tin cong tir chdi dich vu (ing dung
trong gatewate ¢ IsSP) hay nan nhén trong cac cudc tan cong ndy (ing dung trong
cac router trung gian cua ISP). Bai toan thtr hai 13 dam bao hé thdng mang hoat
dong on dinh, thong sudt, tranh qué tai cua cac thiét bi dinh tuyén trung gian hay
dam bao hé thdng server cung cip dich vu hoat dong on dinh bang cach ngin chin

cac Hot-IP trong mdt hoac moét vai chu ky thuat toan.
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Lu4n 4n str dung phuong phap nbi mi dé xdy dung ma tran ndy mot cach
tuong minh. Trong do, cac c6t ctia ma tran dugc phat sinh, tinh toan, giam khéng
gian luu trit, ting kha ning 4p dung vao hé thong mang thuc té. Giai phap c6 thé
trién khai duoc trong truong hop cac thiét bi cai dat ¢ tai nguyén han ché va dam

bdo ma tran phat sinh chinh xac 1a ma tran phan cach.

Céc thudt toan cai tién ma lun an da dé xuét & chuong 2 duoc ing dung vao
truong hop phat hién nguy co tin cong DoS/DDoS, dong thoi phat hién cac dia chi

c6 kha nang 1a ngudn phat hay cac nan nhén trong cac cudc tan cong nay.

4.2.3. M@ hinh hoa vé bai toan phat hién Hot-1P

Dua vao dac trung co ban ciia mdt cudc tan cong tu chdi dich vu hay tan
cong tir chdi dich vy phén tan 1a cac ddi twong tan cong giri v6i s6 lugng rat 1on goi
tin yéu cdu trong khoang thoi gian rit ngan dén muc tiéu tin cong. Nhu viy, xét
dong g6i IP luu thong qua hé théng cac router trung gian & phia ISP, cac goi tin
duoc trich ra dia chi IP dich trong IP-header dé phan tich. Néu quan sat cac géi di
lidu di qua router ma trong d6 c6 rat nhiéu géi c6 cung dich dén thi c6 kha ning dia
chi IP d6 dang bi tan cong tur chdi dich vu. Hinh 4.1 mé ta cac may chu bi cac ké tan

cong tir choi dich vu.

Server @
Server § Detector

Hot-1P?

Hinh 4.1. M6 hinh tan cong tu choi dich vu
Goi A la thoi gian mot chu ky thuat toan, N, (N, < N)1a sb lugng dia chi IP
phan biét trong khoang thoi gian A, m, 1a s6 lugng goi tin IP hé théng c6 thé nhan

duoc trong khoang thoi gian A. Goi Hot-List 1a danh sach luu cac dia chi IP nghi
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ngo trong qua trinh thyc thi thuat toan, kich thudc cua Hot-List dugc Iya chon la )
luong muc tiéu trong tan céng DoS/DDoS hodc sd lugng ngudn phat tin cong
mA

DoS/DDoS giai phép c6 thé phat hién dugc. Ngudng tan suit cao 6 = ——A2—.
| Hot-List |

Xay dung ma tran d-phé&n-cach kich thudc tx N, trong d6 cac cdt ciia ma tran
tuong tng vai cac dia chi IP phan biét, cac dong clia ma tran twong ing la cac nhom
thir. Cac goi tin IP trong dong IP dugc phan tich dé trich dia chi IP dich va anh xa
thanh céc chi so trong [N]. Ap dung thuat toan cai tién 1 “Online Hot-IP Detecting”
dé phat hién cac doi tuong c6 kha nang 1a cac myc ti€u hoac cac nguén phat tan
cong trong tin cong DoS/DD0S, giai phap nay chi mang tinh chat phat canh bao
cho nguoi quan tri khi phat hién dugc cac Hot-IP. Thuat toan cai tién 2 “Online
Hot-IP Preventing” duoc tmg dung dé giit on dinh cho hoat dong cta hé théng may
chu bﬁng cach ngét két ndi ddi véi cac Hot-IP phat hién duoc trong mot hodac mot
vai chu ky thuc hién thuat toan v4i moé hinh giai phap dugc cai dat Inline, nghia 1a

cai dat trén thiét bi nam trén dudng truyén dir liéu.
Cdc tham sé cua thudt todn nhir sau:

- Tham s6 dau vao: cac IP duoc trich ra trong IP-header cua cac géi tin IP
trong mot chu ky thuat toan. Chu ky thuat toan do nguoi quan tri cAu hinh.

- Tham s6 dau ra: cac IP 1a Hot-1P

4.2.4. Kich ban thuc nghiém va két qud
Trong phan thuc nghiém phat hién cac Hot-IP c6 kha ning 1a nguy co giy ra
tan cong tir chdi dich vu phén tan, ching toi sir dung hé théng mang tai truong Pai

hoc Su pham K¥ thuat Tp.H6 Chi Minh.
MG hinh thwe nghiém 1: Phdt hién cdc Hot-1P ¢6 kha ndng la nguén phdt tan cong
DoS/DDoS

Server cai dat gidi phap dugc dit theo dang “promiscuous”, tuc 1a & dang

thu thap dit liéu tir cac dong dit liéu qua router gateway. Router gateway duoc cau
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hinh dé nhan ban cac dir liéu qua né va gui cho Server nham tranh anh hudéng dén

dong dit lidu dang hoat dong. M6 hinh thuc nghiém dugc thé hién trong hinh 4.2.

Lu4n 4n st dung cong cu tin cong DOSHTTP & cac may tAn cong dé giri s6
luong goi tin 16n dén cac server nan nhan. Giai phap dugc viét bang C/C++ cai dat
trén HPH CentOS (IBM X3650, Processors Intel Xeon ® CPU 2,5 GHz, RAM
4GB, Hé diéu hanh CentOS 64-bit). Ma tran d-phan-cach duoc sir dung c6 kha ning
hd trg dén 262.144 dia chi IP phan biét duoc xay dung tir phép nbi ma.

Attacker

Khu vue Server

phong/ban

Hinh 4.2. M6 hinh mang thiee nghiém phdat hién tan céng DDoS
% Cdc tham so sir dung:

Ma tran d-phan-cach dugc sinh ra tir phép ndi mi véi mi ngoai [63,3],-RS
va ma trong lg4, c6 kich thude 4.032 dong va 262.144 cot. Nhu vay, luong IP phén
biét co thé hd tro toi da 12 262.144 trong dong goi tin IP can xu 1y. Gia tri d duoc
chon 1a 20, nghia 1a c6 thé phat hién t6i da 20 ngudn phat tin cong DoS. Thir
nghiém trong chu ky A (tir 5 gidy dén 30 gidy), véi 10 ngudn phat tin cong DoS

vao may chu muc tiéu.
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Vé chu ky thuat toan duoc chon trong thuc nghiém dya trén co s nhu sau:
Theo nghién ciru ctia nhém Visoottiviseth [76] vé sb luong goi tin co thé xur 1y trén
cac hé diéu hanh thi mdi nhan (core) cua hé didu hanh Linux co thé xir 1y t6i da
khoang 50.000 géi tin/gidy. Nhu vay, v6i server Linux thir nghiém c6 ciu hinh IBM
Quad Core Xeon E5420 2.5 Ghz c6 kha nang xu 1y khoang 4x50.000 =200.000 goi
tin/gidy. Do d6, trong thoi gian 30 gidy chu ky thuat toan, server c6 thé xt 1y 30 x
200.000 = 6.000.000 géi tin. Do cac diéu kién vé tat nghén, gia sir c6 thé lay gia tri
bang 2/3 so v&i kha nang xu 1y, tirc 13 khoang 4.000.000 gi tin trong 30 gidy.

Gid str thoi gian xur ly mot goi tin “ping” binh thuong gifta 2 may tinh la
10ms. Trong thoi gian 30 gidy, mdi mdy tinh c6 thé giri khoang 3000 gbi ping. Vi
khoang 25 may tinh thir nghiém dai dién cho cac IP binh thuong thi trong 30 giay
6 thé gui khoang 25x3.000 = 75.000 goi tin. Gia sir s6 lwong goi tin tdn cong xuat
phat tir mot mdy tin cong trung binh khoang 10.000 gbi/gidy (qua cac cong cu nhu
d3 trinh bay bén trén), véi 10 may phat tn cong trong 30 gidy co khoang 3.000.000
g6i tin. Do d6, tong gbi c6 kha nang giri vao server khoang 3.075.000 goi tin trong
30 giay.

Nhu vay, khoang thoi gian chu ky thuat todn trong thuc nghiém dugc chon
16n nhat 1a 30 gidy dé server thir nghiém cé kha nang xtr 1y dwoc (kha ning xur 1y
clia server trong 30 gidy 1a 4.000.000 géi tin va s6 lwong goi tin trong thir nghiém
clia cic may guri dén server 1a khoang 3.075.000). Do d6, cac khoang chu ky thuat
toan dugc chon trong cac thir nghiém 1a 5 gidy, 10 gidy, 15 gidy, 20 giay, 25 giay,
30 giay.

Gia tri ngudng O dugc xac dinh theo phuong phap cia Cormode [27]. Tham
s6 dau vao cua thuét toan 1a cac IP duge trich ra trong IP-header cua cac goi tin
trong mot chu ky thuat toan. Thuat toan thong bao két qua cac Hot-IP tim duoc sau

mdi chu ky thuat hién. Két qua thuc nghiém duoc thé hién ¢ bang 4.1
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Bing 4.1. Két qua thuc nghiém thudt todn cdi tién 1

N (9 iAgly) h-il;‘elnl QHF())TI'[P D | Hot-IP
100.000 A=5 100% 20 10
100.000 A =10 100% 20 10
100.000 A=15 100% 20 10
100.000 A=20 100% 20 10
100.000 A=25 100% 20 10
100.000 A =30 100% 20 10

Qua két qua thuc nghiém cho thiy rang giai phap thir nhém bét g bién cai
tién “Online Hot-IP Detecting” thuc hién tdt voi sb lugng dbi tuong 16n trén mang,
thoi gian giai ma dé phat hién cac Hot-IP nhanh, c6 thé trién khai ap dung vao thyc

I4
A

te.
M0 hinh thuc nghiém 2: Phong chong tan céng DD0S

Giai phap phong chéng tan cong tu chdi dich vu duoc cai dat trén thiét bi dat
truéc hé théng may chii nan nhan theo dang Inline, sir dung cong cu tan cong DoS
danh vao ting tmg dung cta cac may chu trong hé thong 1am can kiét tai nguyén va
mat kha ning phuc vu cta may chit Web. Muc tiéu cua thuc nghiém nay 13 phat
hién va tam thoi ngat két ndi ddi véi cac Hot-1P phat hién duoc (cac mdy phat tin
cdng DoS) trong mot chu ky thuc hién thuit toan nham dam bao hé thong hoat dong

on dinh, thong subt. So dd thuc nghiém thé hién trén hinh 4.3.

Trong phan thyc nghiém, 10 may tinh dugc sit dung cai dit phan mém
HTTP-DoS dé tan cong vao Web server. May chu cai dat giai phap thuc hién véi
chu ky thuat toan tir 5 — 30 gidy dé xu 1y dong dir liéu qua nod, thuat toan dugc st
dung trong trudng hop nay 13 thuét toan cai tién 2 “Online Hot-IP Preventing”. Két

qua thue nghiém duoc thng ké trong bang 4.2.
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Attacker

Khu vuc Server

........

phong/ban

Hinh 4.3. So do thuc nghiém phong chong tan céng DdoS
Bing 4.2. Két qua thue nghiém thudt todn cdi tién 2

N A CPU D | Hot-IP
100.000 A=5 25% 20 10
100.000 A =10 33% 20 10
100.000 A=15 45% 20 10
100.000 A=20 771% 20 10
100.000 A=25 91% 20 10
100.000 A=30 100% 20 10

Qua két qué thyc nghiém cho théy viéc thiét 1ap thoi gian cho mot chu ky
thuat toan co y nghia quan trong, gia tri nay két hop voi kha ning cua vi tri trién
khai, kich thudc ma tran nhu d3 dé cap ¢ chuong trudc dé lya chon sao cho giai
phap c6 thé loai bo cac nguy co tin cong va dam bao hé théng mang hoat dong 6n

dinh, thong sudt.

% Thuwc nghiém tan cong véi Trinoo:
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Nguyén tic chung ddi voi cac phuong phap phong thu 1a may chi tng dung
khong bj tin cong truc tiép bang cach sir dung mang cac bd phat hién Hot-IP 1am
trung gian gitta ngudi dung va tng dung véi sb lugng 16n. Cac b phat hién Hot-1P
trung gian c6 co ché twong tac, phdi hop linh dong dé phat hién sém cac nguy co c6

thé tan cong va ngan chan kip thoi.

Lu4n an st dung cong cu Trinoo dé xay duyng mot hé théng tin cong DDoS
phuc vu cho viéc kiém thir chuwong trinh. Trinoo bao gdm mét chuwong trinh pha
hoai va mot chuong trinh chi. Chuong trinh chu dugc stir dung dé diéu khién mang
Trinoo tao ra cac cudc tan cong. V&i mang Trinoo nay, cac kich ban tin cong DDoS
dugc tao ra v6i cuong do thay doi bang cach thay ddi tong toc do luu luong tin

cong. M6 hinh tan cong cua Trinoo dé thé hién trén hinh 4.4.

Attacker

N

Master Master

e\

Daemo Daemo Daemo

Yictim

Hinh 4.4. M6 hinh tdn céng ciia Trinoo

Mo hinh trién khai thuc nghiém gdm 2 may chu “Master” dugc diéu khién
bai ké tan cong, c6 chitc nang guri cac 1énh yéu ciu tan cong tir ké tan cong dén cac
“daemon” thudoc pham vi quan ly. Str dung 20 may tinh client da cai chuong trinh
backdoor tir ké tan cong duoc goi 1a cac daemon. Cac daemon nay sé dong loat tan
cdng vao may chu nan nhan khi nhan duoc mot 1énh tir “Master” chuyén dén. Mo

hinh giao tiép giita cac thanh phan cia Trinoo duoc thé hién trén hinh 4.5.



122

- -

Port 27665 Port 27444

Hinh 4.5. Cdc céng giao tiép giita cdc thanh phdn cua Trinoo.

Két qua thuc nghiém véi Trinoo:

System Monitor

——
) 1 .
Processes | Resources |File Systems

CPU History

R:Js;urdl 50 A 5:0 ED 1:0 0
Il crut 46.5% B cruz s53%

Memory and Swap History

Memory Swap

641.9 MiB (35.1%) of 1.8 GiB 0 bytes (0.0%) of 4.0 GiB

MNetwork History

20 MiB/s
1.0 Miiss
oo E - : ; + ; :
B0 w=cond s A0 30 10 o
g Receiving 1.3 MiB/s * Sent 73 bytes/s
Total Received 93.1 MiB Total Sent 19.2 KiB

Hinh 4.6. Mdy chii nan nhén bi tdn céng

Network History

BOOO Kib/s :

4000 Kib/s

00Kb/s i
80 secords 50 40 30 % 10 o

Receiving 0 bytes/s ‘ Sent 0 bytes/s
Total Received 767.6 MiB Total Sent 250.3 KiB

Hinh 4.7. Cac Hot-1P bj chan trong mot chu ky thudt toan
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MNetwork History

60 wecard s

s 50
@ Receiving 0 bytes/s Sent 0 bytes/s
Total Received 64.4 MiB Total Sent 43.9 KiB

Hinh 4.8. Cac Hot-IP bi chan

Qua céc thyc nghiém vé ting dung giai phap phat hién cac Hot-IP tryc tuyén
trong bai toan phat hién cac ddi twong c6 kha ning 12 muc tiéu hay ngudn phat tin
cong DoS/DDoS cho thay rang cac bd phéat hién Hot-IP ¢6 thé cung cép hiéu qua
kha nang phuc hdi trude cac tin cong DoS/DDoS va bao vé may chu tmg dung. Cu
thé, cac bo phat hién Hot-IP co thé phat hién cac cudc tan cong DoS/DDoS mot
cach nhanh chéng trong moéi trudng mang 16n va cé kha niang ngin chin cac doi
tugng nguy co (Hot-1P) trong cac cudc tan cong tir chdi dich vu bang cach kich hoat
tuong ltra ngat cac Hot-1P ndy trong mdt chu ky thuat toan, dam bao hé thong hoat

dong on dinh.

4.3. PHAT HIEN CAC POI TUQNG CO KHA NANG LA NGUON PHAT
TAN SAU INTERNET

4.3.1. Y nghia thuc tién
Sau mang hay sau Internet 1a nhiing chuong trinh may tinh doc hai ty phan
tan bang cach khai thac cac 16 hong cua cac may tinh trén mang. Véi kha nang tu

sao chép va lan truyén, sau Internet 13 kiéu tin cong Internet quy mo 16n.

Mot trong nhirg budce dau tién cia viée phat tan sdu 1a quét mang véi tée do
cao. Chung tap hop nhiing danh sach véi hang ngan dia chi IP va quét mang véi toc
d6 cao dé tim kiém cac may bi 16 hong dé khai thac. Code Red v2 khai khéac 16 hong
mang qua IIS lay nhiém khoang 360.000 may [56], Sapphire khai thac 16 hong SQL
server va 1ay nhiém 75.000 may [57]. Van dé dugc dit ra 1a 1am thé nao dé phat

hién ra chung cang nhanh cang tét.
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Ddi véi cac cude thn cong sau Internet, nhiéu k¥ thuat bao v¢ khac nhau da
duoc dé xuit dé ngdn chan sy lan truyén sau. Cac k¥ thuat phat hién sém céc sau
mang ph6 bién nhu: nhém nghién ctru cua Zou [20] dé xut giai phap phat hién dua
vao bd loc Kalman. Phwong phép nay do tim cac xu huéng quét mang bat hop phap
qua mot sd lugng 16n cac IP khong st dung. Nhém nghién ciru cua Wu [58] dura
vao bd dém theo doi ty 1é ting ciia cac may bi nhiém mdi. Cac sdu mang duoc canh
bao khi cac sy kién bat thudng xay ra vuot qua mot ngudng xac dinh ndo d6. Nhoém
nghién ctru ctia Berk [59] sir dung phuong phéap giam sat hé thong bang cach thong
ké cac goi tin ICMP “Destination Unreadable” trén router dbi véi cac goi tin dén

cac IP khong st dung.

bic diém quan trong cua sau Internet 1a vi¢c phat tan cyc nhanh trén mang &
budc quét mang dé tim kiém muc tiéu. Nghia 13 n6 giri mot s6 lugng rat 16n géi tin
trong mot khoang thoi gian rat ngin dén cac dia chi dich khac nhau. Muc dich cia
viéc nay 1a do tim 16 hong clia cac may trén mang dé l1ay nhiém. Chung ta c6 thé bat
goi théng qua router va phan tich dé xac dinh cac dia chi IP giri véi tan suat cao nay
(c4c Hot-IP) trén mang. Phuong phap nay ciing c6 thé phat hién cc sau chua duoc

biét dén.

4.3.2. Vin dé nghién ciu dat ra

Trong truong hop phét tan sau Internet, may phat tan sau phat di dén cac dia
chi khac trong mang. Néu quan sat trén ludng dit liéu trén mang c6 qua nhiéu géi c¢6
cung dia chi ngudn thi may ngudn nay co6 thé dang bi nhidm sau va né dang quét
mang. Hinh 4.9 mé ta may nhiém sau dang quét khong gian dia chi IP dé tim kiém
cac may c6 16 hong dé phat tan sau.

C6 thé mo hinh hoa bai toan phat hién cac dbi tuong c6 kha nang 1a sau
Internet dang quét mang vé bai toan phat hién cac Hot-IP dé phat hién, ngan chan va
canh bao sdm nham gitp han ché qua trinh lay lan cta sau. Dya vao phan tich cac
goi tin IP tryc tuyén va phat hién cac Hot-IP chinh I phat hién cac may c6 kha nang

nhiém sau dang tién hanh quét mang.
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Hinh 4.9. Mdy nhiém sdu dang phdt tén trén mang

4.3.3. M@ hinh hoa vé bai toan phat hién Hot-1P

GoiAla chu ky thuc hién thuat toan, m, 1a $6 lugng goi tin tdi da ma hé théng
c¢6 thé nhan dugc trong khoang thoi gian A, Hot-List 13 danh sach chaa cac dia chi
IP nghi ngo 12 ngudn phat tan sau Internet (Hot-1P) trong qua trinh thyc hién thuat
toan, kich thudc ctia Hot-List 16n hon d va dugc lua chon tuy thudc vao thuc té va

kinh nghiém cua ngudi quan tri.

Ngudng tan suat cao 0 = , ma trdn nhi phan dugc sinh ra dya vao

gia tri N trong khoang thoi gian A ciia vi tri trién khai giai phap va phép ndi ma Cj,
Va Cout.
Cdc tham so sir dung trong thudt todn:

- Tham s6 dau vao: cac IP ngudn dugc trich ra tir IP-header trong céc goi tin
IP.
- Tham sb déu ra: cac IP 1a Hot-IP

Céc Hot-1P nay c6 kha nang 14 ngudn phat tan sau mang,
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4.3.4. Kich ban thuc nghiém va két qua

Goi cac may tinh nhiém sau dang tién hanh quét khong gian dia chi IP dé
phat hién 16 hdng cua cac thiét bi trén mang nham tién hanh phat tan va lay nhiém Ia
c4c Hot-IP. Luén an sir dung phuong phap thir nhém bét timg bién dé phat hién cac
Hot-IP nay bang cach cai dit thudt toan vao router, bat goi va phén tich dwa vao dia
chi IP ngudn trong cac géi tin giri dén router. Mo hinh thyc nghiém phat hién cac

may nhiém siu dang tién hanh quét mang dugc mé ta trén hinh 4.10.

Legitimate users

IP=x

\ emmeem -
emmm——— emee e e

...ac\ .... -
- \ -” -”

Worm scanning .
...ov I\-. .“- . "\
” o -

IP=y ,* e - g e Detector

N
-
e

IP=z

¢
@ IP=t
Worm scanning

Worm scanning Worm scanning
Hinh 4.10. M6 hinh thyc nghiém phat hién cac may nhiém sdu trén mang

Gia sir rang c6 N may tinh giri goi tin dén router, cic may tinh nhiém siu
dang tién hanh quét mang chinh 1a cac Hot-IP can tim. Gia st trong mot chu ky
thuat toan, dong dir liéu duoc gidm sat, router nhan tong cong m goi tin tir N may
tinh trén mang, trong do gia sir c6 nhiéu nhat d may tinh 12 nhiém sau (Hot-1P) dang
tién hanh quét khong gian dia chi IP dé tim kiém 16 hong cta cac may tinh trén
mang dé phat tan.

Gia st rang c6 t phép thir, xdy dung ma tran d-phan-cach bang phuong phap
ndi ma nhu d3 trinh bay trong phan trudc. Ap dung thuat toan phat hién cac Hot-1P

dé tim ra cac Hot-IP chinh 1a cic may tinh dang phat tin sdu trén mang.
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% Kich ban 1: Thyc nghiém nay dé do thoi gian giai ma phat hién cac dbi tuong
c6 kha niang 1a ngudn quét mang tim kiém 18 hong dé truyén sau véi kha niang

1én dén 700.000 ddi tuwong (IP) phan biét.

Ma tran nhi phan c6 kich thuéc 992x1000000 duogc phat sinh tir ma Reed

31-1

Solomon Cou[31, 5] VA Cin: 13, (t = 31 x 32 = 992, d :L ; J =7). Két qua giai

ma dugc trinh bay trong bang 4.3.

Bing 4.3. Két qud do tim cac Hot-IP trén mang

N (IP) Thrg;g(;aig)%iéi N (IP) Thrg;g(;aig)%iéi
5.000 0,04 300.000 3,74
10.000 0,08 400.000 5,20
30.000 0,25 500.000 10,95
100.000 0,85 600.000 17,81
200.000 1,84 700.000 28,15

25 /
. /
15 /
o ~

Thoi gian gidi ma (gidy)

0 100000 200000 300000 400000 500000 600000 700000 800000
N (IP)

Hinh 4.11. Biéu d6 mé ta thoi gian gidi ma phat hién cdc sdu mang
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% Kich ban 2: Xir Iy dong dir liéu thoi gian thuc

Thuc nghiém nay dugc cai dat voi chu ky thuat toan A =15gidy, A =20gidy
va A =30gidy. Thoi gian thyuc thi thuat toan dugc tinh toan gdm qua trinh tién xir Iy
(bit goi, trich dia chi IP ngudn trong goi tin IP) va thoi gian giai ma dé phat hién

cac Hot-IP.

Sb lwong IP phan biét (N) st dung trong thuc nghiém 12 4096, ma trin nhj
phan d-phan-cach duogc sinh ra tir phép ndéi ma RS [15, 3]16 VA l16. Kich thuéc Hot-
List st dung 1a 1000, nghia 1a giai phap duogc cai dit trong trudng hop nay co thé
phat hién t6i da 1000 ddi twong co kha ning 1a sau Internet dang tién hanh quét

khong gian dia chi nham tim kiém cac muc ti€u bi 16 hong dé truyén sau.

Trong thuc nghiém nay, sau Internet xuat phat tr mot nguon va quét khong
gian dia chi ctia mang 172.16.0.0/16 dé tim kiém 16 hong cua cic may trén mang dé
lay nhiém. Khi cdc may bi 1ay nhiém, cac may nay tiép tuc quét va lay lan cho cac

may khéc.

Giai phap phat hién, han ché cac Hot-IP ¢ kha ning 13 sdu mang dang quét
khong gian dia chi IP dé phat hién 16 hong va phat tan trong mot chu ky thuat toan
nhim muc dich: th nhat 13 phat hién va canh bdo cic mdy tinh c6 kha ning l1a
ngudn phét tan sau & budc quét khong gian dia chi dé tim kiém muyc tiéu ctia no (st
dung thuat toan cai tién 1 — “Online Hot-IP Detecting”); thir hai 1a han ché tde @6
lay lan bang cach ngit két n6i dbi véi cac Hot-IP ndy trong mot chu ky thuat toan

(str dung thuat toan cai tién 2 - “Online Hot-IP Preventing™).

Qua két qua thuc nghiém cho thiy ring thoi gian phat hién cic ngudn phat
tan sdu mang nhanh, hé théng hoat dong 6n dinh do cac nguén phat tan bi ngan
chan trong mdt chu ky thuat toan, cé thé ap dung trién khai vao hé théng mang thuc

té trén co s& phan tich dac diém hé théng mang tai vi tri trién khai.
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4.4. PHAT HIEN CAC THIET BI CO KHA NANG HOAT PONG BAT
THUONG

4.4.1. Y nghia thuc tién

Céc bat thuong trén mang 13 mot chu dé duoc nghién ciru trong thoi gian dai
cho dén nay trong linh vyc mang may tinh. Cac bat thuong co thé 1a tinh trang hoat
dong cua cac may chu trong hé thong hoat dong qua mirc (c6 thé dang bi tin cong)
hodc murc @6 phuc vu chap chon dudi mic binh thuong. Pé theo doi va phat hién
hién tuong bat thuong cua cac thiét bi trén mang nhu cac may chu, cac thiét bi dinh
tuyén, tuong lira trén mang... thong thudng ngudi quan tri st dung giai phap phd
bién 13 hé thong giam sat mang. Cac hé thong giam sat nay thong thuong duoc thiét
1ap trong mang ndi bo. Cac thong tin giam sat duge giri tir cac thiét bi duoc gidm sat
vé thiét bj giam sat, tir d6 phan tich va bao cao két qua hodc phat canh bao néu vuot
qua ngudng dugc nguoi quan tri thiét lap trudc.

Truong hop céc router hay cac server phai tiép nhan va xir Iy cac goi tin giri
dén qué 16n trong mot khoang thoi gian ngan nhu vay cé thé goi 1a cac “Hot-item ”
hay “Hot-/P”. Nguoc lai, trong truong hop cac thiét bj hoat dong chap chon co thé
do hau qua cla cac cudc tin cong mang hay cé thé bi hu hong nao dé 1am qua tai,
tac nghén hay dung do gay nén. Truong hop ndy, c6 thé goi d6 1a cac “Low item”
hay “Low-IP”.

Servers farm
Or
Data center

..... @/é

Hinh 4.12. Phdt hién cdc thiét bi hoat dong bat thwong trén mang

[ [ Detector
Low freq

uency = low items
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4.4.2. Vin dé nghién ciu dat ra

C6 nhiéu nghién ctru trong viéc phat hién cac bat thuong trén mang nhu
phuong phap théng ké [60], hoc may [61], khai pha dit liéu [62], Y thuyét thong tin
[63], c4c nghién ciru vé hé thong giam sat mang. Hé thong giam sat nay kiém soat
cac bat thudong trén mang nhu trang thai hoat dong cua cac thiét bi, cac dong luu
luong trén cac cong cua thiét bi. Hé théng s& phat canh bao khi c6 su thay ddi trang
thai hoat dong hoac khi cac hoat dong vuot qua mot ngudng dat truedc nao do. Cac

phuong phap nay thong thuong trai qua ba budc nhu sau.
Buée 1. Tién xtr Iy dé loc cac dir liéu dau vao

Buoc 2. Phan tich théng ké. Dir liéu duoc phan loai thanh cac loai dit liéu binh

thuong, hanh vi bat thuong va nhidu.

Buée 3. Quyét dinh. Xac dinh xem c6 bat thuong xay ra hay khong dua trén cac

thong s6 do léch.

Hé thdng giam sat duoc st dung pho bién dé hd trg viéc giam sat tinh trang
hoat dong cua mang, cac thiét bi trong h¢ théng ndi bo. Giao thuc dugc dung phé
bién trong co ché giam sat nay 1a SNMP dé giao tiép gitta may server giam sat va
cac thiét bi can giam sat.

Bai toan dit ra 13 trong mdi trudng mang & phia cac nha cung cap dich vu
1am sao c6 thé giam sat dé canh bao sdm cho khach hang rang cac server cia ho c6
nhiing bt thudng vé mit truy cap dang dién ra hay khong trong khi ¢ phia nha cung
cap dich vu khong dugc phép thiét 1ap cac co ché gidm sat nhu vira trinh bay ¢ phan
trén.

Bai toan phat hién cac thiét bi c6 kha ning dang hoat dong bat thudng trén
mang co6 thé dugc giai quyét bang giai phap phat hién cac Hot-IP tryc tuyén dua
trén phuong phap thir nhoém boi nhirng 1y do nhu sau:

- Vig¢c phan tich céac gobi tin ¢ tﬁng mang, dua vao dia chi IP thyc hi¢n don gian

hon cac phuong phap khac.
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- Phuong phap thtr nhom t6i wu hon vé khong gian luu trir dit lidu xir 1y do
khong phai ton khong gian luu toan bd ma tran cac phan tir can xu 1y.

- Phuong phéap thir nhom khéng thuc hién viée kiém tra timg d6i twong ma
gom thanh timg nhém thir nén viéc xir Iy s& nhanh hon rat nhiéu so véi cac

phuong phéap khac
4.4.3. M6 hinh hoa vé bai toan phat hi¢n Hot-1P
% Phat biéu bai todn:

Gia st tong tan suat xuat hién ctia N IP phan biét trén dong dir liéu 14 S va c6

nhiéu nhat 1a d IP ¢6 tan sudt hoat dong bat thuong (Hot-IP hodc Low-IP). Mot IP

duoc coi la binh thudong néu tan suat xuat hién cua né nhé hon va lon hon

d+1

S
(N—2d +1)(d +1)

. Gia sir chung ta c6 nhiéu nhét 14 d Hot-IP va d Low-IP nén céac

IP binh thuong trong dong dir lidu 1a N-2d . Tong céc tan suat xuat hién cta chiing
S
(N=2d+1)(d +1)

S
(N—2d +1)(d +1)

16n hon (N —2d) Do d6, téng cac tan sut cua cac IP Low-IP

nho hon

e Phat hién cac Hot-item: St dung phuong phap cua Cormode va
Muthukrishnan dé xuat nam 2005 [27]. Vector nhi phan két qua dugc tinh
toan dua vao bd dém C tuong tng cho timg phép thir va st dung luit sau

day:

- Néu C(i) > dilthi phép thir thir i co két quala 1
+

L ] S ( . .
- Nguoc lai, néu C(i) < I1 thi két qua phép thir thir i co két qua la 0
+
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Sau budc tinh toan vector két qua nay, ap dung thuit toan giai mi di trinh
bay trong phan trudc dé xac dinh cac IP 1a Hot-IP trong dong dir liéu. Chung toi ky
higu tap cac Hot-IP 1a H ={j,,..., j,), |[H|<d.

e Phat hién cac Low-item: dé xac dinh cac Low-1P, trudc hét phai loai bo cac

Hot-IP.

CT:C_i M.
d+1 ieH J

Sau d6, chuyén ddi tir CT ra vector két qua cho timg phép thir nhu sau:

o S
- Néu CT(i)> Jthi phép thir thir i 12 0
T > N 2d wayd sp) M Phép thir thes

o S ,
- Né&uCT(i) < ,thi két qua phép thir ther i 1a 1.
(N -2d +1)(d +1)

Sau d6, ap dung phuong phap giai ma dé phat hién ra cac Low-IP.
Cdc tham so sir dung trong thudt todn:

- Tham s dau vao: cac IP ngudn dugc trich ra tir IP-Header ciia cac goi tin

- Tham sé d4u ra: cac Hot-IP va Low-IP

4.4.4. Kich ban thuc nghiém va két qud

e Mo ta thuc nghiém:

Trong phan thuc nghiém phat hién cac thiét bi c6 kha ning dang hoat dong
bat thuong trén hé thdng mang, ching toi sir dung mot server (IBM X3650,
Processors Intel Xeon ® CPU 2,5 GHz, RAM 4GB, hé diéu hanh CentOS 64-bit)
hoat dong nhu mdt router trong mang tiép nhan cac goi tin trong dong goi IP gui t6i
n6. Thuft toan bat goi duoc cai dit bang ngdn ngir C, sit dung thu vién pcap dé
phan tich cac goi tin. Khi mot goi tin giri dén, phan IP-header dugc phan tich va rat

trich théng tin vé dia chi IP nguon trong d6. Cac dia chi IP nay dugc danh chi sé.
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Ma tran d-phan-cach dugc sinh ra bang phuong phap ndi ma véi kich thude
dugc tinh toan dua vao luu lugng mang va kha nang cua hé théng tai vi tri trién
khai. Trong phan thuc nghiém nay, c&c ma trdn duoc sinh ra tir cdc mi Reed-
Solomon [7,3],-RS (d=3, N=512, t=56), [15,3],—RS (d=7, N=4096, t=240),
[31,3],, —RS(d=15, N=32.768, t=992). Chung t6i thuc nghiém trong nhiéu trudng
hop véi sb lugng Hot-1P va Low-IP khac nhau. Dira vao ma tran d-phan-cach va tan
suat xudt hién cua cac dia chi IP trong dong goi tin IP, vector bd dém cho tirng phép
thir dugc cap nhat. Tur do, vector két qua duogc tinh toan dua vao vector bo dém va
ngudng dugc thiét 1ap. Két qua vé thoi gian dugc mo ta trong bang 4.4 va thuat toan

tim ra chinh xac cac Hot-IP.
o Két qua thiee nghiém:

Thoi gian giai ma phat hién cac Hot-IP va Low-IP dugc mo ta trong bang
4.4. Qua day, chung ta thdy rang giai phap giai phap phat hién cac Hot-IP c¢6 thé
trién khai ap dung trong hé théng mang thuc té dé phat hién cac thiét bj c6 kha ning
dang hoat dong bat thuong trong hé thong.

Bang 4.4. Thoi gian gidi md phat hién cac Hot-1P va Low-1P

RScode | Sélwong | Hot (Low) | Thoi gian giai ma | Thoi gian giai ma
IP IP tim Hot-1P (giay) | tim Low-IP (giay)
[7.3], 512 3 0,00 0,00
[15,3],, 4.096 7 0,11 0,12
[31,3],, 32.768 15 3,65 3,87
45. GIAM SAT CAC HOT-IP

4.5.1. Y nghia thuc tién
Giadm sat hoat dong cua cac thiét bi quan trong trén mang, dac biét la cac
server, la mgt trong nhitng nhiém vu trong tam ddi voi ngudi quan tri mang. Muc

dich ciia cong viéc nay la theo doi tinh trang hoat dong clia chiing trong hé thong
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nham phat hién kip thoi cac bét thuong vé hoat dong cua cac thiét bi, dich vu, luu
luong trén mang. Nguoi quan tri c6 thé thiét 14p cdc ngudng dé phat hién va canh
bao cac trang thai bat thuong dang xay ra. Trong hé théng gidm sat mang gdém hai
thanh phan chinh: may giam sat va cac thiét bi duoc giam sat. May giam sat 1a noi
tiép nhan cac théng tin tir cic thiét bj duwoc giam sat, phan tich va canh bao cho
ngudi quan tri mang. Céac thiét bi duoc gidm sat thong thuong 1a cac thiét bi quan

trong trong hé thong mang nhu router, switch trung tdm, cdc may chi, firewall. ..

Giao thirc thuong dugc st dung trong (mg dung nay 1a SNMP, céc thiét bi
dugc gidm sat phai duoc cai dit va cau hinh dé chuyén cac thong béo tinh trang
hoat dong cho may chu giam sat theo dinh ky hodc khi nao c6 hoat dong bat thudng
xay ra. Thoi gian dinh ky ndy dugc ngudi quan tri thiét 1ap trude. Giai phap nay
thuong ap dung trong viéc quan tri hé théng mang ndi bo cua cac t6 chic ddi voi

cac thiét bi do t6 chtrc d6 quan 1.

Viéc theo giam sat cac Hot-IP trong mot s6 chu ky thuét toan 13 mot budc
quan trong dé gitip nguoi quan tri Xem Xét tin suat xuat hién cua cac Hot-IP nay dé
c6 nhitng nhan dinh, giai phap tng pho kip thoi trude kha ning c6 thé hé théng
dang bi tin cong. Dya vao mot s6 thong tin vé tai nguyén hé théng, nguoi quan tri
c6 thé thiét 1ap ngudng dé han ché hay ngin chin cic Hot-IP nay nham dam bao hé
théng hoat dong on dinh, tranh truong hop hé théng bi té liét trudc cac nguy co bi

tan cong tir choi dich vu.

4.5.2. Vin dé nghién ciu dat ra

Vén dé dat ra cho viéc giam sat & cac nha cung cap dich vu la theo d&i va
phat canh bao cho khach hang trong truong hgp cac may chu cua khach hang co
nhing bat thudng xay ra. Trong truong hop nay, gia si phia nha cung cap dich vu
khong dugc phép cai dat ché do giam sat ddi véi cac thiét bi cua khach hang, vi hé
thng ciia khach hang mang tinh chat cuc bg, thong thuong s& khong mudn ro ri
thong tin ra bén ngoai. Viéc phat hién cac Hot-IP ¢ phia nha cung cip dich vu c6 ¥

nghia quan trong dé phat hién nhanh cac kha ning nguy hai trén mang. Buéc giam
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sat cac Hot-IP c6 thé duoc xem 13 bude ké tiép dé co sy chan doan chinh xac hon
céc nguy hai ndy va tién hanh canh bao, han ché tac hai hay ngan chan dé giup an
toan hon cho hé thong mang khach hang. Hinh 4.13 mé ta md hinh giam sat cac

Hot-IP dat ¢ phia mang trung gian.

Truong hop khac c6 thé can phai giam séat cac Hot-IP 1a ngudi quan tri hé
théng mudn dam bao hé thdng ctia minh tranh cac nguy co tdn cong tir chdi dich vu
nham dam bao hé théng server cung cép dich vu 6n dinh. Do d6, viéc theo ddi cac
Hot-IP két hop vai theo ddi tai nguyén hé thong thoi gian thuc c6 thé thiét 1ap cac

mirc han ché hay ngan chin cac Hot-IP 13 can thiét.

Servers - victims

Attackers

Attackers Network monitoring systems

Hinh 4.13. M6 hinh gidm sat cac Hot-1P

4.5.3. Kich ban thgc nghiém va két qud

Trong phan thuc nghiém niy, tac gia st dung 01 may chii Web server, 03
may tinh tan cong, 35 may tinh déng vai trd 1a may tinh cia nguodi dung binh
thuong, 01 may server cai dat gidi phap phat hién va giam sat cac Hot-IP dugc dat
truéc may Web server dém kiém soat ludng dit liéu truy cip dén Web server.

Cé4c may tinh tin cong sir dung phan mém tan cong HTTP-DoS dé tan cong
vao Web server, cdc may tinh dong vai tro 1a may tinh cua nguoi dung binh thudong
sir dung cong cu trinh duyét Web dé truy cap vao website trén Web server.

Céac Hot-IP dugc phat hién va dugc dua vao trang thai giam sat, xac dinh tan

suét xuat hién cua chung trong mét khoang thoi gian dinh trudc, thé hién trén d6 thi
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truc quan giip ngudi quan tri trong viéc theo doi hoat dong ctia chung. Nguoi quan
tri c6 thé dit ngudng dé phat canh bao hay diéu phdi cac ludng luu lwong cta dong

g0i1 IP chira cac Hot-IP nay.

Tan suit hoat dong qua 16n cua cac Hot-IP c6 thé 1am cho cho céc thiét b
dinh tuyén can kiét tai nguyén, gy anh huong dén viéc van chuyén cac ludng dir
liéu khéc. Qua viéc theo doi trang thai hoat dong cua cac thiét bi dinh tuyén, chuyén
mach trén mang, hé théng giam sat co thé kich hoat tuong ltra dé han ché hay ngan

chan cac Hot-IP nay. Mot ) tap luat co thé dua ra nhu sau:

(1). Event: hoat dong ciia CPU trong khoang 6,va 6,
Condition: true
Action: han ché tan sudt Hot-1P
(2). Event: hoat dong cua CPU vuot qua nguong 0,
Condition: true
Action: ngan chan Hot-1P
Két qua thuc nghiém:
B ——— ]
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Hinh 4.14. Giam sat cac Hot-IP trén mang
D6 thi trén cho thay rang tan suat hoat dong truc quan ciia cac Hot-IP, chling
ta c6 thé thiét 1ap cac chinh sach nham kiém soat hoat dong cta chung nham dam

bao cho h¢ thong lam viéc tot hon.
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Hinh 4.15. Tan sudt ciia Hot-IP dwoc gidi han khi CPU trong khodng 60%-80%

46. KET LUAN CHUONG 4

Phat hién va xac dinh c4c d6i tuong c6 kha ning 1a cac nguy co giy nén Cac
cudc tin cong tir chdi dich vu, phét tan sau Internet, hay cac thiét bi c6 kha ning
dang hoat dong bat thuong, cac nan nhan trong cac cudc tan cong tu chéi dich vu
trén mang giGp canh bio sdm cho nguodi quan tri nham han ché cac nguy hai cta
chung co thé giy ra c¢6 y nghia quan trong trong linh vyc an ninh mang. Trong
chuong nay, luan an da trinh bay viéc mé hinh hoéa céc bai toan trén vé dang bai

toan phat hién cac Hot-IP trén mang.

Phuong phap phat hién cac Hot-IP dua trén thir nhom bt ing bién c6 nhiéu
vu diém vé tinh don gian, nhanh chéng va chinh xac dé trién khai trong méi trudng
thuc té. Cac mo hinh xur 1y song song va mo hinh phan tan c6 thé ap dung két hop
dé nang cao kha ning cua giai phap va phu hop véi cac mé hinh mang ngiy nay,
dic biét co ¥ nghia quan trong trong cac hé thong mang 1én nhu céc ISP. Cac noi

dung chinh cau chwong nay dugc cong bd trong cc cong trinh [C2][C3][C5][C8].
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KET LUAN

Lu4n 4n trinh bay giai phap phat hién cac Hot-IP truc tuyén trén mang dua
trén phuong phap thr nhém bat Gmg bién. Muc tiéu cta chinh ctia ludn 4n 13 dé xuét
gidi phap phat hi¢n nhanh cac Hot-IP trén mang, ing dung trén mang trung gian ¢
céc nha cung cap dich vu hodc cac mang cung cap dich vu trén Internet nham gitp
nguoi quan tri phat hién nhanh, mg phoé kip thoi véi cac kha nang 1a nguy co anh
huong x4u dén hoat dong cua mang va dam bao hé théng hoat dong 6n dinh, thong

suot.

Bai toan phat hién cac Hot-IP c¢6 y nghia quan trong trong viéc phat hién sém
cac dbi tuong c6 kha ning giy nguy hai trén mang. Trong cac giai phap di khao sat,
giai phap phat hién cac Hot-IP str dung thir nhém bat ing bién 1a giai phap hiru hiéu
dé trién khai ap dung nham phat hi¢n truc myén va han ché hoat dong cua cac doi
tugng c6 kha ning 13 nguy co gdy hai hodc muc tiéu tin cong trén mang. Pay 1a giai
phap c6 tinh don gian, chinh xéc, tinh toan nhanh, phu hop dé 4p dung trén méi

truong mang c6 so6 luong nguodi dung rat 1on.

Luén 4n da mo hinh hoéa bai toan phat hién cac Hot-IP dua vao phuong phap
thir nhém bat tmg bién. Trong d6, luan an giai quyét van dé xay dung co so 1y
thuyét cho bai toan vdi cac khai niém, dinh nghia, lya chon cac tham ) dap ung cac
tiéu chi cua bai toan.

Mot sb cai tién giai phap phat hién cac Hot-IP truc tuyén duoc luan an dé
xudt dé tang toc do tinh toan, tinh chinh xac va kha niang mo rong cua giai phap.
Trong do, danh sach cac dia chi IP nghi ngd “Hot-List” dugc st dung vai kich
thudc co thé mo rong dé dap ting cho viéc phat hién sé lwong cac Hot-IP 16n, giam
su phu thudc va tham sb d trong ma tran d-phan-cach.

Luan 4n ciing da trinh bay mot sd ky thuat c6 thé két hop dé nang cao kha
nang cua giai phap trong viéc trién khai thuc té. Trong do, trudc hét 1a viéc lya chon

kich thuéc ma tran pht hop véi kha ning ciia vi tri trién khai. Cy thé d6 chinh 12 lya
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chon céc tham s6 dya trén sy phan tich vé chu ky thyc hién thuat toan, $6 luong goi
tin t6i da ma hé thong xtr 1y duoc trong thoi gian chu ky thuét toan, sé luong IP tbi
da dua vao ning luc thiét bi hay sé lugng khach hang dang ky sir dung dich vu va

cac dia chi IP dai dién.

Céc cudc tin cong mang ngay nay cé tinh phdi hop cao, phan tan rong trén
Internet, dé phat hién va phong chdng hiéu qua thi chién lwgc phat hién va phong
chdng ciing can dugc trién khai phan tan, hop tac gitta cac thanh phan. Giai phap
phat hién cac Hot-IP két hop véi ki thuat xir Iy song song va kién triic phan tan dé
ting hiéu qua phat hién cac Hot-IP, phu hop véi kién triic mang t6 chirc dang da

vung.

Bai toan phét hién cac Hot-IP tryc tuyén 1a bai toan c6 tinh tong quét, véi
cac Hot-IP dai dién cho cac dbi tuong trén mang hoat dong voi tan suat xuat hién
cao trong mot khoang thoi gian rat ngan. Do vay, viéc tmg dung giai phap nay cho
mot sd bai toan an ninh mang nham phat hién sém va han ché hoat dong cua ching
gitip hé thong hoat dong 6n dinh, thong subt va giup nguoi quan tri mang kip thoi
dua ra nhirng bién phap phu hop. Mot sé ing dung tir bai toan phat hién nhanh cac
Hot-IP tryc tuyén nhu: phat hién cac dbi tugng c6 kha niang 1a ngudn phat tan cong
DoS/DDoS, phat hién cac ddi tuong co6 kha nang l1a nan nhan trong céc cudc tan
cdng DoS/DDoS, phat hién cac ddi tugng c6 kha ning 13 mot sb loai sau Internet
dang quét khong gian dia chi IP dé tim kiém cac 16 hong dé tién hanh phat tan sau,
phat hién cac d6i tuong c6 kha ning dang hoat dong bat thuong trong mot hé thong
mang cung céip dich vu. Bén canh d0, c6 thé giam sat hoat dong cua cac Hot-IP
trong mot sé chu ky thuat toan, két hop véi giam sat tai nguyén cua cac thiét bi
mang dé han ché hay ngan chan hoat dong cua chung nham dam bao hé théng hoat

dong on dinh, thong subt.
1. CACKET QUA PAT PUQC

Xuat phat tir bai toan phat hién cac déi twong c6 kha ning giy nguy hai trén

mang nhu ngudn phat tan sdu Internet, ngudn phat dong tin cong DoS/DDoS hay
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nan nhan trong cc cudc tin cong nay; dua vao dia chi IP trong cac géi tin IP truyén
qua cac thiét bi dinh tuyén 13 gia tri dai dién cho cac thiét bi truyén va nhan trén
mang; luin an dé xuét giai phap phat hién cac Hot-IP truc tuyén dé phat hién cac
d6i tuong nay dya trén phuong phap thr nhém bat tmg bién. Cac két qua chinh cia

luan an duoc tom tat nhu sau:

1) Luan an d& mo hinh hoéa bai toan phat hién cac Hot-IP dua theo bai toan
thir nhom bt ing bién va dé xuat két hop mot sb ki thuat dé nang cao hiéu qué cia
giai phap. Trong d6, phuwong phap nbi ma dugc ap dung vao viéc phat sinh ma tran
d-phan-cach tudng minh dé phat sinh chinh x4c ma tran phan cach va tbi vu khong
gian luu trit khi thyc thi chuong trinh. Phuong phép nay cho phép phat sinh tirng cot
clia ma tran trong qué trinh xt 1y va tinh toan. Do d6, ma tran khéng can duoc luu
trit toan bo trong khi thyc thi chuong trinh. Dé nang cao hiéu qua cua giai phap, mot
s6 k¥ thuat duoc stir dung két hop nhu lua chon cac tham sé trong thuat toan, kich
thudc ma tran dya vao kha nang cua vi tri trién khai; dé xudt két hop vo1 k¥ thuat xt
1y song song dé giam thoi gian gidi ma phat hién cac Hot-IP cin cr vao tinh chat
ctia phuong phap thir nhom bat ing bién 14 cac phép thir duoc xac dinh trude va doc
1ap nhau; dé xuét két hop véi kién tric phéan tan dé phat hién va canh bao sém cac
Hot-IP trong hé thong mang t6 chirc da ving, thich hop 4p dung trong cic mang

trung gian & phia nha cung cap dich vu.

2) Luan 4n di dé xuét cai tién phwong phéap thir nhém bat ing bién trong viéc
phat hién cac Hot-IP véi hai thuat toan cai tién. Thuat toan cai tién thir nhat “Online
Hot-IP Detecting” cho phép tdi uu vé mat tinh toan va do chinh xac khi s lugng
Hot-IP thyc té cao hon gia tri cho trude khi xay dung ma tran bang cach két hop véi
phuong phép “counter-based”. Thuat toan cai tién the hai “Online Hot-1P
Preventing ” dam bao hé théng mang hoat dong 6n dinh, thong sudt bing cach ngit

két ndi d6i vé6i cac Hot-IP trong mot chu ky thuc hién thuat toan.

3) Luan an da mo6 hinh héa mot s6 bai toan an ninh mang nhu phat hién cac

d6i twong c6 kha ning 1a ngudn phat tan sau mang, phat hién ddi tuong c6 kha ning
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13 cac nan nhan hay ngudn phat dong tin cong trong cac cudc tin cong tir chdi dich
vy, phat hién céc thiét bi c6 kha nang dang hoat dong bat thuong trén mang vé bai
toan tim Hot-IP tric tuyén. Bén canh do, luan 4an ciing dé xuit giam sat cac Hot-1P
nay két hop véi viéc theo ddi tai nguyén hé thong dé diéu phdi hoat dong cua ludng
lru lwgng chira Hot-IP, giam anh hudng x4u dén hoat dong chung cta toan hé théng

mang.

Céc két qua nghién cru va thue nghiém cho thiy rang giai phap cho két qua
c6 do chinh xac cao, thoi gian thuc hién dé phat hién cac Hot-IP nhanh, co thé ap
dung trién khai vao moéi truong thyc té & phia cac nha cung cap dich vu va cac hé
théng mang cung cap dich vu trén méi truong Internet. Cac két qua chinh cta luan
an duoc cong bd & cac cdng trinh [C1][C2][C3][C4][C5][C6][CT7][C8] trong danh

muc céc cong trinh nghién clru cua tac gia.
2. HUONG PHAT TRIEN

Luan 4n da trinh bay mot giai phap hoan chinh vé phat hién céc Hot-IP trén
mang va mdt s6 (mg dung trong linh vuc an ninh mang. Bén canh viéc ap dung giai
phap vao thuc tién, dic biét trién khai trén phan cing, huéng nghién ciru mé tiép
theo 1a két hop phan tich mot s6 yéu té khac trong dong dit liéu dé nhan dang, phan

loai nguy co tur bai todn phat hién cac Hot-IP nay.
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