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LOT CAM POAN
T6i xin cam doan day 1a cong trinh nghién ctru do t6i thuc hién. Cac sb liéu va
két qua trinh bay trong ludn an 13 trung thuc, chua duoc cong bd bai bat ky luan an

nao hay & bat ky cong trinh nao khéc.

Tac gia

Lé Hai Triéu



LOI CAM ON

Luén 4n Tién si nay duoc thuc hién tai Hoc vién Cong nghé buu chinh vién
théng dudi sy huéng dan khoa hoc cia GS.TSKH D6 Trung T4. Tbi xin tran trong
cam on Lanh dao Hoc vién Cong nghé buu chinh vién thong, Hoi dff)ng Khoa hoc,
Hoi dé)ng Tién si ctia Hoc vién vi da tao diéu kién dé luan an duoc thuc hién va
hoan thanh chuong trinh nghién ctru ciia minh.

T6i xin bay t6 long biét on sau sic téi GS.TSKH D Trung T4 vé dinh huéng
khoa hoc, thuong xuyén gop vy, tao diéu kién thuan loi trong sudt qua trinh nghién
ctru hoan thanh cudn luan an. Xin chan thanh cam on céc thﬁy co6 0 Khoa Dao tao
Sau dai hoc, khoa K§ thuat Vién thong 1 va va cac nha khoa hoc thudc Hoc vién
Cong nghé buu chinh vién thong, cac nha khoa hoc trong va ngoai Nganh Cong an,
cic tac gia dong cong b, cac tac gia co tai liéu da trich din trong luan 4n vé su hd
trg, hop tac c6 hiéu qua trong sudt qua trinh nghién ciru khoa hoc ctia minh. T6i xin
dugc chan thanh cam on TS Ho Vian Canh, TS Hoang Trong Minh vi nhitng chi din
vé hoc thuat hoa, két ni gitra Iy luan voi két qua thuc nghiém thoi gian thuc.

Toi1 xin gui 101 cdm on té1 Lanh dao Vién Ky thuat dién tr va co khi nghiép
vu, Téng cuc IV, B6 Cong an (trudc day) nay la Vién Khoa hoc va cong ngh¢, su
biét on dbi véi gia dinh, ban bé than thiét, cac dong nghiép vi di tao nhiéu diéu kién
thuan loi trong sudt qua trinh hoc tap, lién tuc dong vién dé duy tri nghi luc, sy cam
thong, chia sé vé thoi gian 1An cong viéc va cac khia canh khéc cta cudc sdng trong

sudt qué trinh dé hoan thanh lun an.

Ha Ngi, thang 7 nam 2019

Tac gia
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MO PAU

A. Tinh cip thiét cia deé tai

Sy phat trién bung nd cia Internet da tao diéu kién cho cac loai hinh tin cong
trai phép vao cac hé thdng truyén tin ca vé chiéu rong (trén quy mo toan thé gisi)
13n chiéu sau (can thiép vao hé thong truyén tin). Mdi ngay, cac hé théng truyén tin
phai ddi pho voi hang tram dot tdn cong va giy ra nhiing van dé ton hai nghiém
trong ca vé ndi dung va ha ting truyén dan. Van dé bao vé thong tin bang mat ma da
va dang duoc nhiéu qudc gia trén thé gii dic biét quan tim, trong d6 cé rat nhiéu
cac nghién ctru tao ra cac chuan bao mat, cac hé mat va giai phap bao mat chéng lai
tan cong cho hé thong truyén tin. Theo quan diém mat mi va yéu cau thyc té, chlng
ta khong thé st dung cac san pham bao mat thong tin ciia nudc ngoai dé bao mat
thong tin trén mang thugc pham vi bi mat Nha nudec.

Hién nay, viéc bdo mdt va x&c thyec théng tin bang ky thudt mdr ma da dap g
droC CAC YBU cau Cua nguwoi st dung ndi chung va cac yéu cdu vé bao mdt khong
ngdt nghéo trong cdc méi trwong pho thong. Tuy nhién cac ky thudt mdt ma khong
bdo mdt dwoc dia chi nguoi Qiri va ngueoi nhdn théng tin. Do dé, ké tan cong co thé
sir dung cac ki thudt tan céng vao cac giao thizc mat ma (tic 1a tan cong vao tién
ma hoéa hodc hdu ma dich) ma khéng can chan bt va gigi ban ma ma vdn c6 thé
doc dwrgc bdn rd tiong 1ng. Ngoai ra, yéu cau vé xac thyc va bdo vé ban quyén sé
ing dung trong méi truong an ninh quéc gia doi héi phai nghién cizu ki thudt gidu
tin néi chung...; Trong luan NCS khong di sau phan tich van dé khong chi bao vé
théng tin mat ma con phai bao vé bi mat cho ca nguoi gui va ngudi nhan thong tin
d6. Do d6, cac nha khoa hoc da cong khai gidi thiéu nhiéu cong trinh nghién ciu vé
k¥ thuat gidu tin trong da phwong tién nhu giau tin trong anh k¥ thuat sé (con dugc
goi la anh s6), trong am thanh, trong video, trong cac vian ban va giau tin ngay trong
c4c phan mém may tinh,... Trong sb do, giu tin trong anh k¥ thuat s6 dugc quan
tam nghién ciru nhiéu nhat [1], [2]. Tuy theo yéu cau tng dung cu thé, ngudi ta chia

ky thuat gidu thong tin trong dbi tuong da phuong tién 1am hai huéng nghién ctu



chinh, d6 1a nghién ctru vé ky thuat gidu tin mat (Steganography?) va k¥ thuat Thay
van s6 (Digital Watermarking?) nhu trong hinh 1.1 [3], [4], [5]

O Viét Nam, k¥ thuat gidu tin mat va thay van sé da duoc nghién ciru dau tién
vao khoang nam 2001 bai GS, TSKH Nguyén Xuan Huy va cong su. Tir d6, dén
nay dé c6 nhiéu Cong trinh khoa hoc vé linh vuc nay di dugc céng bé [2]. Ngoai ra,
¢ nhiéu nghién ctu khac nhu Luan &4n TS cua NCS Dao Thi Hong Véan “Vian dé
bao dam an toan thong tin trong mdi truong Web sir dung k¥ thuat mat ma” (nam
2012 tai Vién KH&CN Quan sy), luan &n TS cua NCS D4 Vin Tuén “K§ thuat thay
van sé va mat ma hoc trong xac thuc, bao vé ban quyén dit liéu da phuong tién”
(nam 2015 tai Pai hoc Bach khoa Ha Noi),...; Luan an TS caa NCS Chu Minh Yén
“Nghién ctru, Xay dung ha tang co s khoa cong khai cho khu vuc an ninh quéc
phong” (nim 2012, Vién KH&CN Quan sy); Luan an TS cia NCS Nguyén Vin
Tao “Nghién ctiru mot s6 ki thuat giau tin va ang dung” (nam 2009, Vién CNTT)

Dbi voi hudng nghién ciu thir nhat, ki thuat giau tin mat duoc dwa trén hinh
thirc nhaing thong tin mat can truyén di vao mot dbi tugng duoc truyén di (duoc goi
la “vat mang tin”). Y&u cau co ban cua Steganography la gidu duoc cang nhiéu
thong tin cang tét nhung phai dam bao tinh “v6 hinh” ctia anh géc, nghia 13 nhiing
ké tan cdng kho co thé phat hién ra sy ¢ mit cua thdng tin chira trong anh goc.
Ngudn gdc caa Steganography la ghép cua tir Steganos (bao boc) va Graphia (ban
Viét) c6 nghia 13 “bao vé ban viét” [3] , [6].

Hudng nghién cau thir hai cua gidu théng tin 1a ki thuat watermark. Ky thuat
watermark lai y&u cau tinh bén vitng caa théng tin chaa trong anh goc. Watermark
la mot qua trinh nhdng dit liéu goi 1a watermark (thay van) hoic chix ky sé (digital
signature) hoic thé (tag) hoic nhan (title) vao mot ddi twong da phuong tién (anh
s6, &m thanh s, video s, van ban) ma watermark cé thé duoc phét hién hoac trich

lai sau d6 nham muc dich xac thuc ngudn géc cia déi twong da phuong tién do [3].

! Thuat ngir Steganography hodc goi la “gidu tin” dwgc sir dung trong toan b ludn an nay.
2 Thuat ngit Digital Watermarking hodc Watermark hodc goi 1a “thuy van s6” dugc sir dung trong toan bo
luén an nay.



Tir d6, bai toan nghién ciru cac phuong phap bao mat thong tin gidu trong da
phuong tién chinh 1a mgt nganh mat ma hoc trong linh vuc an toan thong tin. Ky
thuat gidu tin (bao gdbm ca Steganography va Digital Watermaking) 12 nhirng c6ng
cu hidu qua déi v6i van dé& bao mat thong tin trén mang vién théng Ngoadi mat ma
hoc. Véan dé 12 phai cha dong tao ra cac san pham bao mat thong tin gidu trong da
phuong tién va kiém soat ciing nhu bao dam do an toan cua san phdm nghién ctru.

Xuat phét tir nhu cau thyuc té d6, nghién ctru sinh da lya chon luan an “Nghién
ciru phwong phdp bdo mdt théng tin gidu trong dinh s6”.

Noi dung nghién ciru cua luan an con nham tng dung dé phuc vu cho céng tac
thong tin lién lac bi mat nghiép vu. Tir viéc xac dinh tam quan trong ctua bao mat
thong tin gidu trong anh sb khi truyén théng, luan &an da nghién cau, xay dung va
cong b thuat toan giau tin mat trong anh s, théa thuan trao doi khoa bi mat, dong
thoi phan tich va danh gia kha nang bao mat duong truyén vo tuyén cho anh sé khi
bi tin cong dé co sy lya chon dung din theo céc thuat toan khac nhau.

Viéc nghién ctru nay khéng chi mé rong da dang hoa cac phuong thirc bao mat
dé nang cao hiéu qua khai thac, ang dung va st dung anh sb trong truyén thong, ma
con hd trg cho théng tin lién lac bi mat théng qua truyén anh sé phuc vu cong tac

nghiép vu an ninh - quéc phong.

B. Muc tiéu, ddi twong, pham vi va nhiém vu nghién ciru

B.1. Muc tiéu va pham vi nghién ciu

Muc tiéu va pham vi nghién ctru cta luan an nhu sau:

- Nghién ciru vé ky thuat gidu tin va trao doi khoa bi mat. Tir d6 dé xuat thuat
toan giau tin méi trong anh s6 va trao doi khda bi mat bang sinh sé gia ngau nhién
va danh gia do an toan cua hé thdng mat ma va giau tin trong anh sd.

- Nghién ciru mot s6 van dé vé bao mat anh sé c6 danh dau watermark va hiéu
suat mang khi bi tn cong. Tir d6 dé xuét lya chon phuong phap danh dau bao mat

watermark nao tt nhat cho ca hiéu ning 15i va xac suét tim thiy danh ddu bao mat



watermark, ciing nhu danh gia hiéu suit xur ly cua cac thuat toan back-off khac nhau
trén mang vo tuyén khi bi tin cong trong diéu kién thong thuong.
- Ung dung ndi dung nghién ciru trén vao thiét bi thong tin lién lac bi mat

nghiép vu bang hinh anh.

B.2. Poi twong nghién ciu
Péi tuong nghién ciru & day gom anh sb, bao mat thong tin giau trong anh s va
cac yéu té anh hudng dén bao mat mang vo tuyén trong qua trinh truyén anh sé khi

bi tAn cong...

B.3. Phuong phap nghién ctiru

Trén co s& muc tiéu, doi tugng va pham vi nghién ciu, phuong phap nghién
ctru duoc sur dung trong luan an 1a thdng qua mot sé co so 1y thuyét toan hoc, dua
trén cac mo hinh dé xuat dé phan tich, danh gia két hop vai cac thuat toan, cong cu
théng ké va mot s két qua vé dai s6. Ngoai ra, luan an con si dung phuong phéap

thuc nghiém, md phong sé nham danh gia giai phap dé xuat.

B.4. N§i dung nghién ctru

Tir cac phan tich trén, trong pham vi cua dé tai, luan &n tap trung vao giai quyét
c4c van dé sau:

- Thtr nht xay dung thuat todn giu tin mat trong anh s

- Thir hai 13 dua ra thuat toan sinh sé gia ngau nhién phuc vu thoa thuan trao
ddi khoa bi mat;

- Thir ba 1a xay dung thuat toan danh gia d6 an toan cua hé théng mat ma va
giau tin trong anh sé.

- Thir tu 12 nghién ctru, ddnh gia hiéu nang 156i va xac suat tim thay watermark
nhang trong anh s khi bj tan cong.

- Tht ndm 13 danh gia anh huong cua thuat toan back-off dén hiéu suat mang

khi bi tin cong thong thudng.



- Th séu trén co s& cac nhiém vu nghién ctu trén, luan an dé& xuat tng dung

vao hé théng lién lac nghiép vu.

C. Bd cuc luan an

Luan an dugc td chic thanh 4 chuong véi ndi dung chinh nhu sau

- Phan mé dau

- Chwong 1. Tong quan vé véan dé nghién cieu.

Chirong 1 trinh bay téng quan nhitng vdn dé can nghién cizu cia ludgn an. Thi
nht tong quan vé bado mdt khi truyén diz liéu trén mgng vién théng. Tha hai gidi
thiéu vé gidu tin trong da phwong tién va gidu tin trong dnh sé. Tha ba la
watermark va cac nghién cuu lién quan, tir do phdn tich va danh gia kha nang an
toan bao mdt cia hé thong truyén tin vo tuyén khi gidu théng tin trong anh sé. PO

la nhiing vdn dé nghién citu dat ra dé cde chuwong tiép theo gidi quyét.

- Chwong 2. Bao mat théng tin gidu trong anh sé va trao d6i khoa bi mat.

Chirong 2 giai quyét bai toan gidu tin mdt va théa thudn trao doi khoa bi mat.
Tha nhat doi véi gidu tin mat, ludn dn dé xudt thugdt toan ma khoa khai 5 bit hiéu
qua va don gian, bao dam cdn ddi giga téc do tinh todn va do phirc tap cua thudt
toan [T4]. Tha hai ddi véi hé thong mdt ma trao déi khoa bi mdt, ludn dn dé xuat
thugt toan sinh sé gid ngdu nhién c6 chu ky cuc dai bang phirong phdp dong du
tuyén tinh [T5]. Thi ba, tir cAc nghién citu vé phuwong phdp danh gid @3 an toan hé
thong mdt ma va giau tin, lugn an dé xuat thudt todn danh gid dé an toan cua hé
thong sinh bit gid ngdu nhién tly y, hé thang sinh day gid ngau nhién ché céi latinh

va doi véi ky thugt gidu tin mat [T3].

- Chwong 3. Bao mit anh sé ¢6 danh dau watermark va hiéu suat mang khi
bi tan cong.
Chirong ba gidi quyét bai todn danh gid kha nang bao mdt dnh sé théng qua

X&c sudt tim thdy wartermark da dwoc danh ddu va hiéu sudt mang lép MAC cua



IEEE 802.11 khi bj tan cong. Thir nhat nghién ciru va danh gid so sanh hiéu ning
16i cuia anh JPEG/IPEG2000 [T2] dd ddnh dau bao mdt bang watermark khi truyén
trén mang vo tuyén, tir dé dé xudt lwa chon phwong phdp dinh ddu bdo mat
watermark nao tot nhdt cho cd vdn dé hiéu nang 16i ciing nhir xac sudt tim thay
danh dau bao mat watermark [T6]. Thir hai dua trén viéc hiéu sudt 1ép MAC cua
mang IEEE 802.11 bi ha xudng do cac cudc tin céng théng thuwong, ludn an xay
ding md hinh trang thai thudt toan Back-off, mé hinh trang thai kénh, cac tham sé
hiéu sudt gom 3 tham sé: luwu heong truyeén tdi, Xac sudt rét géi va dé tré truy cdp.
Tir d6, Wudn dn danh gid hiéu sudat xir Iy cuia cac thugt toan back-off khac nhau trong

dieu kién théng thuong [T7].

- Chwong 4. Xay dung hé théng théng tin lién lac bi mat thong qua truyén
anh sb

Tir cdc két qua da dat dwoc trong chwong 2 va chwong 3, chwong 4 ludn dn img
dung noi dung nghién cuu vao hé tho”'ng thong tin lién lac bi mdt nghiép vu. Hé
théng nay vmg dung kj thudt gidu tin mdt bang thudt todn ma héa va cé trao doi
khoa bi mdt vao anh sé (chwong 2) va danh dau bdo mdt watermark lén anh sé dé
(chirong 3). Hé thong théng tin lién lac bi mdt dwoc sir dung dé trao déi ban tin

gidu trong anh s6 cho nhau phuc vu cho céng tic nghiép vu [T1].

Két luan va phu luc: Trong két ludn, ludn dn tém tdat cdc két qua nghién citu
chinh da dat dwoc, néu cac déng gép mdi va dé xudt hwdng nghién ciru tiép theo.
Phan phu luc la két qua thir nghiém danh gid déi voi hé thong thiét bi théng tin lién

lac bi mat.

Céac dé xuat méi trong luan an déu dugc chimg minh, phan tich 1y thuyét va
thuc nghiém, mo phong. Nhiing két qua chinh cia luan 4n dugc cong bd trén 09

cong trinh.



CHUONG 1. TONG QUAN VE VAN PE NGHIEN CUU

Toém tdt: Chuong nay trinh bay tong quan nhing van dé nghién cizu cua ludn
an. Thiz nhat tong quan vé bao mdt khi truyén diz liéu trén mang vién théng. Tha hai
gidi thiéu vé gidu tin trong da phirong tién va anh sé. Thir ba 1a watermark va céac
nghién cizu lién quan, tur do phan tich va danh gia khd nang an toan bao mdt cua hé

thong khi gidu thdng tin trong dnh sé.

1.1. Mot sé van dé vé an ninh, an toan va bao mat thong tin trén mang vién
thong

Dua trén k¥ thuat ta c6 thé phéan loai bao mat thong tin thanh hai nhom: nhom
thir nhat 12 bao mat thong tin bang cac k¥ thuat phan cing va nhom thir hai 1a giai
phap bang phan mém thong qua cic thuat toan bao mat. Luan an ndy tap trung vio
nhom giai phap thir 2. D& dam bao an toan dir liéu mot cach hiéu qua nham chdng
cac kha ning tan cong hodc céc rii ro, su ¢d ngau nhién/cd ¥ co thé xay ra trong qua
trinh truyén tin ndi chung, viéc phong chdng va xac dinh chinh xac cac nguy co c6
thé 1am anh huéng dén dir liéu 1 vo cung quan trong [1], [6].

Theo NCS, mét s van dé lién quan dén an toan, bao mat thong tin dugc dé cap
dudi day

* An toan doi véi viée bdo vé théng tin gom:

- Tinh bi mat: ddm bao thong tin/dir 1i€u trao doi khong bi 16 hoac bi khdm pha
boi nhitng ké tan cong.

- Tinh xac thuc: Pam béao thong tin/dit lidu trao d6i khéng bi mao danh gitra
nguoi gl va ngudi nhan.

- Tinh toan ven: Pam bao thong tin/dir liéu trao doi khong bi thay doi hodc bi
pha huy béi nhing ké tin cong.

- Tinh sin sang: Ddm bao nhitng ngudi nhan va nguoi gii hop phap khong bi
tir chdi truy nhap mot cach khong chinh dang téi thong tin/dit 1idu trao doi.

* Nguy co mdt an toan théng tin gom:



- RO ri thong tin: Thong tin/dir li€u bi 16 hoac bi kham pha tir chinh nguo1 dugc
phép.

- Vi pham tinh toan ven: Tinh toan ven cua thong tin/di liéu bi pha huy/anh
huong thong qua viée tao, thay doi trai phép hay pha hoai thong tin/dir liéu do.

- Tt chéi dich vu: Viéc truy nhap thong tin/dir li€u bi can tré mot cach co6 chu
dich.

- Str dung trai phép: Thong tin/dir liéu dugc sir dung bai ké tan cong hoic theo
cach khong dugc phép.

* CAC dich vu an toan thong tin gom:

- Dich vu gilr bi mat: Bao vé chéng lai thong tin bi 10 hoac bi kham pha do cac
ké tan cong.

- Dich vu xac thuc: Cung cép viéc dam bao vé dinh danh cua thong tin/dir liéu
do.

- Dich vu toan ven dit liéu: Bao vé chéng lai thong tin/dit liéu b thay doi, X04,
hodc thay thé trai phép.

- Dich vu chéng chéi bo: Bao vé chéng lai mot nhom trao déi truyén thong tir
chbi mot cach khong dung khi trao doi xay ra.

- Dich vu diéu khién truy nhap: Béo vé chéng lai viéc st dung hodc thao tac trai
phép trén cac tai nguyén.

* Cdc hinh thirc tan céng thong tin trén dwong truyén:

- Tan coéng cha dong (Active) co mot sb hinh thirc nhu sau: Ngin chin thong
tin, stra d6i thong tin va chén thong tin gia; Trong d6 Nedn chdn théng tin 13 Thong
tin/dir liéu bi pha hity, khong san sang phuc vu hodc khong sur dung dugc. Pay la
hinh thirc tan cong 1am mat kha ning sin sang phuc vu cua thong tin/dit lidu. Sira
doi théng tin 1a ké tin cong truy nhdp, chinh stra théng tin/dit lidu trén dudng
truyén. Day 1a hinh thic tan cong lén tinh toan ven cua thong tin/dir liéu. Chén
théng tin gid 12 ké tan cong chén thong tin/dir lidu gia vao hé thong. Pay 13 hinh
thirc tan cong 1én tinh xac thyc ctua thong tin/dir li¢u. Muc dich cua cac hinh thirc

tan cong chi dong nay la cho nguoi nhan nhan dugce nhiing thong tin da bi sai



1éch,bi stra d6i, tham chi khéng nhan duoc dir liéu giri hodc thoi gian nhan bi tré dé
phuc vu ¥ @6 khac nhau.

- TAn cong bi dong (Passive) hay con goi 1a “nghe trom” thong tin trén dudng
truyén: Ké tan cong co thé truy nhap toi théng tin/dit liéu. Py 1a hinh thic tin cong
vao tinh bi mat cua thong tin/dir liéu. Ké tan cong biét dugc thong tin vé& nguoi giri
va ngudi nhin nho vao viée “nghe trom” thong tin chia trong géi tin truyén trén
truyén dan. P6i v6i hinh thirc nay, ké tin cong co thé kiém tra dugc tan s trao doi,
s6 lwong goi tin truyén di va d6 dai cua goi tin ndy. Tuy nhién, v6i hanh dong trén,
thong thuong v6i muc dich giai ma thong tin, sao chép, danh cap ndi dung thdng tin
(vi du nhu mat khau, thong tin ca nhan cia ngan hang...) chtr khong 1am anh hudng

nguy hai vé mit vat Iy di véi dir liéu hay 1am sai 1éch ndi dung dit licu.

Tir nhitng van dé néu trén, dit ra cho luan 4n can nghién ciu va giai quyét la
bdo mdt thong tin dé chdng lai tn cong bi dong Va danh gid kha ndng an toan ciia

hé théng phuc vu chong lai cc tan cong chii dong 1én duong truyén.

1.2. Bao mat thdng tin gidu trong anh sé

1.2.1. Khai nhiém va phan loai bao mat théng tin giau trong da phwong
tién

Pé bao vé thong tin dir lidu trén duong truyén, ngoai an toan thong tin vé mit
vat ly, van dé an toan va bao mat thong tin 1a nhi€ém vu dong vai tro quan trong, rat
nang né va thudng xuyén cp nhat, thay doi lién tuc dé dap tng yéu cau thuc té.

Khai niém vé gidu tin c6 rat nhiéu, tuy nhién trong pham vi nghién ctru, luén an
sir dung khai niém “Gidu thong tin” 1a k¥ thuat gidu mot luong thong tin sé nao d6
vao mot d6i twong dir liéu da phuong tién khac (dit lidu s6 - “vat mang tin”) [7] [8].

Su khac nhau giira ma héa va gidu thong tin 1a & chd cac thong tin dugc ma hoa
hién rd ddi v6i nguoi truy xuat, con thong tin duoge giau tin trong mot “vat mang
tin” thi khong hién rd véi ngudi truy xudt do tinh chét 4n (invisible) cua thong tin

duogc giau.
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Nhu di trinh bay trong phan mé dau, c6 hai huéng nghién ctru chinh vé k§
thuat gidu thong tin, mot 13 Gidu tin mat (Steganography) nhim bao mat dit lidu
duge dem gidu vao “vat mang tin” va hai 1a Thiay van s (Digital watermarking)
nham bao vé chinh “vat mang tin” [9], [10], [3], [11], [12].

Muc tiéu ciia ky thuat gidu tin mat giai quyét 1a lwong thong tin gidu dugc
nhiéu nhat va it bi phat hién nhét.

K§ thuat watermark 1a k¥ thuat danh diu vao d6i twong “vat mang tin” nhim
bao vé nd, phat hién viéc thay ddi hay chinh stra, “tin cong” c6 chil y “vat mang
tin”, hodc don gian 14 thay thé bang 1 “vat mang tin” gia mao.

Theo [11] ta c6 so d6 phan loai cAc k§ thuat giau tin nhu hinh 1.1 duéi day

Hinh 1.1. Phan loai k¥ thuat gidu thong tin

Muc dich cua gidu tin mat 1a khong chi nhiing nhitng “théng tin quan trong”
can trao ddi giira nguoi giri va ngudi nhan ma con bi mat dugc ca dia chi cia ngudi
gui va nhén thong tin do.

Con watermark la nhang di liéu sb vao “vat mang tin” nham muc dich bao vé

“vat mang tin” v&1 muc dich 1a bdo vé ban quyén s6 . Viéc nhing dir liéu s6 nhu
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vy vao “vat mang tin” s& lam giam chat luong cta anh sb, nhung d6 1a cach danh
dau nham phat hién su tin cong lam thay d6i tir bén thir 3 1én “vat mang tin”. C6 2
k¥ thuat co ban trong watermark 1a thay van dé v& (Fragile Watermarking) va thity
van bén vimg (Robust Watermarking). Thuy van bén vitng nhdam muc dich bao dam
dau thuy van bén ving trudc cic tin cong nham loai bé diu thuy van trén “vat
mang tin”; con thuy van dé v& nham muc dich xac dinh tinh chan thyc, tinh toan
ven cuia “vat mang tin” khi bi tan cong [13].

Viéc bao mdt théng tin bang kj thudt gidu tin mdt (Steganography) nham muc
dich bao dam tinh “vé hinh”ciia théng tin dwoc gidu trong “vdt mang tin” (an todn
thong tin). Pé bao vé va xdc thue “vit mang tin” nhan dwoc sau qua trinh trao doi,
can phdi sir dung ky thudt thiy van so (Digital Watermarking). Tuy nhién, cdc kj
thuat giéu tin mdt noi trén moi bao dam cho ban tin mat va “vdat mang tin” ma
chira thé bao dam bdo mdt dwoc noi gui va noi nhan tin do tinh chdt cua cong tdac
lién lac bi mdt nghiép vu.

Vé mé hinh héa, dé bao mat dau cudi va duong truyén nham bao vé thong tin
duoc an toan, ban rd M can dugc ma hoa trude khi truyén. Viéc ma hoa thong diép
M can c¢6 mot khoa ma - K. Néu khoa K duge sinh tai noi guri thi né phai duogc guri
thong qua mot kénh an toan td1 noi nhan hoac co thé mot bén tht ba sinh khoa - K
va chuyén mét cach an toan t6i ca hai noi (noi guri va noi nhan). Véi thong diép M
va khoa ma K, thuat todn ma E s€ tao ra ban ma theo

M’ = E(M) (1.1)

Khi dit liéu d3 duge ma hoa, trude khi truyén di, chung duoc chia thanh cac goi
tin nho va truyén di nhidu huéng khac nhau dwa vao cic nit cua hé thong mang.

Ké tan cong co thé “nghe trom” thong tin trén duong truyén va chan thu cac goi
tin nham danh cap thong tin. Do vay viéc chia nho cac géi tin trong khi truyén ciing
1a mot bude quan trong lam gidm rii ro truyén tin va mat dir liéu trén mang. Cac goi
tin sau khi luu thong trén mang mot khoang thoi gian t s& quy dinh vé thoi gian

song ctia goi tin (Time to Live - TTL).
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Ngoai ra trong qua trinh truyén tin c6 thé sé lwong goi tin dén dich khong du
nhung dya vao cac thudt toan ta c6 thé khoi phuc nhiing géi tin bi hong va tién hanh
ghép nbi cac goi tin sau d6 1a nhiém vu giai ma. Tai noi nhin voi thong diép ma M’
va khda mé K, thuat toan giai ma D s€ tao ra thong diép M

M = Dy(M?) (1.2)

Trong truong hop ké tan cong thu duoc dit liéu & dang m3 M nhung khong co
khoa K, thi bén nhan s& khoi phuc M hoic khoa K (véi gia thiét ké tn cong da biét
thuat toan mi E va thudt toan giai ma D). Trong trudng hop chi quan tim dén noi
dung théng diép, thi bén nhan s& khoi phuc théng diép M bang viéc sinh ra mot udc
lwong M™ caa MR, Tuy nhién thudng ké tin céng mong mudn tim ra khoa K dé giai
ma cac thong bao tiép theo, bé“tng cach sinh ra mot khoa udc lugng K’ cua K. Bo
bao mat ciia mat mé khoa bi mat nim & khoa K, 13 thuéc do mtc d6 kho khin cua
viéc tim ra thong bao rd khi biét ban ma.

Nhu vay khong gian khoa dong vai tro cot 18i dé bao dam bi mat cho thong tin
dugc ma hoa. Hién nay trén thé gidi co rat nhiéu thuét toan, phuong phap ma hoa
khac nhau [14]. Tuy nhién tuy theo muc dich va diéu kién ngudi ta ap dung cac
phuong phap ma héa khac nhau. Mot s6 phuong phap ma héa duoc trinh bay duéi
day.

M3 hoa dang khéi DES (Data Encryption Standard) dugc dua vao sir dung bat
dau tir nam 1977 boi NIST - Vién tiéu chuan va cong nghé Qudc gia My va duoc sir
dung ngay cang phd bién trén toan thé giéi va duoc coi 1a trong d6i an toan. DES
sit dung ma khdi dir liéu véi mdi khoi 12 64 bit. Nam 1999 DES duoc thay bang
phién ban nang cdp cao hon nhu 3DES. Pén thang 5/2005 NIST da bii bo tiéu
chuan 3DES va dugc thay biang AES.

Pic biét 1a tiéu chuin ma nang cao AES (Andvanced Encryption Standard) do
Rijndael va Joan Daemen cong b nam 1998 va duoc cong bb tiéu chuan 2001 véi
kich thudc khéi dir liéu 128 bit va do dai khda co thé thay d6i 128, 192 hodc 256
bit. Ta c6 thé thdy khong gian khoa cia DES gdm 256 phan tir trong lic d6 khong

gian khoa cua AES 1a 2% hodc 16n hon.
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Dang ma hoéa khac do la RC5 (Rivert Cipher 5), day la dang ma hoa hién dai da
dugce dang ky ban quyén cia RSADSI. RC5 c6 nhiéu kich thudc khoa va dit lidu
khéac nhau va dic biét khong c6 vong lap. RC5 duoc danh gia 13 an toan va dé dang
cai dat trén nhiéu bo vi xtr Iy phan cing khac nhau. Phién ban tiéu chuan hién nay 1a
RC5-32/12/16 [15], [16].

Ngay nay trong linh vuc thuwong mai, nguoi ta sw dung mdt ma khoa cong khai
va md héa khéa bi mdt dé phuc vu thoa thudn trao doi khéa. T rong lugn an TS “H¢
tiéu chudn tham sé an toan cho hé mdt RSA va g dung” cua tic gia Hoang Van
Thire (2011) [17] ciing da déanh gid chung vé Hé mdt khéa cong khai RSA va cdc dé
xudt dé dai khéa; Vin dé rat quan trong la phdi c6 1 kénh truyén an toan dé trao
doi khéa bi mat. Hién tai NCS chua tim thdy danh gia vé mat ly thuyét do an toan
ciia cdc hé mdt ma khéa céng ma chi ¢é mét sé danh gid mang tinh thye hanh théng
qua mé phong. Trong thuc té cong tdc lién lac bi mdt nghiép vu, trudc tién phdi bdo
mat dwoc noi gui va noi nhdn ciing nhu phat hién xem qud trinh lién lac bi mdt co
bi tan coéng hay khéng?.

Ndam 2007 Chinh phii dd ban hanh tiéu chudn mdt md quoc gia dé danh gia dé
an toan khéa md nhw “Hé tiéu chudn danh gid khéa ma”, TCVN 7817-3:2007 [18]
khuyén cdo 7 co ché théa thudn khéa bi mdt, 6 co ché vin chuyén khoa bi mat va 3
co ché vin chuyén khoa cong khai. Viéc ap dung cac tiéu chudn nay dwoc thuc hién
dudi sw hwdng dan va gidm sat cia cdc co quan chuyén nganh nhw Ban Co yéu
Chinh phii [19]. Trong thuc té cdc tiéu chudn thudt todn néi trén it khi dp dung vao
linh viee lién quan dén cong tdc lién lac bi mdt nghiép vu cia nganh Céng an. Cdc
hé tiéu chudan mdt ma qué'c gia moi duoc ap dung vao viéc ma hoa ban tin mat
truée khi dwa vao gidu tin, do vy trong ludgn dn NCS coi nhw cac bdn tin mdt can
gidu da dwoe md héa ndi dung trieée khi dp dung thudt todn gidu tin dwoc dé xudt.

K¥ thuat gidu tin mat di giai quyét dugc nhitng van dé néu trén, tuy nhién van
dé dat ra & day la thuat toan gidu tin c6 dat yéu cau dit ra hay khong? Nhiing yéu
cau can phai giai quyét dé la:

- Luong thong tin M gidu dugc trong anh c6 du 16n?
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- Su thay ddi anh gidu tin S so v6i anh gbe C?

- Trude khi duoc gidu, thong diép d6 can phai dugc ma hoa bang thuét toan ma
hoa nao do.

Viéc tao ra mot chudi diy bit gia ngiu nhién tuan hoan c6 chu ky cuc dai 1a rat
can thiét trong thoa thuin trao d6i khéa bi mat. Cung véi do, ddy bit gia ngiu nhién
nay dugc XOR véi day bit cua thong diép dugc ma hoa s€ tao ra ban ma maéi sau do
moi gi'flu vao anh sb. b6 cling chinh la mot trong nhiing muc ti€u cia luan an: tao ra
day gia ngau nhién c6 chu ky cuc dai nham phuc vu trao ddi khoa bi mat va phuc vu

ma hoa thong di€p khi giau vao anh so.

1.2.2. So' @0 giau tin tong quéat trong dir liéu da phwong tién

So d6 gi4u thdng tin tong quat gdm qua trinh giau tin va qua trinh trich tin [20].
Khéi quat qua trinh gidu tin va trich tin nhu 2 so d6 trong hinh 1.2 va 1.3 dudi day.
Trén hinh 1.2 ngoai thong tin can gidu M va vat mang tin géc C, mdi thudt toan
nhing tin déu dugc trang bi khoa mia K dé nang cao su an toan cho hé thong. Vi
trong cac ing dung truyén thong tin, thong thudng cac “vat mang tin” S déu bi cong
khai. Do vay viéc sur dung hé théng trao d6i khoa bi mat trong thuat toan giéu tin rat

quan trong, ngoai viéc bdo mat, nd con phuc vu cho viéc trich tin.

Vit mang tin gbc

: !

Thong tin can K thuat gidu tin “Vat mang tin”
gidu M > (thuat toan) : (sau khi gidu) S
Khoa ma K T

Hinh 1. 2. So d6 gidu tin
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Vit mang tin goc Khoa ma K
D J—— -
C
Tach théng tin K¥ thuat trich “Vat mang tin”
giau M € tin (thuat toan) € (sau khi giau) S

Hinh 1. 3. So dd trich tin

Sau khi nhung tin, “vat mang tin” S duoc truyén trén cac hé thong thong tin c6
thé bi mat hoic cong cong. O phia ngudi nhan, thu tyc trich tin dugc trinh bay trong
hinh 1.3. Déi voi ngudi dung hop 1€, ngoai viée trich tin dé nhan duoc thong tin M,
nguoi nhan con phai kiém tra xem tinh x4c thuc va toan ven cua “vat mang tin” S
xem c6 bi tan cong hay khong?

Nhu d3 trinh bay ¢ trén, gidu tin 12 phuong phap nhung thong diép M vao vat
mang tin gc C dé nhan dugc d6i tuong S. Khi nhiing M vao C, cac k¥ thuat gidu
tin thuong phai bién ddi theo mot thuat toan nao do dé nhan duoge S. Do vay, gitra S
va C bao gio ciing co6 su sai khac nhat dinh. Su sai khac nay co thé duoc phat hi¢n
bang cac chuong trinh, hodc bang hé thdng thi giac dbi véi dir liéu dang hinh anh,
hoic bang hé théng thinh giac ddi v6i dir liéu Am thanh. Thuat toan c6 tinh che giau
cang cao thi cang kho phat hién. No6i cach khac, su sai khac gitta vat mang tin gbc C

va “vat mang tin” S cang it thi tinh che gidu cang cao.

1.2.3. Ky thuit giau tin mat trong anh sé va nghién ciru lién quan

1.2.3.1. Khai niém va nghién ctru lién quan

Theo quan diém ctia nghién ctru sinh: Gidu tin mat trong anh sé (con goi 1a
thong tin gidu trong anh sd) c¢6 nghia 1a Thong tin s& dugc gidu cung véi dir lidu anh
nhung chat luong anh it thay doi va khong ai biét dugc ding sau anh dé c6 chua
thong tin hay khong [21], [3], [22], [23]. Ngay nay, khi anh sé di duoc sir dung rat
pho bién, thi gidu thong tin trong anh di dem lai rat nhiéu nhiing ing dung quan

trong trén nhiéu linh vyc trong doi song xa hoi. Mot dac diém cua gidu thong tin
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trong anh d6 1a thong tin dwgc gidu trong anh mot cach vé hinh, né nhu 1a mot cach
ma truyén thong tin mat cho nhau ma ngudi khac khong thé biét duge boi sau khi
gidu thong tin thi chat lvong anh gan nhu khong thay dbi dic biét ddi voi anh mau
hay anh xam.

Nam 2012, bao chi dd dugc cic co quan diéu tra tiét 10 thong tin tén tram
khung bd qudc té Osma BinLaDen di sir dung cach thire gidu tin trong birc anh dé
ma hoa t6t hon nhim muc dich trao doi, ra 1énh cho cép dudi. Ngoai ra, chung con
dung quyén kinh thanh duoc viét bang tiéng Anh nhdm chuyén cac ban khoa va giai
mi dé phuc vu lién lac bi mat. Cuc tinh bao trung wong Mi (CIA) va cic co quan an
ninh quéc té da bi qua mit vé van dé nay. Sau khi dugc cong b, viéc nghién ciu
cac van dé lién quan dén gidu thong tin trong anh va phat hién anh gidu tin ngay
cang duoc quan tam trén toan thé gigi khong chi véi cac co quan dic biét ma con ca
cac nha mat ma hoc.

C6 kha nhiéu cong trinh nghién ctru vé k§ thuat gidu tin trong anh di duoc cong
b trén IEEE. Hinh 1.4 [24] thong ké tir ndm 1996 dén nam 9/2015 s6 luong nghién

ctru duoc cong bd vé steganography (gidu tin mat) 1a 1855 cong trinh.

800

T T T T T T T T T T T T T T T T T T T T
I Stegancgraphy
I Audio steganagraphy
[ Video stegancgraphy
700 [-| C— Image stegancgraphy
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1

300 -

200 - -
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1996 1997 1988 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2004 2015
Month

Hinh 1. 4. S6 lwong nghién ctru vé Steganography va cac dang gidu tin trong

anh, video, audio dugc IEEE xuét ban tir nam 1996 dén nam 2015.
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Nhirng thong tin trong hinh 1.5 va 1.8 [12] mac du da ci (do cac tai liéu ma
luan an tham khao chi cap nhap dén nim 2007-2008) so v6i thoi diém thuc hién noi
dung nghién cru cia minh, tuy nhién vi nhiéu Iy do khac nhau, nhitng s liéu thong
ké vé nghién ctru bao mat thuong it duoc cong bd trén cac phuong tién thong tin.
Ngoai ra, cac thudt toan gidu tin cling nhu cac k¥ thuit watermark déu khéng dugc
cong bd rong rai vi Iy do nhay cam ciing nhu cac tmg dung ctia né ddi voi an ninh
thuong mai dién tr, dic biét 1a qudc phong-an ninh. Luan 4n ciing chwa tim thay cac
thdng ké vé& nghién ctru nay & cac mdc thoi gian nhitng nim gan day.

Tir cac hinh 1.4, 1.5 va 1.8 cho thdy ty 1 giita gidu tin gita cac dinh dang da
phuong tién 13 khac nhau, trong d6, gidu tin trong anh chiém ty 1¢ 16n nhat. Giu tin
trong anh dugc st dung nhiéu nhét vi cac 1y do nhu d& thuc hién nhét, ty 1€ giéu
duogc nhiéu thong tin nhét va hién nay anh s6 duoc st dung nhiéu nhét trén mang
vién thong néi chung. Ngoai ra gidu thong tin trong anh chiém ti 1¢ 16n nhét trong
cac chuong trinh tmg dung, cdc phan mém, do luong thong tin dugc trao ddi bang

anh 1a rat 16n.

Disk space
Cover type Count
Audip 445 Audio
Disk space 416
Images 1689
Network 39 T
Other files 81 tropes ext
Text 255 Video (2.8%)
Video 86 Other (2.7%)

Network (1.3%)

Hinh 1. 5. Ty 1¢ va s luong cac tng dung gidu dir liéu trong dit liéu da phuong
tién nam 2008.

Gidu tin trong anh gdm hai giai doan: nhing thong tin vao anh gdc va tach

thong tin di gidu. Dé ting cudng d6 an toan cho thong tin dem gidu, thuong thi
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trude khi gidu thong tin c6 thé dugc ma hoa bang k¥ thuit ma hoa nao d6 [3], [25].
Trong qua trinh tach tin, ngudi ta thyc hién cac budc nguoc lai.

Theo [11], d6i voi dir liéu hinh anh, tinh che gidu cua phuong phap gidu tin co
thé duoc danh gia thong qua chit luong anh chira tin so v6i anh gdc bang hé sd
PSNR (Peak Signal-to-Noise Ratio). Lugc d6 nao ¢ gia tri PSNR cang 16n thi chit
lwong anh cang cao (tinh che gidu cang cao). Theo [24] ta c6 so d6 qué trinh gidu

tin dién hinh nhu hinh 1.6 sau.

‘ q

Message x  J

Internet /

Message Stego Image
i Public channel

, Stego Image > Message » Message x
Embedding o

Extraction

Cover Image

Ali
ice Bob

Hinh 1. 6. So d6 qué trinh gidu tin trong anh

Mot sé phép bién ddi duoc st dung cha yéu trong qua trinh gidu tin va tach tin
nhu sau: cac phép bién doi cosine, wavelet, fourier roi rac.

Dé nang cao tinh bén vimg, cac thut toan gidu tin thudng bién dbi anh sb tir
mién khong gian sang mot mién biéu dién moi (mién bién doi), hay con goi 1a mién
tan s6 va lya chon nhimng dic trung thich hop dé nhing tin, sau d6 dung phép bién
d6i nguoc twong Gmg dé chuyén dit liéu tir mién bién doi vé mién khdng gian. Mot
s6 phép bién d6i thuong duoc sit dung nhu: DCT va DWT, NMF (Non-negative
Matrix Factorization) [26], SVD (Singular Value Decomposition) va phép bién dbi
QR. Nhom ki thuat nay sir dung mot phuong phap bién doi truc giao nao dé, chang
han nhu Cosine 10i rac, hay Fourier... dé chuyén mién khong gian anh sang mién
tan s6. Thuy van sé& dugc nhing trong mién khong gian tan sé cta anh theo ki thuat

trai pho trong truyén thong. Pay l1a ki thuat phd bién nhat v6i nhiéu thuat todn va
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duogc hira hen 1a mot phwong phéap tot giai quyét van dé dam bao hai thudc tinh quan
trong cta thuy van sau khi giau.

Bién d6i cosine roi rac dugc thue hién theo chuin nén anh JPEG, mién dir lidu
pixel cta anh duoc chia thanh cac mién nho (thuong 14 kich c¢& 8x8 hodc 16x16
pixel) str dung phép bién cosine roi rac duoc cac hé sd cosine [27], thong tin thuong
duoc giéu véao cac hé sb cosine ¢o gia tri 16n nhét hodc nam & mién tan sb gitra nhu
cac ky thuat giau [28], [29].

Bién dbi wavelet 101 rac, st dung phép bién doi wavelet roi rac bién d6i mién
dir liéu pixel thanh bbn bang tan méi LL, LH, HL, HH. Céc gié tri trén bon bang tan
nay goi 1a cac hé s6 wavelet. Theo nhan dinh cta nhitng nha gidu tin thi khi c6 thay
d6i nho cac hé s6 wavelet trén hai bang tan cao LH va HL (mot sé k¥ thuat gidu sir
dung ca bang tin HH) sé& it anh hudng dén chat lugng truc quan ciia anh ban dau
nhu cac k¥ thuat gidu [27], [30].

1.2.3.2. Giau tin trén LSB

Céc k¥ thuat gidu tin trong anh [31] pho bién nhat hién nay 13 k¥ thuat gidu tin
trén LSB (Least Significant Bit) vi thay dbi trén bit LSB it anh huéng dén chat
lugng anh theo kha ning cam nhan ctia con ngudi. Pay 1a phuong phap thay thé cac
bit thong tin vao bit LSB cta diém anh [27], va 1a hudng tiép cn cta luin an d6i
v6i ndi dung nghién ctru vé gidu tin trong anh s6. K¥ thuat LSB dugc mo ta nhu &
hinh vé 1.7 [4] dudi day.

Trong mdt diém anh cta anh 8-bit cip d6 xam co thé biéu dién dudi dang chudi
nhi phan 8 bit (gia st diém anh p c6 gia tri 236 c6 thé biéu dién thanh chudi nhi
phan 8 bit 12 “11101100”) thi 7 bit lién tiép dau tién (1a chudi bit “1110110”) goi la
cac bit MSBs (Most Significant Bit) ¢c6 y nghia quan trong nhat ddi véi diém anh,
con bit cudi cung (bit “0”) goi 13 bit LSB vi c6 anh hudng it nhit dén su thé hién
ctia diém anh. Do vay, viéc thay doi gia tri ciia bit LSB (tir “0” sang “1” hay tir “1”

sang “0”) khong lam anh huéng nhiéu dén chét lugng cia anh.
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LSB Hiding
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Hinh 1. 7. Giu tin vao bit LSB, ltic nay gi4 tri diém anh tir 1 thanh 0

Vi du, xem xét mot buc anh da mirc xam 8-bit, mdi diém anh (pixel) chira mot
byte gia tri xam. Gia st rang, 8 diém anh dau tién ctia anh gbc c6 gia tri sau:

10010111 10001100 11010010 01001010 00100110 01000011 00010101 01010111

Céc bit LSB da dugc t6 dam, mau do. Dé gidu chir A c6 gia tri nhi phan la
01000001 vao anh trén, chung ta can thay thé ciac LSB ciia cac diém anh va gia tri
mai cua anh trén la:

10010110 10001101 11010010 01001010 00100110 01000010 00010100 01010111

Nhin vao vi dy trén ta thiy rang trong 8 diém anh du tién, chi c6 diém anh thir
1,2,6,7 (mau xanh) 1a thay d6i tir 0 sang 1 hoic nguoc lai, cac diém anh con lai
3,4,5,8 (mau do) trung véi gia tri nhi phan chit A nén khong bi thay doi.

Vi dy, trong anh 24 bit mau, mdi mau duoc biéu dién boi 24 bit tuong ung voi
ba mau RGB, méi mau chiém 1 byte [32]. Nguoi ta sit dung mot tinh chét cia mat
ngudi 13 su cam nhan vé mau B (Blue) kém son so v6i mau RG, vi thé ta thuong
chon bit cudi cung trong 8 bit biéu dién mau B ctia mdi diém anh dé gidu tin. Thay
d6i bit cudi cling trong 8 bit biéu dién mau B chi lam gia tri biéu dién mau B ting
hodc giam di 1 don vi. Do vay cic bit it quan trong nhit trong trudng hop nay 1a bit
thir 24 ctia mdi diém anh. Mot sb thuat toan mudn gidu nhiéu hon va chat lugng anh

thip hon c6 thé sir dung bit cudi ciing cia mdi byte biéu dién mdi mau RGB 1am bit



21

it quan trong nhit. Trong trudng hop ndy thi mdi diém anh s& chon ra duge 3 bit
LSB. Tuy nhién phuong phap nay ciing c6 nhiéu han ché nhu khéng dam bao tinh
bén vitng cta thiy van ddi v6i cac thao tic nhu quay hay nén anh JPEG chang han.

Hién nay k¥ thuét gidu tin trén LSB van tiép tuc dugc wa chudng va su dung
phd bién nhat vi n6 rit don gian va c6 kha ning gidu dugc nhiéu thong tin. Mdi
diém anh c6 thé nhung dugc mot bit thong tin, do d6 ti 16 nhing 16n nhat 1a mot bit
thong tin trén mot diém anh (hay do dai bit thong tin c6 thé nhing bang sé diém anh
cua anh).

1.2.3.3. Mt s6 phwong phap gidu tin mit khac

a. Mot s6 phwong phap gidu tin khac cia LSB

- Phuong phap tang giam LSB: bit thong tin s€ dugc so sanh vi bit LSB cua
diém anh dugc chon (c6 thé tuan tu hodc ngau nhién). Néu bit thong tin cing gia tri
v6i bit LSB ciia diém anh can giau thi coi nhu s& giau 1 bit thong tin d6 vao diém
anh ndy, nguoc lai bit LSB s& duoc XOR voi 1 dé cung gia tri v6i bit thong tin d6
[2].

- Phwong phdp dong chan Ié: trong phuong phap nay, ngudi ta chia mién
khong gian anh thanh nhiéu khéi bang nhau, bit thong tin duoc giadu vao ting khoi
theo nguyén tic s bit 1 ctia khdi LSB 14 1¢ néu bit thong tin can gidu 1a 1 va nguoc
lai, s0 bit 0 ctia khéi LSB 1a chin néu bit thong tin can gidu 1a 0. Trudng hop khong
tring, ta thay doi gia tri LCB d6 dé bao dam “dong chin 1&” voi bit thong tin can
giu [33].

- Két hop cdc phieong phap gidu LSB khdc nhau: phuong phap tuan tu (bit LSB
dugce chon dé gidu thong tin c6 thé chon theo tht tu tuan ty), phuong phap ngiu
nhién (bit LSB duoc chon dé gidu thong tin c¢6 thé chon theo thir tu ngau nhién),
phuong phép ting giam (bit LSB duoc chon s& giit nguyén néu trung véi bit thong
tin, va nguoc lai bit LSB d6 sé ting/giam 1 dé trung véi bit thong tin), phuong phap
d6ng chin 1¢) ciing vi mot sb thao tac nio d6 nham nang cao hiéu qua an toan cho
thong tin duoc gidu. Cac phuong phap déu nhim bio dam cho k¥ thuét gidu tin

trong mién khong gian khong bi pha v& trudc cac phép tan cong hinh hoc [2].
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- Phwong phdp gidu tin theo hinh thirc chén nhiéu SS: Dir liéu dem gidu s&
duoc diéu bién thanh mot chudi tin hiéu mang thong tin theo mdt hé sb bén viing a,
sau d6 dugc chén vao dir liéu anh gbe. Pién hinh 1a phuong phép cua J.Cox, anh
gbc s& dugc bién ddi Cosine va chon ra mot lugng hé s6 DCT [34] [35]. Theo
J.Cox, cac biéu thirc hiéu chinh nay cho phép gidu thong tin bén vitng trong anh
trudc cac tn cong nhidu va mot sb phép bién d6i hinh hoc.

- Phwong phdp gidu tin diéu chinh hé sé lwong tir QIM: 14 mot phuong phap
gidu kha phd bién do Chen va Wornell gi6i thiéu [36], mic du k¥ thudt gidu hoi
phirc tap va kha nang gidu thap hon k¥ thuat gidu LSB, nhung ciing giéng nhu k¥
thuat gidu SS, QIM lam cho thong tin ¢6 thé bén viing trudc cac tin cong hinh hoc
va nhiéu. C6 nhiéu phuong phéap gidu tin dé xuit theo hinh thirc gidu nay.

- Ngoai ra con co Ky thudt mo rong sai phan DE (Difference Expansion): do
Tian dua ra (2002) [37], day 1a k¥ thuat gidu tin dya trén mo rong hé sd sai phan
cta diém anh dit liéu anh duoc tinh sai phan theo biéu thirc (2.15), thong tin dugc
giéu trén LSB ctia cac hé sb sai phan sau khi dugc moé rong. Nam 2003, W.Ni va
cong su dé xuét k¥ thuat giéu thuan nghich dya trén dich chuyén biéu d6 tan suit
goi la NSAS [38].

Hién nay, c6 rat nhidu phuong phap gidu tin khac dd va dang dugc cac nha
khoa hoc trén thé gidi tiép tuc nghién ciru, cai tién.

b. Thuit toan giiu tin kinh dién ciia Wu-Lee va thuit toan CPT

+ Nam 1998, M. Y. Wu va J. H. Lee dé xuat thuit toan gidu tin Wu-Lee theo
khéi [39], trong d6 mot anh nhi phan ding 1am méi trudng gidu tin dugc chia thanh
cc khdi déu nhau, mdi khoi 14 mot ma tran nhi phan. Thong tin mat la mot bit mat
dugc gidu vao mdi khbi nay bang cach thay doi nhiéu nhat mot bit cua khéi. Ky
thuat gidu thong tin trong anh den trang do M.Y.Wu va J.H.Lee van dua trén tu
tuong gidu mot bit thong tin vao mot khéi anh gde nhung di khac phuc duge phan
nao nhing ton tai cia ma hoa khéi bang cach dua thém khoa K cho viée gidu tin va
dua thém cac diéu kién dé dao bit trong mdi khoi, theo diéu kién dé cac khéi anh

goc toan mau den hodc toan mau trang s€ khong duogc str dung dé giau tin. Qua trinh
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bién ddi khéi anh F thanh F’ dé gidu 1 bit b duoc thuc hién theo cong thirc
SUM(K”F’) mod 2 = b; Cong thitc nay ciing duoc st dung cho qua trinh tach, 1ay
tin di gidu. Danh gia vé thuit toan gidu tin Wu-Lee 1a chi c6 thé gidu duoc 1 bit
thong tin vao mot khdi mxn bit va ciing chi thay doi t6i da 1 bit, ngoai ra kha niang
bao mat khong tot.

+ K¥ thuat gidu tin ctia Chen-Pan-Tseng [40] st dung mot ma tran khod K va
mot ma tran trong s W trong qua trinh gidu va tach thong tin. Qua trinh bién ddi
khéi anh (ma tran nhi phan) F thanh F’ kich thudc mxn dé gidu ddy r bit thong tin
b1b,... b, dugc thuc hién sao cho: SUM((F’@® K) @ W) =b;b,. . . b, (mod 2"). Cong
thire trén duoc st dung dé tach chudi bit di gidu bib,. . .b, tir khéi anh F’. Thuat
toan CPT cho phép gidu gidu dugc t6i da r = log2(mn+1) bit dit liéu vao khéi anh
kich thugc mxn (véi 2" < mxn) bang cach chi thay d6i nhiéu nhét 2 bit trong khdi
anh gbc. Mot s6 thir nghiém vé danh gia thuat toan CPT cho thdy néu d6 16n ban tin
nho cho gia tri PSRN trung binh dat duoc kha cao va hiéu qua tdt; tuy nhién khi khi
tang do 16n ban tin, gia tri PSRN s& giam va nhiéu ting; Kha ning cta giu tin phu
thudc vao viéc chon khéa K va ma tran trong s6 W, Kha nang bao mat cua thuat
toan CPT cao hon so vdi thudt toan WL. Ngoai ra viéc trao d6i/phan phéi khoa 1a
van dé quan trong ma cac thuat toan trén khong dé cap dén.

- Mot sb nghién ctru lién quan: Ludn an tién sy Huynh Ba Diéu (2017) “Mot sd
k¥ thuat gidu thong tin trong 4m thanh s&” [41], ludn 4n tién s§ Nguyén Hai Thanh
(2012) “Nghién ctru phat trién cac thuit toan gidu tin trong anh va ung dung trong
mi dan hoi” ciing dé xudt cai tién thuat toan CPT. Ngoai ra, Yu-Chee Tseng;
Hsiang-Kuang Pan (2001) [40]; Hioki Hirohisa (2003) da d& xuit mot thuat toan
CPT cai tién nhim ting chat luong anh c6 gidu tin. Ahmed Al-Jaber va Khair Eddin
Sabri (2005) c6 dé xuit mot phuong phap gidu 4 bit trong khdi ma tran nhi phan
5x5 ma khong sir dung ma tran trong sé nhu trong phuong phap CPT. O Viét Nam
cling c6 nhiéu cong trinh nghién ciru vé gidu tin mat da dwugc cic nhom ctia Hoc
vién KV thudt Quan sy (Pao Thanh Tinh), Vién CNTT - Vi¢n Khoa hoc va Cong
nghé Viét Nam (Nguyén Xuan Huy), Truong Dai hoc Giao thong Van tai (Pham
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Van At), Truong Pai hoc Cong nghé - Pai hoc Quéc gia Ha Noi (Trinh Nhat Tién)
[2], Vii B4 Pinh, Nguyén Xuan Huy, Pao Thanh Tinh (2002) “Panh gia kha
ning gidu dir liéu trong ban dd s6” [42], Vii Vin Tam, Phan Trong Hanh
(2014) “Mot phuong phap mdi nhing dir liéu vao tin hiéu audio” [43], Bui
Vin Tan (2012) “Nang cao hiéu qua gidu tin trong anh nhj phan”, [44]....

=> Tir 2 thuat toan WL, CPT va mdt sd thuét toan cai tién khac, NCS nhan théy
chu yéu 14 céc thuat toan cai tién tir ma khoi. T nam 2000 dén nay da c6 rat nhiéu
nghién ctru dé dua ra cai tién cac thuat toan WL, CPT. Hon nira, WL va CPT vura
phtrc tap lai vira khong gidu duoc nhicu thong tin mat 1a yéu cau can cé cua cac ki
thuat gidu tin mat (Steganography). NCS nhan thay tai liéu [4] 13 sach chuyén khao
tuong ddi tong quat nhat vé gidu tin trong da phuong tién gom cac nguyén tic, cic
thuat toan va ing dung.

=> Tir 2 thuat toan WL, CPT va mot sd thudt toan cai tién khac dd cé nhiéu
nghién ciru nham myc dich nguoc lai 1a phat hién anh ¢ giau tin. Hai huéng nghién
ctru vé phat hién anh c6 gidu tin dua trén cac thudt todn gidu tin nhu di trinh bay &
trén 1a: thuat toan phat hién mu (blind steganalysis) va thuat toan phat hién c6 rang
budc (constraint steganalysis) [2]. Trong thuc tién, phat hién anh c6 gidu tin ¢6 2 ¥
nghia: thir nhat phuc vu dic lyc cho an ninh qudc phong, thtr 2 nang cap va thic day
cac nghién ctru mai vé k¥ thudt gidu tin trong anh tot hon.

Do vay NCS khong lua chon hai thuat toan WL, CPT dé cai tién ma su dung

cac thuat toan co ban [4] va dé xuét cach giai quyét ciia minh.

1.2.3.4. Tinh chit k¥ thuat gidu tin

Cac k¥ thuat gidu tin déu c6 mot sb tinh chit (kha ning) chung giéng nhau nhu:
kha ning nhung tin, kha niang che gidu (tinh an) va kha ning bao mat [12], [45].

a. Khd nang nhung tin

Kha niang nhing tin ctia mot thuat toan giu tin 1a sb bit dir liéu c6 thé nhung
duogc trén mot don vi dir liéu moi truong. Thuat todn nao nhung duogc nhiéu dit liéu

hon thi ¢6 kha nang nhiing tin cao hon va ngugc lai. Kha nang nhing tin 1la mot
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trong nhitng tinh chat quan trong nhét cua k§y thuat gidu tin. Thuong nguoi ta do kha
nang giau tin boi ty 1& gidu tin , tc 13 ty sb gitra cac bit thong tin gidu dugc so véi
s6 luong cac LSB cua anh ma khong 1am anh huéng dang ké chit lwvong cua anh.

b. Khd ning che gidu (tinh dn)

Hé s6 PSNR duoc dung dé tinh toan kha ning che gidu cua thuit toan gidu tin
[46]. Gia tri PSNR cang 16n, kha ning che gidu cang cao va nguoc lai. Hé s6 PSNR
giita anh mang tin S (Steago) so véi anh géc C (Cover) kich thuéc m X n duoc tinh

theo cong thuc (1.3) duoi day.

PSNR = 20log1o(MAX/sqrt(MSE)) (1.3)
Con tham s6 MSE duoc tinh nhu sau:
MSE = — %7, $7,[C(0, ) = S )T (1.4)

Trong d6, MAX 1a gia tri cyc dai ciia diém anh va MSE 14 sai s6 binh phuong
trung binh. Gia tr1 PSNR tinh theo don vi decibel (dB).

Pbi voi mot thuat toan gidu tin, kha ning nhing tin va kha niang che gidu co
quan hé mat thiét v6i nhau. Dbi v6i mdi thuat toan giau tin, khi ting dit liéu nhing
thuong 1am giam chit luong anh chira tin. Do vay, tiy thudc vao timg trudng hop,
cac thuat toan gidu tin dua ra nhiing giai phap khac nhau nham can bang hai tinh
chét nay.

c. Tinh bao mdat

Tuong tu nhu cac hé mat ma, cac thuét toan giéu tin thuong dugc cong khai khi
tmg dung. Do d0, su an toan cua phuong phéap giau tin phu thuéc vao do kho cua
viéc phat hién anh co6 chira thong tin mat hay khong. Mdi khi thu dugc cac anh sb,
lam thé nao dé phat hién dugc trong cac anh do, anh nao nghi c6 chtra thong tin an?
Ddi véi cac hé théng thong tin lién lac bi mat, khi st dung cac thuat toan giéu tin
ching ta can bao mat duge cac thuat toan giéu tin 46 dé bao dam anh chaa tin mat
khong bi phét hién va khong thé tach thong tin da gidu ra khoi anh d6 khi bi tin

cong trén duong tuyén.
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1.2.4. Ky thuat danh ddu watermark va nghién ciru lién quan
1.2.4.1. Khai niém va nghién ctru lién quan
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Hinh 1. 8. Nghién ctru vé Steganography va Digital Watermark duoc IEEE
cong bé tir 1991 dén 2006

Trai v6i gidu tin mat trong anh sb da trinh bay trong 1.2.3, k¥ thuat watermark
1a nhitng k¥ thuat gidu tin duoc dung dé bao vé dbi twong chua thong tin gidu; c6
nghia 1 né duoc ding dé bao vé “vat mang tin” S. Hinh 1.8 cung cap thong tin cac
nghién ciru dugce cong bd trén IEEE tir nam 1991 dén 2006 vé Steganography va
Digital Watermark [12]. Thiy van (Watermark) 1a mot ky thuat ndi tiéng duge dung
dé bao vé va danh diu bao mat trong thong tin k¥ thuat s6, di dugc khai thac thanh
cong trong linh vuc 4m nhac va luu trir dit liéu video, anh s6 va truyén thong.

K¥ thuat thity van s dugc dinh nghia nhu 13 mot qua trinh chén (nhung) thong
tin “danh ddu” va dir liéu da phuong tién nham muc dich chinh 13 ban quyén san
pham da phuong tién. Viéc nhiing ddu watermark vao cac dir liéu da phuong tién c6

KA

thé 1am giam chét lugng cta “vat mang tin” S nhung né chinh 1a “ddu vét” nham
xéach dinh tinh x4c thyc ciia “vét mang tin” S hodc dung dé chirmg minh ban quyén

cua “vat mang tin” gitta nguo1 giri va nguoi nhan.
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LA

Viéc danh ddu bao mat watermark nhim bao dam an toan cho “vat mang tin”
mac du thuat toan thyc hién la cong khai. Viéc trao d6i khoa bi mét duogc thong qua
nhiéu hinh thirc trao doi khoa khac nhau nhung trong luan an nay khéng dé cap dén.

Poi véi thity van so (Digital Watermark), trong pham vi cia ludn én, NCS chi
vng dung cdc ky thudt hién c¢é ndy dwa vao dnh sé la “vdt mang tin” lam cong cu
ddnh gid va phdn tich hiéu nang chong lai tan cong, tinh xdc thire ma khéng dat van
dé nghién ciu. Moi mot phirong phdp gidu tin tot trén anh so cé thé dwoe sir dung
nham danh gid wu nhwoc diém dé tir d6 hé tro, tham khdo cho viéc nghién civu gidu
tin trén cac dinh dang da phwong tién khdac nhw am thanh, video ...

Mot bo watermark co cac thanh phﬁn chinh: 1. “Vat mang tin” S trudc khi
nhing thily van sd; 2. Thanh phan watermark W; 3. Him nhung E va 4. Khod k. Tur
c4c thanh phan nay, chung ta c¢6 phuong trinh biéu dién “vat mang tin” S sau khi
duoc danh dau bao mat watermark 13

Sw = E{S,W} (1.5)

Vat mang tin S,, da 16n dé thuc hién cac hoat dong x1r 1y tin hiéu s6 nhu loc s,
nén tin hiéu sb, truyén thong sb... Tht nhét, S,, duoc hiéu 1a dé bao dam kha nang
trich xuat watermark nguoc lai tir thdng tin nhan dugc. Thir 2, yéu cau vé sy “tang
hinh” cta thuy van sd, tirc 1a hé théng s& van hoat dong binh thuong khi dwa vao tin
hiéu S hay tin hiéu S,. Ngit canh k¥ thuat & day 1a viéc dua thém S,, vao hé thong
s& khong yéu cau phai thay d6i, b6 sung hay diéu chinh phan cting hodc phan mém.

Theo [3], ta c6 so d6 tong quat qua trinh watermark nhu trong hinh 1.9 sau.

Original Watermarked Communication Watermarked
image S image SW channel - image Sy

l

Watermark (W) Q—» Watermark (W)

Secret key (K)

Hinh 1. 9. So d6 tong quat watermark
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1.2.4.2. Phan loai
KV thuat watermark duoc [47] chia thanh 2 nhém nhu sau:

Thuay van
Thity van bén viing Thity van dé v&
(Robust watermarking) (Fragile Watermarking)

Hinh 1. 10. Phan loai thuy van sd

Thuy van “dé vo” (fragile matermaking) 1a k§ thuat nhing watermark vao
trong anh sao cho khi truyén anh dé trén méi truong cong cong. Néu ¢ bat cir mot
phép bién doi nao lam thay d6i anh gdc da duoc danh dau thiy van thi anh nhan
dugc s& khéng con nguyén ven so v4i anh nhiing watermark ban dau (dé v&). Cac
k¥ thuat watermark cé tinh chat nay duogc st dung trong cac tng dung nhan thuc
thong tin va phat hién xuyén tac théng tin. Thiy van dé v yéu cau dau thuy van
phai nhay cam (dé bi bién déi) trude sy tin cong trén dir liéu thuy van. Do vay,
thay van dé v& thuong duoc tng dung trong xac thuc tinh toan ven cua san pham
chtra ddu thay van trén cac mdi truong trao d6i khong an toan. Pé xac thuc tinh
toan ven cua cac san pham chira dau thiy van, thut toan xac thyc thudng so sanh
su sai khac gitta ddu thuy van trich duge (W?) voi ddu thuy van goe (W). Néu c6 su
sai khac gitta W va W’ thi két luan san pham chtra ddu thay van di bi tan cong, néu
trai lai thi két luan san pham chua bi tn cong (toan ven). Ngoai xac thuc tinh toan
ven, mot sb k¥ thuat thuy van dé v& con c6 kha nang dinh vi cac vung dir li¢u bi tan
cong, muc dich viéc dinh vi nay con giap cho viéc du doan dugc muc dich tan cong
cua bén thur 3.

Nguoc lai, v6i k¥ thuat thity van dé v 12 k§ thuét thiy van bén virng (robust
watermarking). Cac ky thuat thiiy van bén viing thuong duoc ing dung trong cac
tmg dung bao vé ban quyén. Trong nhitng tmg dung d6, watermark déng vai tro 1a

thong tin s hitu ciia nguoi chit hop phéap. Dau watermark duge nhing trong anh sé
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nhu mot hinh thirc dan tem ban quyén. Trong trudng hop nhu thé, watermark phai
t6n tai bén vitng cing voi anh s6 nham chdng viéc tay x04, lam gia hay bién doi pha
huy diu watermark. Thily van bén vimg yéu cu ddu thiy van phai it bji bién d6i
(bén ving) trude su tin cong trén san pham chira ddu thuy van, hodc trong truong
hop loai b duoc dau thuy van thi san pham sau khi b tdn cong ciing khong con gia
tri st dung. Do viy, nhitng luoc dd thuy van bén viing thuong duoc Gmg dung trong
bai toan bao vé ban quyén. Theo [48] cac phép tAn cong phd bién nhim loai b dau
thuy van ddi véi anh s6 1a nén JPEG, thém nhiéu, loc, xoay, cit xén, 1am mo, thay
d6i kich thudc, thay d6i cuong d6 sang, thay d6i do twong phan.

Do vay, ddi v6i loai thuy van nay, tinh bén viing va tinh che gidu duoc quan
tam hon so véi cac tinh chat con lai ciia phuong phap gidu tin.

Thily van bén vimng lai dugc chia thanh hai loai |a thily van an va thuy van hién.
Watermark hién 1a loai watermark duoc hién thi ngay trén san pham da phuong tién
va nguoi ding c6 thé nhin thdy duoc. Cac dau watermark hién trén anh duéi dang
chim, mo hodc trong suét dé khong gay anh hudng dén chat lugng anh goc. Péi véi
watermark hién, thdng tin ban quyén duoc hién thi ngay trén san pham. Con dbi véi
watermark an thi ciing giéng nhu gidu tin, bang mat thudng khong thé nhin thdy dau
thiy van. Trong van dé bao vé ban quyén, watermark an dugc dung vao viéc phat
hién san pham da phuong tién bi danh cip hodc danh trdo. Ngudi chii s¢ hitu hop
phap s& chi ra bang chung 1 watermark an da dwoc nhing trong san pham da
phuong tién bi danh cip d6 hoic bi danh tréo.

Ludn dn “Nghién ciru phiwong phdp bdo mdt théng tin dwoc gidu trong anh s6”
nham gidi quyét van dé: la bao mdt noi givi va noi nhdn ban ( ké tan coéng bi dong
sé tim cdch thu ldy ban ré trwde khi md héa va sau khi ma dich néu chiing biét dwoc
noi giri va noi nhdn ban ma. va danh gid khd ndng an toan cia hé thong phuc vu
chong lai cdc tan cong chii dong 1én dwong truyén (anh gidu tin dwrgc bdo vé bang
thity vdn sé bén viing). Trong phan tong quan (muc 1.1) NCS ¢6 trinh bay vé 2 hinh
thire tdn cong la tdn céng chi dong (Active) va tdan cong bi dong (Passive). Viéc lya

chon thuy van so chinh la kiém chung viéc ban tin hinh anh nhdan dwoc co bi tan
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cong chii dong dan dén sira doi hay chén théng tin gid; ngodi ra doi phwong cé thé
gdy nhiéu dwong truyén dé gdy tré (qud gio hen) hodc tham chi lam cho 2 bén
khéng nhédn dwoc théng tin can trao doi bi mdt [49]? Ngodi ra hién nay thiy vin dn
bén viing dwoc quan tdm nghién cieu nhiéu nhat nho img dung ciia né trong bdo vé
danh s6. Trong pham vi nghién civu, ludn dn khéng dat van dé nghién ciru méi doi
Véi thiy vin sé ma chi tmg dung ky thudt thity vdn sé dé tdp trung danh gid khd
nang an toan cua hé théng khi bi tan cong. Do vay ludgn an lua chon thuy van hién
bén viing dé thuc hién viéc mé phong danh gia trong chwong 3, ciing nhw thir

nghiém trong chirong 4. Khoi S,, trong hink 1.11 nham muc dich néi trén.

1.3. Panh gia kha ning an toan cia hé thong khi bij tan cong

1.3.1. Panh gié hiéu suét xir Iy anh c6 danh ddu watermark

Cac mang cam bién khong day (WSNs) dong vai tro then chdt trong qua trinh
phat trién cta Internet van vat (IoT). Trong d6, dac biét 1a cac mang cam bién anh
khong day (Wireless Image Sensor Networks: WSN) cd hang loat trng dung trong ca
an ninh-quéc phong va dan sy di va dang thu hat rat nhiéu hudng nghién ciru gin
day. Tuong tu nhu cic ha tang truyén thong, van dé an ninh mang ludn dugc dé cao
trong cadc mang cam bién WSNs. Cu thé, mot sd ky thuat bao mat vé nhén thye di
duoc dé xuét, trong do ky thuat danh diu bao mat watermark duogc coi 1a cach tiép
can day hira hen cho céac loai mang nay do tinh pho bién va don gian khi st dung.

Nhitng nim gan day, cic mang cam bién khong day dugc xem nhu phan quan
trong trong thoi dai ciia két ndi van vat qua Internet. Chung c6 ¥ nghia 16n trong
viéc truyén thong tin da dich vu cho nhiéu ing dung khic nhau. Trong d6, mang
cam bién anh khong day WSN, noi cac niit duoc trang bi cac camera thu nho dé
cung cép cac thong tin dudi dang hinh anh 1a mot cong nghé déy htra hen cho du
bao, theo ddi, giam sat hoac cac ng dung yéu cau an toan. Bén canh nhiing loi ich
hién hiru, WSN phai d6i mat véi nhiéu thach thire nhu thoi gian hoat dong, hiéu

ning mang do han ché vé bang thong, ning luong hay bao mat [50].
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Trong nhiéu tng dung dya trén nén va truyén anh, ky thuat nén 1a giai phap
nham t6i wu qua trinh xtr Iy anh doc lap. Theo do, tiéu chuan nén JPEG hodc
JPEG2000 [51] 12 mét trong nhitng k¥ thuat phd bién duoc st dung trong WSNs do
tinh tién loi va hiéu qua [52], [53]. Ké tir d6, lién tiép nhitng nghién ciru tap trung
vao khdo sat d§ phuc tap cac thuat toan bién d6i, dam bao nang luong hodc hi¢u
ning mang cho cac moi truong Gmg dung cu thé.

Tur khia canh an ninh, tai nguyén han ché dé xur Iy biao mat trong WSNs 1a mot
thach thtrc ¢d hiru. Do d6, danh diu bao mat watermark duge xem 1a mot cach tiép
can déy hira hen cho viéc dam bao nhan thuc, bao mat va bao vé ban quyén k¥ thuat
s6 nho viée xur Iy don gian so hon véi nhiing tiép can thong thuong [54], [55].

Qua tim hiéu, NCS chiea tim thdy nghién ciru nao danh gid dong thoi ca hai ngi
dung: so sanh hiéu nang 16i khi ding cdc thudt todn bién déi khdc nhau va ddnh gia
xdc sudt phat hién watermark @i véi van dé an ninh bao mdt trong mang WSN khi
bi tan cong.

Tir d6, can phai ¢6 danh gia trén co s& xem Xét va so sanh hiéu ning 15i trén
JPEG/JPEG2000 va k¥ thuat watermark dya trén bién ddi trong mién tan sb 1a bién
d6i Cosin ri rac (DCT) va bién d6i Wavelet rdi rac (DWT) cho mang cam bién anh
khong day dién hinh. Thir hai, x4c sudt phat hién watermark tai ntt dich duoc tinh
toan trong hai phuong thirc néu trén nham dé xuat phuong thitc danh dau bao mat

watermark t6t nhat dua trén két qua dugc dua ra bang mo phong sd.

1.3.2. Panh gia dd an toan cha ky thuat watermark trong truyén anh sé
trén mang vién thong

Trong pham vi nghién ctru ciia minh, luan 4n khong di sau vao khai thac cac
thudt toan méi danh cho watermark va coi do 1a k¥ thuat bao mat danh cho truyén
anh trén cic mang vo tuyén. Do dd c6 nhiéu cong trinh phét trién theo hudng tiép
can nay [12] nén luan an chi tap trung vao giai quyét van dé danh gia do an toan

cling nhu hiéu ning chéng lai cac tin cong k¥ thuat watermark ddi véi anh sé.
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Hién nay hé s6 PSNR duogc str dung lam phuong phap danh gia do an toan vé
kha ning che gidu (tinh an) trudc sy cam nhéan cta con ngudi gitra anh gdc va anh
sau khi gidu tin [12]. Theo cach tiép cin nay, cam nhan cia con ngudi duoc chia
lam niam mtrc dd khac nhau. Trén mdi mc, chét lugng anh s€ dugc tinh theo
PSNR, sau d6 tuy vao gia tri tinh dugc ma anh s€ dugc dénh gia 1a thudc vao
ngudng nao. Cong thic (1.3) va (1.4) da trinh bay vé cach tinh toan vé chét luong
anh. Chét lugng PSNR duogc 4nh xa vao thang do dénh gia binh quan MOS (Mean
Opinion Score) theo thong s6 cho trong bang dudi day [56].

Bang 1. 1. Mdi quan hé giira cac gia tri PSNR va MOS

PSRN (dB) MOS
>37 5 (Rt tot)
31-37 4 (Tot)
25-31 3 (Trung binh)
20-25 2 (Toi)
<20 1 (Rat toi)

1.3.3. Panh gia hi¢u suat xir Iy xung dt Ién mang khi bi tan cong

Nhu ching ta da biét, do IEEE 802.11 [57] 1a tiéu chuan st dung chung nén
phai c6 phuong an dé xir Iy hién tuong xung dot do bi tin cong tir bén trong hoic
bén ngoai. Péi voi mot mang vo tuyén bat ky khong c6 cach nao dé bén giri co thé
phat hién dugc da c6 sy xung dot ndi trén xay ra. Vi ly do nay, 16p vat ly (MAC)
cua IEEE 802.11 da st dung giao thic CSMA/CA (Carier sense multiple
access/collision avoidance - giao thirc da truy cap/tranh va cham) dé xir 1y xung dot.
Giao thirc CSMA/CA nay su dung thuat toan Binary Exponential Back-off (BED)
dé can bang truy nhap mang tranh kha ning xung dot giita cac tram dung chung
duong truyén (song vo tuyén).

Khoang thoi gian ngay sau khi duong truyén dang bat dau truyén goéi tin

(khodng thoi gian bdn) 1a khoang thoi gian dé xay ra xung dot nhét, nhat 1a trong
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moi truong c¢6 nhidu nguoi sit dung. Khi d6 cc nit mang phai doi dén khi duong
truyén ranh va sé& thir truyén dit liéu lai tai cing mot thoi diém. Khi duong truyén
ranh, thuat toan back-off s& diéu chinh dé tri hodn viéc truyén dir li¢u cua nat mang,
han ché ti da kha ning xay ra xung dot giita cic niit mang. Tir d6 dé nang cao hiéu
suit mang, mot s6 thuat toan back-off thay thé da duoc dé xuit. Mot trong s6 Ccac
thuat toan back-off d6 la thuat toan EIED (Exponential Increase Exponential
Decrease-EIED) di dugc dé xuat dé thay thé cho thuét toan BEB do nhiéu trudng
hop dat hiéu qua vé xir 1y hiéu suat mang t6t hon [58], [59].

Khi mang IEEE 802.11 bi tin cong (thong thudng hodc théng minh) tir bén
trong hoac bén ngoai, tr mdt nit mang binh thuong do qua trinh back-off nut dé tro
thanh nut 18i s& din dén ha hiéu suat hoat dong mang ngay tir 16p vat Iy (MAC). Do
d6, viéc dong bang back-off d6i véi cac nat 16i chinh 13 van dé mau chdt anh huong
dén hiéu suat mang. Trong cic nghién ctru trude day chua xem xét dong thoi ca van
dé dong bang back-off va hiéu suat xir Iy cua thuét toan EIED dé c6 danh gia day
du. Ngoai ra, trong cac nghién ctru [60], [61], [62], [59] lién quan, viéc danh gia
hiéu suat xtr Iy ctia cac thuat toan back-off khac nhau théng qua phan tich cac tham
s6 luu luong truy cap, ty 18 ot goi tin hay do tré cia 16p MAC trong IEEE 802.11
chua duoc dé cap dén.

Tir d6 NCS dit van dé nghién ctru va dé xuat mod hinh méi vé cac trang thai
back-off, md hinh kénh va cac tham s leu liwong truy cdp, ty 1é rét goi tin hay dé
tré, tir 46 danh gia hiéu suat xir Iy cua thudt toan ciing nhu viéc déng bang back-off
v6i truong hop ton tai cac nat 18i cua 16p MAC mang IEEE 802.11 trong xi Iy da
truy nhap bang thuat toan BEB hodc EIED khi bi tin cong. Mot van dé nira 13 dua
trén mo hinh phan tich ddi vé6i thuat toan EIED nham loai bé cac tac dong cua nut
16i dwa trén cac tham sb lwu leong truy cdp, ty 1é rét géi tin hay do tré d6i véi 16p

MAC cua IEEE 802.11.
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1.4. Cac van dé luan an can giai quyét

Nhiing van dé chinh can giai quyét ctia luan 4n gom:

Thir nhét: Dya vao phuong phap thay thé bit LSB ctia mdi diém anh dd duoc
tim hiéu trong cac k¥ thuat gidu tin mat, luan 4n can giai quyét van d¢é sau:

- Thudt todn gidu tin mdt trong dnh sé bang ma héa khéi 5 bit.

- Thudt todn sinh sé gia ngdu nhién c¢é chu ky cwc dai bang phirong phdp dong
dir tuyén tinh.

- Thudt todn déanh gid do an toan théng tin dwoc gidu trong anh sé.

Thir hai: Qua nghién ciru van dé vé bao mat anh sd duge danh diu watermark
bang phuong phap nao 1 hiéu qua nhat ciing nhu hiéu suit mang anh huong khi bi
tan cong, ludn an can giai quyét ndi dung sau:

- Xay dung mé hinh phan tich va diwea ra danh gid hiéu ndang 16i. Xdy dung thudt
todn danh gid xdc sudt tim thdy watermark theo cac tham sé khdc nhau.

- Xay dung mé hinh phdn tich méi doéi véi mang 1EEE 802.11 trén I6p MAC su
dung cdc thudt toan back-off. Danh gia hiéu sudt cdc thudt toan back-off khac nhau
theo cach tdn cong théng thuong.

Thir ba: Ung dung cac nghién ciru ¢ trén vao hé thong thong tin lién lac bi mat
phuc vu cong tac. Piéu nay cd ¥ nghia thiét thuc trong thuc tién, gop phan lam da
dang cac phuong thuec lién lac nghiép vu.

Tir cac ndi dung di phén tich & trén, ludn an xdy dung so dd tong quan vé
huéng tiép cin va cac van dé can giai quyét dbi voi nghién ctiru mot sé phuong phap

bao mat thong tin gidu trong anh s duoc biéu dién trong hinh 1.11 dudi day.
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Hinh 1. 11. So d6 bao mat/giai mat thong tin gidu trén anh sb trong hé thong

thong tin lién lac bi mat

1.5. Ngudn anh ding dé thir nghiém

Viéc lya chon nguon co s¢ dir liéu anh dé tht nghiém trong luén an theo céc

yéu cau vé do tin cay, sb lugng anh 16n, ndi dung da dang, do t6 chuc co uy tin cung

cép. NCS lya chon tdp anh thir nghiém tir hai nguén dudi day gém hon 1000 anh,

trude khi thir nghiém duogc chuyén sang dinh dang 24bit va kich thudc anh phu hop

- bBai hoc Washington, khoa Khoa hoc va k¥ thuat may tinh

http://imagedatabase.cs.washington.edu/groundtruth/

- Pai hoc Nam California, Vién Xt ly anh va tin hiéu

http://sipi.usc.edu/database/database.php



http://imagedatabase.cs.washington.edu/groundtruth/
http://sipi.usc.edu/database/database.php
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1.6. Két luan chwong 1

Trén co s& tim hiéu tong quan vé cac van dé nghién ctru, chuwong 1 cta ludn an
da dat duoc mot sb két qua nhu sau:

- Nghién ctru tong quan vé an ninh an toan va bao mat trong truyén anh sb trén
mang vo tuyén

- Tim hiéu vé phwong phap gidu tin mat trong anh sd va trao d6i khoa bi mat.

- Tim hiéu vé thity van s6 (digital watermarking) va nghién ctru lién quan.

- Panh gia hiéu ning 16i khi bi tin cong trén mang IEEE 802.11 16p MAC c6
danh ddu watermark.

Qua d6 luan an dit ra 2 bai toan can giai quyét voi cac chuong tiép theo

- Bai toan 1: xay dung mot thuat toan gidu tin mat trong anh sb va thoa thuin
trao d6i khoa bi mat bang sinh s6 gia ngau nhién. Sau d6 danh gid do an toan cia
cac thuat toan néi trén dbi véi hé thong (trinh bay trong chicong 2).

- Bai toan 2: dénh gia kha nang bao mat cia hé thong khi bi tan cong 1én anh
s6 ¢ danh dau watermark va ha hiéu suat mang (trinh bay trong chwong 3).

Tur ndi dung trén, luan an tng dung vao viéc xay dung hé théng thong tin lién

lac bang ban tin hinh anh c6 bao mat (¢rink bay trong chirong 4).
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CHUONG 2. BAO MAT THONG TIN GIAU TRONG ANH SO VA
TRAO POI KHOA Bi MAT

Tém tit: Chirong 2 nghién ciru vé ky thudt gidu tin trong dnh s6, ky thudt trao
doi khéa bi mdt va danh gid chat leong hé thong mdt md ciing nhw gidu tin. Thir
nhat doi véi ky thuat gicfu tin mat, ludgn dn dé xudt thudt toan ma khéa khoi 5 bit
hiéu qua va don gian, bdao dam cdn doi giiva toc do tinh todn va do phirc tap ciia
thudt toan [T4]. Thir hai doi véi hé théng mdt ma trao doi khéa bi mat, lugn én dé
xudt thudt todn sinh sé gid ngau nhién c6 chu ky cuc dai bang phwong phdp dong
duw tuyén tinh [T5]. Thir ba, tir cdc nghién ciru vé phirong phdap danh gia dé an toan
hé théng mdt ma va gid'u tin, lugn an dé xudt Cac thudt toan danh gia do an toan
ciia hé thong sinh bit gia ngdu nhién tiy ¥, hé théng sinh ddy gid ngdu nhién chir

cdi latinh va doi voi kj thudt gidu tin mdt [T3].

2.1. Thuat toan giau tin mat trong anh sé

K§ thut gidu tin (con goi 1a bao mat thdng tin dugc gidu) trong trong anh sb
yéu cau can thiét doi voi su phat trién cta k¥ thuat mat ma. Trong nghién ctru nay
luan 4n tap trung tim hiéu vé k¥ thuét gidu tin mat trong anh k¥ thuat s6. Tir thuat
toan gidu tin da duoc cong bd va thuat toan di cai tién cia néd trudc day, luan an

trinh bay mot thuat toan gidu tin mat méi c6 hiéu qua cao hon.

2.1.1. Pit van dé

D3 c6 nhiéu thuat toan gidu tin vao anh k¥ thuat s dugc gidi thiéu, nhung phd
bién nhat va duoc tng dung rong rai nhat 1 cc thuat toan chén cac thong tin an vao
cac bit c6 ¥ nghia thap nhét (Least Significant Bit - LSB) trong phan dit liéu anh cta
anh k¥ thuat s6. Hién nay nguoi ta thdy rang khong chi nhitng bit LSB ma ca nhiing
bit mLSB (V&i m=1,2) [63] cta phan dit liéu anh ciing khong lam thay d6i dang ké

ma mat thuong kho cé thé cam nhan duoc. Tuy nhién viéc phat hién anh c6 chira
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thong tin 4n bang thuit toan théng ké cip 1 hoidc cip 2 lai t6 ra rat hiéu qua [6], [1],
[2].

Kich ¢& dir liéu 4n: Khi mubn nhing (én) mot van ban hodc 1 file dit liéu sb
nao d6 vao moét file anh gdc ban dau, trude hét ta can dam bao rang chat luong va
kich ¢& cua file anh d6 khong bi thay doi. Vi vay do dai tdi da cua thong tin 4n so
véi d6 dai cua cac LSB [64]. [65] ctia mot file dit liéu anh la:

Lmax~ 12,5%L, s (2.1)

Trong d6 Lima 1 d6 dai toi da cta dit liéu an va L, sg 1a do dai cac LSB cua file
dir liéu anh. Tac 13 t6i da mot diém anh 8 bit chi dugc thay doi 1 bit (1/8 = 12,5).
Néu tinh tat ca cac bit cua 1 file dit lidu anh thi d6 dai Liya~ 100% Lgwe (khong
vugt qua 100% dir 1i€u anh ctia anh).

Xéc dinh vi tri dit liéu an: Mdi khi mudn dit cac bit thong tin 4n vao mot file
anh, van dé dau tién 1a phai xem dat thong tin an bat dau tr vi tri ndo cua file dit lidu
anh 13 t5t nhat. Dé ting d6 bao mat cho dir liéu 4n thi dit liéu an nay nén dugc bat
dau chén vao phén dir liéu anh tai mot vi tri ngau nhién lién quan dén mat khau:

f(x) = (C,C,,..C)) (2.2)

trong d6 (Cy,C,...,Cn) 1a mot diy con cuia day ky tu ctia mat khau do dai n.

Thong thuong ngudi ta mad hoa ban tin trude khi nhing vao anh sd. Viéc ma
hoa nay nham dam bao do an toan cao hon cho ban tin can giéu, dic biét doi voi
nhimg thong tin lién quan dén an ninh - qudc phong v.v... Khi d6 cho du dbi
phuong c6 thé phat hién duoc ban tin gidu van con mot 16p ma hoa bao vé né [5].

2.1.2. Panh gia kha ning gidu tin mat trong anh sé

2.1.2.1. Panh gia kha niing giau tin trong dnh

Nhiéu nghién ctru da cho thiy viéc gidu tin trong anh den tring dem lai hiéu
qua thap vi viéc bién d6i mot diém anh tir den sang tring (1) hodc nguoc lai tir
trang sang den rat dé tao ra nhidu ctia anh va do d6 ngudi ta dé phat hién duoc bang
thi giac ctia con ngudi. Hon nita, ty 1¢ gidu trong anh den trang rat thap. Chang han,
mot buc anh den trang kich ¢& 300x300 pixels chi ¢c6 hon 1KB. Trong khi d6 mét

anh 24 mau véi kich ¢& twong tu c¢6 thé gidu duoc téi 200KB. Ngoai ra, anh den
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trang hién nay it duoc sir dung, thay vao d6 1a anh mau, da cip xam. Dé chon anh
mau, da mac xam 1am anh mai truong cho viée gidu tin, ta cin quan tdm dén cac bit
¢6 ¥ nghia thip nhét dugc ky hiéu 1a LSB, vi khi LSB bi thay ddi thi mau sic cua
anh d6 khong thay doi dang ké so voi mau sac ctia anh ban dau. Nhung lam thé nio
dé xac dinh duoc LSB ctia mdi diém anh? Viéc xac dinh LSB cua mdi diém anh
trong mot birc anh phu thudc vao dinh dang ctia anh do6 va s6 bit mau danh cho mdi
diém anh do.

Ddi v6i anh 16 bit mau hodc 24 bit mau thi viéc xac dinh LSB tuong dbi don
gian. Riéng anh da muc xam thi bang mau cta né da duoc sap xép san. Trong cac
anh d6 nhiing cip mau trong bang mau co6 chi s6 chénh 1éch cang it thi cang gidng
nhau. Vi vay, di véi anh da mirc xam LSB cua mdi diém anh 1a bit cudi cung cua
diém anh d6 [32].

Qua trinh tach LSB cua cac diém anh da mic xam dé tao thanh anh tht cap cac
bit ndy bang thudt toan nhu thuat toan gidu tin trong anh den tring s& 1am cho chi sb
mau ciia mdi diém mau thay d6i ting hodc giam di mot don vi (hinh 1.7). Do d6
diém anh méi s& co do sang tdi ctia 6 mau lién trude hodc sau 6 mau cia diém anh
ctia diém anh méi truong (anh goc). Bang mat thudng ngudi ta khé phat hién duoc
su thay d6i nay. Thuc nghiém chi ra rang, ngay ca khi ta dao toan bo LSB cua tit ca
diém dir liéu anh trong mot anh 8 bit da cap xam thi cling khong giy ra sy khéc
nhau nhiéu [65], [66].

a. Doi vdi dnh s6 8 bit mdu

Nhitng anh thudc loai nay gébm anh 16 mau (4 bit mau) va anh 256 mau (8 bit
mau). Khac véi anh da mirc xam anh mau véi sb bit mau bé hon hoic bang 8 khong
phai ludn ludén duoc sip xép bang mau. Nhitng mau ¢ lién ké nhau c6 thé rat khac
nhau. Chang han, mau den va mau trang c6 thé duoc sip xép ké nhau trong bang
mau. Do d6 viéc x4c dinh LSB la rat kho khin. Néu ta 1am nhu ddi véi anh da mic
xam, tic 1a van l4y bit cubi ciing ciia mdi diém anh dé tao thanh anh thir cap thi mdi

thay d6i 0 sang 1 hodc 1 sang 0 trén anh thir cAp thi c6 thé lam cho mau cua anh moi
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trrong va mau tuong tng cia anh két qua s& khac nhau rat xa dén mic mét thuong
c6 thé phan biét dugc, du rang chi s6 mau cia chung chi ting giam di 1 bit ma thoi.

Nhung 1am thé nao dé biét duoc mau nao di duoc diung mau nao khong dugc
dung dén? Dé tra 11 cAu hoi ndy trude hét ta phai duyét toan b cac mau trong bang
mau va danh dau nhitng mau c6 chi s xuat hién trong dit liéu anh d6 1a nhirmg mau
d3 dugc dung. Gia sir c6 mot mau C khong dung dén. Vi mbi diém mau A khi tim
duge mau B co st dung trong bang mau dé sap canh A ma gia tri S(A,B) van con
16n hon mot ngudng nao do thi ta s& chén 6 mau C vao giita A va B dong thoi doi
lai mau cua 6 C sao cho gidng mau A va B nhit c6 thé.

Truong hop sé mau duoc st dung bé hon hoic bang 8 (ddi véi anh 256) hay bé
hon hodc bang 4 (d6i voi anh 16 mau) thi viée sap xép lai bang mau theo thuat toan
trén cho ta két qua gidu tin rat tot.

b. Doi véi anh 16 bit mau

Anh 16 bit mau trong thyc té chi st dung 15 bit cho mdi diém anh trong d6 5
bit biéu dién cudng do twong d6i cia mau do (Red); 5 bit biéu dién cuong do tuong
d6i ciia mau xanh lam (Green) va 5 bit biéu dién cudng d6 twong dbi ctia mau xanh
lo(blue). 3 bit con lai khong duoc ding dén do 1 bit cao nhat ctia byte thtr hai trong
mdi cip 2 byte biéu dién mot diém anh. Do chinh 1a LSB cua anh 16 bit mau. Tuy
nhién ta chi liy nhiing bit ndy dé tao thanh anh thir cAp thi lwong thong tin gidu
dugc s& khong nhiéu. Pé ting ty 1¢ tin gidu ddi v6i anh 16 bit mau, ta c6 thé lay
duoc nhiéu hon 1 bit cia mdi diém anh.

. Doéi véi anh 24 bit mau

Anh 24 bit mau str dung 3 byte cho mdi diém anh, trong d6, mdi byte biéu dién
mot thanh phan trong cau trac RGB. Trong mdi byte, cac bit cang thap cang it 4nh
huéng t6i mau sic ciia mdi diém anh. Vi vay dbi v6i anh 24 bit, 3 bit cubi cung cia
3 byte ctia mdi diém anh chinh 1a LSB cua diém anh d6. Bang két qua thuc nghiém
cho thiy: Viéc thay doi toan bd cac bit cubi ciing ciia mdi byte trong phan dit liéu

anh 24 bit mau ciing khong anh hudong dén anh gdc [2], [65].
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2.1.2.2. Nhan xét

Mot gia tri mau thong thudng 1a mot véc-to 3 thanh phan trong khong gian mau
RGB [32]. Trong d6 cac mau do (R-Red), xanh la cay (Green-G), xanh da troi
(Blue-B) 1a nhitng mau nguyén thiy (primary - mau gbc). Mdi mau trong khong
gian mau cé duoc chinh 13 t6 hop cta cac mau nguyén thuy d6. Nhu vy mot véc-to
trong khong gian RGB mb ta cuong do cua cac thanh phan R, G, B d.

Mot khong gian mau khac cling duoc dé cap dénlay, Cpy, C,. N phan biét gitra
d6 sang Y va 2 thanh phan sang tuoi (Cp, C;). O diy Y la thanh phin sing
(chrominance) cia mot mau, con Cy,, C;thi phan bi¢t mic d6 mau. Mot véc-to mau
trong khong gian mau RGB c¢6 thé duoc chuyén do6i thanh Y, Cp, Cr bai hé thuc sau:

Y =0.299R + 0.587G + 0.114B
C,=0,492(B-Y)=-0,147R - 0,289G + 0,346B (2.3)
C,=0877(R-Y)=0,615R - 0,515G - 0,100B

Do trong anh da muac xam, bang mau di duoc sip san va véi mdi diém anh thi

bit cudi cung 1a LSB cila diém anh (gom 8 bit) d6. Cho nén ta dé dang thyuc hién

viéc gidu tin. Do vay trong phan tiép theo, luan an chi dé cap dén anh 24 bit mau.
2.1.3. Thuit toan giau tin ban diu va thuat toan cai tién truéc day

2.1.3.1. Thuit to4an gidu tin ban dau [4]

a. Cdc tham sé dau vao:

Céc ky hiéu: Goi m 14 burc thong diép can giau sau khi chuyén sang ddy bit boi
bo ma ASCII mé rong, ta dugc co cac thong s du vao nhu sau:

* Cho m = mym, ...Mymvéi mie {0,1}; i= 1,2,....1(m) va I(m) 1a do dai sé bit
biéu dién ctia thong diép m.

* Cho C = C,C,...Cyy v6i Ci€ {0, 1}; i= 1,2,...,1(c), 1a dnh duoc dung dé gidu
thong di¢p m.

* Cho S ='S;S,...Sy(¢ 12 anh Gidu tin da dugc gidu thong digp m.

b. Thudt todn gidu tin:
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Qua trinh thuc hién dugc trinh bay trong thuat toan sau:
Input: m, C
Output: S
For i=1, 2, 3, ..., 1(c), do:
S;i<¢ G
end for
for i=1, 2, 3, ..., 1(m), do
compute index J;, where to store the i_th message bit:
S5H#€ Cji S my
end for.
C. Thuat toan trich chon.
for i =1, 2, ..., 1(m),
compute index Ji, where the i_th message bit is store,
mi €& LSB (Sji),
end for.
d. Nhdn xét
Thuat toan gidu tin nay kha don gian. Tuy nhién trong thuc té d6 dai I(m) cta
ban tin thudng bé hon do dai 1(c) ctia 4nh mai trudng, hon nira viée gidu tin lai tuan
tw nén ké tin cong lg1 dung cac nhugc diém nay dé co thé phat hién dugc anh cé
gidu dir liéu bén trong d6 hay khong bang phan tich théng ké cp 2 (bang md hinh

Markov an).

2.1.3.2. Thuét toan cai tién do6i véi thuit toan gidu tin ban dau [4]

a. Tham sé dau vao

Pé khac phuc nhuoc diém cua thut toan gidu tin ban dau nguoi ta di dua ra
thuat toan cai tién dugc goi 13 “Phuong phap khoang ngau nhién”.

Gia su hai nguoi A va B trude lac lién lac véi nhau ho théng nhét dung mot
khoa K, dugc goi 1a mam khoa (key seed). Tir mam khoa K, ngudi ta théng nhat
sinh ra mot day gia ngau nhién (pseudo-random sequence) ki,Ky,Ks,...ki(m) v&i I(m)

la d6 dai ban thdng bao m, quy ra bit va dit nhu sau:
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1=k
Ji = Ji1 + Ki i>2 tham gia vao viéc truyén thong tin.
Tir d6, thuét todn cai tién trude day cho thuat toan ban dau thue hién nhu sau:
b. Thudt todn gidu:
For i=1,2,3,..1(c) do
Si<¢ Ci
end for

Generate random sequence ki, using key seed K,

ji € ki
fori=1, 2, ..., 1(m), do
Sj€ Cj Smi

ji € ji-1 + ki

end for.

C. Thuat toan trich chon.

Generate random sequence ki, using key seed K,

ji € ki

fori=1, 2, ..., 1(m), do

mi< LSB (si)
ji € ji-1 + ki

end for.

d. Nhan xét.

Thuat toan cai tién trudc ddy da dugc trinh bay & trén ciling nhu nhiéu thuat
toan gidu tin khac da duoc cong bd rat kho chéng lai duge cac phuong phap phat
hién bang thuat toan thong ké cip 1 hoidc cap 2 do ty 1é s6 bit LSB cua anh sb bi
thay d6i 16n hon 30% trén tong s6 bit LSB cuia anh [64], [67].

Nhung néu vay thi luong thong tin gidu dugce vao mot anh lai khéng da 16n khi
kich ¢& anh nho. Cau héi dat ra & day la: can phai nghién ciru va dé xuat mot thuat
toan gidu tin mat mai sao cho ty 1& cac bit LSB cta anh C ban dau bi thay ddi it nhat

nhung lai gidu dugc lugng thong tin cang nhiéu cang tt?
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2.1.4. Thuét toan giau tin méi dwa trén ma hoa khéi 5 bit

Qua phan 2.1.3, cho thay nguoi ta khong thé dong thoi cuc tiéu hoa yéu cau thir
nhat (giam thiéu s6 luong bit LSB cua dit liéu anh sd bi thay d6i) va ting tly y yéu
cau thir 2 (tang toi da lugng thong tin gidu duoc vao anh s6). Pé giam thiéu su thay
d6i cac bit LSB cua anh méi truong sao cho ty 16 cac bit bi thay d6i so véi tong sb
bit LSB dudi 10% dé chéng lai cic tin cong bang cac thuat toan thong ké cap 1
hodc cap 2 (theo mo hinh Markov 4n) va bao dam dugc luong thong tin can gidu du
16n c4n bang véi yéu can thuc té.

Pé giau duoc nhiéu thong tin vao 1 anh sb ma khong lam thay doi dang ké dén
cac LSB cua dif liéu anh va dam bao bi mat, nghién ctru sinh bo sung thém moét 16p
mat mi cho thong tin 46, nhdm can bang ty 18 bit LSB giu tin di nho nhung luong
thong tin gidu duoc du 16n. Trong ndi dung nghién ciru ciia minh, ludn an xay dung

mot bo ma 5 bit ding cho thuat toan méi duoc dé xuat.

2.1.4.1. Mot s6 Kién thirc toan hoc bd tro
Ta ky hiéu GF(q)[x] 1a tap hop tat ca da thac cap n ty y p(x), véi
P(X) = ag + ayx+ apx* + ... + X"

Trong d6 a; EGF(q) i =0, 1, ..., n-1; q la s6 nguyén té.

Ta c6 cac dinh nghia sau day:

a. Dinh nghia 1: Pa thirc f(x) € GF(q)[x] duoc goi la bat kha qui (irreducible)
trong truong GF(q) néu f(x) khong thé phan tich duoc thanh tich cac da thuc cap
nho hon cap cua f(x) trong treong GF(q).

- Vi du 1: Pa thic f(x) = x* + x + 1 1a da thirc bt kha quy trong truong GF(2).

b. Dinh nghia 2: Pa thiac nguyén thuy (primitive polynomial). Mot da thirc bat
kha quy p(x) € GF(p)[X] c6 cap m dugc goi 1a da thirc nguyén thiy néu sé nguyén
duong bé nhat n ma x" - 1 chia hét cho p(x) 1an=p™ - 1.

- Vi du 2: Pa thuc p(x) = X* + x + 1 1a da thirc nguyén thuy trong truong GF(2)
vi né 1a da thirc bat kha qui va s nguyén duong n bé nhat ma 2" - 1 chia hét cho x°

+x+1lan=2%-1=7.
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That vay, X" -1 = (% + x + 1)(x* + x* + x - 1) va khong cé motn’ <7 ma x" - 1
chia hét cho x* + x + 1.

Ta c0 cac dinh ly sau day:

c. Binh ly 1: C6 @ (2" - 1)/n da thic nguyén thuy cip n trong trudng GF(2).
Diéu nay dwoc ching minh trong [68], trong d6 @(n) 1a ham Phi-Ole,

d. Dinh Iy 2: Moi nghiém {a;} cia mot da thic nguyén thay cap m trong
truong GF(p)[x] déu c6 cap p™-1. Pidu nay dugc chizng minh trong [69], [68].

2.1.4.2. B0 ma Hamming

Nguoi ta d3 chimg minh duoc rang [68], [5] , mot bé md Hamming trén truong
GF(2) thoa man cac diéu kién:

+Podain=2"-1

+ Sb céc ky hiéu mang thong tin lak = 2™ -m — 1

+ Sb cac ky hiéu kiém trachanlélam=n—k

Khi do, kha nang stra sai ciabo ma lat = 1.

2.1.4.3. Xay dung b ma cho 26 ky tw La tinh (a, b, c,...,z)

Van dung mot sb két qua ¢ trén, luan an xay dung bo ma 26 chir cai La tinh nhu
sau: Gia str p(x) € GF(2)[x] 1a mot da thirc nguyén thuy cap 5 trén truong GF(2).
Luc do, ta biét rang [68] s& c6 @ (2° - 1)/5 da thirc nguyén thay c6 cdp 5. Mot trong
nhirng da thirc nguyén thay cép 5 trong trudng GF(2) 1a p(x) = x° + X + 1.

Goi a 12 mot nghiém cua p(x), tuc 1a p(e) = 0 hay a° + a* + 1 = 0.

Tu d6 suy ra:

a’=a’+1 (2.4)

Trong khong gian véc to nghiém cia da thirc p(x) c6 cap 5, tac 1a ¢ cuc dai 5
véc to doc 1ap tuyén tinh. 5 véc to nay sé tao thanh mot co s caa khdng gian
nghiém. Bang cach truc chuan hoa co sd ndy, nhan duoc mot co s cua khdng gian
nghiém cua (2.4) la:

a®=10000
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«'=01000

a®*=00100

a®>=00010

a«'=00001

Tr(24)tacd a®=10100,tiéptuca’=a*+a=a*+a*=00010+0100
0=01010,.v.v.

Cudi cung ta d3 xay dung bo ma trong Bang 2.1 sau ddy

Bang 2. 1. BO ma 5 bit

10000 | 01011 | 11000 | 11010
01000 | 10001 | 01100 | 01101
00100 | 11100 | 00110 | 10010
00010 | 01110 | 00011 | 01001
00001 | 00111 | 10101
10100 | 10111 | 11110
01010 | 11111 | 01111
00101 11011 10011
10110 | 11001 | 11101

Néu thém vecto 00000 vao bang trén ta s& c6 bd ma nhi phan gom 32 tir ma.
Véi bo mi ndy, ta lap twong Gmg v6i 25 chir cai Latinh (trir chit z) vi z ¢6 x4c sut
xudt hién rat bé trong cic ban tin (ty 1& khoang 0,5%) nén ta s& st dung tir ma d6
vao muc dich khac. Tir Bang 2.1, ta tiép tuc xay dung bang 2.2 1a bang ma chir cai
tuong trng voi bd ma cua bang 2.1.

Bang 2. 2. B6 ma chir cai 5 bit

TT Ki tw Tw ma TT Ki tw Tw ma
0 Ong 00000 16 P 11111
1 a 10000 17 q 11011
2 b 01000 18 r 11001
3 c 00100 19 S 11000
4 d 00010 20 t 01100
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5 e 00001 21 u 00110
6 f 10100 22 v 00011
7 g 01010 23 w 10101
8 h 00101 24 X 11110
9 i 10110 25 y 01111
10 j 01011 26 | (khoa ma), . 10011
11 K 10001 27 ylc 11101
12 [ 11100 28 Klg 11010
13 m 01110 29 tr/1oi 01101
14 n 00111 30 Gip 10010
15 0 10111 31 | Ngudinhan 01001

Chu ¥: Tir ma “10011” dwoc dung & 2 ché do 1a bao khéa cho noi nhan biét
trong truong hop ban thong bao can ma hoa trude lic nhung tin. Néu khong ma hoa
thi tir ma nay thay vi dau “.” (stop). Pé chdng lai viéc phat hién tir khoa, mdi khi
can dung nd dé ma hoéa (DES, hoic AES hoidc bat cir khda ma nao) thi qui dinh
nhom “10011” xuat hién dau tién (hodc cudi cung) s& 13 bao khoa va con lai 1a dung
vi dau “.” (stop).

Vi du: Thong béo "K/g Ong Lé Van Thanh” (dung bo g unicode “K/g Ong Lee
Vawn Thanhf”) thi b ma tuong tng la:

11010 00000 11100 00001 00001 00011 10000 10101 00111 01100 00101
10000 00111 00101 10100 10011.

Nhu vay néu viét day du thi s& la: “Kinhs guiwr OOng Lee Vawn Thanhf”.
Riéng viéc x4y dung bd ma nhu trén da giam duogc 3 1an so v6i dung bd ma ASCII
mo rong nhu cac thuat toan gidu tin da dugc cong bd cho dén nay [2].

Trude khi xay dung thuit toan gidu tin moi, ta xay dung mot ma tran H c6 cép
5x31 nhu trong bang 2.3 dudi day. Trong d6, Ma tran H duoc st dung dya trén co
s0 bd mi sira sai Hamming trong thong tin lién lac s. Theo 2.1.4.2 vé xay dung bd

ma Hamming, y nghia ctia viéc xay dung ma tran H chinh 1a chi lam sai 1 bit
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(nhtng 1 bit) d6i véi do dai tir ma 1 5 bit, nhim giam ty 1é nhiing tin xudng nhung

dong thoi tang dugc lugng tin gidu nhidu hon.

Bang 2. 3. Ma tran H 5 x31
1i0/j0/j002/00j20j2y2j0/042j242y2/20/0/04242/0j2j1j12 (04110
o1ro0000(2|0/0(2|02y2/00y2 2222000220222 012
o0/ 0020220022222 0002202422 0(2/0412 010
oo0i0/20/0f2j02j2j00J2y2y2y2y2 0002202424202 /0 1210
oo0i0020/02(0j2j20012y2/2y2j2 0002420242202 012

2.1.4.4. Pé xuit thuit toan gidu tin méi

Trén co s& két qua da duoc trinh bay ¢ trén, ta xay dung dugc thuat toan giau
tin m&i nhu sau:

Pau vao:

+ Ban ban tin m=m;m, My voi m; €{0,1} i=1,2,..,lm)

+ Anh goc C=C;Cy,...Cy véi Cie{0,1}; i=1,2,..,l¢

Dau ra:

+ Anh gidu tin S d4 gidu tin, ta ky hiéu S=C(m)

Sau day 1a cac bude tién hanh:

Buéc 1: Mi hoa ban tin m voi thuat toan AES véi khoa & bang 2.2 va két qua ta
nhan dugc ban ma y=Eaegs(M) = Y1Y2,....yimVYi€{0,1} i=1,2,..,|im).

Buoc 2: Tao anh thu cﬁp Co = Xios Xig+1,- - - Xio+I(c)

xi€{0,1}, i=ip,....,l0+i(¢) bang cach quy wdc chon 1 chi s ip ndo d6 cua pixel

dtr liéu anh géc C va trich chon cac LSB cua cac diém anh c6 hé sd bat dau tir iy =
1,2,...1 (ngudi giri va nguoi nhan théng nhat trudc).

Buéce 3: Chia Cy thanh ting block, mdi block gom 31 bit, tinh tir khoi diém xjg,

ta duoc
1 1 \ A A
Co= Co(1) Cofd) . Co (171 [57] 14 phén nguyén
Buéc 4: Chia ban mi y thanh timg khoi, mdi khéi 5 bit va duge két qua la:

Y =y(1) Y(2) ... (Y[

5

1+1)
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Buée 5: V6ii=1,2, ..., [I(m)/5] + 1, thuc hién Z"(i ) = y'(i) ® HC'(i) (trong
d6 CT 1a véc to chuyén vi ctia véc to C, H 1a ma tran dugc st dung dya trén co s¢ bd
mi stra sai Hamming trong thong tin lién lac s, bang 2.3).

Buée 6: Véii=1,2, ... [I(m)] + 1;Tim trong ma tran H, néu ton tai jo, v6i jo =
1, 2, ..., 31 sao cho y'(i)= hjo thi ta thuc hi¢n ddo bit ctia véc to Co(i) tai vi tri jo:
X’jo = Xjo + 1 va thay X’jo vao vi tri ciia Xjo ctia véc to Co(i). Sau khi thay X’j ta co
Co(1) = X’o(1), voi Xo(i) + 1, ..., Xo(i) + 31.

Néu khong tdn tai jo sao cho y'(i)= hjo thi bo qua va quay lai Budc 5.

Buéc 7: Anh thir cp ma ta da thyc hién trén ky hiéu 1a C;.

Buroc 8: Tra lai anh thir cép C, vao dung vi tri ban dau nhu khi ta trich chon Co.
Cubi cung ta nhan dugc anh gidu tin S.

2.1.4.5. Vidu

Pau vao: Ban tin m can gidu “K/g Ong x” va anh gbc C.

PAu ra: Ban tin m va anh C dugc khoi phuc.

a. Qud trinh gidu:

M="K/g Ong x<-> 11010 00000 11110 = (m1,m2,m3) (bang 2.2). Gia sir ¢6 3
day LSB cuia anh C 1a (v6i gia thiét khoi diém gidu 14 ip=1):

Co(1)=010011 00111 01000 11010 11100 10001
Co(2)=100110 10100 01101 10000 10100 11010
Co(3)=101110 10110 00111 10101 01101 10010

Ta co:

y1'=m; @®HC,"(1)=(11010)"®HC,'(1)=(11010)"@®(11010) '®(01111)"=(10101)"

Ton tai le trung v&i c¢dt thir 23 cua ma tran H (bang 2.3), ta thuc hién dao bit
cua Cqy(1) tai vi tri 23 va ta co:

Co’(1)=010011 00111 01000 11010 10100 10001

y,'=m, ®HC,' (2)=m, ®HC," (2)=(00000) '®@HC," (2)=(00000) '&®(11010) @ (0
1010)"=(01010)"

Tiép tuc ton tai y7TC(_3t thir 7 cia H vay thanh phr:in thr 7 cua Cy(2) dugc dao bit

va do do6 ta nhan duoc:
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Co’(2)= 100110 00100 01101 10000 10100 11010
Tuong tu, vi tri cOt 22 cua Cy(3) dugce dao bit:
Co’(3)=101110 10110 00111 10101 11101 10010
D6 13 anh thtr cip cia anh gidu tin S d3 gidu thong bao M= “K/g ong X”. Sau
khi tra lai cac LSB tuong tng ctia anh gbc C, ta nhan dugc anh gidu tin S.
b. Qua trinh trich chon:
Déiu vio : anh Gidu tin S
PAu ra: Ban tin M va anh C dugc khéi phuc.
Tinh m;"= HC, (i) v6i i=1,2,3
Ta nhéan duoc 11010 0000 11110>“K/g Ong x”.

2.1.5. Nhan xét va danh gia

2.1.5.1. Két qua thwc nghiém so sanh giira thuit toan gidu tin 5 bit va thuit
toan cai tién cii trude day

M0t 56 két qua so sanh giiva thudt todn gidu tin 5 bit dé xudt méi (muc 2.1.4) va
thudt todn gidu tin cdi tién cii (2.1.3) theo kich thuéc dnh khéng doi/thay doi, @6 dai

ban tin thay déi/khéng doi va ty 1é PSRN tuong iing.

Bang 2. 4. So sanh d6 dai ban tin gidu dugc trong anh giita hai thuat toan

) , D¢ dai badn tin D¢ dai badn tin
Kich thuwoc | So bit gidu tin , ,
, giau cua thudt gidu cua thudt
STT danh khong thay doi , ) ,
. ) toan giau tin 5 toan giau tin cai
doi (bit) ,
bit moi (ky tw) tien ci (ky tu)
1 7686512 5190 1038 649
2 7686512 10380 2076 1298
3 768512 15570 3114 1946
4 7686512 20760 4152 2595
5 768512 25950 5190 3244




o1

6 7686512 31140 6228 3893
7 7686512 36330 7266 4541
8 7686512 41520 8304 5190
9 7686512 62280 12456 7785
10 7686512 98610 19722 12326

- Ddnh gid: Cung so bit, thudt todn 5 bit dé xudt giau dwoc bdn tin c6 dé dai

16n hon khodng 60% lan so véi thudt todn cdi tién cii

Bang 2. 5. So sanh PSRN giira hai thuat toan khi d¢ dai ban tin khong doi va
kich thudc anh thay doi

D¢ dai bin tin | Ty sé6 PSRN ciia | Ty s6 PSRN ciia
Kich thuoc , , . .
STT . | giau khong doi | thudt todn gidu | thudt toan gidu tin
danh thay doi ,
(ky tw) tin 5 bit moi (dB) | cdi tien cii (0B)
1 1002100 1946 54,01 32,50
2 300168 1946 60,98 35,98
3 275183 1946 61,00 36,10
4 183&276 1946 61,02 36,81
5 268175 1946 61,03 36,88
6 255&255 1946 61,15 36,94
7 6006401 1946 68,74 40,34
8 7066504 1946 69,92 42,38
9 768512 1946 69,96 42,46
10 8166616 1946 71,12 43,13

- Pdnh gia: Véi do dai ban tin khéng thay doi, kich thwée anh thay doi tir
nhé dén lém, ty 56 PSRN ciia thuat toan 5bit moi cao hon nhiéu so véi tiéu chudn la
37dB (thdp nhat la 54,01dB, cao nhat lén dén 71.12dB) va cao hon twong ing so
Véi thudt todn cdi tién trude day; Ngodi ra, véi cde dnh kich thuée nhé (tiv anh 1

dén anh 6), ty 56 PSRN ciia thudt todn cdi tién cii déu dwdi mirc 37dB.
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Bang 2. 6. So sanh PSRN giira hai thuét toan khi d6 dai ban tin thay ddi va kich
thudc anh khong doi

Kich thuwdc | D dai bin tin | Ty sé PSRN ciia | Ty sé PSRN ciia
STT | dnh khong | gidu thay déi | thudt todn gidu | thudt todn gidu tin

déi (pixel) (ky tw) tin 5 bit méi (dB) |  cdi tién cii (dB)

1 7688512 1038 72,64 72,59

2 768512 2076 69,66 67,65

3 7688512 3114 67,93 65,97

4 768512 4152 66,68 64,72

5 768512 5190 65,71 63,73

6 7688512 6228 64,91 62,94

7 768512 7266 64,26 62,31

8 7688512 8304 63,67 61,70

9 7688512 12456 61,91 59,94

10 768512 19722 59,90 57,92

- Ddnh gid: Véi dé dai ban tin thay déi tir nhé dén I6n, kich thuée anh khong

thay doi, ty s6 PSRN ciia thudt todn méi cao hon so véi thudt todn cil.

2.1.5.2. Nhan xet

Thuat toan gidu tin duoc trinh bay trong phan 2.1.4 trén ¢6 vu diém 13 don gian
cho viéc nhiing va trich chon, ngoai ra luong thong tin gidu duoc 16n nhung cac
LSB thay doi it nhat. Trong phan trinh bay trén ty 1é nhung khoang 3,2% (=1/31).
Néu ty 18 nhiing dudi 10% thi moi phuong phap do tim bang céac thuit toan théng ké
déu cho hiéu qua rat han ché. Pay 1a ty 1é cho phép chéng lai cac thuét toan tan
cong thong ké cap 1 va cip 2, cac thuat toan tin cong phat hién mu trén LSB cia
mién khong gian, thuat toan phat hién c6 rang budc [67] va cac thudt toan tin cong
d3 dugc cong b trong [70], [64]. C6 thé cai tién thuat toan nay dé giam ty 1& lam
thay d6i anh gbc hon.
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Ngoai ra, trong thuit toan nay, ma tran H ¢ thé dugc mo rong, chang han ma
tran H c6 thé ¢ kich ¢ 8 x 255 va nhu vay ty 1 nhung (s6 bit cua cac pixel bi dao)
con bé hon nita ma van dam bao luong thong tin nhung 13 kha 16n (c6 thé xubng c&
0,004). Trong pham vi nghién ctru nay ludn an chi dung lai ¢ kich ¢co ma tran H1a 5
x 31 dé bao dam can dbi gitra tdc do tinh toan va do phtrc tap cua thuat toan. Hién
nay, luin 4n dang tiép tuc nghién ctru ma tran H véi kich c¢& 6x63 dé giam ty 1é tin

giau xuong dudi 1,5%.

2.1.5.3. Panh gia

banh gid sy khac nhau gitta thuat toan giéu tin mat méi véi mot sb thuat toan
da dugc cong bo, ta co.

- Thuat todn moi st dung bd ma 5 bit trén co sé bd ma Hamming trén trudong
GF(2) v6i dd dai tr ma lan=2"-1, 8 dd&y NCS chon m=5vado don= 2°-1=31.

- Trong cac thuét toan giéu tin mat da dugc cong bo, nguoi ta s dung by ma
ASCII m¢ rong 1a 8 bit. Piéu nay c6 nghia 13, cir mdi ky tu cta ban thong bao can
nhing s& gdm 8 bit.

Gia sir c6 mot thong bao mat can gidu gom 100 ky tu La tinh. Nhu vay thuét
toan gidu phai 1am thay d6i 1a 100.8 = 800 LSB cua dit liéu anh gbc. Thuat toan dé
Xuat sir dung bd ma 5 bit nén chi c6 100.5 = 500 LSB. Hon nita, thuat toan mai chi
gidu cac ky tu ban thong bao theo "dai dién", diéu nay c6 nghia 1a mdi ky tu gom 5
bit ta chi cin giéu mot bit lam dai dién cho ca 5 bit d6. Vi vay, ban thong bao gSm
100 ky tu, thuat toan gidu méi chi lam thay d6i nhiéu nhét 1a 100 LSB cua dit liéu
anh gbc. Tir d6, thuat toan moi da lam giam duogc ty 16 gidu gip it nhat 1 8 lan. Két
qua nay lam giam thiéu duoc kha ning tan cong cua dbi phuong bang cac thuat toan
théng ké toan hoc cép mot hac cép hai.

- Viéc str dung tir mi 5 bit s& ma hét toan bo 26 ky ty Latinh va du ra 6 tir mi
khac s& dugc dung cho ky hiéu diéu khién hoic dé ma hoa mot sd tir thuong dung

trong cac thong bao chuyén nganh.
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2.2. Thuit toan sinh sb gia ngau nhién c6 chu ky cwe dai bang phuong
phap dong du tuyén tinh
Trong nodi dung nghién ciru nay ludn an dé xuat phuong phéap sinh diy s gia
ngau nhién c6 chu ky cuc dai bang phuong phap dong du tuyén tinh véi muc dich
trao d6i khoa bi mat. Muc dich trao d6i khda nay dé tang tinh hiéu qua va don gian
str dung trong lién lac bi mat. Khoa tao ra c6 chu ky cuc dai, khong cé chu ky con
bang phuong phap dong du tuyén tinh. Viéc tao ra ddy gia ngau nhién c6 chu ky
cuc dai (m ddy) con c6 ¥ nghia dé m3 hoa théng tin trude lac nhing vao anh sd va
cling Gmg dung ddi voi ddu watermark vao anh trude khi goi di [71], [72], [73],
[74].

2.2.1. Pit van dé

Viéc sinh s6 ngiu nhién c6 nhiéu y nghia trong thuc tién, dic biét trong linh
vuc bdo mat thong tin, chéng han cac khéa ma doi hoi phai dugec chon mot cach
ngau nhién, nham chdng lai cac tdn céng vét can [75], [76], [77].

Hién nay, mgt hé mat ma dugc cho 1a an toan néu khong gian khoéa la du 16n va
viéc chon khoa trong d6 phai 1a ngau nhién theo nghia doc lap, dong xéac suat [78],
[79], [80]. Tuy nhién, viéc sinh s6 hoan toan ngiu nhién bing cac thuit toan 1a rat
kho khan, tén kém [74], [81].

Noi dung nay luan an trinh bay thuat toan sinh sd gia ngau nhién bang phuong
phap dong du tuyén tinh, diy sé duoc tao ra tudn hoan, c6 chu ky cuc dai va khong

t6n tai chu ky con trong khoang chu ky cuc dai do.

2.2.2. Pat bai toan
Xét phuwong trinh ddng du tuyén tinh ® c6 dang sau:
ax =b mod n (2.5)

¥ Phuong trinh ddng du dang ax =b (mod m) dugc goi 1a phwong trinh dong du tuyén tinh vé6i a,b,m 1a cac sb
da bict X, la mot nghiém cua phuong trinh khi va chi khi ax, =b (mod m). Néu X, 1a mdt nghiém cua phuong
trinh thi cac phan tir thudc 16p X, cling 1a nghiém [81].
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v6i a,b,n 1a cac tham sb nguyén, trong d6 n>2

Pé giai phuong trinh (2.5) ta ap dung cac dinh 1y sau:

2.2.2.1. Pinh 1y 1
Goi ged(a,n)=d>1 1a ham tra vé udc sb chung 16n nhét cua a va n, khi do:
i) Phuong trinh (2.5) ¢6 d nghiém phén biét néu b chia hét cho d (ky hiéu d|b).
i) Phuong trinh (2.5) v6 nghiém néu b khong chia hét cho d (ky hiéu d t b).
Dé chimg minh Pinh 1y 1 ta 4p dung bb dé sau:
a. B6 dé: Cho trude 2 s6 nguyén khong am a va n (véi n>2) khi d6 a 1a kha dao
theo mod n néu va chi néu ged(a,n)=1, tirc 1a a va n nguyén té ciing nhau.
b. Chitng minh bé dé:
That vay, gia sir nguoc lai rang ged(a,n)=d, d>1 va c6 ton tai mot b £(0,n) sao
cho ab mod n = 1 hay viét cach khac ab = 1 mod n.
Tur ged(a,n)=d suy ra a = a,d ; n = n,d; trong d6 a, va n, 1a hai s6 nguyén
nao d6. Vay tir (2.5) c6 thé viét thanh cac phuong trinh sau:
a;db =1 mod n,d (2.6)
hay ba;d = 1 + kn,d (2.7)
v6i k 14 s6 nguyén nao do.
Tu (2.5) suyra ba,d — kn,d = 1 hay d(ba, —kn,) =1
Piéu nay 1a khong xay ra néu d>1, n6 chi xay ra khi va chi khi d=1 vi (ba; —
kn,) 1a mot s nguyén. Vay bo dé 1a ding.
C. Chung minh Pinh ly 1
* Triwong hop 1: c6 d nghiém phan biét néu b chia hét cho d (ky hiéu d|b), c6
thé viét nhu sau ged(a,n)=d néu b|d.
Khi d6 phuong trinh (2.5) ¢6 thé viét lai nhu sau:
a,dx=b,d mod n,d (2.8)
v6i ay, by, ny 12 nhitng s6 nguyén nao do.
Ap dung bd dé trén ciia phép toan dong du tir (2.6) ta suy ra phuong trinh:

a;x = bymod n, (2.9)
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Do gcd(ay,n,) = 1 (vi ged(a,n)=d) nén theo bd dé 1 c6 ton tai ay*mod n,, ma
X, = aj *mod n,1a nghiém duy nhit ctua phuong trinh (2.9) véi 0 < x, < ny

Vi d=1+1+..+1 nén phuong trinh (2.5) c6 d nghiém phan biét la:

Xj = [( /d> x* +j("/d)] mod n, véi x* = (a/d) mod ("/d) = aj;'modn

Nhu vay ta ¢6 d gid tri caa x vdi x = x, + jn,mod n; (j=0,1,2,...,d-1) la
nghiém cua phuong trinh (2.5) va chung khac nhau theo mod n.

Truong hop 1 duoc giai quyét.

* Trwong hop 2: v nghiém néu b khdng chia hét cho d (ky hiéu d  b)

Theo Pinh 1y 1 ta s& xay dung ddy s6 gia ngau nhién. Bai toan dit ra hiy xay
dung ddy gia ngau nhién {x,}, n>0 sao cho chu ky cta day 13 16n nhat c6 thé, tic la
{x,} 1a m ddy. Ta c6 day x,,,=(ax, + b)mod m, trong d6 x,,a, b,m cho trudc
sa0 cho m > max{x,,a,b}. R rang diy {x,},n =0 phu thuoc vao 4 tham sb
a, b, xo, m. Day nay tun hoan va cho chu ky R <m, tuy thudc vao viéc chon a,b va
X,. Muc tiéu cua bai toan 13 hiy xac dinh cac tham sb a,b va x, ¢¢ R=m.

Chtrng minh truong hop 2 nhu sau: Theo trudng hop 1, néu b chia hét cho d, thi
c6 thé viét lai d = ged (a,n).

Do do6, gia thiét ton tai mot sé nguyén X, théa min phuong trinh (2.5). Vi
gcd(a,n) = d >1, nén phuong trinh (2.5) ¢6 thé dugc viét nhu sau:

a1dxg = b mod (nyd) (2.10)

Trong d6 ay, by 12 nhing s6 nguyén. Tir d6 ta suy ra: a;dx, = b + kn,d véi k la

mot s6 nguyén nao do. Ta co:
a,dxg - kn,d = b, hay (aiXo - kn;)d=b (2.11)

Suy ra a;Xo - kn;= b/d 13 s6 nguyén. Tuy nhién do trudng hop 2 ta da chon b
khong chia hét cho d nén b/d khong phai 1a s6 nguyén, trong khi d6, theo chung
minh trén, a;xo - kn; 12 mot sé nguyén.

Két qua ndy mau thuin vdi gia thiét trén. Vay khong ton tai nghiém nguyén X,

thoa min phuong trinh déng du (2.5). Truong hop thi 2 duoc ching minh.
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2.2.2.2. Dinh ly 2
Pé day {x,},n =0 dugc xac dinh trong (2.5) ¢6 chu ky R=m phai thoa min
dong thoi 3 diéu kién sau:
i) (b,m)=1;
ii) a-1 1a boi cua p voi moi ude nguyén td p cua m véi p=2, trong d6 p 12 mot
udc cua m;
iii) a-1 12 boi ctia 4 néu m 1a boi cia 4.
a. Vidu
Xeét xo=3, a=13, b=7 va m=105. Ta c6 (b,m)=(7,105)=1; a-1=12 la boi cua
2,3,4,6 (truong hop nay p=2); a-1=12 la boi cia 4; nhung m=105 khong phai 1a bdi
cua 4.
b. Chirng minh BPinh Iy 2
Ta xét phuong trinh dong du tuyén tinh c6 dang:
X =ax+b mod m (2.12)
hay (a- 1)x=-b mod m (2.13)
Tir diéu kién (ii) ta suy ra rang: (a-1,m) = p>1
Trong lac do, theo (i) ta co: (b,m) = 1=p
Tu do (2.12) hoac tuong duong voi (2.13) vo nghi€ém voi X, # Xy+1 trong
khoang (0,m). Ttc 1a khong ton tai mot n >0 sao cho: x,, = (ax,, + b)mod m dbi

voi Vn=1,2,....m. Pinh 1y dugc chirng minh.

2.2.3. Mot sb vi du chieng minh
Céc dinh 1y trén 1a co so ly thuyét dé ta xay dung day gia ngau nhién vai chu ky

|6n tiy ¥. Sau day 1a hai vi du c6 tinh chat thuc hanh.

2.2.3.1.Vidu 1
Choy,=3;a=7;b=5m=27
Khi do6 ap dung céng thuc y,.+1 = ay, + b mod m = 7y, + 5 mod 27 ta cé:
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Bang 2. 7. Két qua tinh toén gia tri y dé xay dung day gia ngau nhién

n Yn ayn Yn+1 = @yYp + b mod m
0 3 21 26
1 26 182 25
2 25 175 18
3 18 126 23
4 23 161 4
5 4 28 6
6 6 42 20
7 20 140 10
8 10 70 21
9 21 147 17
10 17 119 16
11 16 112 9
12 9 63 14
13 14 98 22
14 22 154 24
15 24 168 11
16 11 77 1
17 1 7 12
18 12 84 8
19 8 56 7
20 7 49 0
21 0 0 5
22 5 35 13
23 13 91 15
24 15 105 2
25 2 14 19
26 19 133 3
27 3 21 26
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Néu dbi sang chir cai voi1 0 = A, 1 = B,.., 25 = Z thi s¢ duoc day: ZSXEG
UKVRQ JOWYL BMIHA FNCTD (s6 26 tuong tng véi s6 0)

2.2.3.2. Viduy 2

Choy,=3;a=13;b=3; m=1024

Nhu vay céc tham sb Yo, @, b, m thoa mén 3 diéu kién cua Dinh Iy 2 & trén:
- biéu kién (i): (b,m)=(3,1024)=1;
- Piéu kién (ii): a-1=12=3.4, ¢ day p=2

- Piéu kién (iii): a-1=12=3.4 12 bdi ctia 4 ma m=1024=4.256 12 boi cta 4.

Khi d6 ap dung cong thirc yn+1 = ay, + b mod m ta co:

Bang 2. 8. Két qua tinh toan gia tri y dé xay dung day gia ngau nhién

n Yn ayn Yn+1 = ayn + b mod m
0 3 39 42
1| 42 546 549
2 549 7137 996
3 996 12948 663
4 | 663 8619 430
5 430 5590 473
6 473 6149 8
7 8 104 107
8 107 1391 370
9 370 4810 717
10 | 717 9321 108
11 108 1404 383
12 | 383 4979 886
13 | 886 | 11518 257
14 257 3341 272
15 | 272 3536 467
16 467 6071 954
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17 | 954 12402 117
18 | 117 1521 500
19 | 500 6500 359
20 | 359 4667 574
21 | 574 7462 297
22 | 297 3861 792
23 | 792 10296 59
24 59 767 770
25 | 770 10010 797
26 | 797 10361 124
27 | 124 1612 591
28 | 591 7683 518
29 | 518 6734 593
30 | 593 7709 544
31 | 544 7072 931
32 | 931 12103 842
33 | 842 10946 709
34 | 709 9217 4

Léy céc s dau tién cua ddy ta dugc: 4, 5,9, 6,4,4,8,1,3,7,1,3,8,2,2,4,9,
1,53,52,7,57,7,1,5/5,5/5,9,8,7, 4.

Chuyén sang dang ky tu v6i bang ma quy dinh nhu trong Vi du 1 ta duogc
chudi: EFJGE EIBDH BDICC EJBFD FCHFH HBFFF FJIHE ....

2.2.4. Nhan xét va danh gia
Tir cong thiic x,,,, = ax, + b mod m ta tim cong thirc truy hdi nhu sau:
X, = axg+bmodm
X, = ax; + b mod m = a(ax, + b mod m) + b mod m
x, = a’xy, + (a + 1)b mod m
X3 = ax, + bmod m = a(a’x, + (a + 1)b mod m) + b mod m

x3 = adxy+ (a*> + a+ 1)bmodm
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Xpi1 = a"%o(@¥ 1+ a"2+..+a' + 1)b mod m (2.14)

Viéc tao diy sb gia ngau nhién vira dugc trinh bay trong nghién ctru c6 mot sb
vu diém nhu sau:

- Chu ky R cua diy dugc kiém soat néu thuc hién ding gia thiét cua Dinh 1y 2.

- Viéc trao ddi khoa rat don gian, chi la 4 tham sb Xo,a,b,m. Tuy theo yéu cau cua
g dung dé chon s6 m cho phu hop. Hon nira thuat toan sinh ddy gia ngiu nhién rat
don gian chi 4p dung theo cong thirc (2.14). Pay la cong thire truy hdi dé tim day
{x,} voi n>2.

- Trudng hop mudn chuyén sang day bit gia ngau nhién, ta cha y dén so ty nhién
dau tién cua cac s trong day: s6 1é dugce gan cho s6 1 va chin duge gin cho s6 0.

Vidu: 81, 15, 27, 31, 24,... & 01010......

Noi dung nghién ciru c6 ¥ nghia thuc tién cho an ninh qudc phong. Thuat toan
nay duoc st dung cho viéc trao d6i khoa mat ma phuc vu dbi vé6i thuat toan 5 bit
trong muyc 2.1.4 truéc bang hé mat ma khoa cong khai.

Trong hudng nghién ciru tiép theo, nham dam bao an toan cac tham sd xo , &, b,
m trong thudt toan néu trén luan an s€ cirng hoéa va dua vao thir nghiém trén cac hé

thdng truyén anh sb nghiép vu.

2.3. Phwong phap va thuat toan danh gia d§ an toan hé thong mat ma va
gidu tin trong anh sé

Pé bao mat nhitng thong tin quan trong, bén canh tng dung ky thuat mat mé,
ngudi ta st dung két hop k¥ thuat an giau théng tin (steganography) nham bé sung
cho nhitng khiém khuyét, ton tai caa hé thong thong tin duwoc bao mat [82]. Vi 2
nodi dung nghién ciru trong 2.1 va 2.2 vé thuat todn giau tin mat va thuat toan sinh sb
gia ngau nhién c6 chu ky cuc dai bang phuong phap dong du tuyén tinh, can phai
dit ra vn dé giai quyét 1a danh gia d6 an toan cua cac thuat toan nai trén.

Bai toan dat ra: can c6 phuong phap tin cay dé danh gia muac do an toan vé mat

thuc hanh cho cac hé thong gidu tin mat co trao ddi khoa bi mat trong anh sé noi
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trén. Dua vao mot s phuong phap danh gia trude ddy, luan an dé xuat mot sé thuat

toan danh gia d6 an toan ddi véi hé théng mat méa giau tin trong anh so.

2.3.1. Pit véan dé

Trong noi dung nghién ciru nay, luan an tap trung xay dung danh gia mirc do an
toan thong tin ddi voi hé théng mat ma va hé thdng ky thuat giu tin trong anh sb.
Trong d6 dbi v6i hé mat ma, nghién ciru tap trung vao phuong phap danh gia d6 an
toan thong qua chat luong cua ddy gia ngau nhién duoc sinh ra. Nghia 1a cac bit cua
day duoc thiét bi sinh tao ra 1a doc 1ap va ¢ phan bb xac suat dong déu va day dé
gan voi ddy ngau nhién. Hién nay di c6 nhiéu tiéu chuan danh gia day ngau nhién
do thiét bi sinh tao ra [75], [83], [84], [85], [86].

Con dbi véi thuat toan giau tin, viéc danh gia “khé cam nhan bang mat thuong”
hodc “khong thé phat hién bang phuong phap thong ké” da duoc Cachin dua ra khai
niém vé phuong phap danh gia do an toan hoan hao [7]. Tuy nhién day 1a khai niém
dang tir quan diém ly thuyét, trong thyuc té rat khé thuc hién. Do vay luan an st
dung cé4c ly thuyét khac dé thuc hién viéc danh gia do an toan nay theo huéng don

gian va dé thyuc hién hon.

2.3.2. Co sé ly thuyét

2.3.2.1. Mt s6 bo dé 1y thuyét thong tin

a. Bo dé A.1[16]

Cho f va g 13 hai ham s6 thuc, khong 4m xéac dinh va kha tich d6i v6i do do p_
hiru han niao d6 trén mién X va théa mén diéu kién tich phan fX (f — g)du>0. Khi
do ta c6 tich phan:

f, f loggd,uzo (2.15)

Va n6 chi bang 0 khi va chi khi f = g, p_ hau khip noi trén X

Chung minh: Ta chiing minh cho truong hop f va g 1a nhitng ham roi rac

Gia su c6 2 chuoi s6 thuc, khong am, hoi tu
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Yi>1 @; VA Y by; a;, b0 sao cho (X a; X b;)>0.
Khi d6, ta s& ching minh rang ¥ a;log Z—i >0 hoac tuong duong
y ailogZ—i <0 (2.16)
Trong d6, log 1a ham logarit duoc chon co sé ty y. Dé don gian, ta 1iy logarit
theo co sb e. Gia st xe[1,1+¢]
Bang khai trién Talor, ta co:
mx=In((x—1D+1)=(x—-1— (x—1)2Qy*?, trong d6 y (1,X)
Tu do,
) ailogZ—i = (b — Y a) — Y a;(b; — a;)2(2y?)"! < 0 v6i y? eb?, a?
Diéu phai chirg minh.
b. B6 dé A.2:
Co s¢ danh gia d0 an toan ciia mot Hé théng thong tin c6 bao mat
Cho fy,f,,...f, v6i n>2 12 ham mat do xac suét trén khong gian X. Ky hiéu tap

hop G={ f1,f,,...f, }; Gia st h 1a ham nao d6 trong G. Khi dé:

i) Néu [, hlog %dy(x) > 0 d6i voi moi j # i thi h=Ff;, u_hau khip noi trén X

]
ii) Néu c6 ton tai motj #i: [, hlog ]f— du(x) < 0thi h =f, 1_hau khép noi trén X

]
iii) Néu [, hlog j:— du(x) = 0 =] thi chua co két luan.
]
Truong hop dic biét, nhung rat quan trong 1a n=2. Khi d6
[, hlogZdu>0<h=f,
f2

tréi lai [, hlogj%dy <O0thih=Ff,

2

Néu [, hlog’*du = 0 thi chua c6 két lugn

Trong d6, ham logarit dugc 14y theo co sé tiy ¥. Chimg minh bo dé A.2 cho
truong hop n=2.

That vdy, gid sith =, va [, hlog%dy > 0.
2
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Do G={fi K f} VA& heG, nén h=f, Khi do [ leog%dy>0 hay
2

f2
I, flog i< 0
Két qua nay trai voi bd dé A.1. Vay h=f, p_hau khap noi trong X

Truong hop [, hlog ]{—: du < 0 duge ching minh twong tu.

Cubi cung néu fX hlog ]j:—ld,u = 0, ltc d6 f, ~f, trén X nén ta khong thé két luan
2

duoc.

2.3.2.2. Mot s6 co s& 1y thuyét xac xuit va thong ké

a. B6 dé B.1:

Cho hai dai luong X;, X, doc 1ap c6 ham mat do 1an luot 1a P,(.) va P,(.) trén
khong gian S. bat n = X; + X,

Khi @6, dai luong ngau nhién 7 ¢4 ham mat do 1a

p,(x) = [ PP (x — y)dy (2.17)

Chiing minh nay da dugc trinh bay trong [87]

b. Hé qua B.2

Cho X,, X, 13 hai dai luong ngau nhién, doc 1ap, roi rac: X; nhan cac gia tri
X1, Xg, .., X VOi Xac sudt twong ing 13 py, Py, .., Pk (0; = Xy = x),i =1,..,k)

X, nhdn céc gi tri x4, X,,.., X} vOi cac x4c suat trong tng 13 q, Go, - ., G (q; =
p(X, =x)i=1.2,..,k)

Piat Z =X, +X,. Khi d6, dai luong ngiu nhién Z s& nhan cic gia tri
Z1,Z,,.., Zy v6i x4c suat tuong Gmg la:

n=p(2) =2 im0 voi pi=p0G =X g =p(Xe =2 — )i =
1,2,..k

b. Hé qua B.3

Cho hai dai lugng ngau nhién X;, X, thoa min cac diéu kién cua Hé qua B.2.
Néu mot trong hai (chang han X;) dai luong ngiu nhién d6 c6 phin bd déu P, =

Py =P, = % . Pai luong ngiu nhién Z ciing c6 phan bd déu, nghia la r, =1, =
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TR = % Chtng minh. That vy, ap dung két qua cua Hé qua B.2, ta co véi

i=1.2,..k,

k k 1 & .

T = Zpiqj—i = ZP(X1 =x)p(X, =2, —x;) = EZ p(Z, =2 —x) = %
i=1 i=1 i=1

H¢ qua dugc ching minh.

2.3.3. Phwong phap danh gia dé an toan ciaa hé théng mat ma

2.3.3.1. Phan tich d9 an toan ciia hé thong mat ma

bé danh gia do an toan ciia mot h¢ théng mat mi, ta can danh gia chat luong
clia diy gia ngau nhién do hé théng sinh ra. Pau ra d6 c6 thé 1a diy cac chit cai
latinh, ddy s6 tu nhién hodc diy nhi phan. Viéc danh gia nay lién quan dén bai toan
kiém dinh céc gia thuyét théng ké toan hoc. Noi dung bai toan nhu sau: Gia sir trén
co sO nao do, nguoi ta dua ra hai gia thuyét thong ké doi 1ap nhau, 1an luot duoc Ky
hiéu 1a gia thuyét Ho va ddi thuyét Hy;

Ho: Heé thong sinh diy gia ngiu nhién ddc 1ap c6 phan bd xéac suat déu.

Trai lai:

H,: Hé thong d6 sinh ddy gia ngiu nhién doc l1ap nhung c6 phan bd khong déu.

Dé kiém tra xem gia thuyét ndo dung trong hai gia thuyét dua ra, ta 1dy mau gia
ngau nhién X = x,X,,..,x, (n>2) rdi tinh dic trung phan bd xac sudt ciia X. Néu
dic trung d6 6 twong tng vai gia thuyét Hy thi ta chap nhéan gia thuyét Hy va do do
bac bo gia thuyét Hy. Nguoc lai thi ta chap nhan gia thuyét H; va bac bo gia thuyét
Ho.

Trong bat cr mot quyét dinh chién luoc nao, ta déu mac phai hai sai 1am: Sai
1am xay ra khi Hg diing, nhung ta lai quyét dinh béac bd no, duoc goi la xac suét sai
1am loai mot va duoc ky hiéula o (0 <o < 1) va xac suét sai 1am loai hai duoc ky
hiéu 1a 14 sai lam xay ra khi chap nhan gia thuyét Hy sai (0 < f<1).

Trong thuc té khong c6 quyét dinh nao lai cuc tiéu hoa dong thoi ca hai sai 1am
loai 1 va loai 2. Do d6 mot quyét dinh duoc cho 13 tdi wu néu c¢b dinh xac suit sai

lam loai mdt « cho trudc va cuc ti€u hoa sai lam loai hai £. Bai toan d6 da duoc
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nghién ctru nhiéu trong 1y thuyét kiém dinh gia thuyét thong ké va khong phai 1a
muc tiéu cua nghién ctiru nay. Noi dung nghién ctru nay chi danh gid mirc do an toan
cua hé théng mat ma dua trén co sé xich markov hiru han trang thai.

Pé danh gia chat lugng cia cac ban mi do hé thong sinh tao ra, ta s& danh gia
chét luong cac diy gia ngiu nhién dugce dung dé mi hoa cac ban thong bao mot diy
diy gia ngiu nhién duoc sinh tir hé thdng nao dé duoc coi 1a tét néu cac thanh phan
ctia diy d6 1a doc 1ap va c6 phan bd déu.

Nhu vdy, mot ddy gia ngiu nhién hoan toan doc 1ap va c6 phan b déu 1a day
thudc xich markov véi ma tran chuyén trang thai 1a P = (P i)mxm trong d6 m la s6
trang thai khac nhau cta xich. Truong hop dac bi¢t nhung quan trong 1a m=26
(twong tng v6i 26 chir cdi la tinh) va P;; = % dbi vai moi i,j=1,2,..,26. Nhu vay, P
1a ma trdn vudng cip 26 X 26 v4i cac phan tir bang nhau va bang i

Con mot ddy gia ngau nhién duoc cho 13 toi néu d6 chinh 13 mau ban rd thudc
mot ngdn ngi tu nhién nao d6 (dé don gian, ta gia thiét d6 13 ngon ngir Tiéng Anh.
Nhu vay, trong truong hop ndy mot ban ma chir cai, twong tng voi 2 ban 1d Tiéng
Anh tuy y cong v6i nhau theo modulo 26.

Nhu vay, bai toan kiém dinh gia thuyét Hy va theo doi ddi thuyét H, nhu sau:

Ho: Hé thdng sinh diy gia ngiu nhién theo mo hinh Markov v&i ma tran chuyén

Py, = (%)zsxze = (Pij)26x26 (2.14)

H, Hé thong sinh diy gia ngiu nhién theo moé hinh Markov g, = (qij)26x26
trong d6 q;; cho trude hodc udc lugng duoc bang phuong phap thong ké toan hoc.

O day luan an st dung phuong phap cuc dai hop ly (maximal likelihood

estimation). Trong thuc hanh, ta 14y mau khoang 10000 chit céi la tinh. Vi vay, dé

10000 Lo )
v ~14,79 do6i vo1 moi

don gian cho tinh toan, trong thuc hanh ta 13y p; =
1,J=1,2,..,26. CON (q;;)26x26 da duoc tinh todn va cho két qua trong Bang 2.4 12 Ma

tran Py duoc cho & (2.14) uwéc lwong bo doi moc xich tiéng Anh.
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Bang 2. 9. Uéc luong bd doi moc xich tiéng Anh Py

A[BJ[C]I[DJEJFE[G[HTI KILIM[NJOJP[Q]I R[S TJUJV]W[X]Y
A4 [21]29]53 [2 [11]31 |4 |33 6 |65|23[171]2 |14 87 |77 1277 [25]8 [1 |9
B |13 56 8 23 11 15 [4 |2 |13 15
C |33 7 1 |71 36 |18 10]9 |1 513 10 29 |11 3
D[41|16|10|5 |66 |18]3 |9 |59 1[4 (156 |16]4 21 |18 |53 [21|5 [15 3
E [88]20|58|126 |57 41|20 |16 |51 4 |56 |57|154|35|7 |6 |194|153|66 |9 |26|31[13|5
F|19]3 |5 |1 [19 [21]1 |3 |30 111 52 26 |8 (49 |7 [3 |3 2
Gl21]4 [3 ]2 |35 |1 |3 |15 |18 6 |1 |4 |21]1 |[1[23 |9 |21 |9 5 1
H 1 |4 2715 |1 |6 |58 3 |2 441 3 |12 [18 |6 5 3
| [40(7 |53]24 |25 |9 [11 |3 2 [38]26|212(58 (2 |1 [46 |82 |120|1 |3 4
J |3 5 1 46 3
K |2 11 13 2 |2 6 |2 |1 2 1
L |46|2 |5 |12 |65 |7 |5 |2 |44 1 (542 [2 |26]1 |12 [16 |23 |9 1 34
M|52]14 (1 67 3 |1 7 1 [17]9 |12 [12 |3 |8 1 2
N [42|10|48|126 |63 |19]107 |12 |32 6 |6 |9 |7 |54|7 [1|7 [47 |132|6 |5 |14 13
O |7 [12]14a|17 |5 [97]3 |5 |14 192 [13613]3 95 |23 |42 |[58[16 28 4
P|19]1 37 4 |8 151 289 33 |14 [7 |6
Q 17
R | 86 16|24 [177]4 |8 |8 |78 106 [26]16 |60]4 24 |38 |56 |6 |11|4 29
S|66]9 [17]9 |76 [13]1 |47 |78 8 [11]12 |58]7 |6 |9 |48 |121]35]1 |28 4
T 59237 |1 |79 |6 |2 [332]133 14110(6 [79]7 51 |50 |56 |21|3 |30 25
Ul12|5 [9 |6 |9 |1 |6 9 1 [20]5 [31 |2 |5 48 |40 |31 3 1
V|7 77 29 5 3
w381 |1 39 33 |36 4 118 |15 ) 1
X |1 2 1 3 1[5 4 1
Y |[15]5 [4 |2 [7 [12]2 |6 |10 3175 |20]8 4 |16 |31 5
Z |1 4
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2.3.3.2. Xay dung thuit toan danh gia an toan do6i véi hé thong sinh bit gia
ngiu nhién tuy y

a. Thugt toan 1: Cho mot day bit gia ngau nhién dwogc sinh tir hé thong sinh nao
do: X = xy%, ...x,; x; € {0,1};i = 1,2,..,n. Van chon &=0,1

Buoce 1: Tinh tan s6 bd do1 méc xich ciia day X va nhan duoc két qua

P—(mll m12)
M1 My

Buoc 2: Tinh Q = (ql])ZXZ trong do qij = [logz 4mU]

Buéc 3: Tinh S(x) = 2232 L i

Buéc 4: Néu € = 0,05 thi hé thong c6 do an toan tot v6i xac sudt 97% va hé
thng dung. Trai lai,

Buée 5: Hé thong khong an toan va két thuc

b. Thudt todn 2: Ap dung dinh 1y dugc cho trong [67], ta co:

Cho day nhi phén X = xyx; ... x,,_1, d0 dain

Buée 1: Ly va cd dinh sé nguyén d: 1< d < [n/z] (phan nguyén cua n/2 ).

Buéc 2: Dat A(d) = X3 (x®xi4q)-

(A(d)

Buée 3: Néu n-d>10, ta co: A = e / s& ¢6 phan bd xap xi
Vn—d P P

phan b chuan N(0,1).
Buée 4: Néu lay a. = 0,05 (X4c suat sai 1am loai 1). Khi d6 tra bang phan phdi
chuan ta xac dinh dugc ngudng t, = 1,6449 [67]. Khi d6 néu: 2 (A(d) — %) <

t,\n —d = 1,6449+vn — d thi ta chap nhan day X 1a tét. Trai lai,
Buée 5: ta coi ddy X duoc sinh ra tir bd sinh 1 khong tét.

2.3.3.3. Xdy dung thuit toan danh gia an toan dbi véi h¢ thong day gia
ngiu nhién chir cai Latinh

Xét trén bang chir cai La tinh Z,4 = {a, b, c,..,z} hay ={0,1,2,3,..,25}
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Tiép theo, 14y 2 mAu vin ban tiéng Anh tuy ¥ mot cach doc 1ap, mdi mau X, Y
c6 do dai nhu nhau va bang n (c& 10000 chit c4i) ma ta ky hiéu 13
X = Xq,%X9,.., %X
Y =¥1,Y2.,0n
Budce 1: Cong (x + y)mod26 = Z = z,,2,,..,2,
Buéc 2: Tinh tan s6 bo doi méc xich cta diy Z, ta dwoc két qua ¢ = (g; ,-)26X26

0,0015n

Buwéc 3: Tinh H = (hij)%x%. Trong do, hy; = [Klog ]; i,j=12,..,26

9ij

Vi K 1a mot s6 nguyén duong nao d6 (K>1). Trong thuc hanh, ta chon K=10.
Muc dich chon sb K 1a lam tang do chinh xac ciia két luan, tie 14 giam thiéu truong
hop [logx] = 0. Chang han lay X = 1,2 va logarit 12 In. Khi dé:

[In1,2]=[0,1820]=0. Tuy nhién [10In1,2]=[1,820]=1

Bay gio gia st ta can kiém tra mot day sinh S = s;5,...spm V&I m>1; s; e{a,b,..,z};
i=1m

Burde 1: Tinh tan s bd d6i moc xich cua day S, ta duoc két qua la ma tran Q

Q= (i), 9 2 0:ij=12,..,m

Buée 2: Tinh vét Tr(Q.H"), trong d6 H' 12 ma tran chuyén vi ciia ma tran H

Bude 3: Néu gia tri Tr(Q.H") >0 thi ddy S duoc sinh ra tir bd sinh diy gia ngiu
nhién nao d6 1a tot.

Trai lai néu Tr(Q.H")<O0 thi day S la khong tbt va thuat toan dimg. Truong hop
Tr(Q.H")=0 thi chua c6 két luan ma ta cn l4y tiép miu S c6 do dai 16n hon m va
tiép tuc quay vé Budc 1.

Buée 4: B6 sung thém mau S thanh S’ dé c6 do dai m’ > m va quay lai Buéc 1.

2.3.4. Phwong phap danh gia dé an toan cia k¥ thuét giau tin

2.3.4.1. P) an toan ciia thuit toan gidu tin

Pit C 1a tap cac anh gbe ¢, M 1a tap thong tin can gidu m, S tap cac anh gidu tin
s va K tap khoa gidu tin k. Mot thudt todn gidu tin néi chung duge biéu dién theo

quan hé cua (Sg, Sx). Trong d6 Sg 1a thuat toan nhung tin dugc biéu dién C x M x K
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=> Sg va Sy dugc trich tin theo S x K => M. Ham nhung tin Sg tao ra tap S va ham
Sy trich théng tin M tir tap S bang khoa K [88].

Cho 213 mét hé thong gidu tin mat. Ps(.) 1a phan bd x4c suat cua tap anh gidu
tin S khi gtri qua kénh cong cong va Pc(.) 1 phan bd x4c suit cta anh goc C.

Theo [53] dinh nghia hé théng 2 duoc goi 12 an toan néu sai phan Kullback -
Leibler gitra ham mat do xac xuat Pc va Ps theo D(P. ||P,) = 0 theo (2.15), v6i D

dugc tinh theo cong thirc dudi day:

P
D(Pc [IP9) = Teec Pr (P)log 155 (2.15)

Khi D(P. ||P,) < € v6i &> 0 thi thuat toan giau tin cho trudc c6 do an toan e,
trong d6 € 1a mot sb thuc duwong cho trudc.

Hé thong 2 duoc goi 13 co d6 an toan hoan hao (perfect secutity) néu
&=0.Trong d6 Vi D(P. ||P,) = 0<> phan b x4ac suit cta anh gidu tin S bang phan b
xé4c suat cua anh goc C twong tng, tirc 1a ké tin cong khong phan biét duoc dau 1a
anh goc C va dau 1a anh c6 chta thong tin mat (anh stego S). Tuy nhién trong thuc
té diéu nay khong xay ra, vi néu nhu vay thi anh gidu tin va anh gdc hoan toan
giong nhau, tic 12 Ps(.) = Pc(.) (b6 dé A.1 va A.2). Vi vay ngudi ta thuong chon do
an toan & bao dam su thay doi gitra anh gbc C va anh gidu tin S 13 nhé nhat ma mat
ngudi khong thé cam nhan duge.

Tir (2.15), ta thiy rang dé thuc hién danh gid do an toan cua thudt toan gidu tin
rat kho thuc hién trong thyc té. Do d6 nguoi ta thuong chon phwong phap danh gia
d6 an toan cua thuat toan gidu tin theo cach tiép can bang cam nhan ciia mat nguoi
thong qua tham s6 PSRN trong bang 1.1. Pé tir 46 chon sao cho gia tri cia PSRN
tinh toan dugc c6 gia tri > 37 dB ¢ muc 5.

Trong nghién ciru cia minh, luan an tiép can phuong phap danh gia cua [87]
nhung giai quyét dua theo cic dinh 1y va bo dé sau day

a. Pinh Iy 3.1: C6 t6n tai mot hé thong steganography c6 mirc an toan hoan

hao.
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Chtng minh: Cho C 12 tap hop tat ca cac diy nhi phin c6 d6 dai n, P, 1a phan
bd xé4c suit déu trén C va ldy m e C 1a mot ban tin rd (message). Bay gio nguoi giri
ldy ngiu nhién ¢ € C r6i tinh s = ¢ @ m. Theo bd dé B.1 va hé qua B.2 ta co
Ps(.)=P.(.) va do d6 theo bd dé A.1va A.2 tasuyra D(P.||P,) = 0.

Hé thdng steganography néu trén rat don gian nhung thuong khong dung trong
thue té vi nhu vdy A va B trao ddi diy ngau nhién cho nhau (chir khong phai ban
ro).

b. Pinh Iy 3.2: Cho 213 mot hé théng steganography c6 do an toan ¢ chdng lai
cac tan cong bi dong, 4 1a xac sudt ma ké tn cong khong phat hién anh chuta thong
diép an va o & x4c suat dé keé tan cong phat hién sai anh c6 chaa thong diép sé thoa
man: d(«,B)< &, trong d6 d(a, B) = alog, ﬁ + (1 - a)log, 1;70‘ véi (0<e, p<1)

Pic biét, néu a=0, khi d6 g = 27¢

Ching minh xem [55 [87]

b. B6 dé 3.3: Gia st X,Y 1a dai lugng ngiu nhién duoc xac dinh trén tip S voi
phan b xac suét lan luot 1a Py(.)va Py(.);flamotanhxaf:S—>T

Khi d6, D(Py, //Pr,) < D(Py //Py), trong d6 Py, va Py, ky hiéu la cac phan bo
xéc sudt cua f(X) va f(Y)

Chting minh xem [87]

Tur dinh ly 3.1 va 3.2 cung cac két qua trong 3.3, ldy £=0,05 va a=0 thi

1

-0,05 —
ﬁ =2 T 20,05

~ 0,966. Nghia 13 hé théng an toan v6i £=0,05 thi ké tan cong

kho c6 thé do tim anh chira théng tin 4n (xac suat > 97%).

2.3.4.2. Xay dung thuit toan danh gia an toan d6i véi hé thdng gidu tin mat

Cho C 13 anh géc, con S 1a anh giau tin dd duoc gidu thong diép véi ti 1& nao do
va cho trudc € = 0,05

Buéc 1: Trich chon n bit LSB cua anh gbc C va n bit LSB cua anh gidu tin S
tuong tng (cung khai diém gidu). Ta nhan duoc két qua 1an luot 1a:

C1Cp ... Cyp VA S1S, ... Sy €, S; €{0,1},i =1,2,..,n
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Buée 2: Tinh tan s6 bd doi moc xich lan luot cia 2 diy {c;c, ...c,} va
{515, ... 5y} ta duoc két qua P.(x) va P;(x) nhu sau:

=G o) 2= (g 0

Bude 3: Tinh
2

D(P./P) = Z Z P, (i, ))log,

2
i=1 j=1

)
Ps(i,))

Trong d6, P.(i,j) = pij;i,j = 1,2; P.(i,j) = qij;Lj =12
Buéc 4: Néu D(P. //P,) < 0,05 thi hé théng 14 dang tin cdy v4i mirc an toan
trén 95% va thuat toan dung.

Budc 5: Néu 16n hon 0,05 thi hé théng khong dang tin cay.

2.3.5. Nhan xét va danh gia

2.3.5.1. Két qua thir nghiém ciia thuit toan trén

Bang 2. 10. Két qua Sai phan D(P.//Ps) danh gia do an toan cua thuat toan 2.1.4
theo kich thudc anh khong doi/thay doi twong ing d6 dai ban tin thay doi/khong doi

STT Kich thuwoc finh D¢ dai btfn tin gidu Sai phan Kullback - Leibler
khong dbi thay déi (ky tw) D(P¢//Ps)
1 768512 1038 0,000002082044841
2 7686512 2076 0,000006713339210
3 768512 3114 0,000014087722528
4 768512 4152 0,000026829523768
5 7686512 5190 0,000039290342406
6 768512 6228 0,000055130897602
7 7686512 7266 0,000070708671449
8 7686512 8304 0,000085734489423
9 768512 12456 0,000192297577694
10 7686512 19722 0,000750944583946
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STT Kich thwé’€ dnh D¢ dai bdi1 tin gidu Sai phéan Kullback - Leibler
thay doi khong doi (ky tu) D(Pc//Ps)
1 100100 1946 0,0995662169714835
2 183&276 1946 0,0066124957907429
3 2756183 1946 0,0007075414552164
4 288175 1946 0,0099152602771983
5 300168 1946 0,0005286474040050
6 2256225 1946 0,0044478103637885
7 6606440 1946 0,0000020054366442
8 7066504 1946 0,0000094963145847
9 7686512 1946 0,0000064135151950
10 8166616 1946 0,0000061077702080

Padnh gid: Cdc két qua tinh todn cho thdy gid tri sai phdn Kullback — Leibler D
tinh dwoc tir thudt toan trong 2.4.3.2 dé danh gia do an toan cua thudt todan gid'u tin
5 bit trong 2.1.4 cho két qua luén nhé hon &= 0,05 (trong diéu kién cu thé tinh todn
cia lugn dn) véi do an toan 1én dén trén 98% (twong dwong € = 0,03), vurot mirc t6i

thiéu la 95% (twong dwong &= 0,07).

2.3.5.2. Panh gia

Duya trén céc két qua nghién ctru va xay dung thudt toan & trén, ciing vdi két
qua thir nghiém, nghién ctru di danh gia mirc do an toan thong tin d6i v6i hé thong
mat mi va hé thong k¥ thuét giau tin trong anh sd.

Trong do6, danh gia do an toan ctuia hé théng mat ma dua vao hé théng sinh bit
gia ngiu nhién tiy ¥ va hé thong diy gia ngiu nhién duya trén chit cai latinh; dbi vai
hé thong gidu tin mat trong truyén anh s6, nghién ciru da gidi thiéu va thir nghiém
trén phan tich vé do an toan hoan hao vai cac ty 1€ nhan dang dugc thong di¢p an co

hay khong trong anh sé.
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2.4. Két luén chwong 2

Trong chuong 2, luan an di giai quyét ba van dé thong qua cic nghién ctu da
dugc tinh toan va chimg minh bang cac vi du minh hoa 6 rang.

- b6i voi k¥ thuat giéu tin mat, luan an dé xuét thuat toan ma khoa khéi 5 bit
hiéu qua va don gian, bao dam can dbi giita tbc do tinh toan va do phic tap cua
thuat toan [T4].

- Pbi voi hé théng mat mé trao ddi khoa bi mat, luan an dé xudt thuat toan sinh
s6 gia ngiu nhién co6 chu ky cuc dai bang phuong phap dong du tuyén tinh [T5].

- Tir cac nghién ctru vé phuong phap danh gia do an toan hé thong mat ma va
gidu tin, ludn an da gidi thidu cac thuat toan danh gia do an toan ddi voi hé théng
sinh bit gia ngiu nhién tiy y, hé thong sinh diy gia ngau nhién chir céi latinh va doi

v6i ky thuat giau tin mat [T3].

Hai ndi dung nghién ctru lién quan dén van dé bao mat trong truyén anh so 1a
xé4c sudt tim thiy watermark dugc danh dau trong anh sb va hiéu suit mang IEEE
802.11 theo cac thuat toan back-off khi bi tdn cong thong thudng duogc giai quyét

trong chuong 3.
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CHUONG 3. BAO MAT ANH SO CO PANH DAU WATERMARK VA
HIEU SUAT MANG KHI BI TAN CONG

Tém tit: Muc tiéu chirong 3 gidi quyét hai van dé. Thir nhdt nghién civu va xay
dung thudt todn danh gid Va so sdnh vé hiéu sudt xir Iy anh JPEG/JPEG2000 c6
danh dau bdo mdt bang watermark trong qud trinh truyén dnh soé dé dwa ra lua
chon phwong phdp ddnh dau bdo mdt nao dat hiéu qud nhat khi truyén trén mang
VO tuyén [T6]. Thir hai, dwa vao cdc két qua mé phong so cung véi xdy dung mé
hinh kénh, mé hinh thudt toan back-off va cac tham sé luu luong truyén tai, xdc
sudt rét goéi tin va do tré truy cdp cia 16p MAC trong mang IEEE 802.11, nham
phan tich khd ndng va danh gia hiéu sudt xi Iy xung ddt ciia cdc thudt todn back-off

khéc nhau 1én mang vé tuyén khi bj tan cong trong khi truyén anh sé [T7].

3.1. Bao mit anh sé thong qua danh gia va so sanh vé hiéu suat xir ly anh
JPEG/JPEG2000 ¢6 danh diu watermark

Trong ndi dung nay, ludn an trinh bay mot s6 danh gia so sanh vé hiéu nang 16i
(Error Performance) khi st dung cac ky thuat xtr 1y anh theo chuan JPEG /
JPEG2000 dugc danh du bao mat watermark trong moi trudng mang cam bién anh
khong day [89]. Ngoai ra, luan an ciing trinh bay mét sé phuong phap bién doi dé
tim ra xac suat phat hién watermark ¢ phia nhan dé xem xét kha ning anh s c6 bi
tan cong hay khéng. Két qua sé duoc dua ra nham kiém chimg cac phuong phap
bién ddi noi trén, tir 46 dé xuat phuong thirc lua chon k¥ thuat danh dau bao mat

watermark trén anh sd tot nhét khi truyén trén mang cam bién anh khong day WSN.

3.1.1. Mot sd nghién ciu lién quan
K¥ thuat danh diu bao mat watermark 1a phuong phap bao mat nham cung céap
mot s6 kha ning nhu phat hién 1am gia, xac thuc dir lidu so hitu, hién nay da dugc

st dung rdng rai trong nhiéu ing dung an ninh-qudc phong. Véi viée danh dau bao
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mat watermark vao anh, nguoi ta co thé phat hi¢n hodc trich d4u watermark nham
bao dam kha nang nhan thyc cia nd.

Mot s6 mang WSNs str dung anh s6 nhu 1a dit liéu cam nhan duoc dé truyén
tryc tiép thong qua mang WSN t6i nat dich [90], [50], [52], [53]. C6 nhiéu loai
watermark (anh logo, binary hodc text [91]) duoc chén vao anh sé ban diu nhim
muc dich danh ddu bao mat an toan. K¥ thut danh ddu bao mat watermark khéng
chi y nghia d6i véi muc dich nhan thuc ma con dam bao dit lidu trong truyén dan
[50], [92]. Nghién ctru [93] str dung bién ddi DCT dé danh diu bao mat watermark
d6i v6i anh sb cam nhan duge. Nghién ciru trong [94] di dé cap t6i hiéu nang 16i
ciia JPEG va k¥ thuat nhan thuc trong mang cam bién khong day dua trén bién doi
DCT nhung chua xem xét t6i van dé& an ninh ctia mang khi bi tan cong. Két qua
nghién ciru trong [95], [96] mdi dé xuat co ché tinh toan xac suat tim thdy
watermark tai nut dich dwa vao bién doi DCT chit khong so sanh véi bién do6i khac.

Tir cac phan tich trén, ludn 4n nhan thiy ca van dé hiéu nang 156i (Error
Performance) va xac suat phat hién danh diu bao mat watermark ddi voi hai
phuong thirc bién d6i DCT va DWT déu chua dugc nghién ctru ndo dé cap va xem
xét day di. Do vay luan 4n tap trung vao so sanh cac thong s6 hiéu nang 16i véi cac
co ché bién d6i khac nhau ddi véi k¥ thuat danh diu bao mat watermark duogc st
dung WSN nhu sai s6 trung binh tuyét d6i (Mean Absolute Error - MAE), gié tri
trung binh quan phuong (Mean Square Error - MSE) va ty s6 cong sudt tin hiéu trén

tap am dinh (Peak Signal-to Noise Ratio - PSNR).

3.1.2. C4c gia dinh va md hinh thuc té
Xét cau hinh WSN dién hinh dugc minh hoa trong hinh 3.1. Mang bao gém céc

nat cam bién (sensing node), ntit cum (cluster node) va nat dich (sink node).
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Sink node Watermark detection
Restored data

Cluster nodes é d)

Watermarlgembedding

Original sensing datal

Sensor nodes

Hinh 3. 1. M6 hinh cam bién hinh anh khong day dé xuét.

Quantize/
F d D ti I
2 _.trzfl‘:’?ornn_. EEC%%aeI; & t;la:;lesrfscfnn_. n]\)%.n
Decode
Mo M M, .
JPES
JPEG/DCT M
nxn [ B
i JPEG2000DWT ' jpeg2000
'
w-dct
Data/DCT My
nxn [ = :IIZ:III::I:II:III:I:I: nxn
My Watermark Data/DWT Mw-dwt

Hinh 3. 2. Céc kich ban xir ly anh.

Trong do:
- Ma trin Mg 1a ma tran diém anh ban dau
- Ma trdn M 1a ma tran chuyén doi theo tirng phuong phap DCT/DWT
- Ma tran M; 12 ma trdn chuyén doi nguoc
- Ma tran M, 1a ma tran diém anh nhén duogc
Dua trén biéu d¢6 md ta qua trinh xir Iy anh nhu trén, mot sé kich ban duoc thiét
lap dé danh gia hiéu nang 15i (Error Performance) trong qua trinh xir Iy duoc trinh
bay nhu hinh 3.2.
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Mot nit cam bién chira mot ma tran cam bién diém anh (mang cam bién) va
mdi gia tri cam nhan duoc phan anh qua cudng d6 diém anh. Pé danh gia hiéu ning
161, luan an d& xuit xem xét hai kha ning thong tin duoc truyén tai. Thir nhit, théng
tin cdm nhan cua moi cam bién duoc danh diu bao mat watermark truge khi guri dén
nut cum. Tai nat cum, noi quan 1y mot tap hop cac nut cam bién, c6 nhiém vu nén
cac dit liéu nhan duoc va dinh tuyén t6i nat dich. Thi hai, nat cam bién giri dir liéu
dén nat dich ma khong nhiing watermark.

Nham giam mat 6 phd cong suit tin hiéu tai tan sé 1am viéc vé gan véi nhidu
nén dé gay kho khin cho ké tan cong, luan an s dung chudi trai phd truc tiép
(DSSS) dbi véi dir liéu watermark dé thuc hién nhing vao théng tin cam nhan duoc
tir cam bién. Qua trinh nhing anh duoc trai truc tiép trén day bit tin hiéu.

So d6 khdi cua qué trinh danh d4u bao mat watermark dugc thé hién trén hinh
3.3 duoi day.

Chuoi gia ngau nhién

Bit bi mét bi—>|] Dd—Bién ngau nhién

Dir liéu cam nhan goc Dir liéu truyén nhiing watermark

Hinh 3. 3. So d6 khdi qua trinh danh dau bao mat watermark

Theo m6 hinh dé xuat, toan bd ma tran cam bién duoc chia thanh céc khdi nho
hon véi kich thuéc n x n. Mai khéi sir dung mot chudi trai pho khac nhau co d6 dai
n X n bit dugc sinh tr ma tran Hadamard nham dam bao tinh truc giao (trai pho
DSSS). Cac bit bi mat dugc dua vao ciing véi chudi gia ngau nhién (myc 2.2) nham
tron 1an khoa. Gia tri watermark dugc nhiing ciing 1a mot chudi ngau nhién sinh ra
tir ham Gauss c6 d6 dai n bit. Vi vay, dit liéu truyén di duoc bao mat biang khoa va

tich ctia gia tri watermark nhung vé&i chudi gia ngau nhién.
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3.1.3. Cac phuong trinh bién doi

Bién ddi Cosin roi rac 1a phuong thirc théng dung dbi véi chuan JPEG. Mot sé
vu diém cua DCT nhu: (1) Phan I6n ning lwong tap trung ¢ thanh phan tan sb thap.
(2). C6 kha nang giam hiéu tng chan. Cac anh duoc chia lam cé&c thanh phan tan sb
khac nhau bai DCT. Budce luong tir loai bo cac tan sé it quan trong va lam ting mirc
d6 hiéu qua trong viéc nén va khdi phuc tin hiéu ma khéng 1am suy giam nhiéu noi
dung caa birc anh. Tir [97], phuong trinh bién d6i DCT duoc biéu dién nhu sau

- Phurong trinh bién doi thudn

Y(u,v) = % C(w)C(v) X X¥Zg X320 X (x,y) cos n(zi;l)u cos n(zz;nv (3.1)
Véiu=0,..N-1lvav=0,..N-1
1 ¢
e . . —doivoik =0
Pi voi ma tran 8x8, khi do N=8 va C(k) = {ﬁ orvor
1 con lai

- Phuwrong trinh bién doi nguroc

(u,v) = %ZQ’;& Zg;(} C(u)C(w)Y(x,y) X cos TEXADU s ”(232’;1)” (3.2

Budc lugng tur tiép theo nham giam hau hét cac thanh phan tan s6 cao sau khi
bién d6i DCT vé gia tri 0. Sau khi luong tir, ma tran diém anh duoc quét zig-zag
nham t6i wu viéc nén dit ligu.

Bién d6i Wavelet roi rac caia chudi tin hiéu cé chiéu dai gisi han x(n) gém N
thanh phan, duoc biéu dién bai ma tran N x N. Cac ham Wavelet dugc dinh nghia
trén khoang thoi gian hiru han cé gia tri trung binh 0. Trong phuong thic DWT,
phuong trinh bién doi ¢6 thé dugc thé hién dudi ba phuong trinh bién d6i Wavelet 2
chiéu dua trén céc bién d6i Wavelet 1 chiéu nhu sau

p(x,y) = o)) (3.3)
Véi o(x) va ¢o(y) la cac ham Wavelet 1 chiéu.

Khi d6, ham Wavelet duoc biéu dién dudi cac ham Wavelet 1 chiéu dudi day

H(x,y) = H(x) Ay)
¥ (x,y) = Hx) HUy) (3.4)
P (x,y) = Hx) Uy)
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Trong d6 H,V va D twong ung goi & chiéu ngang, chiéu doc va duong chéo
Wavelet. Phuong trinh (3.3) va (3.4) c6 thé duogc biéu dién boi cac ham két hop

tuyén tinh cua hai vector Wavelet

@(x) = X hy,(n)/2¢(2x —n)

(3.5)
Hx) = Xnhy(n) /2 (2x —n)
Goi W,,(j,m,n) va W' ,(j,m,n) véi i = H,V,D tuong ung la céc h¢ sb dau ra cua

bién d6i DWT tai mirc j. Chudi céc bo loc va giam mau duoc hoat dong dua trén
tinh toan WH,/,(j,m,n). Hiéu nang 16i dugce danh gia bai cac tham s chinh nhu MAE,
MSE va PSNR nhu sau:

MAE = = 3N SHX () — Y () (3.6)

MSE = = SR SNIX (L) — Y ()2 (3.7)
552

PSNR = 1010g10fﬁ(d3) (3.8)

Véi gia tri ciia G phu thudc vao phuong thic bién doi.

3.1.4. Két qua m6 phéng va danh gia

Dé so sanh muc do hiéu qua cua cac phép bién ddi dwa trén mo hinh dé& xuat,
bdn trudng hop gia thiét bao gom: (1) dit liéu anh JPEG, (2) dit liéu anh JPEG2000,
(3) dir liéu da dugc watermark sir dung DCT, (4) dir liéu da duoc watermark sir
dung DWT. Céc dit liéu anh dugc khoi tao ngau nhién béi ham Gauss, twong ung
véi dir lidu dau vao M,. Ngoai ra, dir liéu watermark duoc trai phd bai chudi trai
pho truc tiép DSSS trong quaé trinh truyén.

Goi M#'peg’ M#'pegzooo’ My -det Mw=awt yy Mejpeg» ngpegZOOO) Mw-det pw-dwt
twong ung la ma tran dir liéu dugc khoi phuc tai phia thu va cac ma tran 16i cua di
liéu JPEG, JPEG2000, dix liéu DCT watermark va dir liéu DWT watermark.

Pé khoi tao ma tran My, luan &n sir dung ham sinh Gauss dé tao céc gia tri phan
tr ang véi dir liéu ma cac cam bién cam nhan duoc. Khéng mit tinh téng quat, ma
tran 8x8 duogc sir dung ddi v6i moi truong hop. Va cac phan tir ma tran duoc tao

bang céach lay trung binh cua 10.000 qué trinh Gauss véi c&c gia tri ngau nhién theo
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N(20,4). Bang cach twong tw, do I6n cua ludng dir liéu watermark cho méi nit duoc
khoi tao bang ham phan b chuan véi N(7,1). Ta co

26 19 26 21 20 21 25 32
26 19 26 21 12 18 16 23
26 19 26 21 18 22 24 26
17 14 26 20 13 23 20 16
Mo = 16 14 17 23 23 27 26 18 (39)
29 22 23 30 16 19 12 19
18 19 23 17 20 11 19 24

23 19 19 21 18 17 15 19
Tai nat dich, cdc ma tran khoi phuc phu thudc vao cac phuong thuc bién doi

Sau.

23 21 19 18 19 22 26 28
18 18 18 18 19 20 22 23
15 16 17 19 19 19 18 18
15 17 20 22 22 20 19 17
19 20 23 25 25 22 19 17
23 23 24 24 24 22 20 19
24 23 21 20 19 19 19 19
24 22 18 15 14 15 17 18

22 23 22 20 18 18 24 30
21 22 22 16 14 16 18 22
13 17 20 15 15 21 23 24
) Peg2000 _ 14 17 22 20 20 21 21 18

" 16 14 18 23 23 26 24 19
26 23 22 29 29 16 15 14
18 20 22 17 17 14 17 22
20 20 20 17 17 14 15 21

24 22 22 21 20 23 25 27
22 22 21 20 19 19 19 20
15 16 18 19 20 22 22 22
20 21 22 21 20 18 15 14
16 17 20 22 23 24 23 23
23 23 23 23 21 19 17 17
19 19 19 19 19 20 21 22
20 19 17 16 15 16 16 18

jpeg __
M, =

w—dct _
M =




w—dwt _
M =

jpeg __
M, =

jpeg2000 __
M, =

w—=dct _
M, =

w—dwt __
M, =
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23 22 24 21 19 22 24
22 22 21 15 12 15 17
14 17 20 16 17 22 24
14 17 24 20 14 20 20
16 13 17 22 22 27 24
27 23 23 28 18 17 14
17 19 23 28 18 14 18
21 20 19 18 19 16 14
Ma tran 18i duoc tinh bang hiéu sé giita ma tran M, va Mg
-3 2 -7 -3 -1 1 1
-2 —6 -3 3 7 2 6
1 -1 —4 4 1 -3 -6
-2 3 -6 2 9 -3 =2
3 6 6 2 2 -5 -7
-6 1 1 -6 8 3 8
6 4 -2 3 -1 8 0
1 3 -1 -6 -4 -2 2
-4 4 -4 -1 -2 0 -1
1 -2 1 1 2 =2 2
-1 0 -1 0 -3 -1 -1
-3 3 -4 0 3 =2 1
0 0 1 O -1 -1 -2
-3 1 -1 -1 1 -3 3
0 1 -1 0 -3 3 =2
-3 1 1 -4 2 -3 0
-2 3 -4 0 1 2 0
2 -2 0 5 7 1 3
1 -1 -3 4 2 0o -2
3 7 -4 1 7 -5 =5
0 3 3 -1 0 -4 -3
-6 1 0O -7 5 0 5
1 O -4 2 -1 9 2
-3 0 -2 -5 -3 -1 1
-3 3 -2 0 -1 1 -1
2 -2 0 0 0O -3 1
0 o -1 1 -1 0 0
-3 3 -2 0 1 -3 0
o -1 0 -1 -1 0 -2
-2 1 o -2 2 =2 2
-1 0 -1 0 -2 3 -1
-2 1 o -3 1 -1 -1

31
22
25
18
19
17
22
20
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Véi két qua tinh toan toan & trén, cac tham sé hiéu ning 16i thu dwgc nhu sau.

MAE[P®? = 3.44; MSE/?* = 17.66; PSNR/’*? = 35.57dB
MAEIPe920%0 — 3 44, MSEIPe92°%° = 17.66; PSNRIP?9*°*° = 355748
MAEY=4¢t = 2.69; MSEY =9t = 11.75; PSNRY 4t = 37.43dB
MAEY =9t = 1.22; MSEY~4%t = 2 44; PSNRY ™%t = 44.26dB

Dé phét hién dir liéu watermark, luan an st dung phuong phap dua trén phép
thir kiém dinh (Hypothesis testing) duwoc dé xuat trong [95]. Phuong phéap
Hypothesis testing nhu sau: Cdc ddc trung ciia mdau dwoc dimg dé danh gid xem 1
gid thuyét nao dé cia 1 tong thé la ding hodc sai. Viéc tim ra két lugn dé chdp
nhdn hodc bac bé gid thuyét dé dwoc goi la kiém dinh gia thuyét. Gia sik tong thé cé
tham 56 O chia biét. Véi gid tri cu thé 6y cho trude nao do, ta nghi ngo 6 hién nay
khéng diing, nén dwa ra gid thuyét

+ Gid thuyét la Hy: 0= 6,

+ Déi thuyét la H,: 0+ 6

- Nhiém vu cia phwong phdp kiém dinh gia thuyét thong ké la: bang thic
nghiém/mé phong (théng qua mau cu thé) dé kiém tra tinh ding/sai cia gid thuyét
Ho.

- Tor mdu cu thé dé tinh gid tri quan sat Z

- Két ludn: chdp nhdn hay bdc bé gia thuyét Ho.

Ap dung vao phiong phdp thir kKiém dinh trén ddy s dung cho bai toan c6
phan bo Gausian cua chudi bit diz liéu mau va watermark (theo gidi thiét ban dau).
Cdc déc trung thong ké cho cdc hé s6 twong quan cua H, (c6 si hién dién cua
watermark) va Hoy (khdng co watermark) duoc tinh toan thong qua ky vong va
phirong sai cua chugi diz liéu. Bé dam bao mirc bdo mdt, watermark dwoc phan bo
trén todn bg mién gia trj cia mau di liéu véi hé sé twong quan tao ra vé trai cua
cong thize trén. Do gid thiét mdu dir liéu c6 phan bo gausian, nén ham 16i dioc xac
dinh qua xac sudt canh bdo sai va phwong sai cia mau L. Xa&c sudt ¢é dinh canh

bdo sai dwoc sit dung dé tinh nguwong canh béo theo tiéu chuan Neyman—Pearson,
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tir d6 nit nhdn c6 thé phat hién duwoc c6 s hién dién cua watermark hay khong.
Trong lugn an nay, Hq va Hy dwoc tinh toan nhw sau

Ho - R = N, khong xudt hién watermark

H, : R =W + N, xudt hién watermark

Voi R tdp cac hé 56 twong quan ri; W la tap dau ra cua watermark b, N ld tdap
chudi tin hiéu vao.

Bang cac dac tinh théng ké cia hé s twong quan dua trén céach tiép can trén,
phuong trinh (3.10) sau cho phép kiém tra su c6 mat dir liéu watermark & phia thu.
Ta c6 cong thac tinh 18i nhu sau:

b <= erfc™t (pp)oVL (3.10)

Trong d6, r; 1a hé s twong quan, b; 1a watermark bit, erfc 1a ham 15i bo sung, p
X&c suat ¢d dinh canh bao sai va L 1a chiéu dai cua mau dix lidu, oL 1a phuong sai
ctia mau L.

Nhu da gi6i thiéu & phan truéc, danh ddu bao mat watermark dugc nhing vao
mang dit liéu theo nguyén tic trai pho truc tiép. Dé thuan tién, luan an st dung ciing
chudi gia ngau nhién cho moi ma tran di liéu con. Tuc 13, st dung clng moi chudi
ma Walsh dugc tao boi ma tran Hadamard.

Trong mé hinh d& xuat, nghién cau thuc hién trén cac khéi anh khac nhau voi
cac kich thuéc 2x2, 4x4 va 8x8. Tai budc luong tir trong DCT, céc hé s sau khi
bién d6i dugc ma hoa sau khi &p dung thuat toan K-largest coding. O day, K phan tir
I6n nhat trong ma tran s& dugc giir lai va cac phan tir con lai dugc chuan héa vé 0
[97].

Ty s6 nén (Compress Ratio) duoc tinh theo cong thire (3.11) dudi day.

CR=1-= (3.11)

Véi K 1a sb cam bién c6 @6 16n 16n nhat duoc giit lai, N 12 s6 lwong cam bién
trong mdi khoi.

Dé khao sat anh hudng cia xac suat tim thdy watermark ps voi cac kich thuéc

khdi khac nhau théng qua bién doi DCT, mot s6 két qua sé duoc thé hién dudi day.
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Trong hinh 3.4, véi p; =0,1% va CR = 75%, xé4c suat tim thay watermark doi
véi trudng hop 2x2 gan nhu bang 0 véi moi gid tri trung binh caa do 1on watermark
trong khi cac truong hop con lai xap xi 95% khi gié tri trung binh cua watermark
bang 7. Vai ty s6 nén khac nhau, xac suat tim thay watermark dot ngot giam vé 0
nhu hinh 3.5.

T T I
—k— Tile size= 8x8
091 Tile size= 4x4
== Tile size= 2x2
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Hinh 3. 4. X&c suat tim thay watermark véi cac d6 16n trung binh khac nhau.

0.7

=
@

=
.

Detection probability
[=}
o

=
[}

[=]
%]

------------------------------------------------------------------

—3k— Tile size= 8x3

Tile size= dsd [----b-mmmcdosomondennooodoooo B
= Tile size= 2x2

[=]

=

I I I
0 01 02 03 04 05 086
Compression ratio

0.7

Hinh 3. 5. X4c suit tim thiy watermark véi ty s6 nén thay doi.
Pé so0 sanh xAc suét tim thdy watermark cho hai phuong thic bién d6i DCT va
DWT, luan an thuc hién cac do 1on trung binh watermark khéac nhau véi cing ty s6

nén. Két qua hinh 3.6 mo ta xac suat tim thay watermark gan nhu bang nhau véi cac
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kich thuéc khac nhau trén cing mét phwong thirc bién ddi. Tuy nhién, x&c suat tim
thay khi st dung bién d6i DCT 16n hon.

—k— Tile size= 8x8 DCT | | ;
03r Tile size= 4x4 DCT [-r-=-==-"i =~
=8 Tile size=2x2 DCT | : ;
0811 m s Tile size=8x8 DWT [~ 1~ Fi prene .
.l =%=-Tile size=d DWT | | i j ________ L . |
| === Tile size= 22 DWT [T ! : 0

0.6 L] I . 1 ________ o N i

!

05f----

04 -

Detection probability

0.3f---
M L

0.1

Mean of bogus distribution

Hinh 3. 6. X&c suat tim thay watermark véi truong hgp DCT va DWT.
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Hinh 3. 7. X4c suat tim thay bi anh huang boi xac suat canh bao ¢ dinh.

Nham tang tinh ngiu nhién va dic tinh théng ké cua luong dir liéu watermark,
kich thuéc cua mau anh dugc mé rong Ién 16x16. Va st dung cac phuong thirc
tuong tu nhu cac trudng hop da xét o trén véi kich thudc khdi duoc chia theo chuan

8x8. Hinh 3.7 cho thay xac suat tim thay watermark tang khi gia tri p; ting.
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Hinh 3. 8. X&c sut tim thay watermark véi cac p, khéac nhau.

Trong khi d6, v6i p; =0,1%, xac suat dat 75% va xap xi 100% khi do 16n
watermark trung binh bang 4. Hinh 3.8 biéu dién xac suat tim thay watermark véi
c4c gia tri p; khac nhau, trong d6 xac suat cang giam néu ty s6 nén cang ting nhung

van luén Ion hon 70% ngay ca trudng hop ty sé nén cao.

3.1.5. Nhan xét va danh gia

Véi két qua nghién ctru ndy ta co cac nhin xét sau:

- Thir nhét, d3 cung cap mo hinh phan tich va két qua s6 mo ta hiéu nang 15i dbi
v6i mO hinh phén tich d6 trong qua trinh xur 1y anh theo chuan JPEG/JPEG2000
dugc quéa trinh danh dau bao mat watermark vao dit liéu cam bién tuong ung.
Nghién ctru ndy tap trung vao cac phuong thirc bién doi khac nhau va so sanh mirc
dd hiéu qua gitra chiing.

- Thir hai, tir x4c suat tim thay watermark tai phia nhan théng qua mé phong sd,
ta thay rang, xac suat nay phu thudc vao cac tham s thay d6i nhu do 16n watermark
trung binh, xac suét canh b4o sai, hé sb nén va kich thude anh cho dén cach chia

khéi cho timg anh.
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- Tr d6, dua trén két qua c6 duogc, co thé danh gia rang bao mét anh sb c6 danh
dau bang watermark theo phuong phap DWT 1a lya chon tt nhit cho ca van dé
hiéu ning 16i ciing nhu x4c suat tim thiy danh dau watermark.

- Két qua phdn tich ddnh gid so sanh néi trén cho mang cdm bién khéng day
WISN hoan toan dp dung vao cdc mang théng tin vo tuyén khdc. Trong thuc té, dii
girilnhdn anh s6 hay “vdt mang tin” la da phwong tién sé6 (digital multimedia) nao
khdc thi mang WISN hay mang vién théng khdc chi la méi trieong thong tin vé tuyén
phuc vu truyén tdi théng tin; Con viéc danh dau watermark hay gidu tin mdt vao
trong anh s6 déu duoc thuc hién trén hé théng ky thuat $6 nao dé (may tinh, dién
thoai hay thiét bi chuyén dung,...) truéc khi truyén di. Noi dung nghién civu nay
nham phan tich hiéu nang 16i trén dnh sé khi nhiing watermark, dong thoi lira chon

dwoc danh ddau watermark theo phwong phap DWT khi ting dung 1 t6i wru.

3.2. Phan tich va danh gia hiéu suat xir Iy xung dot cia cac thuat toan
back-off khac nhau 1én mang vé tuyén khi bi tAn cong

Hién nay IEEE 802.11 1a mot trong nhiing tiéu chuan vé mang v6 tuyén duoc
trién khai rong rai nhat trén thé gidi, N6 cung cip rat nhiéu tng dung cho ca muyc
dich thuong mai 1an an ninh-qudc phong. Khi mot mang IEEE 802.11 bi tdn cong
thong thudng hodc tin cong thong minh nham ha hiéu suat hoat dong clia mang s&
dan dén viéc cac tham sd heu heong truy cdp, ty 1é rét géi tin va dg tré ciia IEEE
802.11 s& bi anh hudng, kéo theo d6 1a vin dé bao mat cho dudng truyén mang
cling bi anh hudng nghiém trong. Trong nhitng nim gan day, c6 nhiéu nghién ciu
stt dung phuong phap md hinh héa dé phén tich 16i 16p MAC cua IEEE 802.11
nhung chi tap trung danh gia kha nang xu 1y cua thuat toan Binary Exponential
Back-off (theo ham mii nhi phan), tuy nhién vin dé dong bang backoff (freezing
back-0ff) trong thyc tién ciing chwa dugc dé cap trong cac md hinh nghién ctru do
[98], [99], [100].
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3.2.1. Mt sé nghién ciru lién quan

Hiéu suat mang cua 16p MAC trong IEEE 802.11 ludn 1a muc tiéu duoc quan
tdm cua cac nghién ciru gan ddy nham danh gia va nang cip tiéu chuan IEEE. Dé
tiép can dicu nay, viéc sir dung mo hinh phan tich 1a mot phuong phép truyén thong
do tinh 16 rang cia n6. Tuy nhién, d§ chinh xac va do phuc tap cia mot md hinh
phan tich phu thudc cha yéu vao cac mé hinh gia dinh ban dau co6 chinh xéac hay
khéng. M6 hinh tiéu biéu do Bianchi dé xuat [61] duoc bo sung nhiéu diéu kién hon
dé bu cho tinh don gian va do chinh x4c nhu 13 vin dé déng biang back-off [98],
[99], [100]. Tuy nhién c&c nghién ctru d6 chi tip trung vao thuat toan Binary
Exponential Back-off (BEB).

Tur do thuat toan Exponential Increase Exponential Decrease back-off (EIED)
da dugce dé xuat voi mot sé dic diém khac biét. Két qua mo phong so trong [101],
[60] cho thdy rang viéc nang cao luu lugng truyén tai cia mang bdo hoa IEEE
802.11 véi thuat toan EIED back-off da vuot qua thuat toan BEB back-off trong
cung mot diéu kién. Nhung d6i v6i hién twong dong bing back-off trong thuét toan
EIED nay chua dugc nghién ctru nao dé cap dén.

Ngoai ra 16i xung dot lé6p MAC trong IEEE 802.11 xuat hién do cac cudc tan
cong thong thuong hoic tin cong thong minh [102], tir d6 dan dén viéc thay do6i
thuat todn back-off da duoc trinh bay trong nghién ctru [103]. Theo tim hiéu cia
nghién ctru sinh, da c6 nhiéu dé xuat dua vao chudi Markov [99] dé xac thuc thong
sO hiéu suat mang ddi véi truong hop ¢ cac nat 161 [62], [58], [25]. Tuy nhién,
nhirng mé hinh nay lai bé qua van dé dong bang back-off ma chi kiém tra dya trén
thuat toan BEB. Tu d6, ludn an dé xuit mo hinh phan tich moi nham bd sung cac
thiéu sot trong cac nghién ciru trude day [61], [98], [99], [100] ddi véi danh gia hiéu
suat mang IEEE bi anh hudng boi cac cudc tin cong thong thuong va thdng minh
vé 3 tham so: luu lwong truyén tai, xac suat rét goi tin va do tré truy cap.

Tur phan tich trén, luan 4n xay dung mé hinh va tham sb phuc vu danh gia hiéu
sudt xtr Iy xung dot cua cac thudt toan back-off khac nhau 1én mang vo tuyén chng

lai tin cong thong thudng gdm:
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- MO hinh trang thai thuat toan back-off
- M0 hinh trang thai kénh

- Céc tham sb hiéu sult (luu leong truy cdp, ty 1é rét géi tin va do tré)

3.2.2. C4c md hinh trang thai dung dé danh gia hiéu suat

a. M6 hinh trang thai thuat toan Back-off

Hay xem xét mot mang vo tuyén IEEE 802.11 tram don trong diéu kién luu
thong bao hoa. Mang c6 chira hai loai nit 1a nat binh thuong (normal node) va nat
16i (misbehaviour node) tudn theo thuat toan back-off. Goi sé lwong cic nut trong
mang la n va s6 nat 16i 1a |. Lop MAC IEEE st dung thuat toan BEB hoac EIED
back-off d6i v4i tat ca cac nut binh thuong.

Goi 1, , p, twong g 1a xdc suat truyén va xéac suat va cham ddi véi nit binh
thuong, 1, , p, tuong ng la xac suit truyén va xac sudt va cham d6i voi nit 16i.

Trong do6 T, (BEB) la xac sudt truyén cua nut binh thuong khi st dung thuét
toan BEB, va 1, (EIED) d6i voi thuat toan EIED. Gia st tit ca cac kénh trong mang
1am viéc binh thuong va khong c6 thiét bi dau cudi bi 16i.

M®d hinh trang thai back-off cia moét nut binh thuong sir dung thuat todn BEB
duoc xac lap bang chudi Markov 2 chiéu trong [98], [99]. Goi qua trinh ngau nhién
biéu dién cho giai doan back-off 1a s(t) va gia tri bo dém thoi gian back-off la b(t).

Gia tri W =CW-+1 la gié tri cia ctra s6 tranh chap (contention window), m 1a
giai doan back-off t0i da va R 1a gi¢i han thtr toi da. X4c suat t, (BEB) truyén cua

mot nut binh thuong dugc tinh theo céng thic sau:

(BEB) = =21 2 3.12
2 = oo T p WD) G (3.12)

Dbi vai thuat toan EIED dugc cong bd trong [76], gid trj cira sb tranh chip ting
va giam theo hang s r] (ting) va rp (giam). Trong nghién ciru nay, khong mat tinh
tong quat ddi vai cac truong hop phd bién, luan an lwa chon r| = rp = 2 nhu trong

[99].
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Dit trang thai (i*, k) dé biéu dién nut truyén thanh cong va trang thai (i, k) biéu
rang nat 18i trong qué trinh back-off khi dudng truyén bi 16i. Do cac khe thoi gian
bat thuong, ta c6 thé coi W*; = W; - 1 1a khe back-off nhan rdi dau tién sau khi
truyén thanh cong.

Goi by = lim,,, Pr{s(t) = j,b(t) = k} la xac suit ¢ dinh cua trang thai
back-off (j, k). X4c xuat dugc nay tinh trong khoang thoi gian 1 nit binh thudng
truyén di trong mot khe thdi gian néi chung bang tong cua tit ca cac trang thai cd
dinh v6i tham sé k=0. Tur d6 1, (EIED) la xéc suat truyén ctia nat binh thuong khi
st dung thuat toan EIED duoc tinh theo cong thic dudi day.

7 (EIED) = X% byv o + X124 PP LT (3.13)

=2 bt
Véi xéc sudt truyén da cho cua nut binh thudng t, va nut 18i 1,, ta c6 thé bicu
dién xéc suat va cham co diéu kién ctia mot nut binh thuong thong qua xac suat ma
nat dugc gan thé nhan duoc duong truyén c6 ngudn gdc tir it nhat mot trong cac nut
dang tranh chép (contending nodes) nhu sau:
pr=1-(1-t)""' A -1) (3.14)
Trong c4c truong hop pho bién, mot nit 16i ludn duoc khoi tao boi 1 clra s6
back-0ff nho hon so véi cira s6 khoi tao ciia nat binh thuong. Khi nat 16i xuét hién
trong cira so tranh chap da duoc cb dinh, kich thudc cira so tranh chap khong thay
d6i trong sudt giai doan back-off. Bat CW™ bang kich thudc cira sd tranh chip cua
nut 16i cong thém 1. Bo dém back-off ciia nat 151 duge Iya chon ngiu nhién tir 0 dén
CW'—1. X4c suit truyén va xac sudt va cham ciia nit binh thudng trong (3.12 va
3.14) bién thanh x4c suat truyén va x4c xuit va cham cua nut 15i T, Va Pp nhu sau

2 2
T (CWrHD)-(1-p2)  (CW +py)’

(3.15)

¥

Xac suat va cham cua nut loi 1a

po=1-(1 —1)" 1 (1 — 1) (3.16)
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b. M6 hinh trang thai kénh

Luan an dé xuat mo hinh trang thai kénh 165p MAC cta IEEE 802.11 theo cau
trac da kénh va dugc xay dung trong hinh 3.9. Muc dich ctia m6 hinh phéan chia cac
trang thai xung quanh nut binh thuong va phan tich qua trinh déng bang back-off
d6i voi ndi 161 xay dung dwa chudi Markov.

M6 hinh trong hinh 3.9 c6 bén trang thai 1a: Cho, Thanh cong 1, Thanh cong 2
va Tranh chip. Trong d6 trang thai Cho 14 trang thai kénh & trang thai khong hoat
dong; trang thai Thanh cong 1 1a trang thai kénh thé hién su truyén thanh cong cua
mot nut binh thudng; trang thai Thanh cong 2 1 trang thai kénh thé hién su truyén
thanh cong ctia mot nat 18i; va trang thai Tranh chap 1a trang thai kénh thé hién

kénh trong qua trinh va cham.

prl'-.k'r.‘r
- p.\'r.’J-.\m
S2)-w

pll('

p\'i.‘;-?ﬂ.‘}

Hinh 3. 9. M6 hinh trang thai kénh.
Kha niang chuyén doi cac trang thai dugc giai thich nhu dudi day.
Cho sang Chor: d6 13 kha ning chuyén ddi tir trang thai Cho téi chinh né, ta c6
Pw-w = (1 — 1)1 —1,)* (3.17)
Cho dén Thanh céng 1: Sau khi truyén thanh cong mot nat binh thuong kénh
chuyén sang trang théi ban.
Pw-say = (m— D x [t (1 - )"~ 1) (3.18)
Cho dén Thanh céng 2: Sau khi mot nit 161 truy cap vao kénh va khoi tao mot
truyén thanh cong. Ta co
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Pw-siz) = X [12(1 - )" 1 = 1) (3.19)

Cho dén Tranh chdp: Kénh dang trong tinh trang c6 va cham do truyén dong thoi
nhiéu nat. Do vay khd ning chuyén di trang thai Cho sang trang thai Tranh chdp 1a:

Pw-c=1—DPw_w — Pw-s1) — Pw-s(2) (3.20)

Thanh céng 1 sang Thanh céng 1, Thanh céng 2 sang Thanh cbng 2: D¢ 1a su

kién khi mot nat truyén nhiéu goi tin lién tiép. Kha ning truyén ma mét nat binh

thudng va mot nut 16 trich xuat bo dém thoi gian back-off méi duoc tinh theo cong

thirc sau

1
Ps(n-s) = 7 (3.21)

. 1
Va  Ps@)-s@) = g

X4c suit trang thai 6n dinh cta chudi Markov duoc tinh nhu sau:
B 1
1+py_c+ Pw—s(1)/(1 - Ps(1)—s(1)) + Pw—s(z)/(l - Ps(z)—s(z))

Tty

x LWSW ooy =y x —2=5E (3 29)
1-psy_sa) 5P W 1 -ps@y-s@

¢ = Tw X Pw-c; Ts(1) = Mw

D6 dai cua khe thoi gian trung binh duoc tinh theo d6 6n dinh cua md hinh
trang thai kénh la:

E[T] = my Ty + ncTe + (msy + s ) T (3.23)

O day, Ts 1 thoi gian trung binh kénh ban sau truyén thanh cong, T¢ 14 thoi gian

trung binh kénh ban do mdi tram trong thoi gian va cham, va Ty 1a khoang ciia mot khe

thoi gian tréng.

3.2.3. C4c tham sé hiéu suat

Trong phan nay, ba tham sd hiéu suat dugc tinh toan 1a phan tich lwu heong
truyén tdi, xdc sudt rét gOi tin VA phdn tich tré truy nhdp duoc tinh toan nhu dudi
day.

Phan tich lvu lwong truyén tai: Luu luong truyén tal cuc dai cia mot nat duoc

dinh nghia 14 mot phan ciia kénh bi chiém dung va truyén tai thanh coéng cac bit can
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truyén. Luu luong truyén tai thong thuong ctia nat binh thuong va nat 181 co thé

dugc biéu dién theo cac cong thire sau:

— s, E[P] — Ts@  ElP]
Thy == X0, Thy = =2 x 0. (3.24)

Xac sudt rét goi tin: Xéc suat rét goi duge dinh nghia 1a xac suat ma goéi tin do

bi rét khi dat dén gidi han thir toi da (R) va dugc tinh nhu sau:
Pirop1 = Pfﬂ » Paropz = P§+1- (3.25)
Phan tich dé tré truy cdp: Do tré cua goi trung binh so véi mot goi da truyén
thanh cong dugc dinh nghia 12 khoang thdi gian tir thoi diém goi tin xép & dau hang
16p MAC di sin sang dé dugc truyén di cho dén khi ¢6 xac nhan dbi vai goi tin nay
12 d3 nhan dugc. Do tré gdi ctia nit binh thudng theo thuat toan BEB str dung trong

nghién ctru [104] va theo thuat toan EIED dugc tinh bang 2 cong thirc dudi day.

wWi+1 J_ pR+1 Z:r_l Tixd;

Tuetay1 (BEB) = 5-20( L ";_piil)xE[T];Tdezayl(ElED) = 2o
1 =0t

(3.26)

Trong d6, T; 1a d6 tré trung binh khi mot nit binh thudng bat dau ¢ giai doan
thir i trong qua trinh back-off, v6i ham mat d¢ x4c suét bang d;.

Taco dy = bo+g,dy = by+g, e, Aoy = ban_1y+o Va dp = by .

Doi voi mdi i, T; va do tré g61 cua nit 16i dugc tinh nhu sau:

R+1

Wmin(i+jmy+1  pl—
— VR min(i+j,m) PP ) _ VR WW+1
Ti - j=0 ( 5 X 1—p§+1 ) X E[T]; Tdelay(z) = j=0 ( > X

p)— pR*1
— ) < E[T]. (3.27)

3.2.4. Két qua mo phéng va danh gia

Dé xac nhan hiéu sut mang cia hai thuat toan back-off BED va EIED cho ca
nut binh thudng 13n nat 16i trong mang vo tuyén, ta sir dung céong cu MATLAB dé
danh gia cac tham sb phan tich lieu liong truyén tdi, xdc sudt rét goi tin va phan
tich dg tré truy cdp. Két qua danh gia duoc kiém tra theo cc thong sb chuin cua

|EEE 802.11b [57].
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Goi Lpata 12 do dai trung binh cua goéi DATA, ta ¢é Lpata = H + E[P], trong do
H 1a do dai cua tiéu dé (header), bao gdm tiéu dé vat Iy va tieu d&& MAC. Thoi
lugng truyén cua cac got DATA, ACK, RTS va CTS la: Tpata = Lpata IRdata ;

Tack = Lack / Rensic * Tars = Lars Reasic’ Ters = Lers / Reasic. Khoang thoi gian
cua mdi trang thai on dinh 1a T, ,T, ,T_ dugc tham chiéu véi md hinh dé xuat.
Véi mo hinh co ban va moé hinh RTS/CTS, ta co

Ty = 0;Ts = Tpara + SIFS + Tack + DIFS; Ts = Tpupa + SIFS + Tycx +

DIFS (3.28)

Ty = 0;T; = Trys + SIFS + Tycx + SIFS;
Ts = Tpps + SIFS + Teps + SIFS + Tpypra + SIFS + Tycx + DIFS (3.29)

Trude tién, ta xem xét luu luong truyén tai mang cua tat ca cac nat binh thudng
d6i v4i ba thuat toan back-off khac nhau la Cira s6 ¢ dinh (Fixed Windows), BEB
va EIED theo su thay d6i s6 luong nut (Hinh 3.10.a) va sy thay do6i gia tri ctra s6
tranh chdp theo 2 thuat toan BED va EIED véi mé hinh co ban va mé hinh

RTS/CTS (Hinh 3.10.b).

w10
7

—H— BEE - Basic

—&— BEB - RTS/CTS
EIED - Basic ||
EIED - RTS/CTS

: Fised window (W = 32)
: : : s | —%—BEB (32 - 1024)
Bhode e S ——old EIED (32-1024)
: : : ;| —B—new EIED 321024

Throughput
e
Aggregated throughput (hps)

| Il I 1 I | I I 3 5 L L 1 1 1 1
5 10 18 20 P a0 35 40 45 a0 0 5 10 15 20 il 30 35
Number of nodes Vi

() Phan tich luu lwong truyén tai mang so  (b) Phan tich luu lugng truyén tai mang so
voi s6 nat mang theo 3 thuit toan véi clra s6 tranh chép theo 2 thuat toan BED
va EIED v61 mo hinh co ban va mo hinh
RTS/CTS

Hinh 3. 10. Phan tich hru luong truyén tai mang theo cac thuét toan
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Nhin vao hinh 3.10a, thuét toan back-off Ctra sé ¢ dinh (Fixed Windows) ¢6
hiéu suat Iuu luong truyén tai la kém nhat khi ting nhanh sé lugng cac nit. Trong
khi d6 thuat toan EIED c¢6 luu luong truyén tai tot nhat va tdt hon thuat toan BEB
nhu da duoc ching minh trong [101], [60]. Con trong hinh 3.10b cho két qua phan
tich luu luong truyén tai mang theo 2 thuat toan BED va EIED véi mo hinh co ban
va mo hinh RTS/CTS twong Gng véi mot nat 18i trong mang. Ta nhén thiy thuat
toan EIED ludn cho két qua tot hon so vé&i thuat toan BEB véi ca hai moé hinh co
ban va md hinh RTS/CTS. Tuy nhién, treong hop mang theo md hinh RTS/CTS,

lwu lwong truyén tai bi giam 1a do né dua ra cac théng bao diéu khién.

Packet drop ws number of misbehavior node - n =12

—=— Mormal node - WA =4
0.8 F| —&— MNormal node - Wy =5
—H=—Mormal node - WA = 16 : :
0.7 F| —# —Misbehavior node - Wy =4 | )“' .......... _

Mishehavior node - Wy =18 :
Misbehawior node - WW =16 b o ...........

Hinh 3. 11. Ty 1 rét g6i niit binh thudng so véi nut 16i.

Hinh 3.11 cho thiy ty 1& rét gi tin dbi voi nlt binh thudng va nat 18i khi sd
lwong nat 16i thay ddi va két hop voi cac gia tri khac nhau cia CW . Nhu d3 thy
trong hinh, ty 1& rét goi tin ciia cac nit binh thudng ludn ludn cao hon cac nut 16i voi
bat ky gia tri CW' nao. Gia tri CW' nho nhat dwa ra ty 18 rét goi 16n nhit. Ty 18 rét

g6i tin s& tang 1én khi sb nat 161 tang 1én.
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| = 2 = Basic mechanism

—+&— Normal EIED
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1.2} Normal BEB |4
Selfish BEB

Delay (s)
=]
[=2]
IIII
B
|
|
I|
|
0
|
|

04}

\ E—
0.2}

M,

Kx:

5 o
0 * - - _E_TU—C‘—rE:"—‘—U B a o o
0 5 10 15 20 25 30 35
Www

Hinh 3. 12. B¢ tré cua cac nit binh thuong va nit 18i twong tng véi thuat toan

BED va EIED.

Hinh 3.12 cho thiy do tré giita 2 thuat toan back-off khac nhau, mot nat 18i luén
giit gid tri tré nho nhét S0 Vi tit ca cac gia tri trong ctra sO tranh chap. Do tré cua nut
binh thuong 12 rat cao so v&i gia tri rat nho cua cira s6 tranh chip vi xac sudt chiém

kénh cua n6 rat thép va hiéu suit cua thudt toan BEB tot hon so véi thudt toan EIED.

3.2.5. Nhan xét va danh gia

Véi két qua nay, luan an c6 hai nhan xét nhu sau:

- Thir nhat, d& xuit mot mo hinh phan tich méi dbi véi 16p MAC caa IEEE
802.11 bang viéc sir dung cac thuat toan EIED da bao gdm xu 1y hién tugng dong
bang back-off.

- Thir hai, dya trén két qua s6 vé phan tich hiéu sudt mang theo cac thuat toan
back-off khac nhau v6i 3 tham s6 lieu liwong truyén tdi, xdc sudt rét goi tin va dé tré
truy cdp d6i voi nat binh thuong va nut 16i dé cho ra két qua 1a khac nhau theo cac
tan cong thong thuong.

Thong qua nghién clru nay, luan an danh gia dugc thuat toan EIED back-off ¢

hiéu suat tot hon so voi thuat toan BEB trong diéu kién théng thuong. Tuy nhién,
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khi mang ton tai nat doc do anh hudng cua cac tin cong théng thuong, thi hidu suit

cua mang st dung thuit toan BEB back-off tdt hon thuét toan EIED.

3.3. Két luan chuwong 3

Chuong 3 ludn 4n tip trung giai quyét hai vn dé sau

- Mot 13 luan an da xay dyng thuat toan danh gia so sanh vé hiéu suat xur Iy anh
c6 danh diu bao mat biang watermark trong qua trinh truyén anh sé dé c6 thé lua
chon phuong phap danh ddu bao mat DWT c6 hiéu qua nhét.

- Hai 13, dwa vao cac két qua mo phong sé véi 3 tham sd luu lwong truyén tai,
Xac sudt rot goi tin va do tré truy cap cia 16p MAC trong mang 802.11 theo cac
thuat toan back-off khac nhau, luan an da phan tich kha ning va danh gia hiéu suét
xur 1y xung dot ciia cac thuat toan back-off khac nhau 1én mang vo tuyén khi bi tan

cong trong khi truyén anh sd.

Trong chwong 4, luan 4n Gng dung két qua nghién cru vao nhiém vu thiét ké,
ché tao hé thong thong tin lién lac bi mat thong qua truyén anh sé c6 biao mat phuc

vu cong tac nghi¢p vu.
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CHUONG 4. XAY DUNG HE THONG THONG TIN LIEN LAC Bi MAT
THONG QUA TRUYEN ANH SO

Tom tdt: Ung dung két qua da nghién ciru trong chuwong 2 va 3, lugn an dia
VAo dé xudt va xay dung mét hé thang thong tin lién lac vo tuyén bi mdt. Hé thong
nay ing dung kj thudt gidu tin mdt bang thudt todn ma hoa va cé trao doi khéa bi
Mdt (chwong 2) vao anh sé sau dé danh dau watermark 18n danh sé dé (chwong 3).
Tir d6 hodn thién hé thang thong tin lién lac bi mdt vo tuyén dé trao d@si ban tin hinh
anh trén cho nhau bang bang ky thudt trai phé nhay tan FHSS nham mé réng cac

hinh thizc lién lac mdt trong mét sé cong tac nghiép vu dac biét [T1].

4.1. Gigi thi¢u chung

Xuat phét tir nhu cau can c6 mot thiét bi lién lac co dong trong qua trinh cong
tac c6 kha nang lap trinh dé hoat dong ty dong, voi yéu cAu bao mat ban tin lién lac
rat quan trong, do vay doi hoi vé tinh ning - tic dung d6i véi thiét bi rat cao. Cac
thiét bi do nude ngoai san Xuét ¢6 tinh nang hién dai, tng dung cong ngh¢ cao, do
tin cay tdt, kha nang bao mat cao, nhung nguoc lai la van dé phu thudc va bi dong
vé cong nghé, ciing nhu khong thé bao dam yéu td bi mat tuyét ddi trong cac cong
tac nghiép vu. Tl nhu cau ciia cac don vi k¥ thuat nghiép vu, nghién ciru sinh cling
nhdm can bd khoa hoc ki thuét ciia don vi dd Gng dung hé théng nhung ché tao
thanh cong thiét bi thong tin lién lac khong day c6 bao mat, budc dau dap ung véi
yéu cau dit ra. Ngoai viéc dua két qua nghién ctru cua luan an vao thiét bi cu thé
con c6 ¥ nghia thuc tién rat 16n d6 1a nghién ctu va tng dung da duoc di d6i véi
nhau.

Nhu chung ta dd biét véi xu thé phat trién chung, viéc tng dung cong nghé
nhung trong thiét ké ché tao cac thiét bi dién tir, vién thong noi chung ciing nhu
thiét bi thong tin lién lac khong day noi riéng hién dang duoc s dung rong rai.
Trong nghién ctru nay, luan an da nghién ctru, 4p dung cac cong nghé ky thuat moi,

hién dai nhu: hé thong diéu khién nhing, ky thuat trai pho nhay tan, cong nghé
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SDR, k¥ thuat mi hoa va giai mi chuin AES dbi voi thong tin lién lac,... dé thiét ké
va ché tao mot bo thiét bi thong tin lién lac khong day, cing véi viée ing dung k¥
thuat gidu tin mat bang thut toan ma hoa va co trao d6i khoa bi mat (chuwong 2) vao
anh sb va danh diu watermark 1én anh sd d6 (chuwong 3). Tai phia nhan, anh s€ duoc
tach dau watermark va sau dé tach ban tin mat ra. San pham budc dau da dap ing
duoc mot sd yéu cAu co ban vé chi tiéu k¥ thuat, tinh nang hoat dong cia mdt hé
thdng lién lac khong day ciing nhu nhiing yéu cau riéng vé tinh bao mat, nho gon,
co dong... [105], [87].

Mdc di bai bdo dau tién thiét ké hé théng thong tin lién lac vo tuyén bi mat tw
nam 2011, dén nay da 2019, nhung trong thuyc 16, dé trién khai dwoc hoan chinh hé
théng phan cirng va phan mém truyén tin thoi cing doi héi rat nhiéu thoi gian dé
hoan thién. Sau khi hodn thién hé thong phan cirng va phan mém truyén tin, NCS
mdi tiép tuc nghién ciru hoan chinh phan bdo mdt, ma héa, toi wu va thir nghiém hé
théng. Trong thuc té cong tdc nghiép vu, viéc thiét ldp mang vé tuyén truyén djc
Iap c6 bdao mdt luén phdi chii ddng thuc hién, cdc mang vién théng céng cong khdc
(nhuw wifi, Internet, vé tinh...) chi mang y nghia du phong va phuc vu nhiém vu khac.
Mdi phién lién lac chi giti/nhdn 1 ban tin, do cdc van dé thoi gian truyén tin va cw li
truyén tin gan/xa lién quan chii yéu dén ky thudt vé phan cirng, nén NCS khong dt

van de giai quyét nay trong ludn dan.

4.2. Giai phap va céng nghé

a. Cac yéu cau chung doi véi thiét bi

DPAau vao 13 anh sb, sau d6 ban tin text duwgc ma hoa 5 bit, sinh khoa ngéu nhién
6 bit, danh dau watermark. Dau nhén sé& thuc hién nguoc lai dé giai ma va nhan ban
tin text. C6 thé truyén thong tin k¥ thuat sd thu/phat mot va hai chiéu theo phuong
thirc truyén thong khong day song ngan RF, tc do cao.

Ban tin truyén giita cac thiét bi lién lac 1a dit liéu s6 c6 ma hoa AES, dap ung

theo thot gian thuyc.
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C6 thé thiét 1ap mang lién lac da kénh, giao thirc truyén thong RF c6 do bao
mat cao, kha nang chdng nhiéu tdt, khoang cach lién lac tir 30 - 100m (c6 che chin)
va t61 400m (tdm nhin thang). Lap trinh hoat dong tu dong, hodc thao tac bang tay
don gian, nhanh chéng, thiét bi phai gon nhe tién loi cho ngudi sir dung khi 1am
viéc va di chuyén. Thiét bi c6 do tin cy cao, chi phi thip hon so v6i nhip ngoai,
ti€u thu it nang lugng va img dung cong nghé hién dai.

b. Gii phap va lwa chon cong nghé phin cirng va phan mém

Céc thiét bj thong tin lién lac khong day c6 bao mat can thiét ké 1a Hé thong
thong tin thu phat $b, co ma/gidi ma, cac ché d6 hoat dong lap trinh dugc mdt cach
linh hoat, phﬁn mém diéu khién thuc hién da nhiém va co giao dién quen thudc véi
trinh d§ nguoi st dung. Do do, n6 hoan toan phu hop véi cac dac trung co ban cua
hé théng nhung va viéc tng dung hé théng nhing (Embedded System) dé ché tao
thiét bi hoan toan c6 kha nang dap tng cac yéu cau dit ra.

- Bo xtr Iy trung tdm (CPU) cuia thiét bi 1a mot may tinh nhiing mini, str dung hé
diéu hanh Window Embedded, phdn mém nhung xir 1y tin hiéu va diéu khién duoc
1ap trinh bang ngdn ngit VisualC trén khdi SDR.

- Kénh truyén dan dit liéu s6 khong day lién lac gitta cac diém trong nat mang
st dung k¥ thuat trai phd véi hé thong song mang nhay tan FHSS. Véi cac vu diém
vé toc do va biang thong, tinh bao mat cao trong cic khung truyén dir liéu va kha
nang chdng nhiéu trong thong tin trai phd nhay tan s& dam bao su hoat dong 6n
dinh, chinh xé4c trong hé thdng thong tin vo tuyén gitra cac thiét bi lién lac.

- Bang tan s6 hoat dong duogc lya chon cho hé théng 1a dai tan s6 902 MHz —
928 MHz, toc d¢ dit lieu RF tir 1.200 dén 57.600bps s6 kénh lam viéc FHSS 1a 7
hop v&i 25 tan s6. Vi yéu cau vé khoang cach lién lac, nén c6 thé gidi han muc
diéu khién cong suat thu/phat trong khoang 1 — 100mW tuy theo dic diém lién lac.

- Ung dung coéng nghé SDR ¢6 uu diém 1a toc d6 1dy mau ADC/DAC cao (12 —
20Msa/s) dé diéu ché/giai diéu ché tin hiéu voi muc dich ting kha ning lam viéc

thong qua thay ddi tan sb bang phan mém.
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- X4y dung phan mém diéu khién 1a chic ning rat quan trong nham thyc hién
nhiém vu mi hoa ban tin text theo thuit toAn ma hoa khéi 5 bit, sau d6 tao khoa gia
ngau nhién (trong phan tng dung vao thiét bi hién tai, luan an chi méi sir dung diy
gia ngau nhién 6 bit) va sau d6 dua vao anh sé da duoc chon tir dau. Tiép theo la
qua trinh chon va déng dau watermark 1én anh truéc khi dua dén khéi truyén dix
liéu. Ngoai ra, phan mém con thuc hién mi héa dit liéu theo chuin AES 128 bit
trude khi truyén téi mo dun RF diéu nay lam ting kha ning bao mat thong tin dap
mg yéu cau dic thu hoat dong nghiép vu. Ngoai ra viéc ma héa/giai mi tin hiéu
trén dudng truyén theo tiéu chuan AES 128bit ciing duoc phan mém thyc hién.
Toan bo phan mém duoc viét bang ngon ngir lap trinh Visual C.

Nhu vay, cic thanh phan chinh cia thiét bi s& bao gom hé¢ thdng nhing phan
ctimg két hop véi mo-dun thu phat dit lidu sé khong day va phan mém diéu khién,
xur 1y dit liéu s6 cho cac ban tin truyén thong, trong d6 co dua vao cac ki thuat

ma/giai ma dac bi¢t (chuong 2).

4.3. Trién khai hé thong
a. Xay dung so' @6 khoi hé thong thu/phat

N R :

N

A

; Luu trt 1

E Pidu khién ban tin ;

; gui/nhan :

W LRS5O Ve Dit ligui .
: Drley | gui | . ;\ P
| da ma 2 . [ Dit ligutir Man | !
| hoa ) | r| truyen/nhan ban phim hinh |
I -« hM; } ;| dirligu noi Khéidieu | | hién | ;
(0] 3 = A = A ~ e . 1

| | ! tiep qua khién hé thon thi |
k alie — Dir liéu giri 5

| Dit ligu Ao lieu 1554 < > i
| - A ) va nhan \ ]
| nhan :da giaii 7 !
| | 1
| | 1

I N T Bl S i L Céc ngat ngoai I Ban phim
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Hinh 4. 1. So d6 khdi cta hé thong

So @6 khéi tong qua cta hé théng nhu Hinh 4.1. Co6 thé chia ra lam 2 khéi
chinh: Khéi xir 1y trung tAm, khdi thu phéat khong day.

b. Nguyén ly hoat dong chung ciia h¢ thong

Tai tram phat, dir li¢u hay ban tin truyén di dugc nhédp vao thong qua ban phim
hodc trén tép dir licu cod san luu trén hé théng, sau do6 duoc truyén téi khéi giai
mi/ma hoa dir liéu thong qua dudng truyén RS232. Tai khdi nay, dir liéu dugc ma
hoa theo chuidn AES 128 bit d& dam bao tinh an toan cho thong tin . Tiép theo, di
liéu duoc dua toi khéi thu/phat RF dé truyén thong tin di. Phia tram thu, qua trinh
dugc thuc hién ngugc lai. Sau khi dir li¢u da nhan du, khong bi 16i, duoc gidi ma thi
két qua s& dugc liru trir 1én 6 ctng va hién thi 1én man hinh theo ddi. chi tiéu k¥

thuat chinh cia mé dun thu phat dugc thé hién trong bang 4.1 dudi day.

Bang 4. 1. Pic diém k§ thuat mo dun RF

Dic diém Mé dun RF (900MHz)

Cong suat phat 100mW (20 dBm)

Pham vi lién lac ¢6 che khuat <= 450m

Pham vi lién lac theo tAm nhin <=7km

thang

Téc d6 giao tiép dir liéu noi tiep 1200 - 57600 bps

(Idp trinh bang phan mém)

Téc d6 truyen di lidu 9600 - 19200 bps

Téc do dir liéu RF 10000 - 20000 bps

Do nhay thu -110 dBm (9600 bps)
-107 dBm (19200 bps)

Dai tan sO 910 - 917 MHz

Cong nghé trai pho FHSS

M4 hoa AES 128 bit

Danh dia chi 65535 trén 1 kénh




RS232 va hé théng nhiing mini lam chirc nang diéu khién ché d6 hoat dong toan bo
hé théng nhu: thiét 1ap ché do, truyén nhan thong tin, ma héa bao mat, hién thi, luu
trir... Dé thuan tién cho qua trinh thiét ké, rat gon thoi gian thyc hién, dép ung giai
phap cong nghé ciling nhu chi tiéu dat ra, nhém nghién ctru da chon mdt may tinh
mini lam hé thdng nhing. Mach giao tiép truyén nhan dit liéu st dung chip
MAX3161 (dong chip duoc 1ap trinh thu phat da giao thirc véi cac chan c6 thé 1ap
trinh tao thanh mot giao tiép gobm 2TX/2RX chuin RS-232 hoic 1 cong

Khéi xir Iy trung tdm bao gdm 2 phan : mach truyén/nhan dir liéu ndi tiép qua
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RS485/RS422 thong qua vi diéu khién ATiny?26.

So dd chi tiét két ndi cac khdi nhu hinh vé 4.2 dudi day

&g: : - ::"Txr »| Transmitter
. v RF Switch
= ¢ K
[t Processor
tan
g—/ Interference
DO RF RX Filter
‘ Buffer Buffer Receiver [« |-|
(a) M6 dun RF
@ +Vee
2 14
Voo HDPLX DB9
oo 4 P DUTIIN TiouT Rs232 0
12 20 5 0
VCC 10 ATinny 26L RX RO/R20UT R2IN 0 0
GND 11 l l Y bEaN AN oour 0 0
T MAX3T5T 5
et C1s mourw RIIN 0 0 ~
10 9 18 AN

GND  FAST

SHON

Vi) RS-485

7
2(B)

6

4 12

RS-485/RS-232

(b) Mach khéi truyén/nhan dir liéu nbi tiép qua RS232
Hinh 4. 2. So d6 khéi cac mé dun

SHON

Hé thong nhung
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c. Khdi diéu khién h¢ thong

Khéi diéu khién hoat dong cua toan bo hé théng dugc 1ap trinh bang ngdn ngir
Visual C chay trén nén hé diéu hanh Window nhdng gitp cho giao dién ngudi dung
thuan tién hon. Cac tac vu nhu thiét 1ap ciu hinh thiét bi, ché do hoat dong, kiém
soat 161 qua trinh truyén dir liéu, diéu khién cac két ndi voi thiét bi ngoai vi..., déu
thue hién don gian thong qua giao dién rat tryc quan don gian. Diéu nay giup ting
dd chinh x4c, tinh bao mat, tiét kiém thoi gian thao tac dam bao tinh an toan khi
thue hién cc cong tac nghiép vu khi dung thiét bi nay.

Phian mém diéu khién cho hé thdng con cé mot chire ning rat quan trong do 1a
thuc hién nhiém vu ma hoa ban tin text theo thuat toan ma héa khéi 5 bit, sau do tao
khoa gia ngéu nhién (trong phén ung dung vao thiét bi hién tai, luan an chi méi s
dung diy gia ngau nhién 6 bit) va sau d6 dua vao anh sb da dugc chon tir dau. Tiép
theo 13 qua trinh chon va dong dau watermark 1én anh truéc khi dua dén khéi truyén
dir li¢u. Ngoai ra, phén mém con thuc hién m3 hoa dit liéu theo chuan AES 128 bit
trudc khi truyén téi moé dun RF diéu nay lam ting kha ning bao mat thong tin dap
g yéu cau dic thu hoat dong nghiép vu.

Két qua nghién citu ciia chiong 2 va 3 dwoc thé hién bang phdn mém ciia hé
théng thong tin lién lac bi mat. H¢ th(fng lién lac bl mdt ¢é dau vao la anh sé lam
vat mang tin (anh C). Viéc dwa ban tin mdt (ban tin M) vao hé thong lién lac dwoc
thyc hién trén thiét bi nhung, Viéc thuc hién gicfu tin (theo thudt toan muc 2.1) ciing
hoan toan thuc hién tu dong bc%ng phdn mém, khéa K duoc tao nngu nhién ciing
dirge tao ra theo quy ludt chudi gid ngdu nhién dong dw tuyén tinh; Sau khi gidu
ban tin M trong anh C va khéa K, anh C tré thanh anh S. Tiép theo hé thong sé thuc
hién ddanh tw tao dau thiy van s6 (W) va déng dau vao anh S dé tré thanh anh Sy;
cudi cing danh Sy, dwoc dwa dén khoi thu/phdt truyén div liéu. Anh giri di va nhdn
dwge la anh da dwoc danh dau thity van sé.

Viéc thiee hién kiém tra tach dau thity van sé va tach va gidi md ban tin gidu
trong dnh s6 nhdn dwoc theo quy trinh nguwoc lai. Sau khi kiém tra thiy vin sé nhdn

duwoc la giai md ban tin dé nhdn dwoc ban ré. Do tai cac dau thu/phat cua hé théng
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déu c6 chire nang giong nhau la gom cd nhdn va gii ban tin mdt (twong tw nhu 1 bé
tranceiver), nén NCS chi giodi thiéu so do khoi ciia mot dau hé théng.

Viéc kiém tra khéa K cling nhw déu thuy van s6 dwoc thuc hién tw dong, vi diéu
nay ciing twong tw nhw viéc thir 6 khéa. Khong cé kiém tra khéa ding réi méi gidi
mad ma chwong trinh chi thuc hién 02 truong hop:

- Nhdp khéa dé gidi ma: Néu gidi ma dwoc bdn tin => Khéa ding; nguoc lai
Néu khéng giai md dwoc ban tin => Khoa sai!

So d6 khéi diéu khién hé thdng bang phan mém tmg dung ndi dung nghién ctru
duoc va luu dd chuong trinh diéu khién hé théng duogc thé hién trong hinh 4.3 va

hinh 4.4 dudi day.

v "' -------------------------------------- NS

Anh gécC

Anh S da gidu
ban tin M

Kénh truyén

Anh S nhén
dwoc

Anh gécC

-~ = Watermark
Hé thong truyén XESDER Hé théng truyén W
dan FHSS | \ dan FHSS
]

Khdi nhiing diu Khéi e f Khoi BOREIE  Khoi so sanh,
watermark W W truyén/nhin i ! truyén/nhin da | watermarkiNEIRIEB TS IR0
vao anh S da dwoc nhing i H dwoc nhung W bi tan cong

trong SDR : i trong SDR khong
i |
\ |
] : » . ]
¢ ! ! 2 Kétqua W !
X Bén phat / \ Bén thu Diing/Sai ]
7 i - oAt A R o = 2 =l

Hinh 4. 3. So d6 khdi diéu khién hé thong
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Bit dau chuong trinh}

Kiém tra mat khiu

M6-dun phan mém

bat cau dit cau hinh

‘| hinh cho
"I thiétbi

r Chon ché d6 lam viéc —l

PR Che d6 Hen
Ché do phat: Lam o, L P
o Mjt mdy phat, mot glo
viéc ngay : 1
may thu xong phat
A 4
\ 4 .
Chon ban tin text/

Nhap mai ban tin
text hoac moé ban tin

hinh anh d3 c6 sén

Ma hoa/Gtri tin va Giai ma/Nhan tin

text/ hinh anh da c6
san
Chon ché d¢ 1am viéc
v Mot may phat, mot may
et \ 4 thu xong phat v VvV
Bam nut gui > .
Che do: bat hen gio Che do: Tu dong gui lai sau
phat khi nhan tin
R R B T A e T o 1 [TV T 1 TS B SR T P i i T R S 1 e N ey
1
[} 9 \ A .
: .| Phat tin hiéu kiém tra | Cho nhan tin xong
1 > A , Bl v F \ 5 .
: i dén may thu Chuyén ché dp thi gui £r3e
1 > e e
: g tin X nhin
1 o oA
' Chwa cé Pi an, t’;{’
| tin hiéu nhin tuc cho
i tra loi ; xon
i Kiém tra xem c6 may thu bin t?n
! tra 161 khong? M6-dun
: kiém tra
1
i
; v Co tin hiéu trad loi
i
1
1
1
1
1

M6-dun ma hoa va truyén dir liéu

[ Két thiic ]

Hinh 4. 4. Luu d6 chuong trinh phan mém diéu khién hé thong
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4.4, Két qua thir nghiém va danh gia

a. Mot s6 giao dién chwong trinh diéu khién hé thong

2 g dung i b thing b (3 i) v o

Théng tn Nhap théng diép
- Loai anh
\ 256 bils | dim anhy -
3-S4bits anh géc.
4- 56 bils théng diép Thong diép ma hoa
5. % bits thay d6i
- 6-PSNR:
Tin file Mg anh Ma héa
P ‘ O Mahéa Khéa
Gidu thong diep Déu thity van G
Nh3p dau thiy van
M@ théng diép

Ghichi

2 UUng dung ma héa théng ditp (5 bt vbo dnh

Fle Hep

oo

oo @

Hinh 4. 5.

8 ling dung m héa théng didp (5 bits)vbo dnh

Chon anh C dé giau tin

Fie Hep
R o T 7 R
T @
Théng tn Nnh3p thong dép
1~ Lowi sk PG Xin chao ong, trong hom nay chung ta phai gul toan
bo thong tin cho tat ca co 5o cua chung ta
2-S6bits /digm anh. 24
3-SGbitsanhgéc. 9437184
427
4- S5 bits théng &ép: Thoog aepmiinda
5-%bitsthayds  0004525%
11110 10110 00111 00100 00101 10000 10111
8-PSNR: 8105668978 | 10111 00111 01010, 01100 11001 10111 00111
01010 00101 10111 01110 00111 10000 01111
00100 00101 00110 00111 01010 01100 10000
11111 00101 10000 10110 01010 00110 10110
Tén fil Md anh Mahéa
. @Mahéa Khoa [z3CN8L
Gi&u thong diép Dau thuy van Gui
Nhdp ddu thiyvan  [LHT
M& théng diép

Hinh 4. 7. Chon giu tin M vao anh C

52 (ing dung i hés théng didp (5 bis)vbo dnh

=>anh S

Fie ep
2 o [ e Il rome
o @
Théng tn Nhp thong diép
1- Loai anh PG Xin chao ong, trong hom nay chung ta phai gul toan
bo thong tin cho tat ca co so cua chung ta
2-S6bits/diémanh. 24
3-SGbitsanhgoc. 9437184
427 -
4-SGbits (hdlvg'{iép Théng aép ma héa
5 - % bits thay dé 0.004525%
11110 10110 00111 00100 00101 10000 10111 ~
6-PSNR: 81.05668978 | 10111 00111 01010, 01100 11001 10111 00111
01010 00101 10111 01110 00111 10000 01111
00100 00101 00110 00111 01010 01100 10000
11111 00101 10000 10110 01010 00110 10110
Mé anh Mahéa
= ©IMahéa Khoa [z3CN8L
Dau thuy van Guai
Nhdp déuthiyvan  [LHT

M théng diép

Hinh 4. 9. Luu anh Syy trudc khi gui

Hinh 4. 6. Nhap ban tin M va sinh khoa

Théng tin
1-Loai anh

2-SEbits/diémanh. 24

JPG

3-Sébitsanhgbc. 9437184

4S8 bits thong digp. 427
5- % bits thay déi 0.004525%
6-PSNR
9
Tén fle M@ anh
Giu théng diép Déu thiy van Gui
M théng diep

Nh3p théng ddp

Xin chao ong, trong hom nay chung ta phai gul toan
bo thong tin cho tat ca co so cua chung ta

Théng diép ma héa
11110 10110 00111 00100 00101 10000 10111
10111 00111 01010, 01100 11001 10111 00111

11111 00101 10000 10110 01010 00110 10110

Ma héa
FIMahda Knéa: [z3CNsL
Nh3p ddu thayvan  [LHT]

Ghichi

K, ddu thay van W => Ban tin M’

2 (ing dung ms héa théng ditp (5 btz vée dah

Fie Help

2w @

£ @us

i I 000

Tén filo
Gidu théng diép

M théng diép

Thong tin
1-Loai anh PG
2-S3bits/ digm anh: 24
3-Sobitsanhgdc 9437184
4-S6 bits thong digp: 427
5-% bits thay ddi 0.004525%
6-PSNR 8105668978
2206839.564
93
Mg anh
Gi

Nnp thong diép

Xin chao ong, trong hom nay chung ta phal gui toan
bo thong tin cho tat ¢a co so cua chung ta

Théng diép ma hoa

11110 10110 00111 00100 00101 10000 10111 ~
10111 00111 01010, 01100 11001 10111 00111
01010 00101 10111 01110 00111 10000 01111
00100 00101 00110 00111 01010 01100 10000
11111 00101 10000 10110 01010 00110 10110

Mahoa
@ Minda Knéa  [z23CNEL
Nhdp dduthiyvan  [LHT

Hinh 4. 8. Panh déu thity van W 1én anh

S=> anh SW

9 (ing dung ma héa théng ditp (5 bt véo dah

v
& e () e Il oo

e @us

Tin fio
Giau théng diép

Mé théng diép

Théng tin
1-Loai anh PG
2-S8bits/diémanh. 24
3-Sobitsanhgoc 9437184
4-S5bits thong daidp: 427
5-%bitsthaydsi:  0.004525%
6-PSNR: 8105666978
2206830.564
93
Ma anh
Gi

Nhap théng diép

Xin chao ong, trong hom nay chung ta phal gui toan
bo thong tin cho tat ca co so cua chung ta

Thong ddp ma héa

11110 10110 00111 00100 00101 10000 10111 ~
10111 00111 01010, 01100 11001 10111 00111
01010 00101 10111 01110 00111 10000 01111
00100 00101 00110 00111 01010 01100 10000
11111 00101 10000 10110 01010 00110 10110

Mahéa
@ Mahta Knda  [23CNSL
Nndp dduthiyvan  [LHT

Hinh 4. 10. Guri anh S,y thanh cong
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b. Két qua vé do phd
H¢ théng sau khi thiét ké di duge do dac, thu nghi¢m trong mot sb diéu kién
khac nhau dé kiém tra vé yéu cau chat lugng, k¥ thuat ciing nhu yéu cau dic thu

nghiép vu hay khong trude khi duge vao su dung.

it -
i off e

««w.».\au-,-vm#m.ub 1.3 PO N NSRS GO -

Hinh 4. 11. Pho tan so tai 917.7MHz Hinh 4. 12. Pho tan s6 tai 912.89MHz
(két qua do trén may phan tich phd (két qua do trén may phan tich phd
FS315 9kHz - 3GHz R&S) R3162 9kHz - 8GHz Advantest)

d. Két qua danh gia d an toan ciia hé thong giau tin

Céc két qua danh gia do an toan cua hé thong di duoc thé hién bang két qua
danh gia d6 an toan cua thuit toan gidu tin trong bang 2.8 muc 2.3.5.1 v6i d6 an
toan dat trén 98% ctia hé thong qua mdi phién lién lac giri va nhan thanh cong.

c. Panh gia két qua:

Thiét bi truyén anh c6 tinh ning truyén ban tin anh sd va ban tin text c6 mi hoa.
Cong nghé st dung trong thiét bi 1 thu phat s6 OFDM, k¥ thuat trai pho nhay tan
FHSS, véi thiét ké 1a s6 kénh 1a 7 kénh va 25 tan s6 tir 902 MHz dén 928MHz. Viéc
chon tan s6 912 MHz va 917 MHz 1a ngau nhién khi do trén 2 thiét bi khac nhau.
Thiét bi thr nhat 1a may phén tich phé R&S FS315 tai don vi ciia NCS; thiét bi thir
hai la may phan tich phé Advantest R3162 tai Trung tdim Gidm dinh chat lugng,
Cuc Tiéu chuan-Po luong-Chat luong, B6 Qudc phong & cac thoi diém khac nhau,
nén cho két qua do khac nhau. Két qua phd tan cta 2 tan sd 1 dinh nhon va 1 dinh
phang 1 khi truyén ban tin text va ban tin hinh anh. Ban tin text c6 dung lugng rat
nho, do vay thoi gian truyén rat ngan va c6 phd nho; Ban tin anh sé co dung luong

16n va nhiing tin mat bén trong nén thdi gian truyén lau hon, pho rong hon. Viéc lya
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chon dai tan s6 900 MHz ciing 1a mot yéu tb hoa trang tan sb tring v6i dai tan sb
lam viéc ciia mang di dong ¢ bang tin s6 GSM 900MHz dé ting tinh bao mat cho
hé thdng.

d. Nhén xét két qua thir nghiém:

Thiét bj d3 dap ung budc dau cac yéu cau vé thiét ké, 1ap trinh, giao dién
chuong trinh 1am viée, vo may...Chi tiéu k¥ thuat cta thiét bi co ban dat yéu cau
dit ra. Kha nang lién lac tot khi di chuyén cing chiéu véi van tdc nhé hon 30km/h
va nguogc chidu véi van tde nho hon 25km/h. D3 hoa trang duge cho san pham vao
cac vo mau: vali xach tay, cdp tai liéu va tai xach dd nghé. Trong phu luc, luan an
trinh bay 3 két qua thir nghiém thiét bi véi cac tinh hudng thyc hanh khéc nhau.

Duéi ddy 1a mot s6 danh gia so sanh thiét bi hé théng: so sanh giira két qua thuc
té va yéu cau dé ra Bang 4.2, so sanh voi thiét bi chuyén dung c6 tinh ning tuong

duong Bang 4.3, Bang 4.4.

Bang 4. 2. So sanh két qua do, kiém tra thiét bi thyc té véi yéu cau da dit ra

Chi tiéu Chi tiéu k§y thuat dat dwoc Yéu cau dit ra

Dai tan s6 lam viéc 902 - 928MHz 900Hz hoic 2.4GHz
S6 kénh lam viéc 7 kénh 25 tan s6 <=8 kénh
Cong suat 100mW <=60mW
Pham vi lién lac c6 che 30 - 90m

: , 30 - 100m
khuat (lién lac tot trong 50m)
Pham vi lién lac khong 100 - 300m

, ) 300 - 500m

che khuat (lién lac tot trong <200m)
Téc d6 dir liéu RF 9,6 - 38,4Kbps 9,6kbps - 34.8Kbps
M3 ho4 dit liéu AES Cé Cé
Nguon cung cap 9vDC 3-12VDC
Dong tiéu thu khi phat 60 - 75mA <50mA
Dong tiéu thu khi thu 65 - 75mA <60mA
Dong chd 25 - 30pA <20pA
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Bang 4. 3. So sanh cac chi tiéu k¥ thuét chinh véi thiét bi chuyén dung

Cic chi tiéu k¥ thuat chinh Thiét bj thiét ké Thiét bi chuyén dung
Dai tan s6 lam viéc 902 - 928MHz 390 - 440MHz
S6 kénh lam viéc (FHSS) 7 kénh 25 tan s6 44 kénh
Pham vi lién lac ¢ che khuat 30 - 90m 30 - 600m
Pham vi lién lac khong che khuat 100 - 300m 600 - 1000m
Pham vi lién lac t6t (c6 che khuét) <50m 300m
Pham vi lién lac t6t (khong c6 che
. 100 - 200m 600m
Toc do dir liéu RF 9,6 - 38,4Kbps 9,6Kbps
Ma ho4 dir liéu AES 128bit Cé Cé
Ngudn cung cap 9VDC, 1.1A 7.2VDC, 3.6Ah
Cong suat 100mwW ~465mW

Bang 4. 4. So sanh mot s6 tinh ning co ban véi thiét bi chuyén dung

Mot s6 tinh ning co ban Thiét bi thir nghiém Thiét bi chuyén dung
Kha ning lam viéc truc tiép Tich hop hé thong nhing Phai két ndi PC
Ché d¢ 1am viéc tie thoi Co [

Hen gio gui tin Co Co
Nhan tin xong thi gui lai Co Co
Diéu chinh cau hinh giao dién ) )
o Co Khong
noi ti€p
Kiém tra ban tin tai chd Co Khéng
Soan thao ban tin truc tiép trén ; .
o Co Khong
thiét bi
L o Téi da 1h ,
Sai s0 thoi gian khi lién lac . . Tur +5ph dén +£30ph
(Iap trinh bang phan mém)
- Khang )
Chtic nang x04 khan cap Co
(Chua thuc hién)
Diéu chinh thiét ké va cau hinh Co Khong
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thiét bi (Mdc dinh ciia nha SX)
Khong han ché
Dung luong ban tin (khuyén nghi ban tin < 2kb
100kb)
Pinh dang ban tin Tat ca céc loai dinh dang Text
2k - 3s; 4K - 63, 20K - 26s;
Dung lugng va thoi gian gui tin 28k - 31s; 65k - 1ph12s; 2k - 6s
70k - 1ph26s; 87k - 2ph33s;
Kha ning luu trir Khéng gi6i han 1 ban tin duy nhat
Thoi gian chd cua dc-qui 2h30ph 20h
Thoi gian lam viéc cua ac-qui 20ph - 1h20 .
may phat (phu thudc loai pin)

4.5. Két luan chwong 4

Viéc thiét ké va tao ra mot hé théng thiét bi thong tin lién lac c6 bao mat truyén
anh s6 di bo sung giai quyét bai toan lién lac mat phuc vu cong tac nghiép vu va
chtrng minh cho tinh kha thi cta cac két qua da duoc trong chuong 2,3. Két qua
thuat toan giéu tin muc 2.1, sinh khéa K muc 2.2 va danh gia d6 an toan cua thuat
toan 2.3 da dugc dua vao thyc hién truc tiép trén hé thong cho thay nodi dung nghién
clru d3 bam sat yéu cau va dua duoc vao tng dung trong thiét bi thuc té. Noi dung
3.1 va 3.2 méi duoc danh gia trén bang mo phong s6. So sanh véi thiét bi chuyén
dung dang dugc sir dung, d6i v6i phan mém Gng dung két qua nghién ctru cho thiy
hoan toan kha thi sau khi hoan thién hé théng;

Tuy nhién trong thyc té thiét bi chuyén dung chi vuot mot sb chi tiéu vé phan
cimg ma thoi. NCS ciing chua c6 diéu kién thir nghiém d6i véi cac module phan
cliing c6 cong suat phat 16n hon (khoang tir 300 - 500mW hodc 1W). Hién nay hé
thé)ng da dat duoc mot sb két qua ban dau va dang tiép tuc hoan thién dé dua vao st

dung trong thuc té cong tac ciia don vi.
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KET LUAN

Bai toan bao mat thong tin gidu trong anh sb 1a bai toan cap thiét hién nay trong
linh vyc an toan, bao mat thong tin noéi chung, linh vuc qudc phong-an ninh noi
riéng. C6 nhiéu hudng tiép cin nghién ctru vé bao mat théng tin gidu trong anh sb,
doi hoi phai dugc nghién ctru mot cach da chiéu, toan dién. Tir cac nghién ctru do,
pham vi tmg dung cta bai toan gidu tin s& duoc md rong va da dang hoa ddi twong
ung dung trong cac nhi€ém vu cu thé.

Dua trén phuong phap nghién ctru duogc str dung nhu thong qua mét sb co so 1y
thuyét toan hoc, xay dung thuat toan va dé xuat mo hinh thuc hién dé phan tich,
danh gia két hop véi cac cong cu thdng ké, toan hoc ciing nhu mé phong trén may
tinh, cac két qua chinh cta luan an duoc trinh bay trong chuong 2 va chuong 3.
Chuong 4 da hién thuc hoa ndi dung nghién ctru va ung dung cu thé vao thiét bi

nghiép vy, budc dau da dap tmg mot sd tiéu chi co ban cong tac nghiép vu.

A. Cac dong gop chinh caa luan an

A.1. X8y dung cdc thudt todn gidu tin mdt trong dnh sé tir cdc thudt todn gidu
tin dd cé va thudt todn da cdi tién nhung chira hiéu qua véi cdc tan céng thong ké
cap 1, cdp 2; xdy dung thudt todn trao déi khéa khéa bi mdt bang phwong phdp
dong dw tuyén tinh; Tir nghién ciru vé phwong phdp danh gid dg an toan hé thong
mat ma va hé théng gicfu tin trong anh s, ludn an dé xudt thudt toan thwc hién danh

gia do an toan toan cua hé thong mdt ma va gidau tin. Cu thé la:

- Pong gop thir nhat: Xay dung thuit toan gidu tin méi sir dung bo ma 5 bit,
trong khi cac thuét toan gidu tin khac da duoc cong bd st dung bo ma ASCII mé
rong 1a 8 bit. Noi dung nay giai quyét 4 van dé. Thir nhdt, giam ty 1& nhing xudng
khoang 3,2% (=1/31). Néu ty 1é nhiing dudi 10% thi moi phwong phap do tim bang

cac thuat toan théng ké déu cho hiéu qua rat han ché. V&i cac thuét toan giéu tin
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mat co ty 1é thay ddi bit LBS thap khoang 3% thi day 1a ty 1& cho phép chéng lai cac
thuat toan tdn cong thong ké cip 1 va cp 2. Thit hai la thuét toan gidu tin trén ¢ wu
diém 1a don gian cho viéc nhang va trich chon, ngodi ra luong thong tin gidu dugc
16n nhung cac LSB thay ddi it hon. Thir ba 1a viée st dung bo ma 5 bit trén co s¢ bd
mé& Hamming, thuat toan dé xuat méi d3 ting dugc kha ning gidu tin 18n gip it nhat
14 8 14n so véi cac thuat toan khac. Thir tur, Viée st dung tir ma 5 bit s€ ma hét toan
bd 26 ky tu Latinh va 6 bit du duoc dung dé ma hoa cho mét sb tir thudong khéc
hoic dung cho ky hiéu diéu khién [T4]. Két qua so sanh thuit toan dé xuit méi va

thuat toan cti da dugc cho trong cac bang 2.4, 2.5 va 2.6.

- Péng gép thir hai: Xay dyng thuat toan sinh bit gia ngau nhién méi ¢6 chu
ky cuc dai bang phuong phap dong du tuyén tinh, nham phuc vu trao d6i khoa bi
mat cho viéc giéu tin trong anh s6. Ba uu diém trong thuat toan moi dugc thé hién
sau day. Thir nhat, chu ky R cta diy duoc kiém soat néu thuc hién ding gia thiét
cua Pinh 1y 2; Thit hai, viéc trao ddi khoa rat don gian, chi can 4 tham sb xg,a,b,m
(cong thirc 2.14). Ty theo yéu ciu cua ung dung dé chon m cho phu hop. Pay la
cong thirc truy hoi dé tim diy {X.} v6i n>2. Thir ba, thuat toan nay duoc sit dung
cho viéc trao ddi khoa mat ma phuc vu ddi vé6i thuat toan 5 bit trong muc 2.1.4
trudc bang hé mat ma khoa cong khai va Gmg dung tryc tiép cho ndi dung trong

chuong 4 ciing nhu trong qudc phong-an ninh [T5].

- Pong gop thir ba: Tir cac phuong phap danh gia chat luong gidu tin mat va
sinh khoa gia ngﬁu nhién, ludn an xay dyng thuat toan danh gia d¢ an toan bao mat.
Thir nhat, dé danh gia chét luong cuia cac ban ma do hé théng sinh tao ra, ta s€ danh
gia chat luong cac ddy gia ngiu nhién duoc dung dé ma hoa cac ban thong bao mot
day diy gia ngiu nhién duoc sinh tir hé théng nao d6 duge coi 1a tot néu cac thanh
phan cua diy d6 1a doc 1ap va c6 phan bé déu. Nhu vay, mot ddy gia ngau nhién
hoan toan doc 1ap va cé phan bb déu 1a day thudc xich markov véi ma tran chuyén

trang thai 1a P = (P;;)xm trong do m la s6 trang thai khac nhau cua xich. Tir do
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luan 4n dé xuét xay dung thuit toan danh gia an toan d6i v6i hé thong sinh bit gia
ngiu nhién tiy ¥ va thuat toan danh gia an toan dbi voi hé thong diy gia ngiu nhién
chit cai Latinh. Thit hai, dbi v6i thudt toan gidu tin, trong thuc té viée danh gia “kho
cam nhan bang mat thudng” hodc “khong thé phat hién bang phuong phap thong
ké” dd c6 khai niém vé& phuong phap danh gia do an toan hoan hao. Déi voi mot hé
thdng gidu tin mat £, ta c6 Ps(.) 1a phan bd xac suat cia tap anh gidu tin S khi gui
qua kénh cong cong va Pc(.) 1a phan bd xac suit cua anh goc C. Hé thong Q duoc
goi 12 an toan néu sai phan Kullback - Leibler gitta hAm mat o6 xac xuét Pc va Pq
theo D(P, ||P,) = 0 theo (2.15). Trong thuc té dé thyc hién diéu nay rat khé, do vay
luan 4n dé xuat thuat toan danh gia ham D dua theo cong thirc (2.15) dé giai quyét
theo hudng don gian va hiéu qua hon. Két qua danh gia sai phan D duoc cho trong

bang 2.8. [T3]

A.2. Pdnh gid @6 an toan bdo mdt trong truyén anh sé theo hai van dé 14 Xac
sudt tim thdy watermark dwoc danh dau trong anh sé VA hiéu sudt mang IEEE

802.11 cuia cdc thudt todn back-off khi bi tan cong théng thuwong, cu thé la:

- Pong gép thir tu: Trén co s& nghién ciu va danh gia so sanh hiéu nang 15i
ctia anh JPEG/JPEG2000 d3 danh diu bao mat bang watermar khi truyén trén mang
vO tuyén, luan an da giai quyét 3 van dé. Thir nhdt, cung cap md hinh phan tich va
két qua s6 mo ta hiéu nang 16i cho mo hinh d& xuat trong qua trinh xir 1y anh theo
chuan JPEG/JPEG2000 [T2] va qua trinh ddnh diu bao mat watermark vao dit liéu
cam bién tuong tmg. Nghién ctru ndy tip trung vao cac phuong thirc bién doi khac
nhau va so sanh muc d6 hiéu qua gilta ching. Thir hai, tir xac suat tim thiy
watermark tai phia nhan théng qua mé phong sb, ta thiy rang, xac suat nay phu
thudc vao cac tham sb thay ddi nhu do 16n watermark trung binh, xac suét canh bao
sai, hé s6 nén va kich thuéc anh cho dén cach chia khéi cho ting anh. Thit ba, dwa

trén két qua co dugce, co thé danh gia rang bao mat doéi vdi anh s6 bang danh dau



116

watermark theo phuwong phap DWT 1a lwa chon tét nhét cho ca van dé hiéu ning 13i

cling nhu x4c suét tim thdy ddu watermark [T6].

- Pong gop thir nam: Duya trén viéc hi¢u suét mang bi ha xuéng trong cac cudc
tan cong thong thudng, luin 4n xay dung mo hinh trang thai thuit toan Back-off,
MO hinh trang thai kénh, cac tham s6 hiéu suét. Tir cac mo hinh d6, luan 4n da giai
quyét cac van dé sau. Thir nhdt, d& xuat mot mo hinh phan tich méi doi véi 16p
MAC cua IEEE 802.11 bing viéc st dung cac thuat toan EIED dd bao gom xir 1y
hién tugng dong bang back-off. Thir hai, dwa trén két qua sé vé phan tich hiéu suat
mang theo cac thudt toan back-off khac nhau véi 3 tham s6 lieu heong truyén tdi,
xdc sudt rét goi tin va dé tré truy cdp d6i voi nat binh thudng va nut 161 dé cho ra
két qua 1a khac nhau theo cac tan cong thong thuong. Thir ba la théng qua nghién
cuu nay, luan an danh gia dugc thuat toan EIED back-off c6 hi¢u suét tot hon so véi
thuat toan BEB trong diéu kién thong thuong. Tuy nhién, khi mang ton tai nut doc
do anh hudng cia cc tin cong thong thudng, thi hiéu suat cia mang sir dung thuat

toan BEB back-off tot hon thuat toan EIED. [T7]

A.3. Dya trén cdc ngi dung da nghién cuu, ludn an da ung dung vao thiét bi

thdng tin lién lac bi mdt ban tin hinh dnh cu théphuc vu cong tac nghiép vu.

- Pong gbép thir sau: cin ct vao yéu cau thyuc té cong tac vé viéc xdy dung hé
théng thong tin lién lac bi mat ban tin bang hinh anh c6 bao mat dya trén thu phat
s6, luan 4n di thuc nghiém xay dung hé théng. Thir nhdt dua nodi dung vé giéu tin
mat béng bd ma 5 bit vao ma hda ban tin va ung dung thuit toan sinh ) gia ngau
nhién dé phuc vu thoa thuan trao ddi khoa bi mat; sau do ung dung danh diu
watermark 1én anh sb trudc khi truyén. Thit hai 1a xay dung hé thong sir dung k¥
thuat trai pho nhay tan FHSS véi 7 hop va 25 tan sb trén nén tang lap trinh SDR
trude khi dua dén bo thu/phat. Két qua thir nghiém duoc thé hién trong cac phu luc

kém theo [T1].
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B. Nhitng néi dung nghién ciu tiép theo

Hién nay cac phuong phap bao mat thong tin trong anh sd néi riéng va trong
san pham da phuong tién s trong lién lac cong khai va bi mat ludn dugc cac nudc
trén thé gidi, nhit 13 cac co quan dic biét vé qudc phong - an ninh quan tim, dau tu
nghién ctru va phat trién. Mdi k¥ thuat gidu tin méi lai c6 nhiéu vu diém va ngay
cang hi¢u qua hon.

Theo hudng nay, trong thoi gian tiép theo nghién ctru sinh s& tiép tuc phat trién
cac ndi dung sau:

- Cai tién thuat toan gidu tin mat nham dua ty 18 gidu tin giam xuéng dudi 1%.

- Cung hoéa cac tham sb sinh s6 gia ngau nhién nham ting téc do xir Iy ciing
nhu do an toan cho khoa.

- Nghién ctru vé thuat toan danh dau bao mat watermark trén da phuong tién.

- Nang cao hiéu sudt mang chdng lai tdn cong theo cac phuong thirc dic biét.

- Hoan thién thiét bi nghi¢p vu cling nhu cac thu tuc va ho so cong nhan lién

quan dé dua vao sir dung trong thuce té cong tac.
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PHU LUC 1. MQT SO MO PUN PHAN MEM

Ham tao khéa gia ngau nhién
public static string RandomKey(int length)

{
const string chars =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789";
return new string(Enumerable.Repeat(chars, length)
.Select(s => s[random.Next(s.Length)]).ToArray());

}
Ham ma héa théng diép thuat todan 5bit

private static string[] arrCumTu = new string[] { "y/c", "k/g", "tr/loi",
"gap", "nguoi nhan" };
private static Dictionary<string, string> dicMaHoa = new
Dictionary<string, string>()

{

{ "ong", "00000"},

{ "a", "1loeee"},

{ "b", "0l000"},

{ "c", "00100"},

{ "d", "e0010"},

{ "e", "00001"},

{ "f", "lelee"},

{ "g", "el010"},

{ "h", "e00101"},

{ "i", "lelie"},

{ "3", "ele11"},

{ "k", "1leee1"},

{ "1", "111ee"},

{ "m", "0l110"},

{ "n", "00111"},

{ "o", "1l0111"},

{ "p", "11111"},

{ "a", "11011"},

{ "r", "l1ll001"},

{ "s", "11l000"},

{ "t", "ellee"},

{ "u", "eelle"},

{ "v", "00011"},

{ "w", "lole1"},

{ "x", "1111e"},

{ "y", "e1111"},

{ "y/c", "111e1"},

{ "k/g", "11010"},

{ "tr/loi", "e1101"},

{ "gap", "1e0l0"},

{ "nguoi nhan", "01001"},
¥

public static string MaHoaThongDiep(string text)
{

// text = text.Replace(" ", "*");

text = text.Trim();

text = text.ToLower();
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string tu;
int len = arrCumTu.Length;
string[] arrt = text.Split(' ');

string textTemp = "";
for (int 1 = @; i < arrt.Length; i++)
{

if (arrt[i] == "ong")

arrt[i] = dicMaHoa["ong"];
}
if (i > @) textTemp += " ";
textTemp += arrt[i];

}
for (int 1 = 0; i < len; i++)
{
tu = arrCumTu[i];
textTemp = textTemp.Replace(tu, dicMaHoa[tu]);
}

foreach (char c in textTemp)

{
if (dicMaHoa.ContainsKey(c.ToString()))

{
textTemp = textTemp.Replace(c.ToString(),
dicMaHoa[c.ToString()] + " ");

}
}
textTemp = textTemp.Trim();
return textTemp = textTemp.Replace(" ", " ");

}

Ham ma héa va giai ma théng diép
private static byte[] _salt =
Encoding.ASCII.GetBytes("jasdh7834y8hfeur73rsharks214");

/// <summary>
/// Encrypt the given string using AES. The string can be decrypted
using
/// DecryptStringAES(). The sharedSecret parameters must match.
/// </summary>
/// <param name="plainText">The text to encrypt.</param>
/// <param name="sharedSecret">A password used to generate a key for
encryption.</param>
public static string EncryptStringAES(string plainText, string
sharedSecret)
{
if (string.IsNullOrEmpty(plainText))
throw new ArgumentNullException("plainText");
if (string.IsNullOrEmpty(sharedSecret))
throw new ArgumentNullException("sharedSecret");



return

object used

_salt);

aesAlg.IV);
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string outStr = null; // Encrypted string to

RijndaelManaged aesAlg = null; // RijndaelManaged
to encrypt the data.

try

{
// generate the key from the shared secret and the salt
Rfc2898DeriveBytes key = new Rfc2898DeriveBytes(sharedSecret,

// Create a RijndaelManaged object
aesAlg = new RijndaelManaged();
aesAlg.Key = key.GetBytes(aesAlg.KeySize / 8);

// Create a decryptor to perform the stream transform.
ICryptoTransform encryptor = aesAlg.CreateEncryptor(aesAlg.Key,

// Create the streams used for encryption.

using (MemoryStream msEncrypt = new MemoryStream())

{
// prepend the IV
msEncrypt.Write(BitConverter.GetBytes(aesAlg.IV.Length), 0o,

sizeof(int));

msEncrypt.Write(aesAlg.IV, @, aesAlg.IV.Length);
using (CryptoStream csEncrypt = new CryptoStream(msEncrypt,

encryptor, CryptoStreamMode.Write))

{

using (StreamiWriter swEncrypt = new

StreamWriter(csEncrypt))

/17
/17
/17
/17
/17

{
//Write all data to the stream.
swEncrypt.Write(plainText);
}
}
outStr = Convert.ToBase64String(msEncrypt.ToArray());
}
}
finally
{
// Clear the RijndaelManaged object.
if (aesAlg != null)
aesAlg.Clear();
}

// Return the encrypted bytes from the memory stream.
return outStr;

<summary>
Decrypt the given string. Assumes the string was encrypted using
EncryptStringAES(), using an identical sharedSecret.

</summary>

<param name="cipherText">The text to decrypt.</param>
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/// <param name="sharedSecret">A password used to generate a key for
decryption.</param>
public static string DecryptStringAES(string cipherText, string
sharedSecret)
{
if (string.IsNullOrEmpty(cipherText))
throw new ArgumentNullException("cipherText");
if (string.IsNullOrEmpty(sharedSecret))
throw new ArgumentNullException("sharedSecret");

// Declare the RijndaelManaged object
// used to decrypt the data.
RijndaelManaged aesAlg = null;

// Declare the string used to hold
// the decrypted text.
string plaintext = null;

try
{
// generate the key from the shared secret and the salt
Rfc2898DeriveBytes key = new Rfc2898DeriveBytes(sharedSecret,
_salt);

// Create the streams used for decryption.
byte[] bytes = Convert.FromBase64String(cipherText);
using (MemoryStream msDecrypt = new MemoryStream(bytes))
{
// Create a RijndaelManaged object
// with the specified key and IV.
aesAlg = new RijndaelManaged();
aesAlg.Key = key.GetBytes(aesAlg.KeySize / 8);
// Get the initialization vector from the encrypted stream
aesAlg.IV = ReadByteArray(msDecrypt);
// Create a decrytor to perform the stream transform.
ICryptoTransform decryptor =
aesAlg.CreateDecryptor(aesAlg.Key, aesAlg.IV);
using (CryptoStream csDecrypt = new CryptoStream(msDecrypt,
decryptor, CryptoStreamMode.Read))
{
using (StreamReader srDecrypt = new
StreamReader(csDecrypt))

// Read the decrypted bytes from the decrypting
stream

// and place them in a string.

plaintext = srDecrypt.ReadToEnd();

}
}
}
finally
{

// Clear the RijndaelManaged object.
if (aesAlg != null)
aesAlg.Clear();
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return plaintext;

}

Ham gidu théng diép va trich théng diép tir anh
public enum State
{
Hiding,
Filling With_Zeros
¥

public static Bitmap embedText(string text, Bitmap bmp)

{
// initially, we'll be hiding characters in the image
State state = State.Hiding;

// holds the index of the character that is being hidden
int charIndex = 0;

// holds the value of the character converted to integer
int charValue = 0;

// holds the index of the color element (R or G or B) that is
currently being processed
long pixelElementIndex = ©;

// holds the number of trailing zeros that have been added when
finishing the process
int zeros = 0;
int charcount = 0;
// hold pixel elements
int R=9, G=0, B = 0;
//ghi théng diép tir vi tri x
int y= bmp.Height;
int x = bmp.Width;
// pass through the rows
for (int 1 = 0; i < y; i++)
{
// pass through each row
for (int j = 0; j < x; j++)
{
// holds the pixel that is currently being processed
Color pixel = bmp.GetPixel(j, i);

// now, clear the least significant bit (LSB) from each
pixel element

R = pixel.R - pixel.R % 2;
G = pixel.G - pixel.G % 2;
B = pixel.B - pixel.B % 2;

// for each pixel, pass through its elements (RGB)
for (int n = @; n < 3; n++)
{

// check if new 8 bits has been processed

if (pixelElementIndex % 8 == 0)



added

8)

been affected

B));

text

in its LSB

will be (charValue % 2)

of the pixel element

element had been cleared

the character

next one
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// check if the whole process has finished
// we can say that it's finished when 8 zeros are

if (state == State.Filling With_Zeros && zeros ==

{
// apply the last pixel on the image
// even if only a part of its elements have
if ((pixelElementIndex - 1) % 3 < 2)

bmp.SetPixel(j, i, Color.FromArgb(R, G,

}
// return the bitmap with the text hidden in
return bmp;

}

// check if all characters has been hidden
if (charIndex >= text.Length)

{
// start adding zeros to mark the end of the
state = State.Filling With_Zeros;

}

else

{
// move to the next character and process again
charValue = text[charIndex++];

}

// check which pixel element has the turn to hide a bit

switch (pixelElementIndex % 3)
{

case 0:

{
if (state == State.Hiding)

{
// the rightmost bit in the character
// to put this value instead of the LSB

// just add it to it
// recall that the LSB of the pixel

// before this operation
R += charValue % 2;

// removes the added rightmost bit of

// such that next time we can reach the
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charValue /= 2;

charcount++;
}
} break;
case 1:
{
if (state == State.Hiding)
{
G += charvValue % 2;
charValue /= 2;
charcount++;
}
} break;
case 2:
{
if (state == State.Hiding)
{
B += charValue % 2;
charValue /= 2;
charcount++;
}
bmp.SetPixel(j, i, Color.FromArgb(R, G,
B));
} break;

}

pixelElementIndex++;

if (state == State.Filling With_Zeros)

{
// increment the value of zeros until it is 8
Zeros++;

}

return bmp;

}

public static string extractText(Bitmap bmp)
{

int colorUnitIndex = 0;

int charValue = 0;

// holds the text that will be extracted from the image
string extractedText = String.Empty;

//ghi théng diép tu vi triy

int y = bmp.Height;

int x = bmp.Width;

// pass through the rows

for (int i = 0; i < y; i++)

{
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// pass through each row

for (int j =
{

0; J <X; j++)

Color pixel = bmp.GetPixel(j, i);

// for each pixel, pass through its elements (RGB)
for (int n = @; n < 3; n++)
{
switch (colorUnitIndex % 3)
{
case 0:
{
// get the LSB from the pixel element (will
be pixel.R % 2)
// then add one bit to the right of the
current character
// this can be done by (charValue =
charValue * 2)
// replace the added bit (which value is by
default 0) with
// the LSB of the pixel element, simply by
addition
charValue = charValue * 2 + pixel.R % 2;
} break;
case 1:
{
charValue = charValue * 2 + pixel.G % 2;
} break;
case 2:
{
charValue = charValue * 2 + pixel.B % 2;
} break;
}
colorUnitIndex++;
// if 8 bits has been added, then add the current
character to the result text
if (colorUnitIndex % 8 == 9)
{

happens on the right (for si

zeros)

// reverse? of course, since each time the process
mplicity)

charValue = reverseBits(charValue);

// can only be @ if it is the stop character (the 8

if (charValue == 0)
{

}

return extractedText;
// convert the character value from int to char
char ¢ = (char)charValue;

// add the current character to the result text
extractedText += c.ToString();
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}
}
}
}
return extractedText;
}
public static int reverseBits(int n)
{
int result = 0;
for (int i = @; i < 8; i++)
{
result = result * 2 + n % 2;
n /= 2;
}
return result;
}

Ham danh ddu watermark vao anh
//dong dau thuy van
private void AddTextToImage(string text)

{

if (bmp != null)

{
// ghi text tUr @ dén vi triy
int y = bmp.Height / 3;
int x = bmp.Width / 3;
Rectangle r = new Rectangle(x, y, bmp.Width, bmp.Height);
StringFormat strFormat = new StringFormat();
strFormat.Alignment = StringAlignment.Center;
strFormat.LineAlignment = StringAlignment.Center;
Graphics g = Graphics.FromImage(bmp);
g.DrawString(text, new Font("Tahoma", 20), Brushes.Red, r,

strFormat);
}

}
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PHU LUC 2. MQT SO KET QUA THU NGHIEM

(trich bién ban thir nghiém tai don vi cdng tac)

A. Két qua thir nghiém lan 1

Noi dung thtr nghiém: Thir nghiém tan so va lién lac cé che khudt ciia thiét b

1. Cac chi tiéu diit ra ciia dé tai can thir nghiém lan 1:
- Dai tan s6 1am viéc: 900MHz hoic 2.4GHz
- S6 kénh 1am viéc: <= 8 kénh
- Cong suat may phat: <=60mw
- Pham vi lién lac c6 che khuét: 30 - 100m
- Nguén cung céap: 3 - 12VDC
- Dong tiéu thu khi phat: <50mA
- Dong tiéu thu khi thu: <60mA

2. Két qua thir nghiém:

2.1 Cidc thiét bi sie dung trong qud trinh thir nghiém:

- May phan tich ph6 Rohde & Schwarz FS315 Spectrum Analyzer 9kHz ... 3GHz
- Dong hé do van ning FLUKE 8842A

- Pong ho do HIOKI 3257-50

- Nguon chuan HAMEG 7044

- Nguon lap trinh Agilent 6634B

- May hién song HITACHI V-1565 100MHz

2.2. Piéu ki¢n thir nghi¢m

- Nguon cung cap cho mo-dun thu/phat: pin 9VDC (loai 6AM-6PI, Alkaline)

- Nguén cung cap cho mé-dun phat/thu: ngudn 9VDC, 1.1A

- Thir thu/phat mot ban tin dung lwong 5kb, méi trudng ¢ che khuat, xuyén qua 4
budng lam viéc tai ting 5 nha da ning, lién lac giira ting 5 va tang 4, tr budng 1am
viéc tang 5 ra dén cong ra vao 80 Tran Qudc Hoan, khoang cach tir 10m dén 110m.

2.3. Dong tiéu thu

- Dong tiéu thu khi phat: 75SmA

- Dong tiéu thu khi thu: 65mA

2.4. Két qua: Thir nghiém thiét bi trong pham vi lién lac c6 che khuit

2.4.1. Thir nghiém vé khoang cach lién lac
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3. Panh gia:

Chi tiéu yéu cau

Két qua kiém tra, thir nghiém

Danh gia

- Dai tan s6 1am viéc: 900MHz
hoac 2.4GHz

910MHz - 917.7MHz

bat

- Sb kénh lam viéc: <= 8 kénh

FHSS (nhay tan

25 kénh tan s
don

7 tan sd)

bat

- Cong suit may phat: <=60mW

4mwW

bat

- Pham vi lién lac c6 che khuit:
30 - 100m

20 - 70m

Pat

- Ngudn cung cap: 3 - 12VDC

9VvDC, 1.1A

Pat

- Dong tiéu thu khi phat: <S0mA

75mA

Vuot 25mA

- Dong ti€u thu khi thu: <60mA

65mA

Vuot SmA

- Nhan xét:
o Cac chi tiéu da kiem

tra dat yéu cau co ban

o Deé nghi tiép tuc hoan thién thiét bi
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B. Két qua thir nghiém lan 2
Noi dung thtr nghiém: Thi# nghiém lién lac ciia thiét bi cé dinh khong che khudt

1. Céc chi tiéu dit ra ctia dé tai can thir nghiém lan 2:
- Dai tan s6 lam viéc: 900MHz
- Cong suat may phat: <=60mW
- Pham vi lién lac khdng c6 che khuét: 300 - 500m
- Ma hoa dir liéu: 128bit AES
- Téc do dit liéu RF: 9.6 - 34.8Kbps

2. Két qua thir nghi¢m:
2.1. Thiet bi st dung trong qud trinh thir nghi¢m:
- May phan tich pho Rohde & Schwarz FS315 Spectrum Analyzer 9kHz ... 3GHz

2.2. Piéu ki¢n thir nghi¢m

- Nguon cung cap cho mo-dun thu/phat: pin 9VDC (loai 6AM-6PI, Alkaline)

- Nguén cung cap cho mé-dun phat/thu: nguon 9VDC, 1.1A

- Thu thu/phat mot ban tin text dung luong 5kb va ban tin hinh danh dung luong
28kb, 71kb, moéi truong khong c6 che khuét, tai doan duong Nguyén Vin Huyén,
trude cong Tong cuc V, khoang cach tir 100m dén 500m.

- Str dung bo dam truc tiép lién lac dé kiém tra noi dung ban tin thu/phat.

- Ché @6 1am viéc: 1am viéc ngay va hen gio.

2.3. Két qua: Thir nghiém thiét bi trong pham vi lién lac Khong cé che khudt

TT | Khoing cich | S6 lan Két qua
lién lac thir
1 100m 20 Tin hiéu thu/phat tot, trich diu watermark va trich tin diing 100%
2 200m 20 Tin hidu thu/phat tot, trich diu watermark va trich tin diing 100%
3 300m 20 Tin hiéu thu/phat tot, trich diu watermark va trich tin dung 100%
4 400m 50 Tin hi€u thu/phat ltc nhan dugc, luc khong nhan duoc, dat ty 1€
nhéan tin 90-95%
5 500m 10 Khoéng lién lac dugc, ty 1€ nhan tin 0%
6 600m 10 Khong lién lac dugc, ty 1€ nhan tin 0%

3. Panh gia:

Chi tiéu yéu cau Két qua kiém tra, thir nghiém Panh gia

- Dai tan s6 lam viéc: 900MHz hoic 910MHz - 917.7MHz Dat
2.4GHz

- Cong suat may phat: <=60mW 4mW Dat

- Pham vi lién lac khéng co6 che khuat: 100 - 400m Dat
300 - 500m

- Ngudn cung cap: 3 - 12VDC 9VDC, 1.1A Dat

- Ma hoa dir liéu: 128bit AES 128bit AES Pat

- Tc d6 dit liu RF: 9,6 - 34,8Kbps 9600bps va 34800bps Dat

- Nhan xét:
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o Céc chi tiéu da kiém tra dat yéu cau
o Kiém tra thir nghiém lan 2 & moi truong lién lac khong c6 che khuat
dat két qua tot

C. Két qua thir nghiém lan 3
Noi dung thtr nghiém: Thir nghiém lién lac ciia thiét bj trong khi di chuyén

1. CAc yéu céu va diéu kién ngudn cung cip dit ra cia dé tai cin thir nghiém:
1.1. Yéu cdu lién lac
- Lién lac ban tin theo tdm nhin thang - cy li lam viéc 80m - 120m, khi cb
dinh
- Lién lac ban tin trong khi tbc do di chuyén cua xe 6 t6 13 20km/h; 30km/h;
35km/h; 40km/h; 2 xe 6 t6 di chuyén nguogc chiéu; 2 xe 6 to di chuyén cing
chiéu; khoang cach giita 2 xe 6 t6 20m - 50m

1.2. Diéu kién nguon cung cdp trong khi thir nghiém
- Nguon cung cap cho mo-dun thu/phat: pin 9VDC (loai 6AM-6PI, Alkaline)
- Nguén cung cap cho mo-dun phat/thu: nguon 9VDC, 1.1A
- Lién lac bang bo dam cam tay GP338 Motorola

2. Két qua thir nghiém:

2.1. Két qua thir nghiém thiét bi trong pham vi lién lac theo tim nhin thing, cé
dinh

a. Khoang cach lién lac 80m: thiét bi lién lac tot |

STk

[10:38:52]

‘.omqm Téing 55 byte il [10:38:52] File
= 8767 Lo

[10:38:57] (SendFile): Phién trupdn file kér thie

[10:38:57] o

1119 [10:38:57) (Extractbaa) :

céng

B [10:39:16] (ExtractData): Dang mhén file txt (1070 bytes)
1070 [10:309:10] {(ExtractData): Phién truyén file két thic (100%)

[10:39:19] (Excractbata): D& lwu ra file C:\20100804

103918.t%¢ (1070 bytes)

[10:39:19] (Excractbatal: Thii gisn nhén file 1482 ms

uments and settings)welcome)wince

| seral Port COMa [ Bauc Rl 3600 Data Bits &1 Stop Bits One I Bakend | o4/082m0 | 104139
K&t qua chup man hinh thiét bi lam viéc

Anh chup wéc luong khoang cach giita 2 xe 6"[.6

b. Khoang cach lién lac 120m: thiét bi lién lac t6t
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A e | S (el (e ()
‘ o Lamvige ‘ ij.;n bin | () Hioh anh | G Test g
T & Lamvicngay
W& cautinh N [10:36:44] (SendFile): Thed gien truydn file 4766 us -
€ Hengis gian Shfle R
L6 (ExtractDats]: Bén dich nhén d& nhén file thimh
& viee nen gis
Trang théi

18p ché d6 law viée ngay
g truyén file txt (4342 bytes)
Téing 56 byte ol [10:38:52] Fik eridocuments and settings\weleomewince

8767 troxs N .
N ) [10:38:57] (SdddFile): Phisn truyén file kér chic
WeBzit, [10:38:57] (SjdFile): Thei gien truyén file 4596 ws

1119 (10:38:57] (Effractbata): Bén dich nhén 4# mhan file thamh
Dino ol ractData) : Pang nhén file txt (1070 bytes)

1070 i ractData): Phién truyén file két thic (100%)

lE[aDEDaEEJ: P& luu ra file C:420100804_
b0 pyres)
S8 sing

¢ Thei gian nhén file 1482 ws

T NS

| 5 erel Port COMa [ Bauc e 3600  Data Bits 8 Stop Bits One

I paketnsi | o4/8/2010 | 10:01:39

Két qua chup man hinh thiét bi lam viéc

Anh chup wéc luong khoang cach giita 2 xe 6 to

2.2. Két qua thir nghiém thiét bi lién lac bdn tin theo toc dé va hwdng di chuyén

a. Toc d6 di chuyén cua 2 xe 6 t6 20km/h; 2 xe 6 t0

chay cuing chiéu: thiét bj lién lac t6t

i
~a e chéda ( T ] 1
‘ o LomviEc |.ﬂv5nh5n &) Hihénh | G Tes: 50
| @ Lamviengsy
* Hengis ile c:\documents and settings'welcome)wince |
dFile): Phién trugén file kéc thic
dFile): Théi gian truyén file 4606 ms
Trang théi

ractbata) : Bén dich nhén d4 nhén file thanh

Téing 56 byte gl (ExtractData) i Pang nhédn file txc (1070 bytes)

@

17516 (ExtractData) : Phién truyén file két thic (100%)

o . (ExtractData) : DA lwu ra £ile C:\20100804_

Téing 36 byte rhan (1070 Dytes]
2241 (ExtractData) : Th¥i gian nhén file 1482 ms
Dang truydn file txt (4392 byes)

OuplEE (i File c:\documents and settings\welcomeuince
iSendFile): Phién truyén file kéc thic
iSendFile): Théi gian truyén file 4586 ms

Chi 6 fgidy)

53]

(ExtractData) : Bén dich nhdn dé nhén file bi 161

Serial Port COM4 | Baud Riate 3600 | Data Bits 8] Stop Bits One

| pakatnsi | osmerento | 04707
Két qua chup man hinh thiét bi lam viéc

Anh chyp man hinh toc do xe 6 tO

b. Tdc d6 di chuyén cua 2 xe 6 t6 30km/h; 2 xe 6 t6

chay cung chiéu: thiét bi lién lac tdt

R
A e cheds (=, .. (= | |
‘ @ Lamviec |_;]vanbén ) vinh doh | <S5 Test ™
T & Lamvitcngap
‘ Cau hinh © Hengis [10:45:36] File c:\documents and Settings)welcome)wince =
L 1.tue
[ [10:45:41] iSendFile): Phién truyén file két thic
@) [10:45:41] (SendFile): Ther gian trugdn file 1606 us
Trang théi :

{ExtractData) : Bén dich nhdn di nhén file thénh

Téing o6 byte gl

: Dang nhdn file txt (1070 bytes)

(

17516 ractData) : Phién truyén file két thic (100%)
) ractData) : D& lwu ra f£ile C:\20100804
Téing 55 bt hén o byres) -
2241 N ¥tractData) : Thoi gian nhén file 1482 ms
s Dang truyén file txt (4342 bytes)
O 2535 [10:46:48] File c:\documents and settings)welcome)wince
: (SendFile): Phién truyén file két thic
e 146:53] (SendFile): Thoi gian truyén file 4586 ms
Cha 6 (i) [10:46:55]

{ExtractData) : Bén dich nhédn d4 nhdn file bi 161

Serial Port COM4 | Baud Rate 3600 | Data Bits 3 Stop Bits One

| Dakansi | owmesemto | 104707
Két qua chup man hinh thiét bi lam viéc

Anh chyp man hinh tdc do xe 6 tO

c. Toe do di chuyén cua 2 xe 0 t6 40km/h; 2 xe 6 t6 chay cung chiéu: ban tin lién lac bi 18i nhiéu lan
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GRITe

Lo

<hé a5

_'J vanban | (52 Hinh &nh H S Test

@ Limvige ngay

© Hengié N i i &
: dFile): Phién truyén file két thic

Bén dich nhan d& nhdn file bi 181

[10:46:53]
[10:47:49] Pandlruyén file txt
[10:47:49] Filg
1.txe

[10:47:54] (3e

Trangthi

Ting s6 byte gl
Hrile): Phién truyén file két thic

26254 /1 . :
. | [10:47:54] MFile): Thoi gien trupén file 4586 ms
Téng 5 byte nhén actData): Bén dich nhén d& nhén file bi 151
2266 truydn file txt (4342 bytes)
e c:\docunents and settingshvelcome’ vince
Dung Igng fie

[10:48:55] [SendFile]: Phién truyén file két thic
[10:48:55] (SendFile): Thoi gian truyen file 4586 ms
[10:48:55] (ExtractData): Bén dich nhén d& nhén file thanh

0

Chi 10 (0i8) cong

eakans | owozemo | Tossos |

Gerial Part COM4 | Baud Rate 9500 Data Bits 8 | Stop Bils Une:

Két qua chup man hinh thiét bi 1am viéc

Anh chyp man hinh toc d6 xe 6 to
chay nguoc chiéu: thiét bi lién lac tot

d. Toc do di chuyén cua 2 xe 6 t6 20km/h; 2 xe 0 t0

=101x]

10y

cheag

(&) inh anh H ok Test

@ Lamvigorgay
bang truyén file txt (4342 bytes)

ile cihdocuments and settings)weloome)wince

&

dFile): Phién trupén file kit thic

‘ & csutih| e pongn
‘ [10:48:55]
U] [10:49:55] (S3\dFile): Thei giem truyén file 4586 ms
[10:48:55] (ExfkactDaca): Bénm dich nhén d& nhén file thanh
Téing s6 byt g cong
‘ 30634 [10:45:15] (ExtactDaca): Dany mhén file tur (1070 byrea)
vt (ExtffactData) : Phién truyén file két thic (100%)
Téing s8 byte nhén actDatal : DA luw ra file C:120100804_
3377 bytes)
ractData): Théi gisn nhén file 1462 ms
B TS g truyén file txt (4342 bytes)
0 ile erydocusents and setcings\weloows\wines
1.5
O [10:50:38] (SendFile): Phién vruyén file két thic
Sansang [10:50:38] (SendFile]: Théri gian truyén file 4616 wms

[10:50:38] [ExtractData): Bén dich nhén d& nhén file bi 1831

Serial Port COM4 | Baud Rate 9800 | D ata Bits 81Stop Bits One H BE ket ndi 04/08/2010 10:60:58
Két qua chup man hinh thiét bi lam viéc

Anh chup man hinh toc d6 xe 6 to

0i nhiéu lan

e. Toc d6 di chuyén cuia 2 xe 6 t6 35km/h; 2 xe 6 t6 chay ngugc chiéu: ban tin lién lac bi |
—

i

SLLs ‘ 4] vanbin | G Honah H S Test o
& Lim viés ngay
€ Hongis [10:50:38] (ExtractData): Bén dich nhén 44 nhén file bi 1314
[10:51:51] Dang truvén file txt (4342 bytes)
2511 File o:\documents and settings)uelcome’wince
‘ @Tétmév
Trangthéi endFile): Phign truyén file két thic
ndFile}: Thoi gian truyén file 4596 ws
‘@ngv Téing s byte ol (:rsc:Da:sy: Bén dich nhdn 48 nhén file bi 181
39434 [10:53:49] bafk truyén file txt (4342 bytes)
. [10:53:49] Fil c:\documents and settings\welcome\wince
Téng 55 byte rhan P,
3405 [10:53:55] (Sthp): Phién truyén file bi ngdc
[10:55:30] band truyén file txo (4342 bytes)
Divolichgils [10:55:30] FilH e:\documents and settings)welcome)wines
0 1. exe
[10:55:35] dFile): Phién truyén file kit thic
[10:55:35] ndFile): Théri gian truyén file 4586 ms
Crat (g [10:55:36] JfxtractData) : Bén dich nhan d& nhan file hi 161

Serial Port COM4 | Baud Rate 360010 ata Bits 81 Stop Bits One B ket néi 04/08/2010 | 10:5554
Két qua chup man hinh thiét bi lam viéc

A

Anh chup man hinh toc d6 xe 6 to
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nguoc chié

xe chay Anh chup 2 xe chay nguoc chiéu cdch nhau 150m
3. Danh gia:
TT Yéu ciu S6 lan Két qua kiém tra, thir nghiém Panh
thir gia
1 | Trang thai hoat dong 2 thiét bi: 20 Tin hiéu thu/phat tdt, trich dau Dat
- Khoang cach: 80 m watermark va trich tin dung 100%
- Vi tri: ¢d dinh
2 | Trang thai hoat dong: 20 Tin hiéu thu/phat tot, trich diu Dat
- Khoang cach: 120 m watermark va trich tin dung 100%
- Vi tri: ¢b dinh
3 | Trang thai hoat dong 2 thiét bi: 10 Tin hiéu thu/phat tdt, trich dau Dat
- Khoang cach: 20-30 m watermark va trich tin dung 100%
- Vi tri: di chuyén
- Téc d6: 20 km/h
- Huéng di chuyén: ciing chiéu
4 | Trang thai hoat dong 2 thiét bi: 10 Tin hiéu thu/phat tot, trich dau Pat
- Khoang cach: 30-40 m watermark va trich tin ding 100%
- Vi tri: di chuyén
- Toc d6: 30 km/h
- Huéng di chuyén: cung chiéu
5 | Trang thai hoat dong 2 thiét bi: 10 Tin hiéu thu/phat lac nhan duoc, lac | Khoéng
- Khoang cach: 40-50 m khong nhan dugc, dat ty 1€ nhan tin dat
- Vi tri: di chuyén 90-95%
- Téc do: 50 km/h
- Huéng di chuyén: cing chiéu
6 | Trang thai hoat dong 2 thiét bi: 10 Tin hiéu thu/phat tdt, trich diu Dat
- Khoang cach: 10-25 m watermark va trich tin ding 100%
- Vi tri: di chuyén
- Toc d6: 20 km/h
- Huéng di chuyén: ngugc chiéu
7 | Trang thai hoat dong 2 thiét bi: 10 Tin hiéu thu/phat lac nhan dugc, IGc | Khéng
- Khoang cach: 10-25 m khong nhan duogc, dat ty 1€ nhan tin dat

- Vitri: di chuyén
- Toc do: 35 km/h .
- Huéng di chuyén: ngugc chiéu

90-95%




