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A. Tinh cép thiét ciia dé tai

Su phat trién bung nd cua Internet di tao diéu kién cho cac loai
hinh tdn cong trai phép vao cac hé thdng truyén tin ca vé chiéu rong
(trén quy md toan thé gisi) 1an chidu sdu (can thiép vao hé théng
truyén tin). Mdi ngdy, cac hé théng truyén tin phai dbi phé véi hang
tram dot tn cong va gdy ra nhiing van dé ton hai nghiém trong ca vé
ndi dung va ha ting truyén dan. Van d& bao vé thong tin bang mat ma
da va dang dugc nhidu quc gia trén thé gisi dic biét quan tam, trong
d6 co6 rat nhidu cac nghién ctru tao ra cac chuin bao mat, cic hé mat
va giai phap bao mat chdng lai tAn cong cho hé théng truyén tin. Theo
quan diém mat mi va yéu ciu thuc té, ching ta khong thé str dung céac
san phidm bao mat thong tin clia nudc ngoai dé bao mat thong tin trén
mang thudc pham vi bi mat Nha nudc.

Xuét phat tir nhu cau thuc té do, nghién ctu sinh da lya chon
luan an “Nghién ciru phuwong phdp bdo mdt thong tin gidu trong
anh s6”.

B. Muc tiéu, di twong, pham vi va nhiém vu nghién ctru
* Muc tiéu va pham vi nghién cieu cua ludn an nhw sau:

Thir nhdt: Dé xuit thut toan gidu tin méi trong anh sd va trao
d6i khoa bi mat bang sinh sd gia ngiu nhién va danh gia do an toan
clia h¢ thong mat ma va gidu tin trong anh sb; Thit hai: Nghién ciru
mot s6 vén dé vé bao mat anh sb c6 danh dau watermark va hiéu suat
mang khi bi tn cong trong diéu kién thong thuong. Thir ba: Ung dung
ndi dung nghién ctru trén vao thiét bi nghiép vu trong thong tin lién
lac bi mét béng hinh anh.

* Poi twong nghién ciru: gdm anh sb, bao mat thong tin gidu
trong anh s6 va cic yéu td anh huong dén bio mat mang vo tuyén

trong qua trinh truyén anh s6 khi bi tin cong...



* Phirong phdp nghién ciru: thong qua mot sb co so 1y thuyét
toan hoc, dua trén cac mo hinh dé xuat dé phan tich, danh gia két hop
véi céac thuat toan, cong cu théng ké va mot sb két qua vé dai sd.
Ngoai ra, luan an con str dung phuong phap thuc nghi¢m, mé phong
s6 nham danh gia giai phap dé xuét.

* Noi dung nghién ciru: Thir nhat xdy dung thudt todan gidu tin
mdt trong danh so; Th hai xdy dung thudt todn sinh sé gia ngau nhién
phuc vu théa thudn trao doi khéa bi mat, Thir ba xdy dung thudt toan
ddanh gid @ an toan ciia hé thong mdt ma va gidu tin trong dnh sé;
Thr tw nghién ciu, danh gid hiéu ndng 16i va xdc sudt tim thdy
watermark nhiing trong dnh sé khi bi tan céng; Thir nam danh gid anh
hwong cua thudt toan back-off dén hiéu sudt mang khi bi tan cong;
Thu sau ung dung vao hé tho”'ng lién lac bi mat.

C. B6 cuc ludn 4n gdm 4 chwong

- Chwrong 1. Téng quan vé vin dé nghién ctru.

Tht nhit tong quan vé bdo mdt khi truyén dir liéu trén mang vién
théng [T2]. Thir hai giGi thiéu vé gidu tin trong da phiong tién va
gidu tin trong dnh sé. Tht ba ld watermark va cdc nghién ciru lién
quan, tir do phdn tich, danh gia kha nang an toan bao mdt cua mgng
V6 tuyén khi gidu thong tin trong anh so.

- Chuong 2. Bio mit thong tin gidu trong anh s va trao déi
khoa bi mat.

Tht nhit ludn dn dé xudt thudt todn ma khéa khéi 5 bit hiéu qua
va don gian [T4],/T6]. Thir hai ludn dn d@é xudt thudt todn sinh sé gia
ngau nhién c¢é chu ky cuee dai bang phwong phdp dong dir tuyén tinh
[T7]. Tht ba, lugn an dé xudt thudt toan danh gia do an toan cua hé
théng sinh bit gid ngau nhién tiy y va sinh day gia ngdu nhién chir cdi
latinh va doi voi kf thudt gidu tin mat [T3].



- Chwong 3. Bio mit anh s c6 danh diu watermark va hiéu
suit mang khi bi tin cong.

Thir nhat nghién citu va danh gid so sanh hiéu nang 16i cia dnh
JPEG/JPEG2000 di ddnh ddu bio mdt bang watermar khi truyén trén
mang vo tuyén, dé xudt phwong phdp dinh dau bdao mdt watermark
nao tot nhat [T5],/T8]. Thir hai ludn dn ddnh gid hiéu sudt xir Iy cia
cdc thudt todn back-off khic nhau trong diéu kién thong thuwong trén
16p MAC ciia IEEE 802.11 khi bi tan cong qua cdc mé hinh dé xudt dé
ddanh gid trang thai thudt todn Back-off va trang théi kénh va mét so
tham sé [T9)].

- Chwong 4. Xay dung hé thong théng tin lién lac bi mat
théng qua truyén anh s6

Hé théng nay vimg dung ky thudt gidu tin mdt bang thudt todn ma
héa va cé trao doi khéa bi mdt vao anh sé (chiong 2) va déanh dau
bdo mdt watermark 1én anh sé d6 (chwong 3)[T1].

Két ludn: Ludn dn tém tdt cac két qua nghién ciru chinh da dat

duoc, néu cac dong gop moi va dé xuat hwong nghién ciru tiép theo.

CHUONG 1. TONG QUAN VE VAN PE NGHIEN CUU

Tém tit: Thir nhat tong quan vé bao mdt khi truyén dir liéu trén
mang vién thong. Thir hai giGi thiéu vé gidu tin trong da phwong tién
va gidu tin trong dnh sé. Thir ba la watermark va cdc nghién civu lién
quan, tw do phan tich va danh gid kha nang an toan bao mdt cua hé
thong khi gidu thong tin trong anh so.
1.1. Mt s6 vin dé vé an ninh, an toan va bio mit thong tin trén
mang vién thong
1.2. Bio mit thong tin gidu trong anh s6

1.2.3. K§ thuét gidu tin mit trong anh sé va nghién ctru lién quan
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1.3. Panh gia khi ning an toan ciia hé thong khi bi tin cong
1.3.1. Panh gia hiéu suit bio mat anh c6 danh diau watermark

Panh diu bao mat watermark duoc xem la mot cach tiép can dﬁy
htra hen cho viéc dam bao nhan thuc, bao mat va bao vé ban quyén ky
thuat s nho viée xu 1y don gian so hon vé&i nhimg tiép can thong
thuong. Qua nhimg tim hiéu cuia NCS, chwa c6 mot nghién ciru day da
nao trudc day nham so sanh hiéu nang 15i khi dung céc thuat toan bién
d6i khac nhau ciing nhu viéc danh gia xac suat phat hién watermark 1a
vén dé quan trong d6i v6i an ninh bao méat trong mang WSN khi bj tin
cong.
1.3.2. Panh gia dd an toan ciia ky thuit watermark trong truyén

anh sb trén mang vién thong



Trong pham vi nghién ctu cua minh, luén an chi tap trung vao
giai quyét vin dé danh gia d an toan va hiéu ning chdng lai cac tin
cong ki thuat watermark ddi véi anh sd.

1.3.3. Panh gia hiéu suét xir Iy xung dot 1én mang khi bi tin cong

Khi mang IEEE 802.11 bi tAn cong, tr mot nat binh thudong do
qua trinh back-off nut d6 tré thanh nut 18i s& dan dén ha hiéu suét hoat
dong mang ngay tu 16p vat Iy (16p MAC). Do d6, viéc dong béang
back-off dbi véi cac nit 18i 13 vin d& méu chdt anh huong dén hiéu
suat mang. Trong cac nghién ctru trude ddy chua xem xét dong thoi ca
véan dé dong bang back-off va thuat toan EIED dé c6 danh gia day du.
Theo tim hiéu caa NCS, viéc danh gia hiéu sudt xu 1y cua cac thuat
toan back-off khac nhau thong qua phan tich cac tham sb luwu lwong
truy cdp, ty 1é rot géi tin hay @ tré cta 16p MAC trong 802.11 ciing
chua dugc dé cap dén trong cac nghién clru gan day.

1.5. Két luin chwong 1

Thir nhat: Nghién ctru tdng quan vé an ninh an toan va bao mét
trong truyén anh s trén mang vo tuyén; Thiz hai: Tim hiéu vé cac
gidu tin mat trong anh s6 va trao d6i khoa bi mat; Thir ba: Tim hiéu vé
digital watermarking va nghién ctu lién quan; Thw fu: Panh gia hi¢u
ning 15i khi bi tin cong trén mang IEEE 802.11 16p MAC c¢6 danh dau

watermark.

CHUONG 2. BAO MAT THONG TIN GIAU TRONG ANH
SO VA TRAO POI KHOA Bi MAT
Tém tit: Chuong nay nghién ciru vé ky thudt gidu tin trong dnh
0, k thudt trao doi khéa bi mdt va danh gia chat lwong hé thong mdt
ma ciing nhw giau tin [T3],[T4],[T5].

2.1. Thuit toan gidu tin mat trong anh s



2.1.3. Thuit toan gi4u tin ban diu va thuit toan cai tién trudc day
2.1.3.1. Thuit toan gi4u tin ban dau

Thuat toan giu tin nay kha don gian. Tuy nhién trong thyc té do
dai I(m) cta ban tin thuong bé hon d6 dai I(c) ctia &nh méi trudng, hon
nita viéc giéu tin lai tudn tr nén ké tAn cong loi dung cac nhuoc diém
nay dé co6 thé phat hién dugc anh c6 gidu dit lidu bén trong d6 hay
khong bang phan tich théng ké cap 2 (bang mé hinh markov an).
2.1.3.2. Thuit toan cai tién trude diy ddi véi thuit toan gidu tin
ban diu

Thuét toan cai tién (2.1.3.2) di duoc trinh bay & trén ciing nhu
nhiéu thuat toan giéu tin khac da duoc cong bd rat khod chéng lai duoc
cac phuong phap phat hién bang thuat toan théng ké cép 1 hodc cip 2
néu nhur ty 1¢ s6 bit LSB ciia anh s6 bi thay ddi 1on hon 30% trén tong
s6 bit LSB ctia anh.
2.1.4. Thuit toan gi4u tin méi dya trén mi héa khoi 5 bit
2.1.4.3. Xay dwng by ma cho 26 ky tw La tinh (a, b, c,...,Z)

Trude khi xay dung thudt toan gidu tin méi, ta xdy dung mot ma
tran H c6 cip 5x31 nhu trong bang 2.3 duéi day. Trong d6, Ma tran H
duoc su dung dya trén co sé by ma sura sai Hamming trong thong tin
lién lac s6. Y nghia ctia viéc xay dyng ma tran H chinh 1a chi lam thay
d6i 1 bit (nhung 1 bit) d6i v6i do dai tir ma 1a 5 bit, nham giam ty 1¢
nhang tin xudng nhung dong thoi ting dugc lugng tin gidu nhiéu hon.

Bang 2. 3. Ma tran H 5 x31

1{0(0|0|0fL1{0O|O|1|O|Lf1|O|Of1|1|L1|1|1{0{0|O|1({1|O|L1|1{L{O|1]|0O
0(1{0]0[{0(0[1]|0|0]|1|0f1]|1{0|0O|1|1|1|1{1{0|O|Of1|L1|O|1|L1|1]|O]|1
0(0(1|0({0f1{0|1|{1|0(0f1|1|141|1{0/0O|0O|L1{1(0O|1({1|1]{0|1{0[1]|0O]|0O
0(0(0|1{0(0f1|0|1|1(0(0O|1|141|1{1{0(0|0O{1(1{Of1|L1|{1|0O|1{0O|1]|0O
0(0(0]|0[1|0(0O|1|0]|1|1|0O|O|1|1|1|{1|1|0{0OfO|1|{1(O|L1|1|1]{0f1]|O|1




2.1.4.4. D¢ xuit thuit toan gidu tin moi

Pau vao:

+ Bdn ban tin m=m;m, myy,) véim; €{0,1} i=1,2,.. 1

+ Anh cover C=C,C,,...Cy v0i Cie{0,1};i=1,2,...1 ¢

Pau ra:

+ Anh Stego S da gidu tin, ta ky hiéu S=C(m)

Buéc 1: Ma hoa ban tin m voi thuat toan DES voi khoa ¢ bang
2.2 va két qué ta nhan dugc ban md y=Epgs(m) = y1y2,...,YimYi€{0,1}
i=1,2,.,lm).

Bu6e 2: Tao anh thir cap Co = Xi, Xigsis-.. Xioriey Xi€{0,1},
i=ig,.....io+1c) bang cach quy wdc chon 1 chi sé iy nao d6 cia pixel dir
lidu anh cover C va trich chon cac LSB ctia cac diém anh c6 hé sb bit
dau tirip = 1,2,...1 (nguoi gui va nguoi nhan thong nhat trudc).

Buéce 3: Chia C, thanh tirng block, moi block gom 31 bit, tinh tur
khoi diém x, ta duge Co = Co(1) Co(2) ... Co ([L2]) [L2] Ia phén
nguyén ) N )

Buéce 4: Chia can ban ma y thanh ting khoi, moi khoi 5 bit va
duge két qua 1a: Y = y(1) y(2) .... (fF22] + 1)

Buée 5: Véii=1,2, ..., [l(m)/S] + 1, thye hién Z'(1) = y'(i) &
HC'(i) (trong d6 CT 14 véc to chuyén vi ciia véc to C, H 1a ma tran
duoc su dung dya trén co sé by ma sura sai Hamming trong thong tin
lién lac sd, bang 2.3).

Bude 6: Véii=1,2, ... ,[I(m)] + 1;Tim trong ma tran H, néu ton
tai jo, vOijo =1, 2, ..., 31 sao cho y'(i)= hjo thi ta thyc hién dao bit cua
véc to Co(1) tai vi tri jo: X0 = Xjo + 1 va thay X’j, vao vi tri cua Xjo
cta véc to Cy(i). Sau khi thay X’jy ta c6 Cy(1) = X o(1), v6i Xo(i) + 1,

., Xo(i) +31.



Néu khong ton tai j, sao cho y'(i)= hjo thi bo qua va quay lai

Budce 5.
Buéc 7: Anh thir cap ma ta da thyc hién trén ky hiéu 1a C,.

BuGe 8: Tra lai anh thirc cdp C; vao dung vi tri ban dau nhu khi

ta trich chon C,. Cudi cung ta nhan dugc anh Stego S.

2.1.4.5. Két qua danh gia so sanh thuat toAn méi va thuat toan cii
Bang 2. 1. So sanh PSRN gitra hai thudt toan khi ¢ dai ban tin
khong dbi va kich thudc anh thay doi

Kich Dj dai ban tin | Ty so PSRN ciia | Ty s6 PSRN ciia
STT | thuwoc danh gidu khong thudt todn gidu thudt todn giiu
thay déi déi (ky tw) | tin 5 bit méi (dB) tin cii (dB)

1 | 1008100 1946 54,01 32,50
2 | 3008168 1946 60,98 35,98
3 | 2750183 1946 61,00 36,10
4 | 183276 1946 61,02 36,81
5 | 268®175 1946 61,03 36,88
6 | 2556255 1946 61,15 36,94
7 | 6008401 1946 68,74 40,34
8 | 7069504 1946 69,92 42,38
9 | 768®512 1946 69,96 42,46
10 | 8166616 1946 71,12 43,13

2.2. Thuét toan sinh s6 gia ngiu nhién c¢6 chu ky cwc dai bing

phuwong phéap dong du tuyén tinh

2.2.2. Dat bai toan

Xét phuong trinh dong dur tuyén tinh c6 dang sau:

ax =b modn

V&1 a,b,n 1a cac tham so nguyén, trong do n>2

(2.5)




Dé giai phuong trinh (2.3) ta 4p dung cac dinh 1y sau:
2.2.2.1. Pinh Iy 1

Goi ged(a,n)=d>1 ham tra vé udc sb chung 16n nhit cia a va n:

a) (2.5) c¢6 d nghiém phan biét néu b chia hét cho d (k/hiéu d|b).

b) (2.5) v6 nghiém néu b khong chia hét cho d (ky hiéu d t b).
* Truwong hop 1: c6 d nghiém phan biét néu b chia hét cho d (ky hiéu
d|b), c6 thé viét nhu sau ged(a,n)=d néu b|d.

Khi d6 phuong trinh (2.5) c6 thé viét lai nhu sau:

a,dx=b;d mod n,d (2.8)
v6i ay, by, ny 14 nhitng s6 nguyén nao do.
Ap dung bd dé trén cua phép toan dong du tir (2.5) ta suy ra:
a;x = bymod n, (2.9)

Do ged(a;,ny) = 1 (vi ged(a,n)=d) nén theo bd dé 1 ¢o ton tai
aytmod ny, ma

xo = aj‘mod n,1a nghiém duy nhit ciia phurong trinh (2.9) véi
0<xy<ny

Vid=I1+1+..+1 nén (2.5) c6 d nghiém phan biét la:
Xj = [(b/d)x* +j(n/d)] modn, voi x*= (a/d) mod (n/d) =
a;ylmodn

Nhu vdy ta c6 d gia tri cua x voi x = xg + jnymod n;
(G=0,1,2,...,d-1) 1a nghiém cua phuong trinh (2.5) va chung khac nhau
theo modulo n. Trudng hop 1 dwoc giai quyét.
* Trwong hop 2: vo nghiém néu b khong chia hét cho d (k/hiéu d 1 b)

Theo Pinh 1y 1 ta s& xay dung diy sb gia ngau nhién. Bai toan
dit ra hily xay dung diy gia ngau nhién {x,,},n>0 sao cho chu ky ctia
day 1a 16n nhat c6 thé, tic 1a {x,,} 1a m day. Ta c6 day x,,,=(ax, +
b)mod m, trong d6 x,,a, b, m cho trudc sao cho m > max{x,, a, b}.

R rang diy {x,},n =0 phu thudc vao 4 tham sb a, b, x,, m. Diy nay
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tudn hoan va cho chu ky R < m, tuy thudc vao viéc chon a,b va x,.
Muc tiéu ciia bai toan 1a hiy xac dinh cac tham s6 a,b va x, dé R=m.

Ching minh trudng hop 2 nhu sau: Theo truong hop 1, néu b
chia hét cho d, thi c6 thé viét lai d = ged (a,n).

Do d6, gia thiét ton tai mot s6 nguyén x, théa min phwong trinh
(2.5). Vi ged(a,n) = d >1, nén phuong trinh (2.5) dugc viét nhu sau:

adxyg = b mod (n;d) (2.10)

Trong d6 a;, b, 1a nhitng s6 nguyén. Tir d6 ta suy ra: a;dxy = b +

kn;d v6i k 12 mot s6 nguyén nao do. Ta co:
adxy - kn;d = b, hay (a;xp-kny)d =b (2.11)

Suy ra ax, - kn;= b/d 1a sb nguyén. Tuy nhién do truong hop 2 ta
d3 chon b khong chia hét cho d nén b/d khong phai 1a s6 nguyén, trong
khi d6, theo chirng minh trén, a;x, - kn; 1a mot ) nguyén.

Két qua nidy mau thuin voi gia thiét trén. Vay khong ton tai
nghiém nguyén x, thoa man phuong trinh déng du (2.5). Truong hop
thir 2 dugc ching minh.
2.2.2.2. Dinh 1y 2

Dé day {x,},n =0 dugc xac dinh trong (2.5) c6 chu ky R=m phai
thoa man dong thoi 3 diéu kién sau:

) (bm)=1;

ii) a-1 12 bdi clia p voi moi wdc nguyén t6 p clia m véi p>2,
trong d6 p 1a mot wéc cua m;

iii) a-/ 12 boi ciia 4 néu m 14 bdi cua 4.

Ta xét phuong trinh déng du tuyén tinh c6 dang:

x =ax+bmod m (2.12)
hay (@ — 1)x =- b mod m (2.13)
Tir diéu kién (ii) ta suy ra rang: (a-1,m) = p>1
Trong luc do6, theo (i) ta co: (b,m) = I1=p
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T d6 (2.12) hoac twong duong voi (2.13) vo nghi€m voi x,, # X,+;
trong khoang (0,m). Tic la khong ton tai moét n>0 sao cho: x, =
(ax, + b)mod m d6i v&i Vn=1,2,....m. Dinh Iy dugc chimg minh.

2.3. Phwong phap va thuit toan danh gia do an toan hé thong méat
mi va gidu tin trong anh sb
2.3.3. Phuwong phép danh gia do an toan ciia hé théng mat ma
2.3.3.1. Phan tich d9 an toan ciia h¢ thong mat ma

Dé danh gia d an toan cua mot hé théng méit mé, ta can danh gia
chat luong cta day gia ngiu nhién do hé thng sinh (generator) tao ra.
No6i dung bai toan nhu sau: Gid st trén co s¢ ndo do, nguoi ta dua ra
hai gia thuyét thong ké dbi 1ap nhau, 1an lugt dugc ky hiéu 1a gia
thuyét H, va ddi thuyét H,; Hy: Hé thdng sinh diy gia ngiu nhién theo
md hinh Markov v&i ma tran chuyén

Py = (2_16)26x26 = (Pij)26x26 (2.14)

H, H¢ thong sinh ddy gid ngdu nhién theo méd hinh Markov
q1 = (qij)26x2 > trong d6 q;; cho trude hodc udc lugng duoc béng
phwong phap thdng ké toan hoc. Dé kiém tra xem gia thuyét nao ding
trong hai gia thuyét dua ra, ta ldy mau gid ngiu nhién X =
X1,X,.., X, (n>2) 10i tinh dic trung phan bd xéc suat ctia X. Néu dic
trung d6 c6 tuong tmg véi gia thuyét khong (Hy) thi ta chap nhan gia
thuyét Hy va do d6 bac bo gia thuyét H;. Nguogc lai thi ta chip nhan
gia thuyét H, va bac bo gia thuyét H,.
2.3.3.2. Xay dung thuit toan danh gia an toan ddi véi hé thong
sinh bit gia ngiu nhién tuy y

a. Thudt toan 1: Cho mot day bit gia ngau nhién dugc sinh tir hé
thong sinh nao d6: X = x;x, ... x,,; x; € {0,1};i = 1,2,..,n. Van chon
e=0,1
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Buée 1: Tinh tan sé bo doi moc xich cua day X va nhan duoc két

qua

P_(m11 mlz)
ma1 My

Budc 2: Tinh Q = (q;j)2x2 trong d6 q;; = [1092 4:1 ]
Buée 3: Tinh S(x) = 21214 qij

Buéde 4: Néu ¢ = 0,05 thi hé thong ¢6 dd an toan t8t v6i x4c sudt
97% va hé thong dimng. Tréi lai,
Buée 5: Hé thong khong an toan va két thuc
b. Thudt todn 2: Ap dung dinh 1y dugc cho trong [65], ta co:
Cho day nhi phén X = x¢xq ...x,,_1,d0 dain
LAy va ¢6 dinh s6 nguyén d: 1 < d < [/,] (phn nguyén cta n/2)
Pat A(d) = zn—d—l(x @de) Néu n-d>10,

2(A@) -=2
taco: A= /\/— s& c6 phan b xAp xi phan bd

chuén N(0, 1).

Diéu nay c6 nghia 1a: Cho trudc xac suat sai 1am loai 1, gia sir
lday oo = 0,05. Khi d6 tra bang phan phdi chuan ta xac dinh dugc
nguongt, = 1,6449 [65].

Khi d6 néu

(A(d) — —) < t,Vn —d = 1,6449vn — d thi ta chip nhan diy

Xla tot, trai lai thi ta coi day X duogc sinh ra tir bd sinh 1a khong tbt.
2.3.3.3. Xay dung thuit toan danh gia an toan ddi véi hé thong
diy gii ngiu nhién chir cai Latinh

Xét trén bang chir cai La tinh Z,4 ={a,b,c,..,z} hay
={0,1,2,3,..,25}. Tiép theo, ldy 2 miu vin ban tiéng Anh tily y mot
cach doc lap, mdi mau X, Y c6 d6 dai nhu nhau va bf?mg n (cd 10000

chit cai) ma ta ky hicu 1
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X =Xxq1,X9,..,%p,

Y =y1,¥2,-,¥n
Budc 1: Cong (x + y)mod26 = Z = zq,2,,..,2,
Budce 2: Tinh tan s6 bd d6i moc xich cua day Z, ta duoc két qua

G = (gif)zsxzs

Buodc 3: Tinh H = (hij)26x . Trong do, h;; = [Klog
j=12.,26

Véi K 1a mot s6 nguyén duong nao d6 (K>1). Trong thyc hanh,

0,001 ] .
gL] b s

ta chon K=/0. Muc dich chon s6 K 1a lam tang do chinh xac cua Kkét
ludn, tirc 1a giam thiéu truong hop [logx] = 0. Ching han lay x = 1,2
va logarit 1a In. Khi dé:

[In1,2]=[0,1820]=0. Tuy nhién [10In1,2]=[1,820]=1

Béy gio gia st ta can kiém tra mot ddy sinh § = s,s...5,, V6i
m=>1;s; €{a,b,...z}; I = 1,m

Buée 1: Tinh tan sd bo d6i moc xich cua day S, ta nhan dugc két
qua 1a ma tran Q

Q = (9ij) 4 e 9j 2 031J =1,2,..,m

Buée 2: Tinh vét Tr(Q.H'), trong &6 H' 13 ma tran chuyén vi caa
ma tran H

Buée 3: Néu gia tri Tr(Q.H") >0 thi ddy S duogc sinh ra tir b sinh
day gia ngau nhién nao do Ia tot.

Tréai lai néu Tr(Q.H")<0 thi day S 1a khong t6t va thuat toan
dimg. Truong hop Tr(0.H')=0 thi chua c6 két luAn ma ta cén lay tiép
mau S c6 d6 dai 16n hon m va tiép tuc quay vé Bude 1.

Buéc 4: B6 sung thém mau s thanh s dé co do dai m>m va quay
lai Budc 1.

2.3.4. Phuong phap dinh gia dd an toan ciia ky thuat gidu tin

2.3.4.1. Pj an toan ciia thuit toan gidu tin
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Dit C 1a tap cac anh gbc ¢, M 1a tap thong tin can gidu m, S tap
cac anh gidu tin s va K tap khoa gidu tin k. Mot thuat toan giau tin noi
chung duoc biéu dién theo quan h¢ cua (Sg, Sx). Trong d6 Sg 1a thuat
todn nhung tin duoc biéu dién C x M x K => Sk va Sx duoc trich tin
theo S x K => M. Ham nhting tin Sg tao ra tdp S va ham S trich thong
tin M tir tip S bang khoa K.

Cho Q 1a mot hé thong gidu tin mat (Steganography). Ps()) la
phan bd xac suit cua tap anh gidu tin S khi giri qua kénh cong cong va
P¢(.) 1a phan bd xéc suat ctia anh gbc C.

Theo dinh nghia hé thong Q duoc goi 1 an toan néu sai phan
Kullback — Leibler giita ham mat d0 xac Xuét Pc va Pg theo
D(P; ||P.) = 0 theo (2.15), v6i D dugc tinh theo cong thirc duédi day:

P
D(Pc IPs) = Seec Pr (P)log 5o (2.15)

Khi D(P, |P.) < € v&i & > 0 thi thudt toan gidu tin cho trudc cd
d6 an toan &, trong do6 & 1a mét $6 thuc duong cho truée.
2.3.4.2. Xay dung thuit toan danh gia an toan ddi véi hé thong
gidu tin mat

Cho C 14 anh cover, con S 14 anh stego dd duogc gidu thong diép
voi ti 1€ nao d6 va cho trude € = 0,05

Buoc I: Trich chon n bit LSB cta anh cover C va n bit LSB cua
anh stego S tuong ng (cung khéi diém gidu). Ta nhan duoc két qua
lan lugt 1a:

C1Cy . Cy VA S1Sy ... Sp; €, S; €{0,1}, i =1,2,..,n

Buwdc 2: Tinh tin s6 bd d6i moéc xich lan lugt cia 2 day

{C1Cy ...Cp} VA {515, ... 5} ta dugc két qua P.(x) va Py(x) nhu sau:
_ (P11 P12) _ (Q11 C112)
P21 D22 21 422

Cc N

Budce 3: Tinh
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DR /B) = ) Y P (i,))log;

i=1j=1
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2

)
Ps(i,))

Trong d6, P.(i,j) = pij; ,j = 1,2; Ps(i,)) = qij5 4, = 1,2
Bude 4: Néu D(P, /P,) < 0,05 thi hé thong 1a dang tin cay véi

murc an toan trén 95% va thuét toan dung.

Burée 5: Néu 16n hon 0,05 hé thdng khong dang tin cay.

2.4. Két luan chwong 2

Béng 2. 2. Két qua Sai phan D(Pc//Ps) danh gia d6 an toan ciia
thuat toan 2.1.4 theo kich thudc anh khong doi/thay doi twong tng do

dai ban tin thay d6i/khong dbi

STT Kich thuoc finh Do dai bt;in tin gidu | Sai phan Kullback -
khong doi thay doi (ky tu) Leibler D(Py/Ps)

1 76869512 1038 0,000002082044841

2 76869512 2076 0,000006713339210

3 7686512 3114 0,000014087722528

4 7686512 4152 0,000026829523768

5 7686512 5190 0,000039290342406

6 7686512 6228 0,000055130897602

7 7686512 7266 0,00007070867 1449

8 7686512 8304 0,000085734489423

9 76869512 12456 0,000192297577694

10 76869512 19722 0,000750944583946

STT Kich thu’o"(i danh Do dai b‘itl tin gidu | Sai phan Kullback -
thay doi khong doi (ky tu) Leibler D(Py/Ps)

100100 1946 0,0995662169714835

2 1838276 1946 0,0066124957907429

2756183 1946 0,0007075414552164
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4 288175 1946 0,0099152602771983
5 3008168 1946 0,0005286474040050
6 2256225 1946 0,0044478103637885
7 660440 1946 0,0000020054366442
8 7068504 1946 0,0000094963145847
9 768&512 1946 0,0000064135151950
10 8166616 1946 0,0000061077702080

Thir nhat: Dbi voi ky thuat gidu tin mat, ludn an dé xuét thuét
toan ma khoa khdi 5 bit hiéu qua va don gian, bao dam can dbi giita
tbc do tinh toan va do phurc tap cua thuat toan. Thir hai: Dbi v6i hé
théng mat mi trao ddi khoa bi mat, luan 4n dé xuét thuat toan sinh sb
gia ngiu nhién c6 chu ky cuc dai bang phuong phap dong du tuyén
tinh. Thir ba: Tir d6, luan 4n d& xuét cac thudt toan danh gia do an
toan ctia hé thong sinh bit gia ngdu nhién tiy y, hé thdng sinh diy gia

ngau nhién chit cai latinh va d6i v6i k§ thudt gidu tin mat.

CHUONG 3. BAO MAT ANH SO CO PANH DAU
WATERMARK VA HIEU SUAT MANG KHI BI TAN CONG

Tém tit: Muyc tiéu chicong nay giai quyét hai van dé. Thir nhat
xdy dung thudt todn danh gid va so sanh vé hiéu sudt xir 1y danh
JPEG/JPEG2000 ¢6 ddanh dau bdo mdt bang watermark trong qud
trinh truyén anh sé. Thir hai, phdn tich khd ning va danh gi hiéu sudt
xw Iy xung dot cua cac thudt toan back-off khac nhau lén mang vo
tuyén khi bi tdn cong trong khi truyén anh sé [T2][T6],[T7].

3.1. Biao mit dnh s6 thong qua dinh gia va so sanh vé hi¢u
suét xir Iy anh JPEG/JPEG2000 c6 danh d4u watermark

3.1.2. Cac gia dinh va mé hinh thuc té
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Sink node Watermark detection Ouanuzc{
]
M Decode
g Mo ]Wt ecode M . I
. JPeg
Cluster nodes : JPEG/DCT -~ M
| . |nxn[ :\nxn|
\ Watermarkembedding Mo JPEG2000/DWT A;,'peggooo
/ . |Original sensing data 4
\ Mw-dcl
ensor array Data/DCT £
88888888 83888888 »
gossnss ) (&8585 D ——— LT |
Sensor nodes Mo Watermark aifn M,E"“"“ 4
Hinh 3. 1. M6 hinh WSN Hinh 3. 2. Cac kich ban xtr ly anh
Trong do:

- Ma tran Mg 1a ma tran diém anh ban dau

- Ma trén M, 14 ma trin chuyén déi theo ting DCT/DWT

- Ma tran M; la ma tran chuyén ddi nguoc

- Ma tran M, la ma trin diém anh nhan duogc

Xét cAu hinh WSN dién hinh dugc minh hoa trong hinh 3.1.
Mang bao gdm cac nut cam bién (sensing node), nut cum (cluster
node) va nt dich (sink node). Dwa trén biéu d6 md ta qua trinh xu ly
anh nhu trén, mot sb kich ban duoc thiét 1ap dé danh gia hiéu nang 13i
trong qua trinh xur Iy dugc trinh bay nhu hinh 3.2.
3.1.3. Cic phwong trinh bién doi
- Phwong trinh bien doi thugn

Y(u,v) =
2 L weN— 22041 2y+1
SC@Cw) x Yo Xyzo X (%, y) cos ™ ;CN LTt ;’N Y30

Véiu=0,..N-1vav=20,...N-1

1 ..
. L dBiveik =0
- Déi v6i ma tran 8x8, khi d6 N=8 va C(k) = {ﬁ orvot
o 1 con lai
- Phuong trinh bién doi nguoc

(u,v) = L BX=4 BY=5 CQOC()Y (x,y) X cos

w(2x+1)u oS t(2y+1)v
2N 2N
(3.2)
3.1.4. Két qua mé phéng va danh gia
Dé so sanh mirc do hiéu qua ctia cac phép bién d6i dua trén mo

hinh d& xuét, bon truong hop gia thiét bao gdm: (1) dit liéu anh JPEG,
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(2) dir liéu anh JPEG2000, (3) dit li¢u da dugc watermark st dung
DCT, (4) dit liéu da dugc watermark str dung DWT. D1t li¢u anh duogc
khoi tao ngdu nhién boi ham Gauss, twong tng voi dit liéu dau vao
M,. Ngoai ra, dir li€u watermark duoc trai phé boi chudi trai phé truc
tiép DSSS trong qué trinh truyén.

Goi M;'peg, M;‘pegzooo’ Mw-dct ppw—dwt va
MIPed | \Jpeg2000 prw—det pw-dwt frono ing 1a ma tran dit lidu

duogc khoi phuc tai phia thu va cdc ma tran 16i cua dir liéu JPEG,
JPEG2000, dit liéu DCT watermark va dir liéu DWT watermark.

Vi két qua tinh toan toan & trén, cac tham sé hiéu ning 13i thu
duoc nhu sau.
MAEJP®9 = 3.44; MSE!*®9 = 17.66; PSNRIP®Y = 35.57dB
MAEJPe92000 — 3 44, MSEIPe92000 — 17 66; PSNRIPEI2000
= 35.57dB
MAEY~4¢t = 2.69; MSEY~4¢t = 11.75; PSNRY ™%t = 37.43dB
MAEY=Wt = 122, MSEY =9t = 2.44; PSNRY =Wt = 44.26dB
Trong hinh 3.4, véi p; =0,1% va CR = 75%, x4c suat tim thdy
watermark d6i voi truong hop 2x2 gin nhu bang 0 véi moi gia tri
trung binh ctia d9 16n watermark trong khi trudng hop con lai xap xi
95% khi gi4 tri trung binh ciia watermark bang 7. Vi ty s6 nén khac

nhau, x4c suat tim thiy watermark dot ngot giam vé 0 nhur hinh 3.5.

NE ST TR ol o k = i

[t 7 ' \ 1
07 / 07 \ " .
i, / £ o N
P J i A

/ g, \
’ 02 14
‘ "*‘:::::;:zi:il
e s 1
- i ki 01 02 03 g:mwg:awo“: 07 08 09 1
Hinh 3.4. X4c suat tim thay watermark Hinh 3.5. X4c suat tim thay

v6i cac do 1on trung binh khac nhau watermark véi ty s6 nén thay doi
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Dé so sanh xac sudt tim thiy watermark cho hai phuong thirc
bién d6i DCT va DWT, luan 4n thyc hién céc do 16n trung binh
watermark khac nhau véi cung ty s6 nén. Két qua hinh 3.6 mé ta xac
sudt tim thdy watermark gan nhu bang nhau véi cac kich thudc khac
nhau trén cling mdt phuwong thirc bién doi. Tuy nhién, xac suat tim

thay khi st dung bién d6i DCT 16n hon.

ﬂ; —xigg 1 kil u‘ _:_P,:m%
" i ; 7 - v
o / " /1] e
] /A
[ odoinif,
i [ g, /1]
02 i 0 /
01 . ui/. 4
PRI, 7 = ,
Mean of bogus distribution ° o Mean of bogus 55 stributio 45 o
Hinh 3.6. X4c suat tim thay Hinh 3.7. X4c suét tim thiy
watermark DCT va DWT watermark bi anh huéng bédi xac

suat canh bao c6 dinh
Nhim ting tinh ngdu nhién va dic tinh théng ké cua ludng dir
liéu watermark, kich thudc ctia mau anh dugc mo rong l1én 16x16. Va
st dung cac phuong thirc twong ty nhu cac truong hop da xét ¢ trén
v6i kich thudc khdi duge chia theo chuan 8x8. Hinh 3.7 cho thay xac
sut tim thiy watermark ting khi gia tri prtang.

1

’ N—*——*—-*\

\\

Detection probability

v

—h— P, =01%
——P,=03%
—o—P,=05%
—.—P = 1%
(34

02 03 04 05 06 07 08 09 1
Compression ratio

075

Hinh 3.8. Xac suét tim thdy watermark véi cac p, khac nhau.
Trong khi d6, v&i p;=0,1%, xac suat dat 75% va xap xi 100% khi

d6 16n watermark trung binh bang 4. Hinh 3.8 biéu dién x4c sut tim
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thiy watermark voi cac gia tri pr khac nhau, trong d6 xac sudt cang
giam néu ty s6 nén cang ting nhung van ludn 16n hon 70% ngay ca
trudng hop ty sé nén cao.
3.2. Phan tich va danh gia hi¢u suit xir Iy xung ddt ciia cic thuat
toan back-off khac nhau 1én mang vé tuyén khi bi tin cong
3.2.2. M6 hinh trang thai thuét toin Back-off

Goi 1, , p, tuong Ung la xac sudt truyén va xac sut va cham di
voi nut binh thuong, t, , p, twong (g 1a xac suat truyén va xac suét va
cham doi voi nut 16i.
2

1_pf+1
n(BEB) = 1-p; ¥R pi(2iw+1) —(1-pF*HT) (3.12)
pr=1-1-)""A-1) (3.14)
2 2
2= (CW*+1)—(1-p5)  (CW*+p,)’ (3.15)

pe=1-(1 = 1)" 1 (1 —15)"! (3.16)
3.2.3. M6 hinh trang thai kénh
M6 hinh trong hinh 3.9 c6 bdn trang thai 1a: Cho, Thanh cong 1,
Thanh cong 2 va Tranh chép.

Hinh 3.9. M0 hinh trang thai kénh.
3.2.4. Cac tham sb hiéu suét

Phan tich leu lwong truyén tdi:
= Tsw  EP] _ Ts@ , E[P]
Thy = X E[T] ,Thy, = X Gk (3.24)

Xac sudt rét goi tin:

Pdropl = p{H—l > Par = p§+1- (3.25)
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Phan tich dé tré truy cdp:
Wi+1 p pR+1
Taeta (BEB) = Eii (47 x o) X BIT; Tactay (BIED) =
T Tixd;
== (3.26
2‘1{10 di ( )
béi véi mdi i, T, va do tré g0i cta nut 16i dugc tinh nhu sau:

Wonigin i1 J_R+1
_ R min(i+j,m) b1~ P1 . —
Ti - Zj:o ( 2 X 11—pf+1 ) X E[T]' Tdelay(z) -

J
Z?:o (WVI2/+1 % Pl pR+1 ) x E[T]. (3.27)

3.2.5. Két qua mé phong va danh gia

x10° Throughput vs number of nodes - basic method x10°
, x0 , x0

[ S

IED - B:
EIED - RTS/CTS

g

Se-o 5 g s o5eo868

Fixed window (W = 32)
~—BEB (32 - 1024)
—+— old EIED (32-1024)
—8— new EIED 32-1024

Thoughput

1 35
30
Number of nodes ww

(a) Phén tich lwu lwgng truyén tai (b) Phén tich luu lugng truyen tai
mang so voi sb nat mang theo 3 mang so vdi cira sb tranh chép theo
thuat toan 2 thuét toan BED va EIED véi mo
hinh co ban va mo6 hinh RTS/CTS

Hinh 3.10. Phén tich luu luong truyén tai mang theo cac thuét toan

Packet drop vs number of misbehavior node - n = 12
o — 1=2 - Basic mechanism

" s o8

02 ¢ // o

o1 02 4
e ot Sl B S N

2 3 4 5 6 7 () s 0 1 20 25 EJ 35

Hinh 3.11. Ty 1€ rot gbi nat binh ~ Hinh 3.12. B tr§ cua cac nut binh
thuong so voi nut 10i thuong va nut 161 twong ung voi
thuat toan BED va EIED

3.3. Két luan chwong 3
Thu nhét, da xdy dung thudt todan danh gia so sanh vé hiéu sudt

xit Iy anh c6 ddnh dau bdao mdt bang watermark trong qud trinh
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truyén anh s6 dé co thé lua chon phwong phdp danh dau bdo mdt
DWT ¢6é hiéu qua nhat. Thi hai, diea vio cdc két qua mé phong sé véi
3 tham s6 lheu heong truyén tdi, xdc sudt rét goi tin va dg tré truy cdp
cua lop MAC trong mang 802.11 theo cac thudt toan back-off khac
nhau, lugn an da phan tich khd ndang va danh gid hiéu sudt xir Iy xung
dot cua cac thudt toan back-off khac nhau lén mang vo tuyén khi bi

tdn cong trong khi truyén dnh sé dé vmg dung.

CHUONG 4. XAY DUNG HE THONG THONG TIN LIEN
LAC Bi MAT THONG QUA TRUYEN ANH SO

Tém tit: Ung dung két qua da nghién ciru trong chwong 2 va 3,
ludn an dwa vao dé xudt va xdy dung mot hé théng thong tin lién lac
V6 tuyén bi mat [T1].
4.1. Gi6i thi¢u chung

Xuét phat tr nhu clu can ¢o mot thiét bi lién lac co dong trong
qué trinh cong tac c6 kha ning 1ap trinh dé hoat dong ty dong véi yéu
cAu bao mat ban tin lién lac tng dung ndi dung chuong 2,3.
4.3. Trién khai hé thong
4.3.3. Khéi diéu khién h¢ thong

AnhgécC |} Trao d6i khoa - oY~
l iz el Anh S da gidu | 1 K bi mat Anh S nhin < Anh gocC
Bin tin M bantin M | dwgc ’”*B;';GI'I’“ 1‘
d Kénh "'.“:»"é" L Watermark
H¢ thong truyen | 0 tuyca H¢ thong truyen | w
; déin FHSS : \\ din FHSS
“ Khéi Anh Sw / Knéi
/| | truyén/nhin ﬁ p truyén/nhin da
da dwgc nhing | | / dwgc nhing }
trong SDR } trong SDR
Két qua W
Bén phat \ Bén thu Ding/Sai
s N,

Hinh 4.3. So d6 khéi diéu khién hé théng
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4.4. Két qua thir nghiém

Mo teng Sp

Hinh 4. 2. Nhap ban tin M va sinh
khoa K, dau thily van W => Ban
tin M’

2 @7l

"Hinh 4. 3. Chon gidu tin M’ vaio  Hinh 4. 4. Danh d4u thay van W
anh C => anh S 1én dnh S=> anh Sy

‘Hinh 4. 5. Luu anh Sy truéc khi  Hinh 4. 6. G anh Sy thanh cong
gui

Hé théng sau khi thiét ké da dugc do dac, thu nghiém trong mat

s6 diéu kién khac nhau dé kiém tra vé& yéu ciu chét luong, k¥ thuat

cling nhu yéu cau dic thu nghiép vu hay khong trude khi duge vao sir

dung. Mot sb két qua thir nghiém dugc trinh bay trong phu luc.
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4.5. Két luan chwong 4

Viéc thiét ké va tao ra mot hé théng thiét bi thong tin lién lac co
bao mat truyén anh s da bo sung giai quyét bai toan lién lac mat phuc
vu cong tac nghiép vu va chirmg minh cho tinh kha thi cua cac két qua

da dugc trong chuong 2,3.

KET LUAN

A. Cac dong gop chinh cia luin an

A.l. Xdy dung cdc thudt todn gidu tin mdt trong dnh sé tir cdc
thuat toan giéu tin dda co va thudt toan da cdi tién nhung chwa hiéu
qud véi cdc tdn cong thong ké cap 1, cap 2; xdy dung thudt todn trao
doi khéa khéa bi mdt bang phwong phdp dong dir tuyén tinh; Ludn
con dé xudt phwong phdp va mét sé thudt toan danh gid dg an toan hé
théng mdt ma va hé thong gidu tin trong dnh so.

A.2. Pdnh gid dg an toan bao mdt trong truyén dnh sé theo hai
van dé la xdc sudt tim thdy watermark dwoc danh ddu trong dnh s6 va
hiéu sudt mang IEEE 802.11 cua cac thudt toan back-off khi bi tan
cong thong thuong.

A.3. Dua trén cac noi dung da nghién cvu, lugn dn da ung dung
xdy dung hé thong théng tin lién lac bi mdt thong qua truyén anh so.

B. Nhitrng ndi dung nghién ciru tiép theo: Cdi tién thudt todn
gidu tin mdt nham dwa 1y 1é gidu tin giam xuong dudi 1%; Cirng héa
cdc tham sé sinh s6 gia ngdu nhién nham tang toc dé xir Iy ciing nhw
dé an toan cho khéa; Nghién ciu vé thudt todn danh dau bao mdt
watermark trén da phuong tién; Nang cao hiéu sudt mang chong lai
tan cong theo cdc phwong thire dac biét; Hoan thién thiét bi nghiép vu

dé dwa vao sir dung trong thiee té cong tdc.
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