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NHUNG KET QUA MOI CUA LUAN AN

- D()ng g6p thir nhat: Pa dé xuét duoc thuat toén gidu tin m&i st dung bd ma 5 bit, véi
cac uu diém sau day. Thir nhdt, _giam ty 1¢ nhung xuong khoang 3,2% (*1/31), day la ty 1¢ cho
phép chdng lai cac thuat toan tin cong thong ké cap 1 va cip 2. Thit hai la thudt toan glau tin
trén c6 uu diém 1a don gian cho viéc nhing va trich chon, ngoai ra 1u0’ng thong tin giau dugc
16n nhung cac LSB thay dbi it hon. Thir ba 1a ting dugc kha ning gidu tin. Thir fu, viéc st
dung tir ma 5 bit s€ ma hét toan bo 26 ky tu Latinh. Két qua danh gid va so sanh thuat toan dé
xuat méi va thuat toan cii cho thiy luong thong tin gidu duoc cao hon 60% so voi thudt todn
cii, ty s6 PSRN cao hon tiéu chudn cho phép (>38dB) va cao hon so véi thudt toan cii (it nhat
64% cung 1 luong tin gidu), ddng thoi ty 1& nhung dat dudi 2%.

- Péng goép thir hai: Ung dung thut toan sinh bit gia ngﬁu nhién mdi c6 chu ky cuc dai
bang phuong phap dong du tuyén tinh, nham phuc vu trao d6i khoa bi mat cho viéc gidu tin
trong anh s6. Ba uu dlem trong thuat todn méi duoc thé hién sau dy. Thit nhdt, chu ky R cua
day duoc kiém soat néu thuc hién ding gia thiét cua Dinh 1y 2; Thit hai, viéc trao dbi khoa rat
don gian, chi can 4 tham s X,a,b,m. Ty theo yéu cau cta Gmg dung dé chon m cho phu hop.
Pay 1a cong thirc truy hdi dé tim day {X.} v&i n>2. Thir ba, thuat toan nay duogc st dung cho
viéc trao doi khoa mat ma phuc vu dbi v6i thuat toan 5 bit & trén bang hé mat ma khoa cong
khai va (mg dung truc tiép cho ndi dung trong chuong 4 ciing nhu trong qubc phong-an ninh.

- Pong gop thir ba: Tu cac phuong phap danh gia chét luong gidu tin mat va sinh khoa
gia ngau nhién, dé xuat mot s6 phuong phap danh gia d6 an toan bao mat. Thu nhat danh gia
chat luong cac diy gia ngiu nhién duogc sinh tir hé thong nao d6 dugce coi 1a tot néu cac thanh
phan cua diy d6 1a doc 1ap va c6 phan bd déu. Tir d6 luan an gidi thiéu thuat todn danh gia an
toan ddi voi hé thdng sinh bit gia ngau nhién tiy ¥ va thuat toan danh gia an toan d6i véi hé
thdng day gia ngau nhién chir cai Latinh. The hai, sir dung phuong phap danh gia d6 an toan
hoan hao thdng qua sai phan Kullback - Leibler gita ham mat d6 xac xuat D(P, |P.). Da dé
xuat duoc thuat toan danh gia ham D giai quyét theo hudng don gian va hiéu qua hon vai két
qua danh gia sai phan D (P, ||P.) < 0,05 vdi d6 an toan trén 98%.

- Pong gop thir tu: Trén co s& nghién ciru va danh gia so sanh hiéu ning 16i ciia anh
JPEG/JPEG2000 di danh déu bao mat bang watermar. Thit nhdt, cung cap md hinh phan tich
va két qua s6 mo ta hiéu niang 18i cho mo hinh dé xuét trong qua trinh xr 1y anh theo chuan
JPEG/JPEG2000 va qua trinh ddnh déu bao mat watermark vao dir liéu cam bién tuong tng.
Thir hai, x4c suat ndy phu thudc vao cic tham sé thay d6i nhu do 16n watermark trung binh,
xéc suat canh bao sai, hé sé nén va kich thuéc anh cho dén cach chia khdi cho timg anh. T it
ba, bao mat c'1‘01 v6i anh sb bang danh dau watermark theo phuong phap DWT la lya chon t6t
nhét cho ca van dé hiéu nang 15i ciing nhur xac suat tim thiy dau watermark.
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- Péng goép thir nam: Duya trén viéc hiéu sudt mang bi ha xuéng trong cac cudc tan cong
thong thuong, luan an dé xuit md hinh trang thai thuat toan Back-off, mé hinh trang thai
kénh, 03 tham s hiéu suét. Thir nhat, da dé xuat dwoc mot md hinh phén tich méi déi vai 16p
MAC cua IEEE 802.11 bang viéc sir dung cac thudt toan EIED d bao gdm xtr 1y hién tuong
dong bang back-0ff. Thir hai, phan tich hiéu suit mang theo cac thuét toan back-off khac nhau
dua vao 3 tham s6 luu lugng truyén tai, xac sudt rot gbi tin va do tré truy cap déi voi nit binh
thuong va nut 16i. Thir ba luan an da danh gia dugc thuat toan EIED back-off c6 hiéu sudt tot
hon so voi thudt toan BEB trong diéu kién thong thuong. ‘Tuy nhién, khi mang ton tai nut doc
do anh hudng cua cac tan cong thong thuong, thi hiéu suat ciia mang sir dung thuit toan BEB
back-off tot hon thuat toan EIED.

- Péng gép thir sau: cin ctr vao yéu cau thyc té cong tac va ndi dung nghién ctru & trén,
luan an thiét ké hé thong thong tin lién lac bi mat nghi¢p vu thong qua truyén anh so6 c6 bao
mat dya trén cac nghién ctru trén va mé-dun thu phat s6 FHSS.

CAC UNG DUNG, KHA NANG UNG DUNG TRONG THUC TIEN HOAC
NHUNG VAN PE CON BO NGO CAN TIEP TUC NGHIEN CUU

Hién nay cac phuong phap bao mat thong tin trong anh sd néi riéng va trong san pham da
phuong tién s6 trong lién lac cong khai va bi mat luén dugc cac nude trén thé gioi, nhat la cac
co quan dic biét vé qudc phong - an ninh quan tdm, dau tu nghién ciru va phat trién. Theo
hudng nay, trong thoi gian ti€p theo nghién cutru sinh s€ tiép tuc phat trién cac ndi dung sau:

- Cai tién thudt toan gidu tin mat nham dua ty 1é gidu tin giam xudng dudi 1%.

- Climg hoa cac tham s6 sinh s6 gia ngu nhién nham ting téc do xur 1y ciing nhu d6 an
toan cho khoa.

- Nghién ciru vé thuat toan danh diu bao mat watermark trén da phuong tién.

- Nang cao hi¢u suat mang chdng lai tan cong theo cic phuong thirc dic biét.

- Tiép tuc hoan thién hé thong thong tin lién lac bi mat nghiép vu thong qua truyén anh sb

c6 bao mat cling nhu cac thu tyc va ho so cong nhan lién quan dé dua vao sir dung trong thuc
té cong tac.

Xic nhén ciia nguwoi hwéng dian khoa hoc Nghién ciru sinh
GS.TSKH P6 Trung Ta Lé Hai Triéu



