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MO DAU
1. Tinh cip thiét cia deé tai

Cach mang cdng nghiép lan thir 4 con c6 thé goi 1a cudc cach mang sb s&
chuyén héa thé giéi thuc thanh thé gisi s6, thuc day phat trién chinh phu sé va kinh
té s6. Theo do, hau hét dir liéu cua nén kinh té va Chinh phu s& duogc luu trit, trao
d6i va xac thuc qua moéi trudng mang sé dit ra thach thire 1 1am thé nao dé dam bao
an toan cho cac giao dich dién tir d6. Sir dung chix ky sb 1a mot trong nhiing cau tra
loi hiéu qua nhat hién nay, 1a mot trong cc giai phap xac thuc an toan dugc @ng
dung pho bién & nhiéu nuéc trén thé giéi va ¢ Viéet Nam hién nay. Chit ky sé gidp
dam bao an toan cho céc giao dich trén moi truong mang, giai quyét van dé vé toan
ven dit liéu, 1a bang ching dé ngin chan viéc chdi bo trach nhiém trén noi dung da

ky, gilp cac doanh nghiép, to chirc, ca nhan cé thé yén tam khi giao dich trén mang.

Khai niém chit ky s6 dau tién duoc dé xuat vao nam 1976 bai hai nha mat ma
hoc ndi tiéng Whitfield Diffie va Martin Hellman dwa trén mat ma khoa cong khai,
d3 cho thay nhirng dic tinh ndi bat va vé clng quan trong trong viéc dam bao an
toan cho céc giao dich trao do6i thong tin qua mang. Cho dén nay, chir ky sé da co
nhitng budc phat trién manh mé& va tré thanh bd phan ciu thanh quan trong cua
nganh mat ma hoc. Dua vao cac tiéu chi khac nhau co thé chia lugc do chir ky sé
thanh nhiéu loai nhu chit ky s6 nhom, chit ky s6 tap thé, chir ky sé dai dién, chir ky

s6 ngudng, hay cac loai chix ky sé mu,...

Trong cac loai chit ky s6 thi chit ky s mi 1a mot loai chix ky sb dic biét duoc
phat minh bai Chaum [13] vao nam 1983, chir ky ndy duoc tng dung nhiéu trong
cac hé thdng yéu cau dam bao tinh riéng tu cia cac bén tham gia. Hién nay, luoc do
chir ky s mu dang dugc nghién cau, phat trién va ang dung trong nhiéu hé thong
nhu thuong mai dién t, thanh toan tryc tuyén hay bau cur dién tir. Hon nita, voi
viéc str dung ngay cang nhiéu giao dich truc tuyén nhu hién nay thi vai trd cua luoc
d6 chir ky s6 mu trong viéc dam bao an toan va tinh riéng tu cua khéach hang lai

cang tré nén quan trong hon bao gio hét.



C6 thé thdy rang, tir khi David Chaum dé xuit luge db chit ky s6 mu dau tién
dua trén chit ky s RSA, sau d6 co rat nhiéu nghién ctu vé lugc do chix ky sé mu,
chir ky s6 tap thé mu duoc cdng bd. C6 thé chia thanh cac huéng nghién ciru nhu:
(1) Lugc dd dya trén cac chuan, luge do phd bién dé ké thura tinh an toan va hiéu
qua cua ching. Tuy nhién c6 nhiéu luoc do chu yéu dua trén mot bai toan kho nén
X4c suat bi pha v& 1a cao, dé tang cudng tinh an toan thi can phai phat trién cac lugc
dd thuc su dya trén nhiéu bai toan kho, diéu nay s& lam cho viéc tan cong tro nén
kho khan hon khi phai giai dong thoi nhiéu bai toan kho. Ngoai ra ciing ¢6 cac lugc
d6 dua trén hai bai toan khé nhung chua duoc ching minh trong md hinh chuan
hoac m6 hinh ROM nén can cai tién thém. (2) Luoc d6 khong dua trén chuan, c6
hai loai la dua trén mot bai toan kho hoac hai bai toan kho. Tuy nhién, mac du cac
tac gia c6 chung minh tinh an toan nhung do khong dua trén cic chuan va ciing
chua duoc kiém nghiém boi cac t6 chirc vé tiéu chuan nén con phai tiép tuc nghién

cuu thém.

Co s6 toan hoc cho cac loai luoc d6 chit ky s6 hién nay co ban dua trén 3 bai
toan kho néi tiéng va duoc xem 1a khong thé giai duogc trong thoi gian da thic 12 bai
toan phan tich thira sé mot sé nguyén Ion (IFP), bai toan logarit roi rac (DLP) va bai
toan logarit roi rac trén duong cong elliptic (ECDLP). Tuy nhién, véi sy phat trién
nhanh chdéng cua céng nghé tinh toan thi viéc giai cic bai toan kho trén chi con la
van dé thoi gian nhat 1a khi may tinh lwong tir duoc phét trién, nén viéc nghién ctu
C4c co sO toan hoc cho cac lugc d6 chir ky sé méi nham ting d6 an toan hon 1a diéu
rat quan trong trong thoi diém hién nay, nhat Ia trong béi canh Chinh pha Viét Nam

dang rat quyét tim thuc hién chuyén d6i sb trong thoi gian téi.

Tir phan tich trén, viéc ung dung céc chuan chir ky sd, lwoc d6 chit ky sé da
dugc danh gié 1a hiéu qua va an toan 1am co s dé xay dung cac luoc do ky sé6 mu,
dong thoi nghién ctru céc giao thirc ky sé méi 1a van dé cé tinh thoi su va thyc tién.
Xuat phat tir thuc té d6, nghién ciu sinh d4 chon dé tai “Nghién cizu phat trién mgt
s6 lwoc do chir ky s6 mu, chi ky sé tdp thé mu dua trén cac chudn chi# ky sé  voéi

mong mudn c6 nhitng déng gop vao su phat trién khoa hoc va cong nghé trong linh



vuc dam bao an toan va tinh riéng tu cho cac giao dich truc tuyén trén mdi truong

mang.
2. Poi twong va pham vi nghién ciru cia luan an
Péi twong nghién ciu:
- Co sé cua cac hé mat khoa cong khai va cac luge do chit ky sé.
- Cac md hinh tng dung hé mat khoa céng khai va chit ky sé.
- Luoc d6 chit ky sé mu, chit ky sb tap thé mu.
Pham vi nghién ciu:

- Hé mat khoa cong khai RSA, Schnorr, EC-Schnorr, chuan chit ky s6 GOST
R34.10-94, GOST R34.10-2012.

Cac co s¢ toan hoc lién quan nhu bai toan IFP, DLP, ECDLP.

Co sé ly thuyét vé phat trién chix ky so.

Co s&, md hinh chix ky sé ma, chit ky sé tap thé mu.

M6 hinh @ng dung chit ky s6 mu.

3. Muc tiéu nghién ciru

Muc tiéu nghién cau cua luan &n 1a cung cap mét sé dam bao toan hoc cho
mot s6 phién ban luge do chir ky s6 ma, chit ky sb tap thé mu duoc xay dyung tir cac
chuan chir ky sé va chir ky s phé bién da duoc chirng minh vé tinh hiéu qua va an
toan. Pong thoi nghién ciu thém giao thic kY sé6 maéi lam co s xay dung luge d6
chir ky s6 mul ¢6 kich thudc khoa ngan hon trong khi van dam bao muac do an toan

nhu cic luge d6 da cong bd.
4. Phuwong phap nghién ciru

Nghién cuu sinh st dung phuong phap nghién ctu la tham khao cac cong
trinh, bai bao va sach, tai liéu chuyén nganh vé mat ma, chit ky so, chir ky sé tap

thé, chit ky s6 mu va chit ky sé tap thé mu, tir d6 dé xuat lwge dd mai giai quyét



mot s6 van dé con ton tai. Str dung cac ly thuyét vé cac hé mat pho bién dé xay
dung cac giao thirc va luge dd chit ky sé6 mu mai. Chiang minh tinh ding dan cua
cac lugc dd dé xuat trong md hinh ROM. Béng thoi két hop véi viéc danh gia thoi
gian tinh toan céac thuat toan cua cac luge do dé xuét bang cach so sanh véi cac luoc
d6 da cong bd trude d6. Ngoai ra, con tién hanh thuc nghiém trén may tinh dé danh

gia thoi gian tinh toan mot sé luoc dd dé xuét.
5. N@i dung nghién ctru caa luan an

- Hé mat khoa cong khai RSA, Schnorr, EC-Schnorr va cac chuan chit ky sb
GOST R34.10-94, GOST R34.10-2012.

- Pé xuét cac luge do chir ky so tap thé mu dua trén cac chuan chit ky sb
GOST R34-10.94 va luge @6 Schnorr. Chuan GOST R34-10.2012 va luge d6 EC-

Schnorr.

- Xay dung lugc do chir Ky s6 co sé va luoc do chit ky sé6 mu, tap thé mi dua
trén hai bai toan kho IFP va DLP (lugc do RSA va Schnorr).

- Xay dung bai toan khd méi duwa trén hai van dé khd vé tinh ton, trén co so
d6 xay dung luge dd ky sé6 mi méi c6 kich thudc chit ky duoc rit ngan va dya trén
d6 kho tinh toan cua bai toan DLP modulo mét hop sé n va sir dung cac nhém con
hitu han khéng vong hai chiéu.

- Xay dung luge do bau ctr dién tir @ng dung chit ky s6 mu dé xuat.

6. Y nghia khoa hoc va thuc tién

Viéc cai tién va phat trién cac luoc dd chit ky sé nham dam bao kho bi pha v,
chir ky sé duoc rut ngan nhung van dam bao tinh an toan, dong thoi kha thi dé c6
thé trién khai trong thuc té 1a yéu cau ludn dwoc dat ra cho cac nha nghién cuu.
Nghién ciu ctia nghién ctru sinh dong gép cho khoa hoc va thyc tién mot sb két qua
sau:

- Xay dung mot sb lwge do chir ky sb tap thé mi méi dua trén cac chuan va

luge dd chit ky sé phé bién da duoc chang minh vé tinh an toan va hiéu qua, da



dugc &p dung trong thuc té. Cac luoc dd dé xuat duoc xem 1a c6 d6 phic tap vé thoi

gian thip hon mét s6 luge d6 da dugc cong bé.

- Xay dung mét sé luoc d6 chir ky sé mu, tap thé mu dua trén hai bai toan
kho, 1a cac luge d6 phd bién dé ¢am bao tinh an toan va hiéu qua cua cac luoc dd dé
xuit. Dé pha v cac luge d6 ndy yéu cau phai giai ddng thoi hai bai toan kho, do d6

viéc phé v& luge dd yéu cau nhiéu thoi gian hon.

- Xay dung bai toan khd méi. Trén co s do, xay dung lugc do Ky sé6 mi moi
¢6 kich thude duoc rut ngan hon mot s6 luge d6 da cong bd cung hudng nghién ciu
nhung van dam bao mutc d6 an toan twong duong cac luge dd dé, co thé sir dung
dugc trong cac hé théng cé ha tang cong nghé thong tin thap nhu kha nang luu tri,

Xtr 1y, nang luong,...
7. B6 cuc cia luan an

Ngoai phan mo dau gioi thiéu tinh cap thiét, muyc tiéu, phuong phap, doi
tugng, pham vi nghién ciru, cac dong gdp, ¥ nghia khoa hoc, thuc tién va phan két

luan caa luan an, luan &an duoc chia thanh 4 chuong Véi bé cuc nhu sau:
Churong 1: Tong quan vé chiz ky sé va van dé nghién citu

NoOi dung chuong 1 trinh bay cac khai niém, dinh nghia lién quan dugc su
dung trong luén 4n va ba bai toan kho dugc st dung nhiéu trong cac nghién ctu vé
chir ky s6 va trinh bay cac luge do pho bién, cac chuan dang dwoc ung dung trong

thuc té lam co s& dé nghién ctu, dé xuat cac luoc d6 chir Ky s6 mai.

Churong 2: Phét trién mét so liege do chir ky so tdp thé mi duya trén cac chudn
chiz ky sé

Noi dung chuong 2 trinh bay két qua nghién cu méi cua luan an. dé 1a dya
trén mot sé chuan va luge d6 chit ky sé pho bién dé dé xuat bén luge d6 chit ky sé
tap thé mu méi. Cac luoc 46 méi ké thira nhitng wu diém vé tinh an toan va hiéu
nang ciia cac chuan va luoc d6 phé bién. Tinh an toan cua cac luge do dé xuat duoc

chtrng minh trong md hinh tién tri ngau nhién ROM.



Churong 3: Phét trién lwoc do chir ky s6 mu va chiz ky sé tap thé mu dia trén
hai bai toan kho

Noi dung chuong 3 trinh bay két qua nghién ciru méi caa luan an, do la dé
xuat lugc do chit ky sé6 mu, chit ky sé tap thé mi méi dya trén hai bai toan kho 1FP
va DLP.

Ddng thoi xay dung luoc dd ky s6 méi dyua trén bai toan khé méi dé xuat. Bai
toan khé méi duoc thiét ké trén co sd sir dung cac nhém con hitu han khoéng vong
hai chiéu. Xay dung luge d6 chir ky s6 mu, chir Ky sé tap thé mu cé kich thuéc
duoc rat ngan dua trén luge do ky s6 mai.

Churong 4: Ung dung lwoc do chiz ky sé tap thé ma dé xudt vao hege do bau cie
dien tu

Noi dung chuong 4 trinh bay vé luge d6 bau cir dién tar st dung cac luge do
chir ky sb tap thé mu dya trén lugc dd Schnorr va lugce do chix ky sb tap thé mu dyua

trén luge dd EC-Schnorr dé xuét trong chuwong 2.



CHUONG 1. TONG QUAN VE CHU KY SO VA VAN PE
NGHIEN CUU

Chuong 1 trinh bay mot sé khai niém co ban vé chit ky s6, lwge d6 chit ky s6,
van dé lién quan dén nghién ctu cua luan 4n va co sé todn hoc lién quan nhu: khai
niém vé chir ky sd, luoc do chix ky s, chir ky s6 mu va cac dang tin cong chir ky
s6,... Ba bai toan khé 1a bai toan phan tich thira sé mot sé nguyén Ién (IFP), bai
toan logarit roi rac (DLP) va bai toan logarit roi rac trén duong cong elliptic
(ECDLP); Céc luoc d6 chit ky s6 pho bién va cac chuan chit ky s6 dang dugc tng
dung nhiéu trong thuc té nhu RSA, Schnorr, EC-Schnorr, GOST R34.10-94 va
GOST R34.10-2012.

Dbong thoi trinh bay mot sé luge do chix ky sé mu, chir ky s tap thé mu da
duoc coéng bd va dugc lya chon dé so sanh véi cac cong trinh nghién ctu duoc dé

Xuat trong luan an. Phan cudi chuong trinh bay hudng nghién ctu cua luan én.
1.1. TONG QUAN VE CHU KY SO
1.1.1. Khai niém chir ky so

Hién nay c6 nhiéu dinh nghia vé chit ky sé theo khia canh va quan diém
nghién ctu khac nhau. Tuy nhién, theo Nghi DBinh 130/2018/ND-CP, ngay
27/9/2018 cua Chinh phu Viét Nam, chit ky s6 duoc dinh nghia 1a mot loai chir ky
dién tir, duoc tao bang su chuyén doi théng diép dir liéu st dung mot hé théng mat
mi khong dbi xing, theo d6 ngudi cd duge thong diép di liéu ban dau va khoa

cong khai caa nguoi ky c6 thé xac dinh dwoc chinh xac:

+ Viéc bién d6i néu trén duoc tao ra bang dung khoa bi mat twong &ng Voi
khda cong khai trong cung mot cap khoa;

+ Su toan ven noi dung cua thong diép dit lidu ké tir khi thuc hién viéc bién

doi néu trén.



Cho dén nay, chit ky sé da c6 nhitg buéc phat trién manh mé va tré thanh bo
phan ciu thanh quan trong caa nganh mat ma hoc. Hién nay, di c6 nhiéu cac luoc
d6 chit ky s6 khac nhau duoc nghién ctru va phat trién dwa trén cac chuan chit ky sb
va cac lugc d6 chir ky sé phd bién nhu GOST R34.10-94, GOST R34.10-2012,
RSA, Rabin, Schnorr, EC-Schnorr,... Gan 40 nim qua, dua vao cac tiéu chi khéc
nhau c6 thé chia cac luoc d6 chit ky s6 thanh nhiéu loai nhu chit ky sé nhém, chix
ky s tap thé, chit ky sb dai dién, chir ky s6 mu,... Chir ky s ciing di duoc tng
dung rong rai trong thuc tién va di dugc dua thanh chuan va dugc trién khai ¢ hon

40 qudc gia trén thé gii nhu FIPS cua My, GOST cua Lién bang Nga,...

1.1.2. Lwgec @b chir ky sb

Nam 1976, trong bai bao “New Directions in Cryptography” [23], Whitfield
Diffie va Martin Hellman m6 ta vé mot luoc do chit Ky s6, ho chi phong doan rang
nhitng lugc d6 nay ton tai dua trén nhitng ham toan hoc mot chidu ma chwa dua ra
duge luge do chit Ky s6 nao. Sau do, nim 1978, trong cong bd “ A Method for
Obtaining Digital Signatures and Public-Key Cryptosystems”, R.Rivest, A.Shamir,
va L.Adleman lan dau tién dua ra luoc dd chit ky sé dua trén bai toan IFP duoc goi
1a RSA va duoc st dung cho dén ngay nay [83].

Lugc db chit ky sé gdm ba thanh phan (Gen, Sig, Ver) lan lugc goi 1a bo sinh
khoa, thuat toan ky, thuat toan xac thuc. Céc thanh phan cua lugc d6 chir ky sé co
thuat todn thyc hién trong thoi gian da thirc, trong d6 thuat toan dau tién 1a theo xéc
suat, thuat toan thir hai ciing thuong la theo xéac suat va thuat toan thir ba 1a mang
tinh chat khang dinh.

Vi dau vao 1a 1°bo sinh khéa s& cho dau ra 14 cap khda cong khai va bi mat

(pk,sk). Bé ky thong diép M, tao ra chir ky s thuc hién nhu sau: s < Sig®(sk,M).
Dé xéc thuc chir ky cua M, thuc hién phép tinh Ver®(pk,M,s) €{0,1}. O day

Ver®(pk,M,s) =1 vé&i moi s [SigR(sk,M)]. Ké tan cong c6 thuat toan F cé kha

nang truy cap téi R (ngudn Oracle). Pau ra cua F 1a cap (M,s) sao cho M khong phai



dugc truy van tir ngudn Oracle. Lugce dd duoc cho 13 an toan néu véi moi ham F
cua ké tin cong thi ham ¢(k) duoc dinh nghia 1a:

g(K)=Pr[R « 27;(pk, sk < Gen(1*);(M,s) < FRS9 M (k) :Ver®(pk,M,s) =1]
la mot ham c6 gia tri khong dang ké. Chung ta noi ké tan cong thuc hién tan céng
thanh céng néu cé F cho ra (M,s) théa man Ver®(pk,M,s) =1.

Do thong diép can ky thuong cé chiéu dai kha dai nén c6 mot bién phap dé ky
la chia thong diép ra cac doan nho va sau do ky 1én ting doan va ghép lai. Nhung
phuong phap nay c6 nhuoc diém 1a: (i) chit ky 16n, (i) qua trinh ky bi cham vi ham
ky 14 cac ham mii, (iii) chit Ky c6 thé bi dao 16n cac vi tri nén khong dam bao tinh
nguyén ven cua thong di€p. Do d6, khi ky thi nguoi ky thuong khong ky Ién thong
diép géc ma ky Ién gia tri ham bam cta thong diép, vi gié tri ciia ham bam ludn cho

chiéu dai xac dinh.
1.1.3. Tao va xac thuc chir ky s6

Mot lugc d6 chung va don gian cho viéc tao va xac thuc mot chit ky sé dugc
trinh bay nhu trén hinh 1.1 va 1.2. Mét ham bam duoc &p dung cho thong diép dé

tao ra mot bang ma théng diép co kich thude ¢b dinh.

Thong diép

o . Théng diép . . @
Théng diép Ham bam Ham ky
Khoa bi mat
clia nguol guri

Hinh 1.1. Quy trinh tgo chi ky sé
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e e e
Ham kiém tra h,f’“g diép
tom lugc

Khoéa cong khai
cua nguoi gui

Hinh 1.2. Quy trinh x&c thyec chiz ky so

So sanh

M6t hinh thic ky s6 don gian d6 1a ma hoa thong diép sir dung khoa riéng cua
nguoi gui. Khi do6, ca thong diép va chir ky sé cd thé dugc giri cho nguoi nhan.
Thong diép duoc giai ma va co thé doc duoc bai bat Ky ai nhung chir ky thi dam
bao tinh xéc thuc cia nguoi giri. O phia ngudi nhan, mot ham nghich dao vaéi ham
ky duoc ap dung dé khoi phuc lai ban ma thong diép ban dau. Thong diép nhan
dugc ciing sé dugc dua vao cung ham bam nhu bén guri va tao ra ban ma thong diép.
Viéc tao ra ban ma thong diép duoc so sanh véi ban ma thong diép vira duoc khoi
phuc tir chir ky s6. Néu chung giéng nhau thi c6 thé dam bao rang thong diép da
dugc gui boi ding nguoi giri va n6 khdng hé bi thay doi trong qua trinh truyén chi

ky s va thong diép trén mang.

1.1.4. Chikc ning caa chir ky sb

1) Xac thuc duoc ngudn goc thong diep: Tuy thudc vao timg thong diép ma
c6 thé thém céc thdng tin nhan dang nhu tén tac gia, nhan thoi gian, ...

2) Tinh toan ven cua thong diép: Khi c6 su thay ddi bat ky vé tinh hay ¢é y
1én thong diép thi gia tri ham bam s& bi thay doi va két qua kiém tra s& cho két qua
khong ding hay néi rang thong diép khong toan ven.

3) Chdng tir chéi thong diép: Vi chi co chu thong diép méi ¢6 khoa riéng dé
ky 1én thong diép nén nguoi ky khdng thé chéi bo thong diép caa minh.
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1.1.5. Phan loai tan cong chix ky so

Goldwasser trong [34] md ta céc loai tan cong chit ky s6. Ky hiéu B 1a nguoi

ky bi tan cong. C6 hai dang tan cong chit ky s6:.
1) Tan cdng vao khda (KOA): Ké tan cdng chi biét khda cong khai.

2) Tan cong vao van ban (MA): T4n cong dang nay 1 ké tin cong c6 thé kiém
tra mot sé chix ky sé twong (g Vi cac van ban da biét hoac duoc lra chon... Ty
theo cach ké tan cong quan sét thay hoic lya chon vin ban, c¢d thé phan loai tiép

thanh 04 loai tin cong vao vin ban nhu sau:

i) Tdn cong vin ban dwoc biét (KMA): Ké tan cong c6 thé truy cap dén chir ky

cua cac van ban M, M,,...,M_ nhung khong duoc tu y lya chon.

i) Tdn cong van bdn dwoc lira chon tong quat (GCMA): & day ké tan cong
dugc xem 1a c6 thé truy cap duoc cac chit ky hop Ié cua nguoi ky B cho danh séach
van ban duoc lya chon M ,M,,...,M_ truéc khi ¢ gang pha v& luge do6 chit ky s6
cia B. cac ban vin ban nay dugc chon bai ké tan cong va khdng phu thudc vao
khoa cong khai cua B (vi du Mi duoc chon ngiu nhién). Pay 14 kiéu tin cong khong
thich (ng: toan bo danh sach vin ban duoc 1ap tir truée khi bat ky chit ky nao dugc
nhin thdy. Tan cbng dang nay dugc goi 13 tong quat vi khéng phu thudc vao khoa

cong khai cua B, ddy 1a hinh thirc tin céng c6 thé thuc hién ddi véi bat ky ai.

iii) Tdn céng van bdan dwoc lya chon truc tiép (DCMA): Tan cong dang nay
cling tuong tu tin cdng lya chon tong quat, co diéu khac 1a danh sach van ban duoc
tao ra sau khi duoc biét khda céng khai caa B nhung danh sach d6 duoc tao ra truéc
khi quan sat duoc bat ky chir ky nao. Pay van 1a tin cong khéng thich tng, va ciing
chi tan cong dugc véi ngudi ky B nao d6 ma khong phai 12 tt ca.

iv) Tdn cong vin ban dwoc lya chon thich #ng (ACMA): Ké tan cong c6 thé sir
dung B nhu 13 ngudn Oracle. Vin ban duoc chon khdng chi sau khi duoc biét khéa

cbng khai cta B ma con ca sau khi quan sat dugc cac chir ky duoc tao ra trude do.
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Ca bon loai tin cong van ban duoc liét ké theo muc do ting dan cua tinh
nghiém trong. Cac lugce d6 chit ky s6 khi dua ra cong khai phai chiu duoc tin cong

van ban lya chon thich ung.

1.1.6. C&c dang pha v lwec d6 chix ky sb

Goldwasser trong [34] md ta day du cac dang pha v& luoc do chit ky sé. Khi
noi rang ké tan céng pha v& duoc luoc do chir ky sb caa B thi ¢ nghia 1a cudc tan
cdng co thé thuc hién duoc vai mot xac suat khong phai 1a ham khong déng ké

(k) , véi k 1a tham so vé tinh an toan cua hé thong.

1) Pha v& hoan toan (TB): Khi ké tan cong biét duoc thong tin bi mat (cira

sap) cua nguoi ky B.

2) Gia mao téng quéat (UF): Ké tan cong co thé tim dugc thuat toan ky sé co
chic nang twong duong thuat toan ky cia ngudi ky B (co thé dua trén thong tin cira

sap khac nhung twong duong cira sap cua ngudi ky B).

3) Gia mao co lya chon (SF): Ké tan cong c6 thé tim dugc chir ky cua thong

diép cu thé duoc lra chon c6 wu tién theo cach cua ké tin cong.

4) Gia mao c6 ton tai (EF): Gia mao duoc chit ky cua it nhat mot van ban. Ké
tan cong co thé khong kiém soét toan bo qué trinh sinh ra chir ky, nhung co thé tao

ra chir ky mot cach ngau nhién khong cha dinh trudc.

Céc dang tan cong va pha v& luoc d6 chir ky s6 duoc trinh bay ¢ trén vé co
ban duoc ap dung cho tat ca cac luge do chit ky s6, tuy nhién cé nhirng loai hinh tan

cong va pha v luoc db chir ky theo dic thi cua ting loai luge do ky sb.

1.2. CHU KY SO TAP THE

Thuc té hién nay, nhiéu khi mot thuc thé ky (con ngudi, thiét bi ky thuat,...) 1a
thanh vién hay bo phan cua mét to chire (don vi hanh chinh, hé thong ky thuat,...) va
thong diép dix liéu (ban tin, thdng bao, tai liéu,...) duoc thuc thé ky tao ra véi tu

cach 1a mot thanh vién hay bo phan cua to chirc d6. Van dé ¢ day 14, thong tin can
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phai dugc chirng thuc vé ngudn géc va tinh toan ven & hai cap d6: cap do ca nhan
thue thé Ky va cap do td chizc ma thyc thé ky 1a thanh vién hay bo phan cua né. Céc
md hinh tng dung chir ky sé don méi chi dam bao tét cho nhu cau ching thuc
thong tin & cap d6 c& nhan, con viéc chiing thyce dong thoi o ca hai cap d6 nhu thé
van chua dap tng. Do d6, mé hinh chit ky sb tap thé nham dap wng cho cac yéu cau
chang thuc thong tin & nhiéu cap do khac nhau dang duoc quan tdm nghién ctu va

ung dung.

Chir ky sb tap thé dua trén RSA lan dau tién duoc K.Nakamura va K.ltakura
[75] dua ra vao nim 1983. Luoc d6 chir ky s tap thé cho phép nhiéu ngudi tham
gia ky van ban va ngudi xac thuc c6 thé xac thuc ddi véi tirng thanh vién trong tap
thé nguoi Ky do. Cach don gian nhat dé tao nén chix ky sb tap thé 1a ghép tat ca cac
chir ky s6 don cua céac thanh vién vai nhau. Tuy nhién véi cach nhu vay thi d6 dai

cua chit ky va do phuc tap tinh toan ting ty 1 véi s6 luong nguoi ky.

Trai qua hon 35 ndm phat trién, chix ky sb tap thé ngay cang cd nhiéu tng
dung thuc tién trong thuong mai dién tir va Chinh phu dién tir. Vi du, chinh sach
phan chia chtrc nang, nhiém vu quyén han trong ndi bd mot co quan, mdi bo phan
c6 mot nguoi quan ly, nhig nguoi ndy phai hop tac voi nhau. Luge db chir ky sb
tap thé cho phép viéc phan chia chirc nang, quyén han caa céc bo phan trong noi bo
clia co quan mot cach cd hiéu qua. Mdi ngudi quan ly ¢ mot khoa bi mat riéng cua

minh sir dung dé ky vao thong diép.
CA4c thanh phan ciia lwge @6 chir ky s6 tap thé:

1) Giao thirc sinh khoa: Giao thirc nay thudng dugc thuc hién mot lan ban dau
cho tat ca cac thanh vién trong tap thé ngudi ky. Mai thanh vién nhan dugc nhu dau
vao théng tin vé nhdm U, d6 1a danh sach va dinh danh ciia cac thanh vién trong tap
thé nguoi ky. Giao thirc sinh khéa sé& sinh cho mdi thanh vién mét cap khéa bi mat

va khoa cong khai twong ung (sk;, pk;) .
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2) Thuat toan ky tap thé: Céc thanh vién trong tap thé ngudi ky tham gia ky,
két qua 1a chir ky tap thé c6 thé dugc dua ra boi mot trong cac thanh vién d6 hoac
bén tha ba tin cay TTP.

3) Thuat toan kiém tra chir ky: Thuat toan nay cé thé thuc hién boi mot nguoi
khac (khéng nam trong nhém U), dau vao la théng tin vé U, théng diép M va chit ky
s6 tap thé. Thuat toan cho dau ra 13 “DUNG” hodc “SAI”.

Cac thudc tinh co ban cia chir Ky so6 tap thé:

1) b6 dai cua chir ky s tap thé 1a khong thay doi, bang do dai chit ky so riéng
Ié cua tirng nguoi Ky.

2) Chit ky sb tap thé c6 thé dugc Kiém tra theo phuong thirc thong thudng nhu

chir ky sé don thay vi phai kiém tra tat ca céc chix ky sé riéng 1é.

3) Khoa cong khai cua luge d6 chir ky sb tap thé duoc tao ra boi su két hop

cua tat ca cac khoa cong khai riéng lé.

4) Gia sur cé n thanh vién tham gia ky vao mot van ban. Khi d6 n — 1 thanh

vién khong thé ky thay cho nguoi con lai.

Thudc tinh (1) téi thiéu hoa chi phi bé nhé danh cho viéc luu trix chir ky s tap
thé trong truyén théng. Thudc tinh (2) ting toc do cua qué trinh kiém tra chir ky.
Thudc tinh (3) giam tai nguyén cta thu muc hoic 6 dia dung dé luu trir khoa cong

khai vi chi can luu trit khoa cong khai cia mdi nguoi 13 du.

1.3. CHU KY SO MU

Chaum duwa ra khai niém chix ky s6 mu dau tién vao nim 1983 [13], cho phép
khach hang mua hang nic danh trong cac hé thdng thwong mai dién tir. Trong chit
ky ndy, nguoi ky vin ban nhung lai khong duoc biét noi dung vian ban do, va khong
thé xac dinh dugc minh d3 ky van ban d6 khi nao, cho ai (mdc dir nguoi ky c6 thé
Xac thuee dwoc chir ky d@6). Cau hoi dat ra 14 tai sao nguoi Ky lai khong duoc biét noi
dung vin ban ma minh ky? nhung quan niém nay lai rat hitu ich trong cac van dé

doi hoi su nac danh, nhu 1a b phiéu truc tuyén hay thuong mai dién tir. Khi tham
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gia bo phiéu truc tuyén, khdng ai biét rang ctr tri da bo phiéu cho ai. Tuong ty Vi
linh vuc thuong mai dién tir, c6 thé ngudi mua hang khong muédn ai d6 biét minh 1a
ai khi mua mot mon hang nao dé. Khi cac dong tién dién tir da dugc ky mu thi
ngudi mua hang ¢é thé mua hang nic danh.

Theo nhu Chaum trinh bay thi lrge dd chit ky sé mu 1a mét loai lwoc 6 ma
ngudi Yeu cau nhan mot chix ky Sig(M) cho thong diép M ctia minh tir mot nguoi
ky, ngudi nay chi 6 nhiém vu ky ma khdng biét théng tin gi vé théng diép. Sau nay,
khi nguoi Ky nhan duoc cip thong diép — chix ky (M, Sig(M)), ngudi Ky chi co thé
xac thuc la chir ky d6 c6 dung hay khong ma khong thé tim ra méi lién két giira cap
thong diép — chir ky véi truong hop xac dinh cia luge d6 ky sé da duoc sir dung dé
sinh ra chit ky d6. Nhu vay, lugc db chit ky sé6 mu duoc xem nhu 13 hé thdng chir ky

s6 hai khoa két hop vai mét hé thong khoa cong khai kiéu giao hoan, d6 1a:
+ Ham ky Sig chi duoc biét bai ngudi ky va ham nghich dao Sig’ tuwong @ng
duoc cong khai, theo d6 Sig/(Sig(M)) =M va Sig’ khdng mang mot manh méi nao

cho viéc timra Sig .

+ Ham giao hoan f va nghich dao f’caa né chi duoc biét dén boi nguoi yéu
cau, theo d6 '(Sig(f(M))) =Sig(M), f(m) va s khong dwa ra manh méi nao cho
viéc tim ra M.

Dwa trén cac ham nay, mét lwgee d6 chir Ky s6 mu bao gom 4 pha:

+ Pha lam mi: Nguoi yéu cau lam mu thong diép dé nguoi ky khdng thé nhin
thiy noi dung that sy cua thong diép bang cach nhan thong diép voi mot sé ngau
nhién hay ma hoa né vai mot vai khoda hoic ciing ¢ thé sir dung ham bam dé bam
thong diép: Nguoi yéu cau chon thong diép M mot cach ngau nhién, tinh f(M)va
guri né cho nguoi ky.

+ Pha ky s6: Ké tiép, ngudi ky s& ky vao théng diép mic du khdng biét noi
dung that sy cua théng diép. Nguoi ky s& ky mu 1én thong diép di duoc gui dén boi

ngudi yéu cau: Nguoi ky s& ky trén f (M) bing cach sir dung ham Sig va tra vé
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thong diép da duoc ky Sig(f (M)) cho ngudi yéu cau.

+ Pha giai mi: Ké dén, nguoi yéu cau tién hanh giai mu thong diép cé chir ky
cua ngudi Ky gui t6i bang cach ap dung f’ dé boc tach Sig(f(M)) va thu duogc

f'(Sig(f(M))) =Sig(M).

+ Pha xéc thyc: Nguoi xac thuc nhan duoc chir Ky va xac thuc chit ky dé bang
cach kiém tra theo biéu thuc xac thuc: Bét ky ai ciing c6 thé kiém tra thong tin da
duogc boc tach Sig(M) bang cach ap dung ham nghich dao cong khai Sig’ cia nguoi
ky va kiém tra xem biéu thirc Sig/'(Sig(M)) =M c¢6 théa man hay khdng.

Hinh 1.3 mé ta tom tat vé ludng cau trdc caa chit ky sé mu vai hai bén tham gia

1a ngudi yéu cau va ngudi ky, cac thanh phan khac khdng thé hién trong hinh nay.

Ngudi yéu cau Nguoi ky
Ban tin I N / Khoa
A Ban tin
(1) Lammn 3
(2) Ky
(3) Giaimn [« ' Chit k¢ mi
¥ mu
J/ N
Y
Ban tin (4) Kiém tra
chit ky
y Dung/Sai

Hinh 1.3. Luéng cdu trac chiz ky sé mu
Cé4c thugc tinh caa chir ky s6 mu: Chit ky sé6 mu 1a mét loai chix ky sé dic
biét, vi vay chir ky sé mu thira huong tat ca cac thudc tinh chung caa chit ky sb néi
chung, ngoai ra chit ky s6 mu con c6 thém céc thudc tinh dic trung riéng nhu sau:
1) Tinh mi: Noi dung thong diép bi 1am mu d6i véi ngudi ky.
2) Tinh khdng truy vét: Nguoi ky khong thé truy lai mbi quan hé giira chir ky
va théng diép, ngay ca khi chit ky da duoc cong bb cong khai.
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3) Tinh chéng gia mao: V&i bat ky thuat toan hiéu ning cao trong thoi gian da
thirc ndo caa ké tan cong thi x4c suat gia mao chir ky thanh cong 1a vé clng bé.
Cac thugc tinh nay co thé duoc sir dung trong cac wng dung trén mang can bao

V¢ tinh riéng tu cua khach hang,...

1.4. CHU KY SO TAP THE MU

Lugc dd chir ky sé tap thé mu cho phép nhiéu nguoi ky trén cing mét thong
diép da duoc lam mu. Trong luge d6 chix ky sb tap thé mu, nguoi yéu cau A la
ngudi muén nhan mot chix ky sé tir nhiéu nguoi Ky, do vay mdi ngudi ky s& khong
biét mdi quan hé gitra thong diép da bi lam mu, thong diép chwa bi lam mu va céc
tham sb cua chir ky. Pidu nay c6 nghia 1a ho khéng thé nhan dang dugc chir ky vé
sau nay, ngay ca khi ho thoa hiép lai véi nhau.

Mot giai phap don gian cho luge d6 chit ky s tap thé mu d6 1a mdi ngudi ky
sé ky thong diép sir dung lugc do chir ky s6 thong thudong. Phuong phap nay cd mot
nhuoc diém 1a dix liéu bi 16n 1&n theo sb luong nguoi ky. Nam 1995, Horster va cac
cong su cong bo trong [42] 1a cong trinh dau tién vé chit Ky s6 tap thé mu dugc dé
Xuit cho viéc st dung trong bau ctr dién tir str dung hé mat dya trén bai toan logarit

roi rac.

Tién trinh caa mot chir ky so tap thé mu dugc md ta nhu trong hinh 1.5 gém
c6 hai thanh phan chinh 1a nguoi yéu cau va tap thé ngudi ky, cac thanh phan trung
gian khac khdng thé hién trong hinh nay. Trong dé, ngudi yéu cau A can tap thé U
ky cho thong diép M, A khong dua M cho U ky ma lam “mu” M thanh M’. Sau d6
A dua M’ cho U ky. Sau khi nhan dugc chit ky trén M’, A x6a mu dé thu duoc
chir ky trén M. Nhu vay A van c6 chir ky cia U trén M ma U khong biét théng tin gi

vé M.
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Nguoi yéu Tap thé
cau A nguoi ky U
v A M 4 Khoa

Théng Lam mu v h 4

diép Ky

M . s’

Gidimu | I
/ -
Chit ky s

A

- M Xac thue chir
Thong di¢p ky

'

Pung/Sai

Hinh 1.4. Tién trinh cua chiz ky so tdp thé ma
Tinh an toan caa lwec do chir ky sé tap thé mo:

Tinh an toan cua luge dd chit ky sb tap thé mu duoc xac dinh théng qua tinh

mul va tinh chdng gia mao [21], [25].

Tinh mu: nghia 1a voi bat ky thuat todn hiéu ning cao trong thoi gian da thuc
nao cua ké tan cong co vai trd nhu ngudi ky thi xac suét cd thé biét duoc noi dung
ban tin M, dong thoi ¢ thé lién két cac ban tin dé biét dugc thong tin nguoi yéu cau
la vO cung be.

Tinh chong gia mao: Véi bat ky thuat toan hiéu ning cao trong thoi gian da

thirc nao cua ké tan cong thi xac suat gia mao chir ky thanh céng 1a vo ciing bé.

C6 thé md phong viéc chdng gia mao nhu sau: Mot ké tin cong vai thuat toan
hiéu nang cao ¢ gang gia mao bang cach sinh ra A +1 cip gia tri hop 1é caa thong
diép va chir ky véi cac thong diép khac nhau sau A lan twong tac véi ngudi ky hop
phap, khi d6 A +1 cap co thé xac dinh pht hop bai ké tin cong trong thoi gian tin
cong. DBé xac dinh phién hoan thanh, gia dinh rang ngudi ky hop phap tra vé ky hiéu

la “Puing ” khi giao thuc cudi cung duogc thuc hién dé hoan tat chir ky.
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Pinh nghia 1.1 (Tinh mu) [21]: V&i moi thuat toan thoi gian da thic cua ké
tan cong B dong vai tro nhu ngudi Ky thi xac suat thanh cong cua thuc nghiém dudi
day 1la mot ham vo cung nho.

- Goi (Uo, U1) 1 2 nguoi yéu cau tin cay, (Uo, Usr) tham gia luoc dd chit ky sd
tap thé m0 véi B trén thong diép (M, ,,M,) va dau ra la chit ky (s_,,s,) tuong tng

véi b €{0,1} duoc chon ngau nhién.

-Gui (M_,,M,,s,,,s,) dn B va B cho dau ra Ia b’ €{0,1}. Véi tit ca B, Uo,

Uz va mot hang sé ¢ bat ky va mot sé nguyén té p da Ion thi xac suat thanh cong

cua thuc nghiém 1a nho khong dang ké: | Pr[b =b'] —% |< ic
p

Pinh nghia 1.2 (Tinh chéng gia mao) [21], [49]: Mot ké tan cong B véi thuat
toan xéac dinh c6 dwoc bo (&,1,q,,0,,d.) goi la gia mao. Néu trong khoang thsi gian
t n6 c6 thé hoan thanh cac truy van (q,,q,,q,) véi kha ning it nhét Ia &, trong do6
(d,.9..9,) 1an luot 1a s6 truy van caa ham bam, trich xuat va ky.

Mot luge do (&,t,q,,0,,q,) duoc goi 1a an toan véi ké tan cong B theo céch l1a
khong thé gia mao chdng lai dang tin cong thong diép da duoc lva chon néu ké gia

mao (&,t,4,,9,,q,) khong ton tai.

Cong trinh [49] chitng minh tinh chat chéng gia mao cua luge dd chit ky sé
dua trén bai toan DLP, con cong trinh [21] thi dwa vao cong trinh [49] dé chtng

minh tinh chat chdng gia mao cua luoc dd chix ky sé ddi véi bai toan ECDLP.

Theo Liu trong cong trinh [49], mot luge do chit ky sé chéng duoc gia mao

chir ky phai thoa man tinh cht sau:
Tinh chat: Lugc do chit ky s6 ¢6 bo tham sé (e,t,q,,0,,9,) goi la an toan

trong ROM néu ton tai (g',t") -DL trong G, Véi:

o=@ty by w0, 1q)E
q a q,
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Trong d6, (q,,d,,d,) 1an luot 1 sb truy van ciia ham bam, trich xuat va tao
chir ky mu; E la thoi gian thuc hién cac phép tinh luy thira modulo.

Ching minh: Gia sir ton tai mot ké gia mao A, xay dung thuét toan B dé gilp
A giai bai toan DLP. B c6 nhdm nhan G véi phan tir sinh g va c6 bac q, va peG,

B dugc yéu cau phai tim « € Z, sao cho p = g“. Ching minh nhu sau:

Thiét ap: B chon ham bam théng diép H :{0,1}" — Z, cu xir nhu la mot tién
tri ngau nhién. B c6 trach nhiém md phong nhu nha tién tri ngau nhién nay. B
X <« p va giri tham sb cong khai (G, q, g, X, H) toi A,

Trich xudt Oracle: A dugc phép truy van toi phan truy xuat oracle dé cd mot
ID. B m6 phong oracle nhu sau: Chon hai sd a,b ngau nhién, voi (a,b) € qué thiét
lap: R« X?g°; s« Db; H(R,ID) « (-a), véi (R,s)la khoa bi mat twong ang Voi
ID va luu trit bo (R,s,H(R, D, ID) trong bang di li¢u.

Ky Oracle: A truy van tsi phan ky oracle cia thong diép m va sb dinh danh
ID. Pau tién, B kiém tra xem ID d3 duoc truy van tién tri ngau nhiéu H hay da duoc
trich xuét oracle trudc chwa. Néu co, B khdi phuc (R,s,H (R, ID, ID) tir bang va st
dung céc gia tri nay dé ky thong diép theo thuat toan ky dugc md ta trong lugc do.
Pau ra 1a chit ky (Y,R,z)cua thong diép m va luu H(Y,R, m)trong bang ham bam.
Néu ID chua dugc truy van thi B thuc hién lai md phong phan trich xuat oracle va
sir dung khoa bi mat twong tmg dé ky thong diép.

Tinh toan két qua: Cudi cling, A tao ra chit ky s6 gia mao 1a o, = (Y',R, 7))
trén m boi khoa bi mat ID”. B thuc hién lai phan truy van tgi H(Y",R",m") va
cung cap véi gia tri khac, A cho ra chit ky khac la o, = (Y",R",z,). B lap lai lan
nita va thu dugc oy =(Y",R", 7)), trong d6 (Y™, R") 1a gidng nhau cho cac lan truy
van. Goi (c,,c,,c,)1a dau ra cua truy van tién tri ngdu nhién H(Y",R",m") cho céc

lan mét, hai va ba.
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Véi (x,y,2) e Z,, bay gio viec biéu thi logarit roi rac cua (R, X,Y) tuong ¢ng

la: g" =R; g* = X; g’ =Y . Tir phwong trinh kiém tra g* = YR"X "™ ®'™®) tinh duoc:
Z,, =Yy+rc +xcH(R", ID)modq,i=12,3

Trong cac phuong trinh d6, B khdng biét (x,y,z), B phai giai cac phuong

trinh tuyén tinh doc 1ap & trén dé tim x hay phai giai bai toan DLP.
Phan tich x&c sudt: Viéc mé phong trich xuat oracle 16i néu phép gan ngau

nhién H (R, ID) gay ra sy khdng nhat quan, xay ra véi xac suat 16n nhat la % po
q

d6 viéc md phong thanh cong trong (g, +q.) lan (vi H(R,ID)ciing c6 thé duoc
truy van trong phan ky oracle, néu ID chira dwoC truy van trong phan trich xuat

oracle) véi xac suat it nhat la:

(1_%)%% >1— 9, (9 + ;)
q q

Do tinh ngiu nhién 1y tuwéng cta md hinh ROM nén tén tai truy van
H(Y",R",m") véi xéc suat it nhat 1a (1—1). B doan dung diém quay lai phan truy
q
van voi xac suat 1a it nhat 1a 1/q,. Vi vdy ma xac suat thanh cong chung la

g = (1—M)(1—1)i5, va do phtrc tap vé thoi gian cua thuat toan B dya
q g d
trén ham mii duoc thuc hién chi yéu trong pha trich xuat va pha ky, va la

t'=t+0(q, +q,)E.

1.5. MO HINH PANH GIA TINH AN TOAN CUA LUQC PO CHU KY SO - MO
HINH TIEN TRI NGAU NHIEN (ROM)

Bai toan trong cac hé mat (gia s bai toan RSA) duoc coi la khéng ton tai
thuat toan hiéu qua thoi gian da thirc. Cho nén dé khang dinh mot lugc d6 ky so 1a

an toan, ngudi ta thudng ching minh rang kha nang gia mao né 1a khé tuong duong
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v6i d6 khé cua bai toan kho twong tng. Tac 1a néu nhu luoc do ky sé RSA bi tan
cong thanh cong thi s& giai duoc bai toan RSA. Nguoi ta gia st luge do bi tan cong
theo cip d6 manh nhit (cip d6 4), nhung chi can thu dugc thanh céng thap nhit (c6
nghia la chi can tim dwoc chiz Ky gid mao) thi lwoc d6 ky sé di bi coi la khong an

toan.

Dé ¢6 duoc md hinh ma luge d6 c6 thé bi tin cong theo cap d6 4, nim 1993
Phillip Rogaway va Mathir Bellare dé xuat ra md hinh tién tri ngau nhién ROM [9].
Trong ROM chi c6 mét khéc biét duy nhat so véi phuong phéap thong thudong dé 1a
ham bam duwoc st dung trong qua trinh ma hoa (Encoding) la ham cé gia tri duoc
ldy ngau nhién. Khi d6 cac ma bam s& phan bd déu trén toan mién gia tri ciia no. Co
thé mo ta cach thirc lay ma bam ciia cdc ham bam trong ROM nhu sau: Khi 1an dau
ldy ma bam ciia thong diép, ham bam sé& lay ngau nhién mot gia tri trong mién gia
tri va coi d6 1a ma bam. Ngoai ra, ham bam phai c6 cach thirc “ghi nhé” dé vé sau
néu lai yéu cau lay ma bam cua M thi ham bam s& dua lai ma bam di 13y trude do.
Nhu vay trong md hinh ROM va véi cac lwge d6 ky dua trén RSA, ngudi ta co
quyén lay ma bam va chir ky cua bat ky thong diép nao ma ho mubn. Va viéc lay
Cac gid tri 6 duoc thuc hién nhu cac 10i tién tri (Oracle). Khi y, viéc mot luge dd
duoc coi 1a khong an toan néu ngudi tin cdng co thé gia mao chir ky nao d6 ma

chua ting dugc lay chit ky.

M6 hinh ROM & cong cu manh duoc sir dung dé chang minh tinh an toan mot
cach nghiém ngit cho cac giao thirc ma hoa co s¢ xac dinh. Pién hinh 13 ham bam

dugc chitng minh theo mé hinh ROM.
1.6. CO SO TOAN HQC UNG DUNG TRONG CAC LUQC PO CHU KY SO

1.6.1. Bai toan phan tich thira s6 mét sé nguyén lén (IFP)

Dinh nghia bai toan [49], [87]: Bai toan phan tich thira s6 cuia mot sé nguyén
dugc phat biéu nhu sau: cho mét hop s n duogc tao boi hai s6 nguyén té 16n p va q,

héy tim gia tri cua p va q.



23

Trong khi viéc tim cac s6 nguyén t6 16n 1a mot nhiém vu kha d& dang, thi bai toan
phan tich thira s6 cua cac s6 nhu vay duoc xem nhu 14 khong thé tinh toan dwoc néu
nhu cac sb nguyén t6 duoc lya chon mot cach can than. Duya trén d6 kho cua bai toan
nay, Rivest, Shamir va Adleman da phat trién hé mat khoa cong khai RSA [83]. Mot hé
mat khoa cong khai khac so hitu kha ning bao mat da trén tinh khéng thé giai cua bai
toan IFP d6 1a Rabin [80] va Williams [105].

Hién tai, cac thuat toan phan tich thira sé nguyén tb c6 thé giai bai toan véi sd
nguyén duong c6 khoang 130 chir s6 thap phan. Ma hoa RSA duoc xay dung trén

co s& d6 kho cua bai toan phan tich thira s6 nguyén to.
CA4c hinh thikc tan céng trong bai toan IFP:

V& co ban, cd hai dang thuat todn phan tich thira s6 12 cac thuat toan chuyén
dung va céc thuat toan da dung. Cac thuat toan chuyén dung c6 gang khai thac cac
thudc tinh dac biét cua s nguyén n dang duoc phéan tich. Nguoc lai, thoi gian thuc

hién cua cé4c thuat toan da dung chi phu thudc vao kich thuéc cua sé nguyén n.

Chi trude khi phét trién hé mat RSA, thuat toan phan tich thira s6 da dung tét
nhét 14 thuat toan chia lién tiép, thuat toan nay c6 thé phan tich cac s dén 40 chit s6
thap phan (133 bit). Thuat toan nay dua trén ¥ tuong sir dung thira s6 co s¢ cua cac
s6 nguyén té va tao mot tap cac phuong trinh tuyén tinh lién két véi nhau ma
nghiém cudi cing cua nd dan téi viéc phan tich ra céac thira s6. Thuat toan nay c6
cung y tudng chinh nhu cac thuat toan da dung da duoc str dung ngay nay: Thuat
toan sang bac hai (quadratic sieve — QS) va sang truong s6 (number field sieve —
NFS). Ca hai thuat toan nay cé thé duoc tién hanh song song dé cho phép thuc hién
viéc phan tich thira s6 trén mang phan tan. Vi vay cac may tinh 16n (mainframe) hay
c4c siéu may tinh khong con 1a yéu té nong cét quyét dinh dén viéc giai bai toan

phan tich cac sé nguyén I6n.

1.6.2. Bai toan logarit roi rac (DLP)

Dinh nghia bai todn [87]: Néu p la mot sé nguyén to, thi Z  1a ky hiéu cua tap
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cac sb nguyén {0,1,2,..., p —1}, ¢ day phép cong va phép nhan duoc thuc hién qua
phép modulo p. Khi do rd rang ton tai mot phan tir g € Z, =0 sao cho mdi phan tir
khac 0 trong Z, ¢6 thé duoc Viét dudi dang lily thira cua g. Phan tir g nhu vay dwoc

goi la phan tu sinh cua Z , .

Bai toan DLP dugc phét biéu nhu sau: cho mot s6 nguyén té p, mét phan ti sinh
g cua Z, va mot phan tr SeZ,, B0, tim so6 nguyén duy nhat | sao cho
0<I<p-2va B=g'modp.Sénguyén| duoc goi la logarit roi rac cia S co sb g.

Mot cach phét biéu khac: Cho p 1a mot sé nguyén td va 1a phan ti sinh g cua
nhém Z_ , khi d6 bai toan logarit roi rac trén truong Z, hay con goi la bai toén

DLP

p.q) duoC phat biéu nhu sau: V&i mdi s6 nguyén duong y e Z, , hdy tim x thoa

man phuong trinh g*mod p=1y.

Trong mot hé thong giao dich dién tir tng dung ching thuc sé dé xac thuc
nguon goc va tinh toan ven thong tin cho cac thong diép di ligu, bai todn DLP,
la khé theo nghia khong thé thuc hién duoc trong thoi gian thuc. O d6, mdi thanh
vién cua hé théng tu chon cho minh khoéa bi mat x théa man 1< x < p—1, tinh va

cong khai tham sé6 y=g*mod p.

Trong hon 40 nam qua, DLP da dugc cac nha toan hoc nghién ciru mét cach rong
rdi. Hién nay, bai toan DLP van duoc xem 1a khé do chua co gidi thuat thoi gian da
thirc giai duoc, do vay ma ¢ nhiéu lugc d6 chir ky s6 dugc xay dung dwa trén bai toan
nay.

CA4c hinh thikc tin cong trong bai toan DLP:

Gidng nhu vé6i bai toan phan tich sé nguyén, c6 hai loai thuat toan dé giai bai
toan logarit roi rac. Cac thuat toan chuyén dung cé gang khai thac cac thudc tinh
dic biét cua s6 nguyén té p. Nguoc lai, thoi gian thuc hién cua céc thuét toan da

dung chi phu thudc vao kich thudc caa gia tri p.
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Cac thuat toan da dung nhanh nhat di duoc biét dén dé giai bai toan DLP dua
trén mot phuong phap goi 1a index—calculus. Theo phuong phap nay, mot co so dit
lieu cac s6 nguyén té va logarit twong tng cua né duoc xay dung sin, sau d6 co thé
dé dang tim duoc logarit cua cac phan tar caa mot truong bat ky. Diéu nay gidng
nhu phuong phap thira s6 co s (factor base) cho bai toan phan tich mot s nguyén
I6n. Vi nguyén nhan nay ma néu c6 nhitng cai tién trong cac thuat toan hoic IFP
hodc DLP duoc tim thay, thi gan nhu ngay 1ap tic sau d6 c6 thé mong cho maot cai
tién twong tu duoc tim thay trong thuat toan con lai. Nhu voi cac phuong phép phan
tich thira s, céc thuat toan index—calculus c6 thé dé dang dugc thuc hién theo

phuong thirc song song.

1.6.3. Bai toan logarit roi rac trén dwong cong elliptic (ECDLP)

Trong vai thap ky gan day, duong cong elliptic dong vai tro quan trong dbi Voi
ly thuyét sé va mat ma. Mat ma duong cong elliptic (ECC) duoc gisi thiéu lan dau
vao nam 1991 badi cac cong trinh nghién ctru doc 1ap cua Neals Koblitz va Victor
Miller [53], [68]. Tinh an toan cia ECC dua vao bai toan logarit roi rac trén nhom
cac diém cua duong cong elliptic.

Mat ma ECC c6 do dai khoa nho hon nhiéu lan trong khi van d¢am bao an toan
tuong duong vai cac hé mat khoa coéng khai truyén théng. Diéu d6 ¢ nghia 1a viéc
cai dat ECC st dung tai nguyén hé thong it hon, nang luong tiéu thu nho hon... Vi
wu thé vé d6 dai khoa nho, ECC dugc ung dung rong réi trong nhiéu linh vuc.

buong cong elliptic (EC) trong luan an nghién ctru dudi dang sau:

y? =x*+ax+bmod p

Trong d6 a, b 1a céc hang s6, gia tri x, y, a, b thudc trudng Z, va

4a% +27b* #0mod p

Ngoai ra EC c6 thé dugc xac dinh bang J(E) voi:
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4a°

J(E)=1728 ——
®) 4a° +27b?

mod p

Cac hang s a, b ¢6 thé duoc xac dinh dwa vao J(E) nhu sau:

a=2kmod p; b=3kmod p

ke —3E)  od pid(E)%0:J(E) #1728
1728— 1 (E)

Mot sé ky hiéu sir dung cho bai toan trén dudng cong elliptic sir dung trong
luan an nay 1a: p 12 mot sé nguyén t6 16n tao truong GF(p) cua duong cong elliptic
(EC); m 1a nhém diém cua EC thoa man: p+1-2/p <m<p+1+2,/p; q la mot
s6 nguyén té chi sb lwong nhdm con cia EC va duge xac dinh nhu sau: m=nq; G l1a
diém khac géc O cua EC véi toa do (x4, Y,) thoa min: gxG =0mod p; g 1a phan
tu sinh thugc Z’; thoa man g°mod p=1mod p; H(M) la gia tri ham bam théng diép

M; d la khoa riéng cta nguoi stir dung, voi 1<d <(q;

Dinh nghia bai todn [53], [68]: Néu g ¢ s6 mil 1a mt s nguyén to, thi F, ky
hiéu cho trudng hitu han chira g phan ti. Trong céc ¢ng dung, cu thé g 1a liy thua
cua 2 (2™ ) hodc 1a mot sé nguyén té 1é p.

Bai toan ECDLP dugc phét biéu nhu sau [53], [68]: Cho dudng cong EC trén
truong hitu han GF(p), diém G e E(GF(p)) véi bac n (nxG=0=w) va diém
P e E(GF(p)), tim s nguyén k €[0,n—1] sao cho P=kxG. Sé nguyén k dugc
goi la logarithm roi rac ciia P véi co s G va thuong viét tat 1a k =log, P.

Dua trén d6 khd cua bai toan nay, vao nam 1985, Koblitz [53] va Miller [68]
da dua ra cac dé xuat st dung nhom cac diém trén dudng cong elliptic dwoc Xac
dinh trén mot truong hitu han dé thuc hién rat nhiéu cac hé mat DLP. Mot giao thirc
mat ma nhu vay hién dang duoc chuin hoa 1a DSA trén duong cong elliptic, duoc
goi 14 ECDSA.

CA4c hinh thirc tan céng trong bai toan ECDLP:
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Bat ky mot hé mat khda cong khai ndo ciing phai sir dung mot bai toan kho dé
xay dung ham mot chiéu. Y nghia mot chiéu ¢ day co nghia 1a tinh thuan thi d&
(thugt toén giai trong thoi gian da thuc) va tinh nguoc thi kho (thudt toan giai vaéi
thoi gian khong phdi la da thirc - thuwong la ham mii). Cac tham sb cta hé mat ECC
can phai duoc lva chon can than dé tranh duoc cac tin cong d6i voi bai toan
ECDLP. Thuit toan vét can dé giai bai toan ECDLP 12 lan luot tinh thi cac diém G,
2G, 3G, ... cho dén khi diém méi tinh dugc dung bang diém P. Trong trudng hop

7 4 . \ 14 \ n J 3 \
xau nhat phai can dén n budc thtr, trung binh thuong la > budc thir 1a dat dugc

diém P, do d6 can phai chon n du Ién dé bai toan vét can 1a khéng kha thi n > 2.

Thuat todn tét nhat hién nay dé tan cong bai toan ECDLP 1 sy két hop cua

thuat todn Pohlih-Hellman va Pollard’s rho [40], thuat todn nay c6 thoi gian tinh la

O(\/B) Vvéi p 1a uéc s6 nguyén t 16n nhat cia n do d6 phai chon sé n sao cho n6
chia hét s6 nguyén t6 p 16n nhét c6 \/p dii I6n dé giai bai toan nay 1a khong kha thi.

1.7. MQT SO CHUAN CHU KY SO VA LUQC PO CHU KY SO PHO BIEN SU
DUNG TRONG LUAN AN

1.7.1. Lwge dd chir ky s6 RSA
Tao khoa: Qué trinh tao khda cho chir ky s6 RSA [83] dugc m6 ta nhu sau:
Nguoi ky:
+ Chon cap s6 nguyén té da Ién p va g, tinh n=pq;
+ Chon sé nguyén e théa man UCLN(e, #(n)) = 1, vai ¢(n) = (p-1)(q-1);
+ Tinh s6 nguyén d, thoéa man phuong trinh d =e*mod ¢(n);
+ Khoa bi mat la d va cac gia tri cdng khai la (n, e).
Tao chir ky: Dé tao ra chit ky ciia thong diép M e Z_, ngudi ky tinh gid tri s

nhu sau: s =Sig, , (H(M)) < H(M ) modn . Trong d6 H 1a ham bam, s & chit ky.



28

Xac thuc chi ky: Dé xac thuc chit ky s c6 phai cua ngudi ky hay khong thi
ngudi nhan kiém tra bing thu tuc: Ver,,(H(M),s)=TRUE néu nhu

H(M)=s"modn.
Qua trinh tao chir ky va kiém tra chix ky gidng véi qua trinh ma hoa va giai ma
cua hé mat RSA chi khac la qua trinh tao chir ky thi ngudi ky dung khéa riéng con

qua trinh kiém tra thi ngudi nhan dung khoéa cong khai.

1.7.2. Lwge @b chir ky s6 Schnorr

Lugc d6 chir ky sé Schnorr [56] dugc phat trién dya trén bai toan DLP va
duoc mo ta nhu sau:

Tham s6 su dung: tham s6 mién 1a (p, g, g); s6 nguyén t5 16n ngau nhién g; sd
nguyén to Ion ngau nhién p thoa man (p-1) chia hét cho g; phan ta sinh
g=h®Y9mod pvéi h bat ky va (L<h<p-1), chon lai néu g=1; Khoa bi mat
d € Z;; thong diép can ky M.

Tao khoa:

- Tinh khoa cong khai p=g° mod p;

Tao chir ky: Tinh cac thanh phan cua chit ky

- Nguoi ky chon gia tri ngau nhién k véi (1<k < g)vatinh c=g*mod p;

- Tinh thanh phan dau tién r = H(M,c)modq, néu r = 0 thi chon lai k;

- Tinh s=(k —rd)modq, néu s = 0 thi quay lai phan chon k va tinh c;

-Pauralacip (r,s) 1achir ky sb trén thong diép M.

Xac thuc chir ky:

-Tinh ¢'=g°p"modp va r=H(M,c');

- Néu r' =r thi chit ky duoc chap nhan, nguoc lai khong dwgc chip nhan.

1.7.3. Luge @6 chir ky s6 EC-Schnorr

Luoc do chir ky sé EC-Schnorr [28] dwoc phét trién dua trén bai toAn ECDLP
va dugc mo ta nhu sau:
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Tham sé st dung: Pudng cong ellip EC véi p 1a mot sé nguyén td 16n tao
truong G cua duong cong EC: ¢ 1a mot sb nguyén td chi sé lwong nhém con cua

EC; G la diém khéac géc O cua EC véi toa do (%, Y,) théa man: qxG=0Omod p;
g la phan tu sinh thuoc Z’; thoa mén g“mod p=1mod p; H(M) la gia tri ham bam
thong diép M; d la khoa riéng cta nguoi st dung, véi 1<d <q.

Tao khod:

- Tinh diém khoéa cong khai P =d xGmod p;

Tao chir ky: Tinh cac thanh phan cua chir ky

- Nguoi ky chon gia tri ngau nhién k véi (L<k <qg)vatinh C=kxGmod p;

- Tinh r=H(M,x.)modq, v6i X, la hoanh do ciia diém C, néu r=0 thi
quay lai chonk ;

- Tinh s=(k—-rd)modq, néu s=0 thi quay lai phan chon k va tinh C;

- Pau ra cua thuat toan la cap (r,s), la chit ky sb trén thong diép M.

Xac thuc chir ky:

-Tinh C'=sxG+rxPmodp var =H(M,x.);

- Néu r' =r thi chit ky duoc chap nhan, nguoc lai khong duoc chap nhan.

1.7.4. Chuan chir ky s6 GOST R34.10-94
Chit ky s6 chuan GOST R34.10-94 [35] m6 ta nhu sau:

Tham s6 st dung: tham s6 mién 1a (p, g, g); hai s6 nguyén té p, q véi q|(p—1);

g 1a mot phan tir sinh cia nhdm con thugc nhdm nhan Z, bac q ( tuc la
g*mod p =1mod p); khod bi mat lad véi 1< d < q; thong diép can ky M;

Tao khoa:

- Nguoi ky tinh khoa céng khai p=g°mod p;

Tao chir ky: Tinh cac thanh phan cua chit ky
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- Nguoi ky chon gié tri ngau nhién k sao cho (L<k <q) vatinh c=g“mod p;

- Tinh phan dau tién cua chit ky 1a r =cmodq vatinh h=H(M)modq, néu r
= 0 thi chon lai k;

- Tinh s=(kh+rd)modq, néu s = 0 thi quay vé phan chon k;

- Pau ra cua thuat toan la cap (r,s), 1a chix ky s6 trén thong diép M.

Xéac thuc chir ky:

- Kiém tra chix ky: Tinh r' = (g°" p™"""mod p)modq ;

- Néu r' =r thi chit ky duoc chap nhan, nguoc lai khong dwoc chap nhan.

1.7.5. Chuan chix ky s6 GOST R34.10-2012

Chit ky s6 chuan GOST R34.10-2012 [24] mé ta nhu sau:

Tham sé str dung: Nhu phan Luoc d6 chir ky s6 EC-Schnorr

Tao khoa:

- Tinh gia tri diém khoa cong khai P=d xGmod p;

Tao chir ky: Tinh cac thanh phan cua chit ky

- Nguoi ky chon gid tri ngau nhién k sao cho (L<k<q) va tinh
C=kxGmodp;

- Tinh gié tri bam H(M) cua thong diép M;

- Tinh phan dau tién caa chir ky sé l1a r =x. modq, véi x. la hoanh do cia
diém C, néu r =0 thi quay lai chon k

- Tinh e=H(M)modq va s=(ke+rd)modq, néu s=0 thi quay vé phan
chon k;

- Pau ra cua thuat toan 1a cap (r,s), 1a chit ky s trén thong diép M.

Xac thuc chir ky:
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- Tinh C'=(se 'modq)xG —(re *modq)xP va r'=xxC'modq;
-Néu r’=rthi chit ky duoc chap nhan, nguoc lai khong dugc chap nhan.

1.8. MOT SO LUQC PO CHU KY PUQC SU DUNG PANH GIA, SO SANH
TRONG LUAN AN

1.8.1. M@t sé lwge dd chir ky sé dwoc sir dung dé so sanh véi cac lwge do dé

xuat trong luan an.

Phan nay trinh bay mot s6 lugc dd lién quan duogc lya chon so sanh véi cac

lugce d6 dé xuat trong luan an.
1.8.1.1. Lwoc do chiv ky sé trong [45]

Nam 2008, Ismail, Tahat va Amad dé xuat luge d6 chit ky sé dua trén bai
toan IFP va DLP. Lugc d6 ndy duoc str dung so sanh véi lugc dd dé xuat ¢ chuong
3. Luoc d6 duoc trinh bay nhu sau:

Luoc dd chir Ky s6 co so: Goi h(.) 1a ham bam véi dau ra la t bits (gia sir nhu
t=128). p la s6 nguyén t5 16n va n 1a tich cua hai s6 nguyén té an toan, ¢(n) 1a ham
Euler. Mot s6 nguyén g la phan ta sinh cia nhém cip n va théa man

g" =1(mod p) . Luoc d6 chit ky s6 co s dugc mo ta nhu sau:

Tao khoa: chon ngau nhién sé nguyén eeZ,={12..,n-1 sao cho
UCLN(e,n)=1. Tinh sé nguyén d thoa man ed =1mod(#(n)). Chon s nguyén x tir
Z; vatinh y =g*(mod p) . Khéa céng khai la (y, €) va khoa bi mat la (x, d).

Tao chir ky: Dé tao chir ky cho thong diép m, nguoi ky chon ngiu nhién sé
nguyén bi mat 1<r<n, sau cho UCLN(r,n)=1. Va tinh k=g'(modp) va
s =h(m)x+kr(modn) vatinh u=s’(modn). Nguoi ky gui (k,u) véi ban tin m nhu
la chit ky cho nguoi kiém tra.

Xac thuc chir ky: Nguoi kiém tra c6 thé kiém tra chit ky bang céch tinh

ue

9
ky 1a khong dugc xac thyc.

= y"™k*(mod p). Néu théa man thi chit ky sé duoc xac thuc, nguoc lai thi chir
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Lwoc @6 chir ky s6 mu duwa trén lwece dd chir Ky sé co sé dwogc mo ta qua
cac pha giao tiép nhuw sau:

+ Nguoi ky chon sb nguyén 1<r'<n, sao cho UCLN(r,n)=1. Va tinh
k'=g" (mod p) . Néu UCLN (k’,n) =1 thi thuc hién tiép buéc sau, con khdng thi chon
lai 1<r'<n.

+ Tiép theo nguoi Ky gui cho ngudi yéu cau ky ban tin m gia tri k' .

+ Ngudi yéu cau ky nhan k' va kiém tra UCLN(k’,n) =1. Néu dung thi chon
gia tri cia hai nhan té 1am md (a,8) ez, va tinh k=k"“g”(mod p). Va kiém tra
UCLN (k,n) =1, néu khéng dung thi quay lai buéc chon nhan té mu, va néu ding thi
tinh va gtri cho nguoi ky gié tri

+ Nguoi ky tinh va giri cho ngudi yéu cau gia tri: s'=h(m’)x+k’r'(modn).

+ Nguoi yéu cau tinh va gai cho ngudi ky gid tri:
s=(as'kk'™" + Sk)(s"™")*(modn).

+ Nguoi Ky tinh va giri nguoi yéu cau gia tri: v’ =s’(modn).

+ Ngudi yéu cau cudi cung tinh: u=u’s'(modn) .

(k,u) 12 chix ky s6 mu hop 1¢ trén thong diép m. Viéc xéac thuc chir ky sé duoc
thuc hién nhu phuong trinh trong luge d6 co so.
1.8.1.2. Lwoc do chiv ky sé trong [72]

Niam 2010, Nikolay A.Moldovyan va Alexander A.Moldovyan dé xuat luoc
d6 ky s tap thé mu dua trén bai toan khoé DLP. Luoc do dé xuat dya trén md hinh
chir ky s tap thé duoc trinh bay trong [71] va thiét ké luge do chit ky sb tap theé mu.
Luogc d6 nay duogc sir dung so séanh véi luoc do dé xuét & chuong 2. Luoc do dugc
trinh bay nhu sau:

Goi p 1a s6 nguyén t6 16n sao cho q 1a uéc cua (p-1) va g la phan tir sinh bac g

trong Z; .Y =g*mod p la khda cong khai, vai x 1a khoa riéng.

Tao chir ky:
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1) Vong 1 (tap thé nguai ky B) : M&i thanh vién trong tap thé nguoi ky B chon

mot s6 ngau nhién t < q vatinh R = g" mod p va gui cho tat ca cac thanh vién con

lai trong tap thé ngudi ky dé tinh R =] [ R;mod p va giri cho A.

i=1
2) Vong 2 (ngudi yéu cau A): chon hai sé ngiu nhién (r,&)<q va tinh
R'=RY"g*mod p. Sau d6 A tinh E'=H (M || R") (1a tham s thi nhat caa chir ky),
vatinh E=E’'+7rmodq va gui E t6i tat ca nhitng nguoi ky.

3) Vong 3 (tap thé ngusi ky B) : Mbi thanh vién nhdm B sir dung (t,, x,) riéng

ciia minh dé tinh S, =t, + xEmodq vatinh S =>"S modq va gii S cho A

i=1

4) Vong 4 (ngudi yéu cau A): tinh thanh phan tha hai caa chit ky sé6 mu 1a
S'=S+emodq

Cap (E’,S")la chir ky s6 mu cua thong diép M.

Kiém tra chir ky: Chit ky duoc kiém tra nhu sau:

Buéc 1: Tinh R =g°Y “mod p

Buéc 2: Tinh E"=H(M ||R")

So sanh: Néu E” =E’ thi chit ky sé duoc chap nhan, nguoc lai chir ky khong
dugc chap nhan.
1.8.1.3. Lwoc do chir ky so trong [73]

Niam 2011, Nikolay A.Moldovyan dé xuit luoc d6 ky sb tap thé mu dua trén
chuan GOST R34.10-94, lugc do st dung do kho cua bai toan logarit roi rac, sir
dung céc phuong trinh tao chit ky sé khéac véi luge d6 dé xuat va chua dugce danh
gia d6 an toan trong md hinh danh gia do an toan chuian nhu ROM,,... Ngoai ra,
luge d6 [73] sir dung bon tham s6 1am mu nén d6 phuc tap tinh toan cao hon lugc

dd NCS dé xuit. Luoc d6 duoc trinh bay nhu sau:
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Goi p, g la cac s6 nguyén t6 I6n va g la phan tir sinh bac g trong Z,. Khoa
cong khai ctia mdi nguoi ky la Y, = g% mod p, véi xi 1a khoa riéng nguoi ky thi i. Y
la khoa cong khai cua tap thé nguoi ky.

Tao chir ky:

1) Vong 1 (tap thé ngudi ky B) : M3i thanh vién trong tap thé ngudi ky B chon

mot s6 ngau nhién k. vatinh p, = g mod p va giri cho tat ca cac thanh vién con lai

trong tap thé ngudi ky dé tinh p =] [ o, mod p va guri cho A.

i=1
2) Vong 2 (ngudi yéu cau A): tinh h'=H(M); chon sb ngau nhién
(r.p,6,6) €{L,2,...,q-1} vatinh h=rh', p'= p”’Y*“g°mod p, r' = p'modq va tinh
r=z5(r'+ xh’)Ymodq, r' la thanh phan tha nhat caa chit ky. Gui (r, h) téi tt ca
nhitng nguoi Ky.
3) Vong 3 (tap thé nguoi ky B) : Mdi thanh vién trong tap thé nguoi ky B tinh

s; =kh+xrmodg vatinh s=>s modq vaguis cho A.
i=1

4) Vong 4 (ngudi yéu cau A): tinh thanh phan tha hai caa chit ky sé6 mu la

s'=(r"'0's+&h)modq
Cap (r’,s") la chit ky s6 mi cia thong diép M.
Kiém tra chir Ky: Chir ky dugc kiém tra nhu sau:
Budgc 1: Tinh h=H(M)
Buac 2: Tinh r™ =(g”"Y """ mod p)modq

So sénh: Néu r” =r thi chit ky s6 dugc chip nhan, nguoc lai chit ky khong

duoc chap nhan.
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1.8.1.4. Lwoc do chii ky sé trong [70]

Nam 2017, Minh va cong sy dé xuat luge d6 ky s6 mi méi dua trén d6 kho
cua viéc khai cin bac k modulo mot sé nguyén té p 16n véi truong hop k 1a sé
nguyén t6 va thoa man k?|(p—1) [55]. Cac luoc dd duoc dé xuét tao ra chir ky
(E',S"), trong d6 E’ c6 gia tri 160 bit va S’ c6 gia trj 13 1024 bit. Lugc dd nay
dugc st dung so sénh voi luge dd dé xuat & chuong 3. Luge dd chix ky sé tap thé
mu duoc trinh bay nhu sau:

Goi {B,,B,,...,B,} 1atap thé nguoi ky thong diép M cho ngudi yéu cau A

Tao khoa:

1) Goi X,X,..,X, la khod riéng cua tap thé nguoi ky véi 1<x <p,

n

x.(i=1,2,...,n) dugc chon ngau nhién va chi thanh vién B; biét.
2) Goi Y,,Y,,... Y, lakhoa cong khai cia tap thé ngudi ky véi y, = x“ mod p
dugc tinh va céng khai bai thanh vién B;.
3) Khoéa cong khai chung cia nhdmla: Y = l_Iyiyi mod p
i=1
Tao chir ky: ¢6 4 vong
1) Vong 1 (tap thé nguoi ky B) : Mdi thanh vién cua tap thé nguoi ky B chon

mot s6 ngau nhién t, < p vatinh r, =tmod p va gui cho tat ca cac thanh vién con

lai trong tap thé ngudi ky dé tinh R=] ] r, mod p va giri cho A.
i=1
2) Vong 2 (ngudi yéu cau A): chon mot s6 ngau nhién & < Nk vai N 1a sb
nguyén chin va k khéng chia hét cho &, va chon mot sé6 ngau nhién o < p va tinh
R'=RY‘c*mod p. Sau d6 A tinh E'=H(M ||R") (la tham s thir nhat caa chir
ky), vatinh E = E'+&mod N’ véi N’ = Nk va giri E t6i tht ca nhiing ngudi ky.
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3) Vong 3 (Tap thé nguoi ky B) : M&i thanh vién nhém B sir dung (t,x,)

riéng cia minh dé tinh s; =x™t,mod p vatinh S =] [s;mod p va gui Scho A
i=1

4) Vong 4 (ngudi yéu cau A): tinh thanh phan thir hai cua chix ky sé mu l1a
S"=Somod p

Cap (E’,S")1a chir ky sé mu cua thong diép M.

Kiém tra chir ky: Chir ky duoc kiém tra nhu sau:

Budgc 1: Tinh R* =S Y % mod p

Bu6c 2: Tinh E"=H(M ||R")

So sanh: Néu E™ = E’ thi chit ky dugc chap nhan, nguoc lai khdng chap nhan.

1.8.1.5. Lwoc do chiv ky sé trong [8]

Cong trinh “Security of blind digital signature” ctia nhom tac gia Ari Juels,
Michael Luby, va Rafail Ostrovsky trinh bay hai khai niém vé do an toan cho chi
ky s, d6 1a ching minh d6 an toan duya trén do phuc tap (Complexity-based proofs)
va chirng minh d¢ an toan dua trén mo hinh tién tri ngau nhién ROM (Proofs based
on random oracle model). Céc tac gia cling chi ra rang viéc chirg minh d¢ an toan
dua trén su phac tap dugce wu tién sir dung so véi viéc chiing minh dua trén ROM.
Tuy nhién dén nay, da sé cac cong trinh nghién ctu 1a ching minh d6 an toan dua
trén md hinh ROM va nhém téc gia trinh bay lugc d6 chit ky mu dau tién véi viéc
chirng minh d¢ an toan dua trén do phuc tap.

Cong trinh dua ra hai dong gop la: (1) Cac khai niém mu va an toan c6 thé
dugc chinh thitc hoa dong thoi (2) dua ra ciu tric chang minh cua sy ton tai cua
mét luoc d6 chit ky s mu dap tng cac yéu cau manh nhat theo gia dinh phirc tap
chung va chay trong thoi gian da thic (diéu nay 1a kha phic tap va khdng hiéu

qua).
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Tuy nhién, theo nghién ciu cia NCS thi cong trinh [8] chi yéu Ia tap trung
vao xay dung mé hinh chit ky s6 mu ma chua dua ra luge dd hay thuat toan ky mu
cu thé ndo. Ngoai ra cic mo hinh dé& xuit duoc chang minh dya trén d6 phuc tap.
Trong khi cac tiéu chi can dat dugc cua luan an 1a xay dung cac luge d6 chix ky sé
tap thé mu duwa trén cac chuan va cac luge dd phd bién va chimg minh d6 an toan
trong md hinh ROM. Qua d6 c6 thé wng dung cac giai thuat cua luoc dd dé xuat vao
xay dyng cac phan mém tng dung,...va nhu vay cd thé sir dung duoc trong cac tng

dung thuc té nhu bau cur dién tu, ...

1.8.2. Mgt s6 nghién ctru lién quan trong nwéc gan day

Luén &n tién si cia Lwu Hong Diing (nim 2013) vé nghién ctu, phat trién

cac lwge d6 chir ky sé tap thé [1].

Luan an dé& xuat mo hinh chix ky s6 tap thé dap tng yéu cau xac thyc nguon
gdc va tinh toan ven cho cac thong diép dit liéu & nhiéu cip do khac nhau, tng dung
phl hop trong cac to chic x& hoi, cac co quan hanh chinh nha nuéc, cac doanh
nghiép,... Cu thé, gigi thiéu hai mé hinh chir ky s6 gdom md hinh dya trén tinh kho
cua bai todn khai cin mot s6 nguyén trén vanh Z_ = pq, trong d6 p, q la cac 6
nguyén t& phan biét. Md hinh thtr hai duoc cai tién tir mé hinh chit ky sé6 GOST
R34.10.94. Chitng minh duoc tinh ding dan va tinh an toan cia cac luge do dé xuat.
Trén co sé cac md hinh dé xuat, phat trién 9 luoc d6 chit k y s6 tap thé theo md hinh
méi dé xuat.

Tuy nhién, luan &n chi dé xuat lugc dd chir ky s6 tap thé ma chua phat trién
thanh céac luge do chit ky sé mu, nghién ciu luan an nay khéc voi huéng nghién ctu
cuia NCS la vé chit ky s6 mu.

Luan &n tién si cia Piang Minh Tuan (nim 2017) nghién ctiu xay dung
mdt s6 dang hwge @0 méi cho chir ky s6 tap thé [7]

Luén 4n d3 x4y dung md hinh chit ky s tap thé da thanh phan, & d6 mdi thanh

vién c6 thé ky vao nhiéu thanh phan khac nhau caa vin ban va mét phan cua vin
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ban c6 thé ky boi nhiéu ngudi. Trén co s do, trién khai cho 03 hé mat tiéu biéu va
su két hop md hinh méi dé xuat véi cac mé hinh da c¢6 nhu mé hinh chir ky sé ay
nhiém va chit ky s6 mu.

Cu thé, luan an dé& xuat mé hinh chit ky s tap thé da thanh phan téng quat va
trién khai trén hé mat nhu: (i) xay dung lugc db chit ky sé tap thé da thanh phan dua
trén hé mat duong cong elliptic; (i) xay dung luge dd chit ky sb tap thé da thanh
phan duya trén hé mat DLP; (iii) xay dung luoc do chir ky s6 tap thé da thanh phan
dua trén cip song tuyén. Pong thoi, luan an ciing da dua ra mo hinh chir ky s6 ay

nhiém da thanh phan va chit ky s6 tap thé mu da thanh phan.

Luan an nay c6 hudng nghién ctu vé chir ky so tap thé mi khac véi huéng
nghién ctu vé chir ky sé tap thé mu cia NCS d6 1a: Luan &n nay nghién cau vé chir
ky s tap thé mu da thanh phan theo md hinh ty dé xuat, nghia 1a trong qua trinh ky
tap thé mu, mdi nguoi Ky c6 thé ky nhiéu phan cua van ban va mdi phan cia van
ban ¢ thé dugc ky bai nhiéu nguoi. Con theo hudng nghién ciru vé chir ky sb tap
thé mi cua NCS 1a nghién ctru dé xuat cac luge do chit ky s tap thé mu duwa trén
céc chuan chir ky sé va chir ky s6 phd bién, dong thoi phuong thuc ky tap thé 1a ky

song song, hay mdi ngudi Ky chi ky mot thanh phan van ban.

Luan &n tién si ciia Pao Tuan Hung (nim 2017) vé nghién ctru, phat trién

mét s6 lwge d chir ky s6 hwéong téi nhom [6]

Luan &n xay dung luoc do chir ky sé tap thé hoan toan méi co phan biét trach
nhiém dua trén tinh khé cua bai toan DLP va tinh khé cua bai toan tinh can modulo
cua sb nguyén tb. Luan an dé xuat hai lugc d6 chir ky sé tap thé co cau tric song
song va hai luge do chit ky sb tap thé c6 ciu tric tuan tu, trong d6 hai luoc d6 ky da
thanh phan nham dap ung cac 16p bai toan ky vai s6 lugng thanh vién ky va sb van
ban khong cb dinh, cung cip kha ning mét ngudi tham gia xac thuc nhiéu vin ban.
Céc luge d6 nay minh chiing rd rang vé trach nhiém cua ngudoi ky va cho phép giam

chi phi tinh toan ciling nhu truyén tin. Ngoai ra, luan an con xay dung mot lugc do
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chir ky sb nhom duya trén bai toan DLP trén dudng cong elliptic cho phép giam

chiéu dai chir ky s6 va ting hiéu qua caa tha tuc tao chi ky,...

Tuy nhién, luan an chi dé xuat cac dang luge do chit ky sé tap thé ma chua

phét trién thanh cac lugc dd chit ky sé mu, khac véi hudng nghién ctu caa NCS.

Nhin chung, trong thoi gian gan day ¢ trong nuéc c6 nhiéu luan an tién si
nghién ctru vé chit ky sd, chir ky s6 tap thé va tap thé mu. Tuy nhién nhu trinh bay &

trén, cac hudng nghién cau trén la khac véi hudng nghién ciu caa NCS.

1.9. PHAN TICH MQT SO CONG TRINH NGHIEN CUU VE CHU KY SO PA
CONG BO GAN PAY VA VAN PE CAN GIAI QUYET TRONG LUAN AN

C6 thé thay ring, tir khi David Chaum dé xuat lugc do chir ky s6 mu dau tién,
sau d6 co rat nhiéu nghién ctu vé luge do chir ky s6 ma, chir ky so tap thé mu duoc
cdng bd. Trong cac luoc dd thudc loai chir ky sé mu dugc cdng bd, cd thé chia

thanh cac hudng nghién ctru nhu sau:

1) Dua trén cac chuan, cac luoc do phd bién di dwoc ching minh vé tinh an
toan va hiéu qua va duoc tng dung nhiéu trong thyuc té, nhu cac chuan va luoc do
GOST R34.10-94, GOST R34.10-2012, RSA, Rabin, Schnorr, EC-Schnorr,. .. dé ké
thira tinh an toan va hiéu qua caa chung vi chung di duoc chuan hda hoic duoc dua

Vvao cac hé thong tiéu chuan.

Tuy nhién, viéc phat trién cac luge d6 chix ky s6 mu dya trén chuan GOST va
cac lugc d6 phd bién nhu RSA, Rabin, Schnorr, EC-Schnorr, Elgamal thi dugc
nhiéu nha nghién ciu quan tam. Viéc phat trién chit ky sé mu dya trén chuan DSA
thi theo tim hiéu ciia NCS 1a phuong trinh ky cia DSA khong mo rong dé xay dung
cac luoc dd chit ky sé mu dugc (theo cdng trinh nghién ctu [66]). Va thuc thé hién
nay theo NCS tim hiéu ciing chua thay c6 lugc dd chit ky sé6 mu dé xuat duoc cong
b dya trén DSA.

Céc luge d6 chir ky s6 mu dya trén cac chuan GOST 34.10 va céac luge d6 phd

bién nhu trén c6 thé phan tiép thanh hai loai nhé hon nhu sau:
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(i) Lugc d6 xay dung moi chi dua trén cac bai toan don nhu IFP, DLP va
ECDLP: C6 thé thdy, cac luoc d6 chi dya trén mot bai toan kho [5], [11], [13], [20],
[47], [73], do d6 chi dam bao tinh an toan trong ngan han. Gia thiét rang trong
tuong lai, khi cac bai toan khé 1an luot bi pha giai, cac luge do ndy s& khéng con an

toan nira.

Hién nay, tuy c6 mot sé luge d6 dé xuat dya trén hai bai toan kho nhung chi
can giai dugc mot bai toan khoé thi lugc dd bi pha vd. Mot sé lugc d6 dua trén nén
tang hai bai toan IFP va DLP nhu: nim 1998, Shao [88] va Li-Xiao [62] da dé xuat
cac luge dd chir ky sb dya trén IFP va DLP. Sau d6, naim 1999 Lee [57] chirng minh
rang luoc d6 chit ky cia Shao 1a khong an toan nhu bao cdo. Bé khac phuc nhuoc
diém luogc do chit ky cua Shao, nam 2001, He [103] dé xuat mot lwge dd chir ky sb
cling dya vao bai toan IFP va DLP st dyng ciing modulo va mét tap so mil va cac
khoa bi mat. Vao nim 2002, Hung Min Sun [44] chi ra rang cac lugc d6 d6 chi dya
trén bai toan DLP. Nam 2003, Wang, Lin va Chang [100] dé xuat mot luoc do chir
ky sb dua trén ca hai bai toan kho va luge dd ndy van chua bi pha vd. Nam 2007,
Wei [101] dua ra hai lugc d6 cai tién tir luoc do cua Shao va Li-Xiao nham chéng
lai nhitng tan cong vao hai luge dd nay. Nam 2009, Lin, Gun va Chen [63] cho rang
cac luoc d6 cua Wei van khong an toan do c6 thé gia mao chir ky cua mot théng

diép bang céach sir dung phuong phap ciia Pollard [78] va Schnorr.

Ngoai ra con c6 cac nghién ctu lién quan gan day nhu: nam 2010, Nikolay A.
Moldovyan va Alexander A. Moldovyan cong bé bai bao “Luwgc do chi ky sé tdp
thé mu diea trén bai toan DLP” [72]. Bai bao xay dung luge do chir Ky sb tap thé
mu dya trén luge d6 Schnorr. Trong lwge d6 dé xuat, chit ky dwoc hinh thanh dong
thoi bai tat ca nhitng ngudi ky, do d6 ma lugc dd cd thé sir dung cho cac @ng dung
dang nhu ky hop dong dién tu, ddy 1a mot dang maéi cua luge dd chir ky sb tap thé
c6 thé dung dé ky dong thoi mot géi cac hop dong khac nhau bai cac tap thé ngudi
ky khac nhau, va con cé thé goi 1a luge d6 chit ky s6 hdn hop. Nam 2011, Nikolay
A. Moldovyan c6ng bd nghién ctu [73] “Xay dung hroc do ky mi dia trén chudn

chiz ky s6”. Bai bao xay dung lugc db ky sé mu dua trén chuan chix ky sé cia Nga
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va day 1a luge db dau tién dua trén chuan chir ky sd, cong trinh cling dé xuat luoc
dd chir ky sb tap thé mu dua trén chuan chit ky sb va 1a lugc d6 Ky s tap thé mu

dau tién sir dung cac phuong trinh trong chuan chit ky sé dé xac minh chit ky.

Niam 2013, nhém tac gia Luu Hong Diing va cong su cong bd bai bao “Phét
trien mgt dang leoc @6 chir kY s6 moi” [2]. Bai bao d& xuit mot dang luge d6 chit
ky s6 méi dya trén bai toan phan tich sé va khai can trén vanh Z_. Muc do an toan
cua cac luoc d6 dé xuat dugc danh gia qua mot sé dang tan cong di duoc biét dén
trong thyc té, cho thay cac luge do méi nay ¢ thé sir dung trong cac ung dung thuc
té néu céc tham sé hé théng duoc lwa chon hop 1y. Tuy nhién, dé st dung duoc
trong thuc té, cac lugc do ndy can dugc cai tién va danh gia k§ cang hon ca vé muc
dd an toan ciing nhu khia canh hiéu qua thuc hién. Nam 2014, nhom tac gia Nguyén
Tién Giang va cong su cong bd bai bao “Lirgc do chir ky s6 mu xay dyng trén bai
toan khai can” [5]. Bai bao dé xuat viéc phat trién luge do chit ky sé6 mi tir mot
dang luogc dd chir ky s6 mai xay dung duya trén tinh kho cia bai toan khai cin trén

vanh Z__ , véi p, g la céc s6 nguyén t6 16n. Uu diém cua luoc d6 chir ky sé mu nay

n=pqg’
la kha ning chdng lai kiéu tin cong 1am 16 ngudn géc thong diép duoc ky so véi cac
luge do chir ky sé6 mu da duoc biét trude d6. Ribarski va cong sy cong bd nghién
ctru cac luoc dd chit ky sé mu dua trén dinh danh trén co s& cac cip trén duong
cong elliptic dé xay dung chir ky s6 mu nhu mot phan cua luge d6 bo phiéu dién ti.
CAc tac gia ciing so sanh vé chi phi tinh toan cua cac phép toan s hoc va so sanh
bang thong tryuc tiép cua giao thirc twong tac trong thuat todn ky cua cac luoc d6 chir
ky s6 mi [82]. Nam 2015, nhém tac gia Luu Hong Diing va cong su cong bd bai
bao “Mét dang lioe do chir ky so x@y dung trén bai toan phan tich s¢” [3]. Bai bao
dé xuat mot dang luge d6 chix ky s6 méi dua trén bai toan phan tich s6. Mic d6 an
toan cua lwgc do méi duoc danh gia bang do kho giai cua bai toan phan tich sb.
Dang lugc d6 méi ndy co thé sir dung cho cac tng dung thyc té néu cac tham sb hé
théng va cac phuong trinh kiém tra tinh hop 1& cua chit ky dwoc lya chon hop Iy.
Tuy nhién céc lugc do ndy can duoc dénh gia ki cang ca vé mic do an toan ciing

nhu khia canh hiéu qua thuc hién. Fuchsbauer va cong su cdng bd nghién ciu xay
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dung mot cau tric chit ky s mu tdi vu trong mé hinh chudn, va dugc md rong
thanh chix ky s6 mi mot phan va chit ky sé mu trén cac vecto ban tin, diéu nay tao

ra théng tin 4n danh trong md hinh chuan [30].

Nam 2016, Guo va cong su trong bai bao [36] trinh bay mot luge d¢6 multi-
proxy ky mu luong ti. Trong luge dd ndy, mot ngudi ky ban dau uy quyén phan
ky cua minh cho mot nhom ngudi ¢ thim quyén ky bang céch sir dung 1énh bao
dam. Verma va cong su dé xuat hai luoc d6 chix ky sé6 mu cong bang trén co s
dinh danh dua trén mot phuong phap cat gon va dua trén giao thuc chuyén giao
khong nhd. Cac lugc dd dé xuit co thé 1a mot giai phéap thay thé dé loai bo viéc
lam dung céc giao thirc mat ma va van dé quan ly khoa trong céc giao thic ma hoa
khoa cong khai [97]. Nam 2017, nhom tac gia Hieu Minh va cong su cong b bai
bao [70] “Xay duwng heoc do ky s6 mi méi dua trén bai toan khd méi”. Cong trinh
dé xuat mot luge d6 chir ky mu va hai loai lwge d6 chit ky tap thé mu méi, cac luoc
dd d6 dua trén d6 kho cua viée tim can bac k modulo mot sé nguyén té Ion. Verma
va cong su dé xuat mot luge d6 proxy Ky mi véi kha nang phuc hoi ban tin dé rat
ngin kich thudc chix ky sé trén ban tin va giam chi phi thoi gian tinh toan [96].
Banerjee dé xuat mot luge do chix ky mu va mot proxy mi an toan dya trén ID tir
c4c cap song tuyén, lugc d6 dap ung cac thudc tinh bao mat cua ca luge d6 chit ky
s6 mu va proxy mu [84]. James va cong su dé xuat luoc do chir ky s6 mi méi voi
viéc khoi phuc thong diép trong phan thiét lap trén co s dinh danh sir dung cip
song tuyén trén cac duong cong elliptic, luge d6 dé xuat véi gia dinh rang bai toan
Diffie-Hellman 1a kho [46]. Kumar va cong su trong [55] dé xuat mot luge d6 chix
ky s6 mi bang céach sir dung hé théng mat ma dya trén dinh danh, luoc do sir dung
két hop luge d6 chir ky sé6 mu Bolyreva va chit ky dya trén dinh danh cia Cha-
Chaon. CAc tac gia chirg minh 1a luoc d6 dé xuat phi hop véi hé théng bo phiéu
dién tir hon so véi céc luge dd chit ky mu dua trén dinh danh khac. M. Kumar va
cong su dé xuat mot lugc d6 chir ky s6 mi méi sir dung hé théng mat ma dua trén
dinh danh trén co s& d6 kho cua bai toan ECDLP, céc tac gia ciing cho rang lugc dd

dé xuat 1a hi¢u qua hon dang ké vé chi phi tinh toan va chi phi bang thong so véi
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cac luge d6 khac dya trén ghép cap song tuyén [54]. Muthanna dé xuat mot luoc do
chit ky s mu an toan méi, ma dé bao mat chir ky s mu, lwge d6 nay tao ra hai
chit ky s6 mu. M3i chit ky s6 mu ¢ cac yéu t6 mu riéng. Ngoai ra, nguoi yéu cau
cling mé hoéa thong tin duoc giri cho nguoi Ky bang mot khéa duoc tao boi hé
théng mat ma El-Gamal, khéa nay lam ting thém d6 an toan cho théng diép duoc
ky [74].

Nam 2018, Tahat va cong su trong bai bao “Partially blind signature scheme
based on chaotic maps and factoring problems” da dé xuat mot luoc do vai chi phi
tinh toan thap dua trén ca hé thong mat ma va hé thong hdn hop. Tinh an toan cua
lugc @6 phu thudc vao do linh hoat cua bai todn IFP va DLP cua da thac
Chebyshev. Lugc d6 duoc chitng minh ¢6 chi phi kénh truyén thap, day 1a luge dd
chit ky s6 mi mot phan dau tién dya trén cac anh xa ngau nhiéu va IFP [94]. Verma
va cong su dé xuat lugc do chit ky sé6 mi ghép khdi phuc thong diép trén co so dinh
danh. Trong lugc dd nay, thong diép khong duoc truyén véi chir ky va duoc khoi
phuc trong giai doan xac minh, tong chiéu dai chix ky cua thong diép 1a thap va luoc
d6 c6 chi phi tinh toan thap nhat, sir dung biang thong thip va do an toan cao [98].
Zhu va cong su dé xuat mot luge d6 proxy ky mu dya trén dinh danh va khéng phu
thudc vao ha tang khoa cong khai. Do an toan cua luge dd dé xuat phu thudc bai
toan giai phap sd nguyén vong nhé trén mang don vi nghién ctu dinh ly sé [110].
Zhang va cong su dé xuat mét lugc dd chir ky sé sir dung bén tin cay tha ba dé
tranh viéc chdi bo cua nguoi nhan. Nguoi nhan kiém tra chir ky théng quan bén
tht 3 trong lugce do. Luoc d6 sir dung cac dic tinh vat Iy cua co hoc luong tir dé
lam mu thong diép, ay quyén, ky va xac minh chir ky [108].

Qua phan tich trén, dé ting cudng tinh an toan cho cac luge d6 chit ky sb, can
phai phét trién cac lugc d6 thuc sy dua trén nhiéu bai toan kho, diéu nay s& 1am cho

viéc tan cong tré nén kho khin hon khi phai giai dong thoi cac bai toan kho.
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(ii) Luwoc d6 dé& xuét dua trén hai bai toan kho nhung chua chirng minh trong
md hinh chuan va mé hinh ROM [29], [30], [73], [107] va tinh hiéu qua cua céc

lrge do nay 6 thé can cai tién thém nhu giam d6 phac tap vé thoi gian, ...

Chting minh tinh an toan cua cac luge do chir ky s6 mi ma khdng dwa vao mo
hinh ROM ciing dang dugc cac nha nghién ciru quan tdm hién nay. Fuchsbauer va
Vergnaud trong [29] di dua ra luoc do chir ky s mu dau tién ma viéc chang minh
tinh an toan khong dua vao mé hinh ROM, luge dd ndy cung cap mot lugc do bau
ctr dién tir va c6 thé duoc sir dung cho mé hinh chir ky nhém an danh. Phuong phap
ching minh tinh an toan ap dung trong [29] sir dung cac hé thdng chang minh
khong tiét 16 thong tin, chir ky tu dong va ma hoa dya trén thé. Trong [73] va [107]
cling d3 nghién ctru dé xuat cac lugc d6 chir ky sé ma viéc ching minh tinh an toan
khdng dwa vao md hinh ROM, tuy nhién cac k¥ thuat ndy can dugc nghién ctu

thém va phai dugc cac vién nghién ctru ddnh gia mai 6 thé trién khai trong thyc té.

2) Lugce do khdng dya trén chuan: Mot sb luoc d6 cong bd chua dugc kiém
nghiém vé tinh an toan va hiéu qua do khéng duya trén cac chuan [2], [3], [4], [45],
[63], [93]. Cac luoc do dua trén cac bai toan kho don nhu IFP, DLP, ECDLP hoic
trén hai bai toan khd. Mac du céc tac gia cO ching minh tinh an toan nhung do
khong dua trén cac chuan va ciing chua dugc kiém nghiém boi cac to chic vé tiéu
chuan trén thé gigi nén con phai tiép tuc nghién cau thém. Mot sb luoc dd cong bd
c6 chitng minh hiéu nang, tuy nhién c6 thé nghién ciru dé téi wu thém dé co thé tng
dung trong thyuc té, nhat 1a d6i véi cac thiét bi co kha nang xtr Iy han ché nhu thiét

bi 0T hién nay.

Ngay nay, khi ma chir ky s6 mu dugc ap dung rong réi trong nhiéu tng dung
yéu cau tinh an danh nhu bau ctr dién tir, thuong mai dién tir va tién dién t,... [15],
[18], [106]. Bé dam bao chat lwong céc dich vu nay, mot s luoc dd chir ky mi
dugce dé xuat. Nam 1995, Camenisch [11] dé xuat luoc do chir ky mi méi dya trén
bai toan DLP. Sau d6, Harn [39] tuyén bé rang chit ky mu trong [11] c6 thé bi truy
vét boi nguoi ky. Tuy nhién, Horster [41] mé phong rang nguoi Ky khong thé truy
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nguoc lai chu s& htru chir ky. Dua vao cac ky thuat phan tich mat ma trong [39],
Lee [15] chang minh rang luoc do ctia Camenisch khdng thoa mén tinh khdng thé
truy vét. Bé khic phuc diém yéu nay, ho da dé xuat mot luge dd chit ky mu méi dua
trén DLP. Cubi cung, vao nam 2005, Wu va Wang [106] di chirng minh tinh khong
thé truy vét cia lwge do Camenisch, ho ciing tuyén bd rang lwgce do cua Lee va cong
sir 1a khong thé truy vét dugc, nhung chirng minh cta ho vé tinh khong thé truy vét
d6 1a sai. Ho da stra chira viéc chitng minh tinh khéng thé truy vét cua luge d6 caa
Lee va két luan rang luoc d6 caa Camenisch van nhiéu hiéu qua hon cua Lee. Sau
d6, Jena va cong su [18] va [19] dé xuét hai lwge do chit ky md méi, tuy nhién ho

khong chiang minh luge d6 caa ho 1a dam bao tinh ding cia chir ky s6 mu.

Gan déy, Fan va cong su trong [27] da thuc hién tin cong vao cac luge d6 cua
[15] va [106] bang cach chi thyc hién mot vong luge do ky thi ngudi yéu cau ky co
thé dat duoc nhiéu hon mot chix ky hop 18. Ho két luan rang, mot lugce d6 chit ky sé
mU an todn va méi can phai dugc quan tdm nghién ciru. Cac luge dd chit ky sé mu

dé xuat trong luan an nay nham gop phan thyc hién cac xu hudng nghién ciru do.

Tir phan tich trén, NCS di chon hudng nghién ciu 1a dwa trén cac chuan
GOST 34.10 cua Lién bang Nga va cac luge db pho bién, déng thoi xay dung cac
lugce do dua trén su két hop caa hai bai toan kho. Xay dung bai toan kho méi ma dé
pha v& phai giai dong thoi hai van dé kho dang IFP va DLP, sau d6 xay dung luoc

d6 chit ky s6 mu c6 do dai duoc rdt ngan. Cy thé nhu sau:

1) Dua trén mot bai toan kho: Nghién ctru xay dung cac luge do chir ky sb tap
thé md mai dya trén chuan va luoc d6 phd bién da duoc chang minh vé tinh an toan
va hiéu qua trong thuc té nham ké thura tinh an toan va hiéu qua caa ching, d6 la
GOST R34.10-94 va GOST R34.10-2012, Schnorr, EC-Schnorr, RSA.

2) Dura trén hai bai toan khé va cac luge d6 phd bién: Xay dung lugc db chir
ky s6 mu, chir ky s6 tap thé mu dua trén hai bai toan kho 1a IFP va DLP. Sau d6 mo
rong dé xay dung luge d6 chir ky mu don va tap thé mi, ma dé pha vo luoc dd nay

yéu cau phai giai dong thoi hai bai toan khé. Lugc d6 moi dé xuat dua trén luge do
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RSA va Schnorr dé ké thira tinh an toan va hiéu qua caa chang.

3) Xay dung bai toan khd mai st dung nhom con hiru han khéng vong hai
chiéu ma dé pha v& ching phai giai dong thoi hai van dé tinh toan khé dang bai
toan IFP va DLP. Trén co s& bai toan kho méi, xay dung lugce do chix ky sé mu, chi
ky s6 tap thé mu c6 do dai duoc rit ngin. Day 1a luoc do chir ky s6 mu dau tién sir

dung nhém con hitu han khéng vong hai chiéu.

1.10. KET LUAN CHUONG 1

Chuong 1 trinh bay tong quan vé luoc do chit ky sb, chir ky sé tap thé, chir ky
s6 mu, chir ky sé tap thé mu va céc tinh chat, chic nang va tinh an toan cua cac
luge dd chir ky sb. Pong thoi cling trinh bay vé mé hinh danh gia d6 an toan cua

cac luge do chit ky s6 1a mé hinh tién tri ngau nhién (ROM).

Chuong 1 ciing giéi thiéu tong quan vé ba bai toan kho 1a IFP, DLP va
ECDLP. Trinh bay cac chuan va luoc d6 phé bién dang duoc ung dung trong thuc
té nhu RSA, Schnorr, EC-Schnorr, GOST R34.10-94 va GOST R34.10-2012. Trinh
bay khai quat mot s6 cac cong trinh nghién ciu lién quan gan day trong nudc, chi ra

cac hudng nghién ciu va néu dinh hudng hudng nghién ciru cua NCS.

Chuong 1 ciing tap trung phan tich mot sé lugce d6 chit ky s6 mu lién quan da
dugc cong bd. Qua phan tich, NCS phan loai cac huéng nghién ctu trong thoi gian
qua va chi ra nhitng van dé can phai cai tién hoic nghién ctru thém,... Qua d6, NCS
da chon hudéng nghién ctu 1a: dya trén cac chuan va cac luge @ pho bién dé xay
dung cac luoc d chir ky sé6 mu, tap thé mi méi nham ké thira tinh an toan va hiéu
qua cta ching, ddng thoi o cai tién dé cé thé tng dung duoc trong thuc té. Bé xuat
mét sb luoc dd chir ky sé mu dya trén su két hop cua hai bai toan khd. Dé xuit bai
toan kh6 mai st dung cac nhém con hiru han khdng vong hai chiéu, trén co s& do
xay dung luge d6 chir ky sé mu, chir ky s6 tap thé mi. Cac luoc d6 dé xuat dya trén
hai bai toan khé gilp tang thém tinh an todn cua cac lugc d6 chir ky sé theo thoi

gian khi tng dung trong thuyc té.
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CHUONG 2. PHAT TRIEN MQT SO LUQC PO CHU KY
SO TAP THE MU DUA TREN CAC CHUAN CHU KY SO
VA LUQC PO CHU KY SO PHO BIEN

Di c6 mot s6 luge dd chir ky s6 tap thé mu duoc dé xuét, nhung luoc do dua
trén cac chuan chir ky sé hay cac luge d6 phd bién thi chua duoc dé cap nhiéu trong
cac nghién ctru nhu di phan tich & chuong 1. Chuong nay dé xuat mot sé luge do
chit ky sb tap thé md maéi dya trén mot sd chuan chir ky s6 va mét sé luoc d6 chi
ky s phd bién. Cac luoc do6 méi tan dung nhitng wu diém vé tinh an toan va hiéu
ning cta cac luge d6 da dugc chirng minh trong thuc té. Tinh an toan cua cac lugc

dd dé xuat dugc ching minh trong mé hinh ROM.

Chuong 2 xay dung 02 lugc d6 dua trén chuan GOST R34.10-94 va luge do
Schnorr, va 02 lugc do dua trén chuan GOST R34.10-2012 va luoc dd EC-Schnorr.
Sau d6 so sanh do phuc tap thoi gian cua chung va dé xuat huéng wang dung trong

thuc té. Két qua nghién ciu cong bo tai cong trinh [CT2] va [CT3].

2.1. PE XUAT LUQC PO CHU KY SO TAP THE MU DUA TREN CHUAN CHU
KY SO GOST R34.10-94 VA LUQC PO CHU KY SO SCHNORR

Phan nay dé xuat 2 lugc do chix ky s6 tap thé mi méi dua trén chuan GOST
R34.10-94 va lugc d6 Schnorr, 13 cac luge d6 dya trén bai toan DLP. Pdng thoi so
sanh véi cac luge d6 da cong bd cung hudng nghién ctru dé chiang minh kha ning
ing dung trong thuc té caa cac lugce dd dé xuat.

Chuan chit ky s6 GOST R34.10-94 va luoc do Schnorr mé ta cac luge d6 chir
ky sb don. Cai tién ¢ day 1a dua trén chuin va luoc d6 phd bién nay, dé xuit
phuong phap dé xay dung cac luge d6 chir ky s tap thé md hiéu qua tir chir ky sé

don. Qua d6 c6 thé sir dung duoc trong cac tng dung yéu cau nhiéu ngudi ky (dang
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chir ky tap thé) va can tinh an danh (tinh mu). Céc luge d6 dé xuit méi dugc mod ta
nhu sau:

Tham sb sir dung trong luoc do dé xuit: tham sé mién 1a (p, g, g); hai sb
nguyén té p, g vai g|(p—1); g 1a mot phan tir sinh caa nhém con thugc nhém nhan
Z; bac q (tacla g®mod p=1mod p); va khoa bi matlad véi 1<d <q.

Gia st rang 6 mot ngudi yéu cau A yéu cau tap thé nguoi ky B (gom n thanh
vién) c6 tham quyén ky dé ky trén thong diép M. Nguoi yéu cau khdng muébn tap
thé ngudoi ky B biét noi dung cua thong diép M. Pau tién, ngudi yéu cau lam mu
thong diép M thanh M’, gui M’ dén B. Tap thé B ky 1én M’ va gri lai cho ngudi
yéu cau. Ngudi yéu cau x6a mu trén M’ thanh M va kiém tra chit ky thu dugc. Néu
chir ky hop 18 thi ngudi yéu cau di co chit ky hop 1€ trén théng diép M.

Goi TTP Ia bén thu 3 tin cay, TTP c6 thé 1a nguoi dai dién cua tap thé nguoi

ky hoic c6 thé do mot co quan chuyén trach dam nhiém.

2.1.1. Lwee dd chir ky sé tap thé mi dwa trén chuan GOST R34.10-94

2.1.1.1. Xay dung lwoc do

Phan nay dé& xuat lugc do chir ky sb tap thé mu dua trén GOST R34.10-94,
duoc ky hiéu 1a LD 2.01. Lugc d6 duoc trinh bay nhu sau:

1) Cai dat: M&i nguoi ky trong tap thé nguoi ky B tinh khoa céng khai p, cua
minh va guri cho TTP dé tinh khoa cong khai p cua tap thé B nhu sau:

pi=g“modp,i=12..n p=]]pmodp
i=1

2) Trich xuat: Mdi nguoi ky trong B chon mot gia tri ngiu nhién k; véi

k, €Z,, tinh ¢; va giri toi TTP détinh ©. TTP gui T t6i A, Voi:

n

n > kmodg
ci:gki mod p, 1=1,2,...,n; CZHCi mod p=g*™ mod p

i=1
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3) Lam mu: Ngudi yéu cau A chon hai gia tri ngau nhién (hay con goi 1a nhan

to lam mu) «, f€{1,2,...,g-1}, tinh h=H (M) vatinh (F, h) nhu sau:

h=ahmod p
c=Cc”g“mod p
r=cmodq

T =(rfpa)modq

Nguoi yéu cau A gui cap (T, h) téi mdi nguoi ky trong B.

4) Tao chir ky: Mbi nguoi ky trong B nhan cip (T, h) tir A, mdi nguoi ky tinh

s, Va giri cho TTP dé tinh S va giri lai cho nguoi yéu cau, véi:

s;=kh+dFmodg; 5=>s modg

i=1

5) Giai mu: Nguoi yéu cau A giai mi S bang céch tinh s theo cong thuc:

s=(Ba’'s +ah)modq
Cap (r,s) lachir ky sb cua tap thé B trén thong diép M.

6) Kiém tra chix ky: Tinh r’ theo cong thuc (2.1) va so sanh r’ vai r, néu

r' =r thi chir ky duoc chap nhan, nguoc lai thi chit ky khong duoc chap nhan, véi:
r'=(g*"p~"" mod p)modq (2.1)

That vay, c6 thé chimg minh nhu sau:

o zsi ﬁi%ki F_% d
g"=9"""modp=g"" =g g modp
g§ :Eﬁpr mod p=>CT= g§/ﬁp7rlﬁ mod P

T=(rf a)modq=r=TLa " modq

Thay vao phuong trinh kiém tra (2.1), tinh duoc:
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r'=(g"" p"" mod p)modq

_ (g(ﬂa'1§+ah)/h

= (9
=(c”g* mod p)modq
=cmodq

=r

a1
p %" mod p)mod g
(B5)/h+a

2 " mod p)mod g

Vay r' = r da dugc ching minh hay chit ky da duoc xac thuc.

Ngudi yéu cau A (M) Dir liéu Tap thé nguoi ky B
®. g p.C)
Cong khai (p, g, p.T)

A

Chon: e, f€{l.2....q -1}

h=ahmod p

c=c"g"mod p

r=cmodg

F=(rf a)ymodg h,7 {5 —kh+drmodg
B 5 = Zs}. modg
A i=1

s =(Ba’'s +ah)modg <
Chit ky sb 1a cip: (,s)

Hinh 2.1. Tém tdt thudt toan ky sé ciia LD 2.01
2.1.1.2. Pdnh gid tinh an toan ciia lwoc do dé xudt

Lugc db chir ky s6 tap thé mu an toan va duoc xac dinh bai hai dic trung 1a

tinh ma va tinh khéng thé gia mao.
1) Tinh mu: Céc luge d6 chir ky sb tap thé mu dé xuat dam bao tinh mu.

Chirng minh: Sir dung cac diéu kién trong dinh nghia 1.1 cta chuong 1 dé
ching minh tinh mi caa luge db dé xuat.

L4y bo chit ky (M,r,s) e{(M,,r,,s,),(M,,r;,s)} la mot trong hai bo chir ky

s6 dugc giri dén tap thé nguoi ky B. Goi (H,T,§) la dir liéu duoc luu trong cac luoc
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d6 chit ky sd dugc phét hanh tir B. S& ton tai hai gia tri ngiu nhién a, S lién két
(h,F,35) téi (M,r,s).

Tir mo ta trong cac luge do, co cac lién két sau:

h=ahmodp; s=(Ba"'5+ah)modq va T =(r8a)modq

Theo c4c lién két trén tinh dugc: o =hh™va g =(s—h)hh's™

Thay «, f vira tinh ¢ trén vao phuong trinh tinh 7, thu dugc r nhu sau:

F=(rpa)modq=r=r(s—h)5 " modq (2.2)

Tir (2.2) cho thay, r luén c6 mdi quan hé xac dinh 1a hang sé va khéng phu
thuoc vao hai hé s6 «, . Do d6, khi chon (M, r,s) e{(M,,1,,s,),(M,,r,,5)} Véi dit
lidu luu trit trong lugc db phat hanh cua B 13 (h, ,T,5) (v6i i=0,1) thi ludn ton tai
cip «, f thoa man diéu kién.

Véi xac suat 16n nhat lya chon dung dé b’ = b trong tap chix ky phat hanh lya

chon (M, r,s) e{(M,,1.,5,),(M,r.,.)} 2 % hay Pr[b:b’]zé, tirc 12 biéu thic

|Pr[b =b'] —% |< ic 1a dung, thoa mén diéu kién trong dinh nghia 1.1. Do d6, cac
p

luge d6 dé xut 1a mu vo diéu kién.

Hay c6 thé ndi rang nguoi ky thong diép khong thé biét noi dung thong diép vi
thong diép dugc bam ra va két hop véi gia tri ngau nhién « duoc lya chon boi
ngudi yéu cau nhu la h=H(M) va h=ahmod p. Do d6 ma bén ky khong biét gi
vé ndi dung thong diép da ky.

2) Tinh chéng gia mao: Lugc do chit ky s6 tap thé mu dé xuét c6 bo tham sb

(¢,1,0,,9,.0.) goi la an toan trong ROM néu ton tai (',t") -DL trong Z,, Vi

g=- Bl L1 0@ +q)E

q q a,
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Trong d6, (q,,d,,d,) 1an luot 1 sb truy van ciia ham bam, trich xuat va tao
chir ky mu; E la thoi gian thuc hién cac phép tinh luy thira modulo.

Chirng minh: Sir dung céc két qua trinh bay trong dinh nghia 1.2 cua chuong
1 dé chizng minh.

Gia sur ton tai mot ké gia mao A, xay dung thuat toan B dé gitp A giai bai toan
DLP véi phan tu sinh g, s6 nguyén té p va p'e Z , B duoc yéu cau phai tim x e Z,

sao cho p'=g”*mod p.

B thuc hién nhu sau: Chon ham bam thong diép h=H G{O,l}* —>Z,, gui
tham sé cong khai (p,q,d, ' h) téi A. B chon hai gia tri ngau nhién (k',d") va tinh

c*:
c*=(p")g* mod p. (2.3)

d' dugc xem nhur 13 khod riéng ctia nguoi Ky, k' 1a gid tri duoc chon ngau nhién
va (k'd'c*) 1a két qua dau ra. A dugc phép truy van téi phan truy xuat oracle dé co
mot khoa riéng d’ cua thong diép M. Pau tién B kiém tra xem d' da duoc st dung
cho truy van trong cac phan cai dit trude chua, néu d' da duoc st dung roi thi B lay
bo (c* k' d' k) tir bang duoc luu dé ky thong diép M theo pha tao chit ky duogc md ta
trong luge do, dau ra cua thuat toan ky 1a (M,F,5). Néu &’ chua duoc st dung
trong phan cai dat trudc thi B thuc hién lai cdc md phong va chon lai khoé bi mat d’

cho d@én khi thoa man.
Cudi cuing, A tao ra chir ky s gia mao la s, = (h,7,5)) trén M bagi khoa bi
mat d'. B lai thuc hién 1an nira bang cach giit nguyén (h,7") va lai yéu cau A ky tiép

va thu dugc s, = (h,F,5}). A c6 duoc s; (vdi j=1,2) duoc tinh nhu sau:

—-r/h

Tir c*=g%" ™" mod p véi p=g* mod p, thay vao (2.3), tinh duoc:
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(0)" g% mod p=g""p " mod p
N gxk'+d' _ s’
= xk'+d'=s;h" —rh'd’

=s; =h(xk'+d")+rd’

Thuat todn B chua biét (x, r) trong cac phuong trinh trén nén dé thu duoc X thi
B phai giai phwong trinh tuyén tinh c6 hai an sé hoic phai giai bai toan DLP.

Phan tich xac suat: Xéc suat thuc hién khéng thanh cong Ion nhat viéc gan
gia tri ham bim h=H e{O,l}* — Z, bang % duwoc md phéng thuc hién trong

(9. +4d,) lan. Hay (1—%)%% Zl_w.

B c6 thé xac dinh chinh xéc vi tri gia tri ham bam 1a i Do tinh ngau nhién
a,

A s A . . . n rs 1
1y twdng cua md hinh ROM nén ton tai chir Ky s vai Xac suat it nhat 1a (1—=). Nhu
q

vay, X&c suat thanh cong la &' = (1—M)(1—£)ig, va do phuc tap vé thoi

q g q,
gian cua thuat toan B dia trén ham mil duoc thuc hién cha yéu trong pha trich xuat

va tao chit ky, vala t'=t+0O(q, +q,)E.

2.1.2. Lwoc db chir ky sé tap thé mo dwa trén lwge dd Schnorr

2.1.2.1. Xdy dung lwoc do

Phan nay dé xuit lugc do chit ky s6 tap thé mu dua trén lugce do chit ky s6 don
Schnorr, dugc ky hiéu 1a LD 2.02. Luoc d6 dugce trinh bay nhu sau:

1) Thiét lap: M&i nguoi ky trong tap thé nguoi ky B tinh khoa cong khai p,

ctia minh va giri cho TTP dé tinh khoa cong khai tap thé p nhu sau:
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p=g“modp,i=12..n p=]]p modp

i=1
2) Trich xuat: Mbdi nguoi ky trong B chon mot gia tri ngiu nhién k, Véi

k. e Z,, tinh ¢, vaguri t6i TTP dé tinh €, T duoc guri t6i nguoi yéu cau A, vi:

n Zn:kimodq
¢, =g“modp,i=12..n T=][]cmodp=g" mod p

i1
3) Lam mu: Nguoi yéu cau A chon hai gié tri ngau nhién «, 8 €{1,2,...,0-1}va
tinh h=H(M|c) va T nhu sau:
c=Cg“p” mod p;r=hmodq;r=(r—F)modq
Nguoi yéu cau gui T toi mdi ngudi ky trong B.
4) Tao chit ky: Méi ngudi ky trong B nhan T tir A va tinh chir ky riéng cua

minh 1a s,: s, =k —d.Fmodq, va gui t6i TTP dé tinh chit ky s chung cia tap thé

n
Blas:5=) smodq,vagii 5 téi A,
i=1

5) Giai mU: Nguoi yéu cau A tinh s theo cong thic: s = (S +a)modq
Cap (r,s) lachit ky s6 cua tap thé nguoi ky B trén thong diép M.

6) Kiém tra chir ky: Tinh ¢’ va r’ theo cong thic (2.4) va so séanh r' véi r,

néu r' =r thi chit ky dugc chap nhan, nguoc lai thi chit ky khong duoc chap nhan.

c'=g°’p'modp; rr=H(M

c)modq (2.4)

That vay, c6 thé chirng minh nhu sau:
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¢ =g°p"'modp
— g§+apf+ﬁ mOd p — g§+apF+/3 mOd p

Zn:(ki—diT)Jra
g i=1

g "F p"modp

; (ki—diF)+a+TZn:di
g i=1 i=1 p,B mod p

=Cg“p"modp=c
=>r'=HM]|c)=r

Vay r' = r da dugc chitng minh hay chit ky da dugc xac thyc.

Ngudi yéu cau A (M) Dir lidu Tap thé nguoi ky B
(p’ q’ )05)

Chon: - Cong khai (p, g, p.T)

a,fefl2, . .qg-1}

h= H(MHC);

=

c=cg“p”modp

= hmod g s, =k, —drmodgq

.
F = (r— B)modg 5= smodg
i=1

!

A

s=(s+a)modg
Chir ky s6 1a cap: (r,s)

Hinh 2.2. Tém tdt thudt toan ky sé cia LD 2.02
2.1.2.2. Pdnh gid tinh an toan ciia lwoc do dé xudt

Luoc d6 chir ky s6 tap thé mu an toan va duwgce xac dinh boi hai dic trung 1a

tinh ma va tinh khdng thé gia mao.
1) Tinh mu: Céc luge d6 chir ky sb tap thé mu dé xuat dam bao tinh mu.
Chizng minh: St dung cac diéu kién trong dinh nghia 1.1 cua chuong 1 dé
ching minh.
Lay bo chit ky (M,r,s) e{(M,,r,,s,),(M,,r,,s)} 1a mot trong hai bo chir ky

s6 duoc gui dén nguoi ky B. Goi (T,3) la dit liéu duge luu trong cac luge d6 chir
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ky s6 dugc phat hanh tir B. S& ton tai hai gia tri ngau nhién a, g lién két (7,5) toi
(M, r,s). Tir mo ta trong cac lugce dd, co cac lién két sau:

r=(r-g)modq; s=(S+a)modq; c=tg”“p” mod p va r=hmodq

Theo céc lién két trén thi tinh dugc: f=r-T va @ =S-5

Thay «, # vira tinh ¢ trén vao phuong trinh tinh ¢, thu dugc:

c=¢g°°p " modp (2.5)

Ta r=H(M |[c)modqg va (2.5), c6 thé nhan thiy 1a r ludn c6 mdi quan hé
xéac dinh 1a hang s6 va khong phu thudc vao hai hé s6 «, 8. Do d6 ma khi chon
(M,r,s) e{(M,,1,,5,),(M,,1;,5,)} Véi dit liéu luu trit trong lwge d6 phét hanh cua B
la (F,5;) (véii=0,1) thi ludn ton tai cap &, thoa man diéu kign.

Vi xac suat 16n nhat lya chon dung dé b’ = b trong tap chit ky phat hanh lya

chon (M, r,s) e{(M,,1.,5,),(M,r.,s,)} 2 % hay Pr[b:b’]zé, tirc 12 biéu thic

|Pr[b =b'] —% |< ic la dung, thoa man diéu kién trong dinh nghia 1.1. Do d6, cac
p

luge d6 dé xuét 1a mu vo diéu kién.

Hay c6 thé ndi rang nguoi ky thong diép khong thé biét noi dung thong diép vi
thong diép dugc bam ra va két hop véi cac gia tri ngau nhién (a, ) duogc lya chon
boi ngudi yéu cau nhu 1a r=H(M ||c) va c=cg“p” mod p. Do d6 ma bén ky
khong biét gi vé& noi dung thong diép da ky.

2) Tinh chéng gia mao: Luoc do chit ky sb tap thé mu dé xuat c6 bo tham sb

(£.,G,,0,.0;) goi la an toan trong ROM néu ton tai (¢',t') -DL trong Z , véi:

=-Bl8r9hg Lo v ti0(,+q)E

q q a,
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Trong d6, (q,,d,,d,) 1an luot 1 sb truy van ciia ham bam, trich xuat va tao
chir ky mu; E la thoi gian thuc hién cac phép tinh luy thira modulo.

Chirng minh: Sir dung céc két qua trinh bay trong dinh nghia 1.2 cua chuong
1 dé chizng minh.

Gia str 1a ton tai mot ké gia mao A, xay dung thuét toan B dé gilp A giai bai
todn DLP véi phan tu sinh g, s nguyén té p va p' e Z, B duoc yéu cau phai tim

X e Z, sao cho p'=g”*mod p.

B thuyc hién nhu sau: chon ham bim thong diép r'=H e{O,l}* —Z,, gui
tham s cong khai (p,q,g, o’,r") t6i A. B chon hai sé ngau nhién (k',d") va tinh c*:

c*=p'p“g¥ mod p (2.6)

d' dugc xem nhu 13 khod riéng ctia nguoi ky, k' 1a gia tri duoc chon ngau nhién
va (k'd'c*) 1a két qua dau ra. A dugc phép truy van toi phan truy xuat oracle dé co
mot khoa riéng d’ cua thong diép M. Dau tién B kiém tra xem d' d3 duoc st dung
cho truy van trong cac phan cai dit trude chua, néu d' da duoc st dung roi thi B lay
bo (¢, k’,d’, r')tir bang duoc luu dé ky thong diép M theo pha tao chir ky duoc mo
ta trong luge dd, dau ra cua thuat toan ky 13 (M,F,5). Néu d' chua dugc sir dung
trong phan cai dat trude thi B thuc hién lai cdc md phong va chon lai khoé bi mat d’

cho dén khi thoa man.

Cudi cing, A tao ra chit ky s6 gia mao la s, = (r',5]) trén M boi khoa bi mat
d'. B lai thuc hién 1an nira bang cach giir nguyén r’ va lai yéu cau A ky tiép va thu
dugc s, =(r',5}).

*

S

(j =1,2) dugc tinh nhu sau:

Tu: c*=g°p ' mod p véi p =g mod p, thay vao (2.6), tinh dugc:
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pPg* mod p=g” p"mod p

xrdki+d’ _ ST’

=g

:>x+d'k'+d'=s’;+rd’

:>s’]f=x+k’d’+d’—rd'

Thuat todn B chua biét (x, r) trong cac phuong trinh trén. Dé thu duoc x thi B
phai giai phuong trinh tuyén tinh c6 hai an s hozc phai giai bai toan DLP.
Phan tich xac suat: Xac suat thuc hién khong thanh céng I6n nhit viéc géan

gia tri ham bam r'=H e{O,l}* — Z, bang % dugc mo phong thuc hién trong

(9, +q,) lan. Taco (1—%)“9*‘45 21——qh(qe b qs).
q q

B c6 thé xac dinh chinh xéc vi tri chon gia tri ham bam la (1/q,). Do tinh

ngdu nhién 1y twéng caa md hinh ROM, nén tdn tai chit Ky s Vi x&c suat it nhat Ia

(1-&). Nhu viy, X4c suit thanh cong la g’=(l—@)(l—%)qie, va do
h

phtic tap vé thoi gian cua thuat toan B dua trén ham mii duoc thyc hién chu yéu
trong pha trich xuat va tao chir ky, va la t' =t +0(q, +q,)E.

2.1.3. Panh gia d6 phirc tap thoi gian cia cac lwge do dé xuat

Phan nay so sanh d phic tap thoi gian cia luge d6 LD 2.01 véi lugc do [73]
va luge d6 LD 2.02 véi luge d6 [72] véi gia dinh 1a cac luge d6 do dwoc tinh toan
V6i cling tham s6 an toan trong Z; va so thanh vién cia tap thé ngudi ky 1a n. NCS
lya chon luoc db chit ky sb tap thé mi trong [73] dé so sanh véi luoc ¢ dé xuat do
luge do trong [73] ciing xay dung bang cach sir dung do kho caa bai toan logarit roi
rac, dua trén chuan chir ky sé6 GOST R34.10, tuy nhién sir dung cac phuong trinh
tao chit ky s6 khac véi luge d6 dé xuat va chua duoc danh gia d6 an toan trong mo
hinh danh gia d6 an toan chuan nhu ROM, ... (lwgc dé dé xudt ciia NCS duroc ching

minh @5 an toan trong md hinh ROM). Ngoai ra, lugc d6 [73] sir dung bbn tham s6
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lam mu nén d6 phuc tap tinh toan cao hon luge d6 NCS dé xuat (siz dung hai tham

so ml). Két qua so sanh duoc trinh bay bén dudi.

Trong phan so sanh nay, quy uéc Ky hiéu: T, la chi phi thoi gian thuc hién
ham bam; T, la chi phi thoi gian thyc hi¢n phép nghich dao; T la chi phi thoi
gian thuc hién phép nhan modulo; T, la chi phi thoi gian thuc hién phép luy thura;
tit ca thyc hién trong Z .

Theo [26], c¢6 udc lugng: T, =T,; T, ~240T ; T,=21IT , trén co s& cac
phép tinh trong cac phuong trinh cua lugc do dé xuat va luge d6 duoc trinh bay
trong [73] quy d6i vé do phuc tap thoi gian caa phép tinh nhan T tai cac bang 2.1,
2.2 va c6 cac két qua so sanh nhu trong céc bang 2.3 bén dudi.

Bdng 2.1. P phirc tap thoi gian cia lwoc do LD 2.01

_ Luoc d6 dya trén chuan GOST R34.10-94 (LD 2.01)
Loai phép tinh .
Lammu | Taochit ky | Giai mu Kiém tra
Phép tinh luy thira 2 1
Phép tinh nghich dao 1 1 1
Phép tinh ham bam 1
Phép tinh nhan 4 2n 3 3
Quy ddi ra Tm 287Tm 2nTm 243Tn 264Tn,
Tong chi phi thai gian (794+2n)Tm
Bang 2.2. D¢ phirc tap thoi gian cia leoc do [73]
_ Luoc d6 [73]
Loai phép tinh
Lammu | Taochirky | Giai mi Kiém tra
Phép tinh luy thtra 3 1
Phép tinh nghich dao 1 2 1
Phép tinh ham bam 1
Phép tinh nhan 6 2n 3 1
Quy ddi ra Tm 310Tm 2nTh 483Tn 264Tm
Tong chi phi thai gian (1057+2n)Tn
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Bdng 2.3. So sanh dé phirc tap thoi gian cia leoe do LD 2.01 va e do [73]

Luoc dd LD 2.01 [73]
Lam mu 287T, 310T,
Tao chit ky 2nT 2nT,
Giai mo 243T 483T_
Kiém tra chit ky 264T_ 264T_
Tong cong (794+2n)T_ (1057+2n)T

Tir bang 2.3 cho thay d6 phuc tap thoi gian cua luge d6 chi ky sé tap thé mo
dua trén chuan GOST R34.10-94 14 thap hon trong [73].

Phan nay so sanh luoc d6 LD 2.02 véi luoc d6 [72]. NCS chon luge do chit ky

s6 tap thé mu trong [72] dé so sanh véi luge d6 dé xuat do lwoc do trong [72] ciing

xay dung bang cach sir dung d6 kho cua bai toan logarit roi rac, sir dung hai tham s6

lam mu gidng nhu lwge d6 dé xuat, tuy nhién st dung cac phuong trinh tao chix ky

s6 khac véi luge do dé xuat. Két qua so sanh dugc trinh bay nhu bén dudi.

Bdng 2.4. B¢ phirc tap thoi gian cia heoc do LD 2.02

Luoc d6 dua trén luoc d6 Schnorr (LD 2.02)

Loai phép tinh -
Lam mu | Tao chir ky Giai mu Kiém tra

Phép tinh luy thura 2 2
Phép tinh nghich dao
Phép tinh ham bam 1 1
Phép tinh nhan 2 n 1
Quy d6i ra Tn 45Tm NTm Khong déng ké 44Tm
Tong chi phi thei gian (89+n)Tm
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Bdng 2.5. D¢ phirc tap thoi gian cia heoe do [72]

Loai phép tinh Luge 45 [72] )
Lam mu | Tao chir ky Giai mu Kiém tra

Phép tinh luy thtra 2 2
Phép tinh nghich dao 1
Phép tinh ham bam 1
Phép tinh nhan n 1
Quy d6i ra Tn 45T NTm Khong dang ké |  262Tm
Tong chi phi thei gian (307+n)Th

Bdng 2.6. So sanh dé phirc tap thoi gian cia heoc do LD 2.02 va lwge do [72]

Lugc d6 dya trén Schnorr (LD 2.02) [72]
Lam mu 45T 45T
Tao chir ky nt, nT,
Giai mu Khong dang ké Khéng déng ké
Kiém tra chit ky 44T 262T,
Téng cong (89+n)T (307+n)T_

Bang 2.6 cho thay do phuc tap thoi gian cua lwoc do chit ky sb tap thé mu dua

trén Schnorr thap hon trong [72].

Tiép theo 1a phan so sanh d6 phuc tap tinh todn cia hai luge d6 dé xuét cling
dua trén do kho cua bai toan DLP 1a LD 2.01 va LD 2.02.

Theo bang 2.7 thi ¢ phuc tap thoi gian cia luoc d6 chit ky s tap thé mu dya
trén chuan GOST R34.10-94 14 cao hon cac luoc dd chix ky sé dua trén Schnorr.
Phat hién nay phl hop véi cac danh gid so sanh giita chuan GOST R34.10-94 va
luge @6 chix ky s6 Schnorr, nén cé thé nghién ctu tng dung trong cac @ng dung c6

yéu cau phan ciing tinh toan thap nhu thiét bi IoT,...
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Bdng 2.7. Chi phi thoi gian cia LD 2.01 va LD 2.02

Lb 2.01 Lb 2.02
Lam mu 287T, 45T
Tao chir ky 2nT, nT,
Giai mu 243T, Khéng dang ké
Kiém tra chit ky 264T 44T,
Téng cong (794+2n)T, (89+n)T,

2.2. PE XUAT LUQC PO CHU KY SO TAP THE MU DUA TREN CHUAN CHU
KY SO GOST R34.10-2012 VA LUQC PO EC-SCHNORR

Uu diém cua hé mat ECC so vai cac hé mat khéa cong khai khéc 1a ECC cung
cap cac thudc tinh an toan c6 thé so sanh véi cac hé mat khoa cong khai truyén
théng mic du d6 dai khéa nho hon gip nhiéu lan. Do dé, viéc cai dit ECC tiéu tén
it tai nguyén hé thong va nang luong hon. Do loi thé vé do dai khda nho, ECC da
dugc &p dung rong réi trong nhiéu linh vuyc.

Trong phan nay dé xuat 2 lugce do chir ky s6 tap thé mu dya trén chuan GOST
R34.10-2012 va luge do EC-Schnorr. Sau d6 so sanh voi mot sé luoc d6 di cong
bd, qua d6 dé xuat hudng tng dung cho cac luoc d6 dé xuat.

Chuan chir ky s6 GOST R34.10-2012 va luoc d6 EC-Schnorr md ta cac lugc
d6 chix ky s6 don. Cai tién ¢ day 1a dua trén chuan va luge do phd bién nay, dé xuat
phuong phap dé xay dung cac lugc d6 chit ky sé tap thé m hiéu qua tir chit Ky s6
don. Qua d6 c6 thé sir dung duoc trong céc tng dung yéu cau nhiéu ngudi ky (dang

chir ky tap thé) va can tinh an danh (tinh mu). Luoc d6 dé xuat dugc mo ta nhu sau:

2.2.1. Lwoce dd chir ky sé tap thé mi dwa trén chuan GOST R34.10-2012

2.2.1.1. Xdy dung lwoc do

Phan nay dé xuat luoc dd chit ky sb tap thé mu dua trén chuan GOST R34.10-
2012, duoc ky hiéu 1a LD 2.03. Luoc d6 duogc trinh bay nhu sau:
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1) Cai dat: Mdi ngudi ky trong tap thé B tinh khoa cong khai cua minh va gui
dén TTP dé tinh khda cong khai tap thé P nhu sau:

P=d,xG;P=P+P,+..+P,=>d xG Véii=12,..,n

i=1
Moi nguai ky trong B chon ngau nhién gié tri k; voi k; € Z, vatinh C; sau do

gui dén TTP dé tinh C nhu sau: C, =k xGvdi i=1,2..n va C=>.C;=> k xG,
i=1

i=1
va giri C dén ngudi yéu cau A.
2) Lam mi: A chon ngiu nhién 2 gia tri o, 8 €{1,2,...,q—1} vatinh:

h=H(M);e=hmodq; & =cemodq
C=pxC+axG
r =x. modq; 7 =(rB a)modq

A gii (F,€) t6i B.
3) Tao chir ky: Mdi ngudoi ky trong B tinh s, va giri TTP dé tinh S va gui t6i

Anhu: s, =k&+d,;Fmodg; 5=>"s;modq.

i=1
4) Giai mu: Nguoi yéu cau A tinh s: s =(Ba™'s +ae)modq
Cap (r,s) la chir ky sb tap thé mu cua tap thé B trén théng diép M.

5) Kiém tra chit ky: Tinh C’, r’ va so sénh, néu r' =r thi chit ky duoc chap

nhan, nguoc lai thi chir ky khong dwoc chap nhan, véi:
C'=(se*modq)xG-(re*modq)xP va r’'=x.. modq
That vay, c6 thé chtimg minh nhu sau:

Véi s, xG = ((kg +d.F)modg)xG , tinh C,,C nhu sau:
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C, =k xG=(s8"modq)xG-(d,re*modq) xG;
C= Zm:Ci = e"lzm:(si modq) xG -@'1Zm:(di mod q) x G;
i=1 i=1 i=1
= (58 modq)xG - (re " modq) x P
Tw: T =(rB%)modq = r =T Ba*modq, thay vao biéu thuc tinh C':

C’'=(se*modq)xG -(re*modq)xP;
= ((ae+ fSa™)e"modq) xG - (F Ba e *)mod q) x P;
= B((58*modq)xG - (fe*mod q)xP)+ (amodq)xG;
=pxC+axG=C

Hay r' = r, vay r' = r da dugc ching minh hay chir ky da duoc xac thuc.

Ngudi yéu cau A (M) Dit liéu Tap thé nguoi ky B (p,
q; G} P, C_j)
Cong khai (p, g, G, P, C)

A

Chon: o, fe{l,2,...g—1}
h=H (M)

e=hmodg

e = aemodgqg
C=pxCraxG

r =x.modgq

7 =(rf'a)modg

]
=

s, =k xe+d x7modg

5 = Z s, modg
i=1

h 4

il

F Y

s=(Pa's +ae)modg
Chir ky s6 1a cap: (r,5)

Hinh 2.3. Tém tdt thudt toan ky sé ciia LD 2.03
2.2.1.2. Pdnh gid tinh an todn ciia cdc lwoc dé dé xudt
1) Tinh mu: Céc luge d6 chir ky sb tap thé mu dé xuat dam bao tinh mu.

Chizng minh: Sir dung cac diéu kién trong dinh nghia 1.1 cta chuong 1 dé

chirtng minh.
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Lay bo chir ky (M,r,s) e{(M,,1,,S,),(M,,r,,s,)} 1a mot trong hai bo chit ky
s6 duoc gui dén nguoi ky B. Goi (€,T,3) la dir liéu dugc luu trong cac luge do chir
ky sb dugc phét hanh tir B. S& ton tai hai gia tri ngau nhién a, £ lién két (€,T,5) toi
(M, r,s). Tir m ta trong cac lugc dd, co cac lién két sau:

g=aemodq, T =(rg 'a)modq va s =(Ba’'s +ae)modq

Theo céc lién két trén tinh dugc: o =ge™ va f=(s—€)ee’s™

Thay «, f vira tinh ¢ trén vao phuong trinh tinh 7, thu dugc r nhu sau:

F=(rf'a)modq=r=r(s—€)S" modq (2.7)

Tur (2.7) cho thay 1a r ludn c6 méi quan hé xac dinh 1a hang sé va khéng phu
thuoc vao hai hé sé «,, nén khi chon (M,r,s) e{(M,,1,,s,),(M,,r,,s)} Vvéi dit
ligu luu trit trong lwge @6 phat hanh cua B la (€,T,5) (voi i=0,1) thi ludn ton tai
cip «, S thoa mén diéu kién.

Véi xac suat 16n nhat lya chon dung dé b’ = b trong tap chit ky phat hanh lya

chon (M,r,s) e{(M,,r,,s,),(M_,1;,5)} la % hay Pr[b=b’]=%, tac 13 biéu thuc

|Pr[b = b’]—% < ic 1a dang, thoa man diéu Kién trong dinh nghia 1.1. Do d6, cac
p

lwge d6 dé xuat 1a mu vo diéu kign.

Hay c6 thé néi rang, ddi voi cac luoc dd chir ky s6 tap thé mi dya trén chuan
GOST R34.10-2012, ngudi ky khong thé biét noi dung thong diép vi thong diép
dugce bam ra va két hop voi cac gia tri (a, B) duoc lya chon ngiu nhién boi nguoi
yéu caunhu 1a h=H(M), e=hmodq, & =aemodq. Do vay ma bén ky khéng thé

biét noi dung thong diép ma minh di ky.



66

2) Tinh chéng gia mao: Luoc d6 chir ky sb tap thé mu dé& xuit cd bo tham
sd(e,t,q,,0,,0,) duoc goi la an toan trong ROM néu ton tai (¢',t") -ECDL trong
treong GF(p), voi:

g' — (1_ qh(qe +qs))(1_1)i

g t'=t+0(q, +0q,)E
q q q,

Trong d6, (q,,d,,d,) lan luot 1 sb truy van cia ham bam, trich xuat va tao
chir ky mu; E la thoi gian thuc hién cac phép tinh luy thtra modulo trong GF(p).

Chirng minh: Sir dung céc két qua trinh bay trong dinh nghia 1.2 cua chuong
1 dé chang minh.

Gia str 1a ton tai mot ké gia mao A, xay dung thuat toan B dé giip A giai bai
toan logarit roi rac. B duoc cho 1a mot nhém nhan G trong GF(p) véi thanh phan G,
s6 nguyén t6 q va diém Q trén duong cong elliptic. B duoc yéu cau tim gia tri

xeZ, saocho Q=xxG.

B tién hanh nhu sau: chon ham bam thong diép e=H € {0,1} — Z,, guri céc
tham sé cong khai (p,G,Q,e) ti A. B chon hai s6 ngau nhién (k',d") va tinh C*:

C*=k'xQ+d'xG (2.8)

d' dugc xem nhu 13 khod riéng ctia nguoi ky, k' 1a gid tri duoc chon ngau nhién
va (k'd' C*) la két qua dau ra. A truy van tap Oracle cua chir ky sé voi thong diép
M va khoé riéng d". Pau tién, B kiém tra xem d' da dugc sir dung cho truy van trong
c4c phan cai dit truée chwa. Néu d' da duoc sir dung rdi thi B 1ay bo (C™,k’,d’,e)
(C* k' d'e) tir bang dugc luu dé ky thong diép M theo pha tao chir ky dugc mo ta
trong luoc d6. DAu ra cua thuat toan ky 1a (M,F,5). Néu d’' chua duoc sir dung
trong c&c phan cai dat trudc thi B thuc hién lai cac md phong va chon lai khoa bi

mat d’ cho dén khi thoa man.
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Cudi ciing, A tao ra chir ky sb gia mao la s; = (e,7,5]) trén M béi khoa bi mat
d'. B lai thyc hién lan nira bang céach giit nguyén (e, ) va lai yéu cau A ky tiép va
thu dugc s, = (e,7,5)).

Vi C*=(se"modq)xG-(re*modq)xP; P=dxG

Thay vao (2.8), tinh duoc:

k'xQ+d'xG =(s;e” modq)xG - (re” modq) x P

= kxxG+d'xG =(s;e"modq)xG - (re"modq)d'xG

= s =e(kx+d")+rd’

véi j=1,2.

Thuat toan B chua biét (x,r) nén dé thu dugc x thi B phai giai phwong trinh
tuyén tinh cd hai an sb hoic phai giai bai toan ECDLP.

Phan tich xac suat: Xac suat thuc hién thanh cong viéc lya chon ding gia tri

hambam h=H € {0,1}* —Z,la 1-% oy duoc mo phong thuc hién trong (g, +q,)
q

lan. Ta c6 (1—Jbywo 51Dt %)y B o6 thé xac dinh chinh xdc diém
q q

A . o 1 ] x :
nghiém ngat d¢ chon lai gia tri ham bam 1a —. Do tinh ngau nhién ly tudng trong
Oh

ROM nén xac suat ton tai chir ky s la =. Nhu vay, xac suat thanh céng la
q

g'= 1_M)(1_1)i5, va do phuc tap vé thoi gian cua thuat toan B dua

q q q,
trén ham mi dugc thuc hién trong pha hinh thanh khoa va ky, va la
t'=t+0(q, +q,)E.

2.2.2. Lwgc db chir ky sé tap thé mi dwa trén lwge d6 EC-Schnorr
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2.2.2.1. Xdy dung lwoc do chit ky sé

Phan nay dé xuat luoc do chir ky sb tap thé mu dua trén luoc dd6 EC-Schnorr,

ky hiéu 1a LD 2.04. Luoc d6 duogc trinh bay nhu sau:
1) Thiét lap: Mbi nguoi ky trong tap thé B tinh gia tri khoa cong khai P, cua

minh va guri dén TTP dé tinh gi4 tri khéa cong khai tap thé P nhu sau.

P=d,xG;P=R+P,+..4+P,=>d;xG Véii=12..n

i=1
M&i ngudi ky chon ngau nhién gid tri k; véi k € Z, vatinh C, sau d6 gui dén

TTP dé tinh C nhu: C, =k xGvdi i=1,2,...n v&a C=>C,=>kxGvagui C

i=1 i=1

dén ngudi yéu cau A.
2) Lam mi: A chon ngau nhién 2 gia tri «, 8 €{1,2,...,-1} vatinh:

C=C+axG+fxP
r=H(M,x.)modq
r=(r-A)modq

Nguoi yéu cau gui T toi mdi ngudi Ky trong B.
3) Tao chit ky: M&i nguoi ky tinh s, va giri dén TTP dé tinh § va gui t6i A,

véi: s, =k —d,;Fmodg; 5 => s modq.

i=1
4) Giai mi: Nguoi yéu cau tinh's: s = (5 +a)modq, cap (r,s) la chix ky s tap
thé mu cua tap thé nguoi ky 1én thong diép M .
5) Kiém tra chit ky: Tinh cac gia tri: C'=sxG+rxP var'=H(M,x..).
So sénh: néu r’ =r thi chit ky dugc chap nhan, nguoc lai khdng chap nhan.

That vay, c6 thé chimg minh nhu sau:

Voi C'=sxG+rxP
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Thay cong thuc tinh s va r ¢ trén vao, tinh duoc:
C'=F+a)xG+(T+p)xP
=(axG+BxP+> (k-Td)xG+T) d xG)
i=1 i=1

=C+axG+fxP
=C
=r'=H(M,X.)
=H(M,x.)=r

Vay r'=r da dugc ching minh hay chir ky da duoc xac thyc.

Ngudi yéu cau A Dit liéu Tép thé ngudi k¥ B (p,
guoiy p gu
q G, P, C)

Cong khai (p, ¢, G, P, C)

A

Chon: e, fe{l.2,...q—1}
C=C+axG+[xP
r=H(M.x.)modg

7 =(r— f)modg

=

> s.=k —drmodg

5 = Z s.modg
i=1

el

A

s=(5s +a)modgq
Chir ky s6 1a ciip: (r,s)

Hinh 2.4. Tém tdt thudt toan ky sé cia LD 2.04

2.2.2.2. Pdnh gid tinh an toan ciia cdc lwoc dé dé xudit

1) Tinh mu: Cac luoc dd chix ky s6 tap thé mu dé xuat dam bao tinh mu.

Chizng minh: St dung cac diéu kién trong dinh nghia 1.1 cua chuong 1 dé
ching minh.

Lay bo chit ky (M,r,s) e{(M,,r,,s,),(M,,r,,s)} 1a mot trong hai bo chir ky
s6 duoc guri dén nguoi ky B. Goi (T,5) 1a dit lidu dugc luu trong cac luge do chir
ky s6 dugc phat hanh tir B. S& ton tai hai gia tri ngau nhién a, 8 lién két (7,5) toi

(M, r,s). Ttr md ta trong cac luge do, ¢ cac lién két sau:
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r=(r-f)modqg, s=(5S+a)modq

Theo céc lién két trén tinh dugc: @ =s—5 va B =(r —T)

Thay a, f vira tinh ¢ trén vao phuong trinh tinh C, tinh dugc:

C=C+axG+fxP=C+(s=3)xG+(r-r)xP (2.9)

Tur (2.9) c6 thé nhan thay 14 r ludn c6 méi quan hé xac dinh 1a hing sé véi M
va (s,7,5) va khong phu thudc vao hai hé s6 «,. Do d6 ma khi chon
(M,r,8) e{(M,,1,,s,),(M,1;,5)} Vi dit ligu luu trit trong lwge d6 phét hanh caa B
la (7,5 thi lubn ton tai cap «, f thoa man.

Véi xac suat 16n nhat lya chon dung dé b’ = b trong tap chit ky phat hanh lya

chon (M,r,s) e{(M,,r,,s,),(M,,1;,8)} la % hay Pr[b:b’]:%, tac 13 biéu thuc

Pr[b = b’]—% < ic 1a dtng, thoa man diéu Kién trong dinh nghia 1.1. Do d, cac
p

lwge d6 dé xuat 1a mu vo diéu kign.

Do ngudi ky khéng thé biét noi dung thong diép vi thong diép duoc bam va
két hop véi hoanh do diém C véi r=H(M,x.)modq va C=C+axG+fxP.
Do vay ma bén ky khdng thé biét dugc noi dung thong diép ma minh da ky.

2) Tinh chéng gia mao: Lugc d6 chir ky sé tap thé mu dé xuat c6 bo tham
s6(e,t,q,,0,,0,) duoc goi la an toan trong ROM néu ton tai (¢',t") -ECDL trong
treong GF(p), voi:

p=-2% 9y L1 v 0@ +a)E
q q"q,

Trong d6, (q,,0,,d,) lan luot 1a s6 truy van cua ham bam, trich xut va tao

chir ky mu; E la thoi gian thuc hién cac phep tinh luy thtra modulo trong GF(p).
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Chirng minh: Sir dung céc két qua trinh bay trong dinh nghia 1.2 cua chuong
1 dé chizng minh.

Gia sur ton tai mot ké gia mao A, xay dung thuat toan B dé gitp A giai bai toan
logarit roi rac. B dugc cho 1a mot nhdm nhan G trong GF(p) véi thanh phan G, sé
nguyén t6 q va diém Q trén duong cong elliptic. B duoc yéu cau tim gia tri xe Z,

sao cho Q = xxG.

B tién hanh nhu sau: chon ham bam théng digp r'=H € {01} — Z,, gui
tham s6 cong khai (p,G,Q,r") téi A. B chon hai gia tri ngau nhién (k’,d") va tinh
C*:

C*=Q+d'xG+k'x P’ (2.10)

d' dugc xem nhu 14 khoa riéng cia nguoi ky, k' la gia tri duoc chon ngau
nhién va (k' d’,C*) la két qua dau ra. A truy van tap Oracle cua chit ky sé véi théng
diép M va khoa riéng 4. Pau tién, B kiém tra xem d' da duoc st dung cho truy van
trong c4c phan cai dit trudc chua. Néu 4’ dd dugc s dung roi thi B ldy bo
(C",k’,d") tir bang duogc luu dé ky thong diép M theo pha tao chit ky dugc mo ta
trong luoc db. Pau ra cua thuat toan ky 1a (M,r’,5). Néu d’ chua duoc st dung
trong c&c phan cai dat trudc thi B thuc hién lai cdc md phong va chon lai khoa bi
mat d' cho dén khi thoa man. Cudi cing, A tao ra chir ky s6 gia mao la s, =(r',s))
trén M bai khoa bi mat d'. B lai thuc hién 1an nira bang cach giir nguyén (r) va lai
yéu cau A ky tiép va thu dugc s, = (r',S}) .

Tu C*=sxG+rxP

Thay vao (2.10), tinh dugc:

Q+kd'xG+d'xG =S;><G+r><P
= xxG+k'd'xG+d'xG =s’;><G+rd'><G

:>s’j‘ = x+dk'-rd"+d’
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véi j=1,2.
Thuat toan B chua biét (x,r) nén dé thu dugc x thi B phai giai phwong trinh
tuyén tinh c6 hai an s6 hoac phai giai bai toan ECDLP.

Phan tich xéc suat: Xac suat thuc hién thanh cong viéc lya chon dung gié tri

hambim h=H € {0,1}* —Z,la l—%h va dugc md phong thuc hién trong (g, +q,)

lan. Ta c6 (1—Jbywe 51Dt %) nan B c6 thé xac dinh chinh xdc diém
q q

nghiém ngat dé chon lai gia tri ham bam 1a 1/q, .

Do tinh ngau nhién 1y twéng trong ROM nén xac suat ton tai chix ky s 12 1/q.
1

Nhu vay, xac suat thanh cong la &' = (1_M)(1__)ig_ Do phuc tap vé
q q q,

thoi gian cua thuat todn B dua trén ham mi dugc thuc hién trong pha hinh thanh

khoa va ky s, va la t' =t +0(q, +q,)E.

2.2.3. Panh gia d6 phirc tap thoi gian cia cac lwge do dé xuat

Theo [26], c6 uéc luwong: T, =T; T,, =240T ; T, ~29T, trén co sd cac
phép tinh trong cac phuong trinh cua luge do dé xuat va luge d6 duoc trinh bay
trong [79], quy d6i vé do phuc tap thoi gian caa phép tinh nhan T, cac két qua so
sanh nhu trinh bay bén dudi.

Phan nay so sanh do phtic tap thoi gian cia cac luge d6 LD 2.03 véi luge d6
dugc md ta trong [73] véi gia dinh 1a cac luge d6 d6 phai duoc tinh toan véi cing

tham s6 an toan trong Z , va s6 thanh vién cia tap thé nguai ky la n.
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Bdng 2.8. D¢ phirc tap thoi gian ciia hege do LD 2.03

Loai phép tinh

Luoc d6 dua trén chuan GOST R34.10-2012 (LD 2.03)

Lam mu | Taochirky | Giai mu Kiém tra
Phép tinh luy thtra
Phép tinh nghich dao 1 1 2
Phép tinh ham bam 1
Phép tinh nhan v6 hudng 2
Phép tinh nhan modulo 3 2n 3 2
Quy d6i ra Tn 302Tm 2nTm 243Tn 482Tn

Tong chi phi thei gian

(1027+2n) T

Bdng 2.9. So sanh dé phirc tap thoi gian cia heoc do LD 2.03 va lwge do [73]

Lugc do LD 2.03 [73]
Lam mu 302T, 310T,
Tao chir ky nT 2nT,
Giai mu 243T, 243T_
Kiém tra chit ky 540T,, 482T_
Tong cong (1027+2n) T, (1057+2n) T,

Bang 2.9 cho thay d6 phuc tap thoi gian cua luoc dd chit ky sb tap thé mu dua

trén chuan GOST R34.10-2012 14 gan nhu twong dwong véi luge d6 trong [73], tuy
nhién do lwoc dd LD 2.03 dya trén bai toan ECDLP, trong khi [73] dwa trén bai toan

DLP nén do dai khoa cua LD 2.03 nho hon nhiéu so véi do dai khoa trong [73] khi

c6 cung muae do an toan.

Phan tiép theo so sanh d6 phuc tap thoi gian cua cac luoc dd LD 2.04 véi hai

luge d6 duge md ta trong [73] va [79] véi gia dinh 1a cac luge d6 d6 phai duoc tinh

todn véi cling tham s6 an toan trong Z, va sb thanh vién cua tap thé ngudi ky lan.
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Bdng 2.10. D phirc tap thoi gian ciia heoc do LD 2.04

Luoc dd dya trén EC-Schnorr (LD 2.04)
Loai phép tinh .
Lam mu | Tao chi ky Giai mu Kiém tra
Phép tinh luy thua
Phép tinh nghich dao
Phép tinh ham bam
Phép tinh nhan v6 hudng 2 2
Phép tinh nhan modulo n
Quy doi ra T 59Tm NTm Khong dang ké 58Tm
Téng chi phi thai gian (117+4n) T,
Bang 2.11. B¢ phirc tap thoi gian cia heoce do [79]
Luoc dd [79]
Loai phép tinh -
Lam mu | Tao cht ky | Giai mu Kiém tra
Phép tinh luy thura
Phép tinh nghich dao 1
Phép tinh ham bam 1
Phép tinh nhan v6 hudng
Phép tinh nhan modulo 3 n 1 1
Quy d6i ra Tn 245T, NTm Tm Tm
Tong chi phi thei gian (247+n) T,

Bdng 2.12. So sénh chi phi thoi gian cia LD 2.04 va heoe do [73] va [79]

(LD 2.04) [73] [79]
Lam mu 59T 310T, 245T
Tao chit ky mu nT, 2nT, nT,
Giai mu Khong dang ké 243T, T
Kiém tra chit ky 58T 482T_ T
Tong cong (1174n) T, (1057+2n) T, (247+n) T
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Bang 2.12 cho thdy d¢ phuc tap thoi gian cua luoc d6 chit ky sé tap thé mu
dua trén luge do EC-Schnorr 14 thip hon [73] va [79], Tuy nhién do LD 2.04 dua
trén bai todn ECDLP, trong khi [73] dua trén bai toan DLP nén d6 dai khoa cua LD
2.04 nho hon nhiéu so véi do dai khoa trong [73] khi ¢6 cuing mtc d6 an toan. Ddi
Vvé6i luge d6 [79] thi lwoc dd LD 2.04 va luge do [79] cung dwa trén bai toan ECDLP
nén véi cing d6 dai khoa thi do phuc tap vé thoi gian cia LD 2.04 thap hon khoang

hai 1an so vai [79] nén c6 thé nghién ctu tinh toan wng dung duoc trong thuc té.

Tiép theo 1a phan so sanh do phuc tap thoi gian cia cac luoc do LD 2.03 va
LD 2.04 13 hai lugc db dé xuat dya trén bai toan khé ECDLP.

Bdng 2.13. So sanh chi phi thoi gian ciia LD 2.03 va lwoc do LD 2.04

LD 2.03 LD 2.04
Lam mu 302T, 59T,
Tao chix ky mu 2nT | nT,
Giai mu 24371, Khong dang ké
Kiém tra chit ky 540T, 58T,
Téng cong (1027+2n) T, (117+n) T,

Bang 2.13 cho thay, do phuc tap thoi gian cua lugc do chit ky sb tap thé mu
dua trén chuan GOST R34.10-2012 13 cao hon luoc do chitr ky s6 dua trén EC-
Schnorr. Phét hién nay phu hop véi cac danh gia so sanh giita chuan GOST R34.10-
2012 va luge do chit ky sé6 EC-Schnorr,

2.3. PQ PHUC TAP VE THOI GIAN CUA CAC LUQC PO PE XUAT

2.3.1. Thwc nghiém

Phan nay chay thuc nghiém tinh thoi gian cua cac pha trong cac luoc d6 dé
xuat. Thoi gian tinh toan cho céac pha lam mu, ky s6, giai mi va kiém tra la c4c trinh
quan ly doc lap, tac 14 khéng dua trén tng dung nao duoc phét trién trong moi

truong thuc té. Do do tat ca thoi gian tinh toan khéng bao gom thoi gian giao tiép.
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Ngoai ra, phan nay duoc gia dinh rang cac yéu td gdy mu, sé nguyén bi mat, sb
nguyeén té,... cua cac thuc thé lién quan dugc chuan bi truée. Pdng thoi, cac hoat

dong khong lién quan dén mat ma khong dugc xem Xét.

Phan thuc nghiém sir dung may tinh ao hda trén nén VMWare dit tai trung
tam dir liéu tinh Tay Ninh, véi ciu hinh may chu la: Processor Intel Xeon Silver
4216 2.1G, 16C/32T, 9.6GT/s, 22M Cache, Turbo, HT (100W) DDRA4-2400;
Memory 16GB; Microsoft Windows 10 (10.0) Professional 64-bit; java version
"1.8.0_201" (JAVA 8); NetBeans 8.2. Cac tham sb dau vao st dung khoa 1024 bit
cho céc luge dd dua trén bai toan DLP va 192 bit cho cac luge dd dua trén bai toan
ECDLP, sir dung ham bam 1a SHA-256, s6 thanh vién ky trong lugc do ky tap thé la

n=3. Két qua dugc tinh trung binh 1000 14n chay va dugc chi ra nhu bén dudi.

Bang 2.14 cho thay, néu st dung do dai khoa cho céac luge d6 dua trén bai toan
DLP la 1024 bit va st dung do dai khoa cho cac lugc do dya trén bai toan ECDLP
la 192 bit (khi @6 dé dai khoa cia DLP gdp khodng 5.3 lan ECDLP) thi thoi gian
tinh toan cua cac luge d6 chir ky sé tap thé md dya trén chuan GOST R34.10-94
(bai toan DLP) 1a 29.1965 mili gidy va lugc d6 chir ky sé tap thé mu dwa trén chuan
GOST R34.10-2012 (bai todn ECDLP) la 43.9465 mili gidy, tic la thoi gian tinh
toan caa LD 2.03 khoang 1.5 lan thoi gian cua LD 2.01.

Bang 2.14. Chi phi thei gian ciia e do dé xudt theo chudn GOST (mili giay)

(LD 2.01) (LD 2.03)
Ly thuyét n;_::::;n Ly thuyét | Thuc nghiém
Lam mu 287T_ 11.2791 302T, 13.7003
Tao chit ky 2nT, 0.2463 2nT, 0.2509
Giai mu 243T, 8.1671 243T, 8.7312
Kiém tra chit ky 264T 9.5040 540T, 21.2641
Téng thai gian (794+2n)T | 29.1965 | (1027+2n)T, 43.9465
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Bdng 2.15. Chi phi thoi gian cia lirge do dé xuat theo Schnorr (mili gidy)

(LD 2.02) (LD 2.04)

Ly thuyét n;s::;n Ly thuyét Thuc nghicm
Lam mu 45T 1.8551 59T, 2.9692
Tao chit ky nT, 0.1232 nT, 0.1932
Giai mu Khong dang ké | 0.0004 | Khong déng ké 0.0005
Kiém tra chix ky 44T 1.6584 58T 2.3191
Téng thai gian (89+n)T, | 3.6371 (117+n) T, 5.4920

Bang 2.15 cho thay, thoi gian tinh todn caa cac lwge dd chit ky sé tap thé mu
dua trén lugc dd Schnorr (LD 2.02) 12 3.6371 mili gidy va lugc dd chit ky s6 tap thé
mu duya trén luoc dd EC-Schnorr (LD 2.04) 1a 5.4920 mili gidy, tac Ia thoi gian tinh
toan cua lugc dd LD 2.04 khoang 1.5 lan thoi gian cua LD 2.02.

Nhu vay, két qua thuyc nghiém cho thay thoi gian tinh toan cua cac luoc dd
chir ky s6 tap thé mu dya trén bai toan DLP 14 thip hon cac luoc d6 dua trén bai
toan ECDLP (khoang 1.5 lan), trong khi d6 dai khoa cua cac luge do dua trén bai
toan ECDLP Ia thap hon céac lugc dd duya trén bai toan DLP (khoang 5.3 1an). Ngoai
ra theo Sharon Levy trong bai béo [89] thi khi yéu cau d¢ an toan ting thém thi thoi
gian tinh todn cua luwoc d6 dua trén bai toan DLP ting rat nhanh so véi thoi gian
tinh toan cua luoc d6 dya trén ECDLP. Vi dy: khi d¢ an toan yéu cau la 571 bit cho
ECDLP va 15.360 bit cho DLP thi d6 dai bit caa DLP Ién hon gap 26.9 lan ECDLP,
ddng thoi thi thoi gian tinh toan cua pha tao chit ky caa luoc db dya trén DLP ciing
cao hon gap 2.99 lan lugc d6 dua trén ECDLP.

Ngoai ra ciing c6 thé thay ring, véi ciing mot mic do an toan yéu cau thi cac
luge do dua trén bai toan ECDLP s& c¢6 d6 dai khoa nhoé hon nhiéu lan so véi cac
lugc do dya trén bai toan DLP nén gilp giam khong gian Iuu trit, tiéu thy nang

lwong, ning luc xir 1y va bang thong [48]. Do d6, co thé sir dung duogc trong cac
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mang c6 ning luc xir Iy thip nhu tbc do duong truyén, kha ning luu trit va ning luc
tinh toan cua hé théng nhu wng dung trong cac thiét bi 10T, thé thong minh, ...
2.3.2. Panh gia cac lwge dd chir Ky s6 tap thé mu dé xuat

Phan nay danh gia do phuc tap vé thoi gian cia bén luge do dé xuat trong

chuong 2, qua d6 dé xuat huéng tng dung cac luge do dé xuat trong thuc té.

Bang 2.16 thé hién d6 phuc tap thoi gian cua bén luge d6 dé& xuat theo ddi

tugng tham gia vao lugc do 12 nguoi yéu cau, ngudi ky va ngudi kiém tra.

Bdng 2.16. So sénh chi phi thei gian cdc lwoc dé chiz ky so tap thé ma d@é xudt

LP2.01 | LD2.02 | LD2.03 | LD 2.04
Thuc hién bai nguoi yéu cau | 530T, 45T | 545T | 59T
Thuc hién boi ngudi Ky 44nT 43nT 61nT, | 61InT,
Thuc hién bai nguoi kiémtra | 264T, 44T | 5407 | 58T,

Trong hau hét cac tng dung sir dung chir ky s6 mu, nguoi ky (tap thé nguoi
ky) thuong phai xir Iy nhiéu phép tinh hon nguoi yéu cau, trong khi kha nang tinh
toan phia nguoi yéu cau va ngudi kiém tra thuong bi han ché trong mét sé tinh
hudng xac dinh nhu st dung thiét bi di dong, IoT,... nén dé bao dam chat luong cua
c4c dich vu pho bién dya trén chir ky s6 mu thi diéu cp béach hién nay la giam tai
tinh toan cho phia nguoi yéu cau so véi ngudi Ky (tap thé nguoi ky). Cac luoc d6
chir ky s6 mu dé xuat trong chwong 2 dap ang xu thé d6 nén hoan toan co thé

nghién ctru @ng dung trong thyc té.

Ngoai ra, khi so sanh céac luge d6 theo chuan GOST va lugce do Schnorr thi két
qua cho thay cac lugc dd chit ky sb tap thé mu dya trén luoc dd Schnorr c6 do phic
tap thoi gian & phia ngudi yéu cau va ngudi kiém tra thap hon & phia ngudi ky, dac
biét 1a khi s6 lwong nguoi trong tap thé ky 16n, nén cac luoc dd nay cé nhiéu hiéu
qua khi sir dung trong cac tng dung ma yéu cau kha ning luu trit, kha nang xir Iy va

bang thong duong truyén thap & phia ngudi yéu cau nhu bau cir dién tir trén hé
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thdng di dong, thanh toan truc tuyén khéng truy vét, va céc (ng dung sir dung thiét
bi IoT,...

2.4. KET LUAN CHUONG 2

Chuong 2 dé xuét 4 lwge d6 chix ky sb tap thé mu maéi dua trén cac chuan chir
ky s 12 GOST R34.10-94, GOST R34.10-2012 va cic lugc do phd bién nhu
Schnorr va EC-Schnorr. Péng gop trong chuong 2 1a dwa trén cac chuan va cac luoc
d6 phé bién (cac chudn va lirge do phé bién sir dung & chwong ndy dwoc mo td nhuw
cdc hege dé chir ky so don), NCS thyuc hién cai tién 1a dé xuat phuong phap dé xay
dung céc luge d6 chir ky sé tap thé mu hiéu qua tir chix ky s6 don. Qua d6 c6 thé sir
dung duoc trong cac tng dung yéu cau nhiéu ngudi ky (dang chit ky tap thé) va can

tinh an danh (tinh mu).

Do dua theo chuan va lugc dd phd bién nén luge d6 dé xuat da ké thira cac uu
diém vé tinh an toan va hiéu qua cta cac chuan va luge d6 da duoc kiém ching
trong thuc té (ddy la huéng nghién ciu thiz 1 da dwoc dé cdp trong chwong 1). Viéc
duwa trén chuan va trén luge d6 phd bién véi co s toan hoc 1 dua trén d6 kho cua
bai todn logarit roi rac va bai toan logarit roi rac trén duong cong elliptic giup cho
cac luoc dd dé xuat co kha ning wng dung cao, nhat 1a d6i vai cac bai toan ECDLP
s& cho d6 dai khoa thap hon nhiéu so véi cac bai toan IFP va DLP, va do d6 s& (ng
dung tot hon trong cac ung dung ma c6 thiét bi c6 ning luc xu ly thap. Két qua nay
da duoc cong bé tai cong trinh [CT2], [CT3].

Két qua thuc nghiém ¢ chuong 2 ciing cho thiy, cac luoc db chit ky s6 tap thé
mu dya trén luge d6 Schnorr ¢ nhiéu hiéu qua khi sir dung trong cac ang dung ma
yéu cau kha nang luu trir, kha nang xur 1y va bang thong duong truyén thip ¢ phia
ngudi y8u cau nhu bau ctr dién tr trén hé thdng di dong, thanh toan truc tuyén
khong truy vét, va cac ung dung st dung thiét bi IoT,...

Trén co s so sanh cac luoc dd chit ky sb tap thé mu dé xuét trong chuong 2,
s& chon hai luge d6 c6 thoi gian tinh toan tét nhat dé ung dung thiét ké luoc d6 bau

ctr dién tir sé trinh bay trong chuong 4 [CT6].
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CHUONG 3. PHAT TRIEN LUQC PO CHU KY SO MU
VA CHU KY SO TAP THE MU DUA TREN HAI BAI
TOAN KHO

Chuong 3 dé xuét luge d6 chir ky sb mu, tap thé mu dya trén cac lugc dd phd
bién nhu Schnorr va RSA dé dam bao duogc tinh an toan va hiéu qua. Bong thoi dé
xuat luge d6 chir ky sé ma, chir Ky s6 tap thé mu méi dya trén bai toan khd méi do
NCS tu phat trién, ma dé phéa v luge d6 phai giai dugc hai van dé kho vé tinh toan
nhu tim logarit roi rac modulo sé nguyén té va phan tich hop sé n chta hai sé
nguyén t6 chua dugc biét. Luoc do Ky s6 mai rdt ngan duoc kich thudc cua chit ky

s6 dé xuat. Két qua nghién ciru da duoc cdng bd tai cong trinh [CT1] va [CT5].

3.1. PANH GIA MQT SO LUQC PO CHU KY SO MU DUA TREN VIEC KET
HQP CUA HAI BAl TOAN KHO

D3 c6 nhiéu cac luoc d6 chir ky s6 dugc dé& xuat dyua trén mot trong céc bai
toan khé nhu IFP, DLP hodc ECDLP, tuy nhién cac luoc do nay chi bao d¢am tinh
an toan trong thoi gian ngan. Dé tang cuong tinh an toan cua cac lugc db chir ky s6
thi cac luge dd can phai dugc xay dung dua trén nhiéu bai toan khé két hop, diéu
nay lam cho viéc tan cong cac lugc do chir ky sb s& trg nén kho khan hon vi ké tan
cdng phai giai ddng thoi nhiéu bai toan kho, hay cé thé kéo dai thoi gian lwgce d6 cé
thé dam bao an toan. Mic du céac luoc dd chir ky sé duwa trén mot bai toan kho ¢ do
phtic tap tinh todn thip hon cac luge dd chit ky sé dua trén hai bai toan kho, tuy
nhién do chi dya trén mot bai toan khé nén thoi gian dé cac luoc d6 o thé bi pha va
s& nhanh hon cac luge db dua trén hai bai toan khé, vi khi giai dwoc mot bai toan
kho thi chua pha v& duoc luge do ma phai giai duoc ca bai toan kho con lai thi lugc
d6 d6 moi bi pha v&, do @6 ma cac luge do dua trén hai bai toan kho dang dugc
quan tdm nghién ciru, nhat 1a trong thoi dai hién nay, nhiéu may tinh nang luc xir ly

rat cao nén viéc giai dugc cac bai toan kho ciing 1a rat kha thi trong thoi gian ngan.
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D3 c6 mot s6 lwge do duwa trén hai bai toan kho IFP va DLP dugc cng bd nhu
[45], [95], [102]. Tuy nhién, da sb cic lugc d6 di cong bd dugc chung minh 1a
khong an toan nhu [62], [89], [109]. Vi vay, viéc nghién ctiu phat trién thém nhiéu
lugce do chir ky sb an toan mai dya trén hai bai toan kho 13 mét trong nhimg huéng
nghién ctru dang duoc quan tdm gan day.

Nam 1994, L. Harn dé xut lugce do chir ky sé duwa trén hai bai toan kho 1a IFP
va DLP [38], lugc dd nay két hop giita RSA va EIGamal cung mét sb cai tién nham
nang cao hiéu nang tinh toan. Sau d6, nam 1996, Lee va T.Hwang trong [59] da chi

ra rang chi can giai mot bai toan DLP 1 ¢ thé giai duogc lugc dd cua Harn.

Niam 2009, Dernova dé xuat lugc do chit ky sé dua trén hai bai toan kho 1a 1IFP

va DLP [22]. Luoc do duoc tom tit nhu sau:

Céac ky hiéu si# dung trong lwoc dé: H 1a ham bam cta thong diép M can ky, g
la phan tir nguyén thuy bac q cua Z; thoéa diéu kién g®=1mod p; A la do dai bit
cua g, g 1a mot s6 nguyén té Ion va la thira s6 cua n. Khda cong khai la (p,g,4),
khoa bi mat la q.

Thuai tuc sinh chiz ky:

1) Tinh r = H(g" mod p), k la gia tri ngau nhién bi mat, véi 1<k <q-1

2) Phuong trinh tinh S 1a: S=k(Hr) mod q

Chir ky sé la cap gia tri (r, S), véi [S|< 2

Khi st dung s6 nguyén t6 p c6 do dai khoang 1024 bit, ham bam H c6 kich
thudce la t bit va gia st la t = 160 bit, thi d6 dai caa chir ky s¢€ la:

||-| |+|q| ~160+512 ~ 672 bit.
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Thii tuc xac thuc chix ky: Kiém tra diéu kién |S|< 2, néu diéu kién thoa man

thi tinh theo phuong trinh kiém tra r = H (g Her

mod p) va chit ky duoc chdp nhan,
nguoc lai chit ky bi tir chdi.

Yéu té quan trong trong thii tuc xac thuc chit ky 1a diéu kién |S|< 4, vi chix
ky (r,S’) véi thanh phan thir 2 ¢6 kich thudc S’ ~1023bit (néu |p| ~1024 bit) c6
thé dé& dang sinh ra ma khong can biét gia tri bi mat g. Va chit ky (r,S’) nhu vay
van phi hop véi phuong trinh kiém tra. Tuy nhién, chit ky (r,S") sé khéng théa man
g

v6i dieu kien |S/|<A. Vi vay, dé gia mao chit ky thi (r,S’)phai théa man ca

phuong trinh kiém tra va diéu kién |S’| < 1, khi khdng biét g s& khéng dé& hon bai
toan phan tich n=(p-1)/2. Thoat nhin, tinh an toan cua luoc d6 nay duoc dua
trén hai bai toan kho IFP va DLP. Tuy nhién, thuc té thi c6 thé chimg minh duoc

rang tinh an toan cua né chi dya trén mot bai toan kho (IFP hozc DLP).

Mot Iuoc dd khac dugc phét trién tir lwoc db chit ky sé Schnorr [85], sir dung
s6 nguyén té ¢ dang p=2n+1. Khoa cong khai cua luge d6 bao gom 4 gia tri
(p,9,4,y) voi p dugc chon nhu trong [22] va y dugc tinh theo cbng thic

y =g*“mod p, véi x la khda bi mat. Luge do dugc tom tat nhu sau:
Thuai tuc sinh chaz ky:
1) Tinh R=g"“mod p, k la gia tri ngau nhién bi matva 1<k <q-1
2) Tinh E=H (M ||R)
3) Tinh S =k —xE modq,sao cho R=g*y“mod p
Chir ky s6 1a cap s6 (R, S).

Thii tuc xac thuc chir ky: Néu |S|< 4, thi tinh R™=g°y " mod p. Nguoc lai,

chit ky sé bi tir chdi.
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Tinh E°=H (M [|R"), néu E" = E thi chir ky duoc chép thuan.

Viéc pha v& lugc dd nay c6 thé thuc hién bang cach giai dong thoi 2 bai toan
khé. Giai bai todn DLP sé& tim khéa bi mat x va giai bai toan IFP sé tinh duoc q (q
dugc yéu cau dé tinh Svéi do dai cua S khong vuot qua A = [q]). Tuy nhién, viéc
giai dong thoi hai bai toan kho dé pha v luge do nay 1a khdng can thiét vi cac tham
s6 bi mat cua luge do nay cé thé duoc tim ra bai viéc chi giai bai toan DLP.

C6 thé thuc hién viéc tim tham sé bi mdr nhuw sau:

Chon mét s nguyén bét ky t sao cho d6 dai bit cua t khong vuot qua A- 1. Sau
do tinh Z=g'mod p.

Tiép theo, 4p dung thuat toan tim logarit cia Z theo co sb g va thuat toan tinh chi
s6 (index calculus algorithm) s& tinh ra dwoc s T, T duoc tinh theo modul
n=(p-1)/2.Véixac suat gan bang 1, kich thuoc cua T 14 [T| ~|n| > [t].

Do g 14 sb ¢ bac g trong Z; vavi t=T modq nén g sé la gia tri chia gitra cua
(T —t). Nho viéc phan tich (T —t) ¢ thé tim duoc tham s6 bi mat g. Xac suat dé thuc
hién phan tich thanh cong (T —t) la kh& cao. Diéu nay co nghia la thyc hién thu tuc
trén vai 1an c6 thé tim duoc gia tri gitra caa (T —t), va nhu vay g c6 thé d& dang duoc
phan tich. Hay dé phé v& lugc db trén, chi can giai mot bai toan DLP.

Nam 2012, S. Vishnoi va V. Shrivastava dé xuat luge dd ky s6 méi dua trén
hai bai toan khé IFP va DLP [99]. Luoc d6 sir dung sé nguyén té p cho bai toan

DLP, sb n la tich cua hai s6 nguyén té 16n g, g’ véi p <n, g la phan tir nguyén thay
trong Z,. Lugc do dugc trinh bay nhu sau:

Tao khoa:

1) Tinh ¢(n) =(q-1)(q"-1)

2) Chon hai gia tri ngau nhién k va v sao cho 1<k,v< p-1
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3) Chon ngau nhién (x,r,b) sao cho 1< x,r,b<n—1va UCLN(x,#(n)) =1
4) Tim ¢ sao cho cb” =1modn

5) Tinhu, w, t,y: u=g“mod p;w=g"'mod p;t=u"mod p; y =r*modn
Khoa cong khai la (x, ¢, g) va khoa bi mat 1a (k, v, u, w, b, r).

Tao chiz ky: Dé tao chir ky cho thong diép M, ngudi ky thuc hién nhu sau:
1) Chon sé nguyén z théaméin 1<z < p—1va UCLN(z, p-1) =1

2) Tinh h=g”mod p

3) Tinh y =tw"mod p

4) Tinh f =rb™"™ modn

5) Tinh s=((H(M)—-kw-hv+yz)z*)mod(p—1) ; Trong d6 (-kw) va (-hv) la
nghich dao cong caa kw va hv. Néu t=0 hoic f=0 hozc s=0 thi I3p lai cac budc trén.
Chir ky sb lacap giatri (y,h, f,s).

H(M)h(fxcH(M)modn)

Xéac thuc chi ky: Néu g = yh*mod p thi chir ky sé duoc xac

thue dung, nguoc lai thi chir ky 1a khong dang.

DPén nim 2013, Shin-Yan Chiou va Yi-Xuan He [92] d3 chimg minh lugc d6
cua S.Vishnoi va V.Shrivastava 1a khong an toan trudc cac cudc tan cong gia mao

chir ky. Phuong phap tin cong md ta nhu sau:
+ Chon s6 nguyén z' thoaméin 1<z'< p-1va UCLN(z,p-1) =1
+ Tinh h"=g* mod p
+ Chon f'saochol< f'<n-1
+ Tinh p" = b7 min mod

+ Tinh s'=H(M")z'" " mod(p -1)
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Chir ky cua thong diép gia M’ la (y',h’, f',s")

H(M)h(chH(M)modn)

Ngudi nhan s& xac thuc theo biéu thirc: g = vh* mod p

HM?) 2/ (F%cH MY modny - HM)+@ (%M (M) modn))

Vi chit ky cua thong diép gia thi g g g

Tuong tu thi phuong trinh dudi day thoa man phuong trinh xac thuc,

X H(MY) , "o -1
]/hs — hy(f c modn) gz H(M"z mOd p

_ H(Mr)gz'(f'XcH(M’)modn)

g

_HM)+z £%cH M) modn

g

C6 thé thay rang nguoi tan céng khong can giai bai toan kho nao ciing c6 thé
gia mao chit ky. Nhu vay, véi cac luge do dua trén hai bai toan kho trén day, thuc

chat chi can giai mot bai toan kho 1a c6 thé pha v duge luge do.

3.2. LUQC PO CHU KY SO MU, CHU KY SO TAP THE MU DUA TREN SU KET
HQP LUQC PO CHU KY SO RSA VA SCHNORR

Phan nay dé xuat lugc do chit ky sé mu va tap thé mi dua trén hai luge do phd

bién 12 RSA va Schnorr. Viéc dua trén cac luoc dd chit ky sé don (RSA va Schnorr)

dé xay dung cac luge dd chir ky sé mu va tap thé mu cé thé s dung trong céc tng

dung yéu cau cao vé tinh an toan (phdi gidi hai bai toan kho) va yéu cau nhiéu

ngudi Ky an danh (tdp thé mu). Két qua nay duoc cdng bé tai [CT5].

3.2.1. Xay dung lwgc d co sé

Phan nay thuc hién cai tién nhu sau: sir dung s6 nguyén té p c6 cau tric
p=2n+1, tham sé g c6 bac n modulo p, st dung thém phan tir e cho khoé cong
khai, phan tir d cho khod bi mat. Trong phwong trinh kiém tra chix ky thi sir dung S®
thay thé S, cac phan tir e va d duoc tao ra gidng nhu trong RSA, e dugc chon c6
kich thudc trong khoang 16 dén 32 bits, ¢(n)=(q-1)(q'-1), d théa man

d =e ™ mod¢(n). Luge dd duoc mo ta nhu sau:

a) Tao khoa
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1) Chon gia tri nguyén ngau nhién e e Z_ sao cho UCLN (e, #(n)) =1 va tinh d
sao cho ed =1modg(n)

2) Chon gid tri ngau nhién bi mat x véi x e Z, vatinhy=g*mod p

Khoa cong khai la (e, g, y) va khoa bi mat la (x, d)

b) Tao cha ky

1) Tinh R = g" mod p véi k 1a gia tri bi mat ngau nhién thoa man 1<k <n-1

2) Tinh E=H (M ||R)

3) Tinh Ssao cho S°® =k —xEmodn hay S = (k — xE)? modn

4) Tinh R=g%yEmod p

Chit ky lacap (E, S).

¢) Kiém tra ché ky

Tinh R"=g*y*modp va E'=H(M||R"), néu E"=E thi chit ky hop I¢,
nguoc lai thi chir ky khdng hop [¢.

Giai bai toan DLP trong Z  1a khong du dé pha v Iugc do dé xuat ma yéu cau
phai biét thira s6 cua n. Giai bai toan DLP sé& tinh duoc khoa bi mat x va c6 thé tinh
dugc S” = (k —xE)modn. Tuy nhién, dé tinh dwgc chir ky s6 S thi yéu cau phai khai

cin bac e modulo n tir S, nghia 13 phai phan tich duoc thira s6 cia n hay phai giai

duoc bai toan IFP.

3.2.2. Lwgc db chir ky s6 mu dia trén lwgc do co sé

Luogc d6 chit ky sb co sé sir dung hai bai toan kho duoc trinh bay & muc 3.2.1
duoc str dung 1am co s¢ dé xay dung luoc d6 chir ky s6 mi. Phuong phap nay dugc
sir dung dé phat trién lugce do chir ky s6 mu yéu cau giai ddng thoi hai bai toan kho.

C6 6 vong trong luoc dd ky mu. Trong d6 M 1a thong diép da dugc 1am mu. Tham
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gia vao luge dd ky sé 1a ngudi ky B va ngudi yéu cau A. Luogc dd dugc md ta nhu

sau:

a) Tao khoa

1) Chon gia tri nguyén ngau nhién e e Z_ sao cho UCLN (e,#(n)) =1 va tinh d
sao cho ed =1modg(n)

2) Chon gid tri ngau nhién bi mat x véi x e Z, vatinhy=g*mod p

Khoa cong khai la (e, g, y) va khoa bi mat 1a (x, d).

b) Tao char ky

1) Vong 1 (nguoi ky B):

+ Chon ngau nhién k véi 1<k <n-1

+ Tinh R=g"mod p vacho A

2) Vong 2 (ngudi yéu cau A):

+ Chon hai gia tri ngau nhién (&,7) c6 kich thuéc khoang 16 bit

+Tinh R'=Rg‘y"mod p, E'=H(M|R’), E=E'—7 vagii EchoB

3) Vong 3 (nguoi ky B):

Tinh D=k —xEmodn sao cho R=g"y®mod p va gui D cho A

4) Vong 4 (nguoi yéu cau A):

Chon ngau nhién g <n, tinh D’ = x*(D +&)modn va giri D'cho B

5) Vong 5 (nguoi ky B):

Tinh D”"=D" = 4 (D +¢&)" = u(D+&)" modnva gai D"cho A

6) Vong 6 (ngudi yéu cau A):
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Tinh E'=E+7va S'=

amodn

Chir ky sé mu la cap (E',S").

¢) Kiém tra cha ky

Tinh R™=g*"y* mod p va E"=H (M [|R"), néu E”=E' thi chit ky hop I¢,
nguoc lai chir ky khéng hop 1€.
3.2.3. Lwgc dd chir ky sé tap thé mi dua trén luge dd co sé

Gia st tap thé nguoi ky B ¢6 m thanh vién, luoc dd duoc md ta nhu sau:

a) Tao khoa:

1) Chon gia tri nguyén ngau nhiéu e e Z_ sao cho UCLN (e, #(n)) =1 va tinh d
sao cho ed =1modg¢(n)

2) Chon gia trj ngau nhién bi mat xi véi x, € Z_ vatinh y; = g* mod p
3) Gui TTP tinh khoa cong khai chung cua tap thé: y = ﬁ y, mod p,i =1,2..m.
i=1

Khoa cdng khai la (e, g, y). Khoa bi mat 1a (x;,d)
b) Tao cha ky

Vvong 1 (mai thanh vién trong B):

+ Chon k; ngau nhién sao cho 1<k <n-1

+ Tinh R, = g“ mod p

m
D"k mod p

+Gui TTPtinhgiatri: R=][Rmodp=g~  modp
i=1

Vong 2 (ngudi yéu cau A):

+ Chon hai gia tri ngau nhién (g,7) co kich thuéc khoang 16 bit
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+Tinh R'=Rg“y"mod p, E'=H(M|R’), E=E'—7 vagii E cho B.
Vong 3 (mdi thanh vién trong B):

+ Tinh D, =k —xEmodn, sao cho R, =g”y," mod p

+ Gui TTPtinh: D=> D,modn vagii D cho A

i=1
Vong 4 (ngudi yéu cau A):
Chon ngau nhién x <n, tinh D' = x° (5+5)mod n va D'cho B
Vong 5 (tap thé nguoi ky B):
’ ~ d = d \ -
Tinh D"=D" = u* (D+g) = ,u(D+5) modn va gt D” cho A
Vong 6 (ngudi yéu cau A):

DII
amodn

Tinh E'=E+7va S'=

Chir ky mu la cap (E',S").
¢) Kiém tra cha ky:
Tinh R" =g y* modp va E"=H (M IR™), néu E”=E" thi chit ky hop l¢,
nguoc lai chir ky khéng hop [€.
3.2.4. Panh gia cac lwoc do chir ky so dé xuat
DPinh Iy 3.1: Chit ky sé6 mu (E’,S") 1a hop Ié trong ung véi thong diép M.
Charng minh: That vay, tir cac vong 4, 5, 6, tinh duoc:

_D” :E:,UE(D+8)

T 7y

S’ =D+¢modn
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Str dung diéu kién S"* =D+emodn dé chang minh tinh ding cta phuong

trinh xac thuc nhu sau:

Rr* — gS’e yE' — gD+gyE+r
=g°y gy’
=Rg°y*(mod p)

= E"=F

Dinh Iy 3.2: Chit ky s6 tap thé md (E’,S’) 1a hop 1é cua m nguoi ky tuong tng
vai thong diép M.
Ch#rng minh: That vay, tir cac vong 4, 5, 6, tinh duoc:

._D" :E:ue(mg)

7 2y

S =D+&modn

Str dung diéu kién S® =D+emodn dé chimg minh tinh dung cua phuong

trinh xac thuc nhu sau:

RV* — gS'e yE' — g|j+gyE+T
:glijggyr
=Rg°y*(mod p)

=E"=F'

DPinh ly 3.3: Luoc d6 chir ky s6 mu dé xuat bao dam thudc tinh khdng truy vét

khi thong diép M va chit ky (E’,S’) duoc chuyén cho ngudi ky.

Chirng minh: Vai xac suat bang nhau cia mdi ngudi yéu cau va nhitng nguoi
tham gia vao cac luoc dd ky mi c6 thé cung cdp mot chix Ky trén mot thong diép M.
biéu nay ching to bo ba (R, D, E) duoc hinh thanh tir ngudi ky c6 thé lién két chix
ky s6 (E’,S") véi thong diép M. Thuc té khi R=g°y*mod p va R'=g*"y* mod p

!
_ ~S®-D,,E-E

thi mdi quan hé RE_ g* "y =g°y"(mod p). Vi vay, khi chon ngau nhién gia
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tri (,7) thi chit ky (E’,S’) V&i xac suat bang nhau c6 thé duoc tao ra véi moi
ngudi yeu cau trong qué trinh ky mu.

DPinh ly 3.4: Luoc do chit ky sb tap thé mu dé xuat bao dam thudc tinh khdng
truy vét khi thong diép M va chit ky (E’,S") dugc chuyén cho ngudi ky.

Chirng minh: Véi xac suat bang nhau ctia mdi nguoi yéu cau va ngudi ky,
nhitng nguoi tham gia vao cac luge d6 ky mu cé thé cung cip mot chix ky trén mot
thong diép M. Diéu nay ching té bo ba (R, D;,E) dugc hinh thanh tir mdi ngudi
ky c6 thé lién két chix ky (E’,S') véi thong diép M. Thuc té khi R = g®y® mod p va

’
S*-D,,E'-E

R'=g*y®modp thi méi quan hé %=g y" = =g°y"(modp). Vi vay, khi

chon ngau nhién gia tri (s,7) thi chit ky (E’,S’) vai xac suat bang nhau cé thé duoc
tao ra v&i moi ngudi yéu cau trong qué trinh ky ma.

Dinh Iy 3.5: Chi ¢6 nguoi ky mai cd thé tao ra duoc chir ky hop 18.

Tdan cong 1 (tdn cdng bgi bén ngoai): Ké tan cdng cé gang do tim chir Ky
(E’,S") d6i voi thong diép M bang cach chon mot s6 nguyén cé dinh va tim cac
s con lai. Chang han, ké tan cong lya chon E' va ¢ gang tim ra gia tri S’ thoa
man phuong trinh R’ = gs'eyE'(mod p) va nguoc lai. Pé lam diéu nay, ké tan cdng
dau tién chon ngau nhién mot s6 nguyén R’ rdi tinh S =log, R’y (mod p) va
chi thyc hién duoc néu giai duoc hai bai toan kh.

Tan cong 2 (tan cong bgi nguwoi yéu cau): Nguoi yéu cau cd thé biét dugc
nhitng chix ky riéng 1é nhung khong thé pha v duoc tinh an toan cua luge d6. Néu
ngudi yeu cau khong thé tinh toan dugc chir ky sé mu (chix ky s6 tap thé mu) chinh
X4c tir nhirng chix ky riéng 1¢ thi phuong trinh kiém tra chit ky sé6 mu (chit ky s tap
thé ml) s& khong thé thoa man. Loai tin céng nay cd thé phat hién bai qua trinh

kiém tra chit ky.
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Tdn cdng 3 (Tan cdng béi nguoi ky hodc tdp thé nguoi ky): Ké tan cong
khong thé tinh khoa cua tap thé ngudi ky va xac thuc khoa ngudi Ky va thay thé
nguoi ky gbc. Vi nguoi ky chon gié trj 1<k <n-1 vatinh todn R =g“mod p va
giri Ri cho A. Gi4 tri ki tir Ri khong thé tinh toan duoc (xac dinh ki la phai giai bai
toan DLP). Thuc té trong luoc dd dé xuat, ké tin cong khong thé tim gia tri ki ngau

nhién twong trng vai chi Ky.
3.2.5. Panh gia d6 phic tap thoi gian cia hwge do chir ky sé dé xuat

Phan nay so sanh do phuc tap thoi gian caa luge dd chir ky s tap thé mu dé
XUat véi luge d6 chix ky sb tap thé mu trinh bay trong [CT4] va [45]. [CT4] thiét ké
luge do chir ky sb tap thé mu dua trén lugc d¢6 Rabin va Schnorr sir dung S° thay

cho S, con lugc dd nay sir dung S¢ thay cho S trong phan kiém tra chit ky sd.

Luogc d6 [45] dugc trinh bay chi tiét & chuong 1, duoc s dung dé so sanh voi
luge d6 dé xuit ciing duwa trén hai bai toan kho 1a IFP va DLP. O phan tao tham sb
cling giéng nhu luge do dé xuat, tuy nhién & phan tao chir ky va xac thuc, [45] st
dung t6i hai tham sé ngau nhién (luwoc dé dé xudt chi siz dung mét tham sé ngau
nhién) va phuong trinh xac thuc cua [45] ciing phuc tap hon luoc d6 dé xuat nén
tang d6 phuc tap vé thoi gian so véi luge dd dé xuat, trong khi tinh an toan cua lugc
d6 thi xem nhu twong duong nhau vi cing dya trén hai bai toan kho IFP va DLP.

Két qua so sanh nhu dudi day.
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Bdng 3.1. So sanh d3 phirc tap thoi gian cia lwoc do chir ky so tap thé ma dé xuat
va lirge do [45] va [CT4] (Tha tuc sinh chi ky)

Thuc hién boi nguoi yéu cau | Thyc hién boi ngudi ky

SR e (e | era e e e
S6 phép tinh liy thira 3 7 2 2 1 1
S6 phép tinh nghich dao 1 4 1 0 0 0
S6 phép tinh ham bam 1 3 1 0 1 0
S6 phép tinh nhan 3 11 5 2 2 1
S6 phép tinh cin bac 3 0 0 0 0 0 1
S6 lwong s6 ngau nhién 3 2 3 1 1 1

Bdng 3.2. So sanh dé phiic tap thoi gian cia heoc do chit ky mu dé xudt va heoc do
[CT4], [45] (Thu tuc kiém tra chi ky)

. Thuc hién xac minh
So phép tinh NN
Luoc dd dé xuat | [45] | [CT4]
S6 phép tinh iy thira 3 4 2
S6 phép tinh bam 1 1 1
S6 phép tinh nhan 1 2 3

Céc két qua tai bang 3.1 va bang 3.2 da chi ra rang, luoc d6 chir ky mu dé xuat
va luge dd trong [CT4] c6 d6 phuc tap thoi gian thap hon luoc do trong [45]. Mic
du luge do dé& xuat c6 do phuc tap thoi gian gan nhu twong duong luoc d6 trong
[CT4] dbi véi phan ngudi yéu cau va kiém tra. Tuy nhién d6i v6i nguoi ky thi luoc
d6 dé xuat thyc hién dé dang hon vi khéng yéu cau tinh cin bac 3 khi tinh gia tri
D" (D" dwoc si dung dé tinh chiz ky sé mu S'), va vi vay ma lugc d6 nay dé s

dung hon.

Con khi so séanh véi [45] thi do phuac tap thoi gian cua luge do dé xuat thap

hon & phan ngudi yéu cau va nguoi kiém tra. Thuc té, dé dam bao chat luong cac
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dich vu can phai giam phan tinh toan cho phia ngudi yéu cau ky hon 1a ngudi ky vi
diéu kién ha tang tinh toan cua phia nguoi ky thuong cao hon phia ngudi yéu cau.
Luogc d6 dé xuat dap tng yéu cau do nén co thé st dung trong cac tng dung thuc té
néu duoc tinh toan va lya chon cac tham sé dau vao mot cach can than.

Tiép theo 1a phan so sanh luge d6 dé& xuit voi luge d6 trong [CT4] theo céc

pha trong lwge do. Trong d6 T, laky hiéu chi phi thoi gian tinh can bac 3.

Bdng 3.3. So sanh dé phirc tap tinh toan céc pha cia liege do dé xudt va [CT4]

Lugc do dé xuat [CT4]
Lam mi 45T, 45T
Ky s6 (43+m) T, G+m)T_+ T,
Giai md 2417, 2417,
Kiém tra chi ky 65T, 65T
Tong cong (394+m) T, (354+m)T_+ T,

Bang 3.3 chi ra rang, néu tinh d6 phic tap thoi gian theo cac pha la lam mu,
tao chix ky, giai mu va kiém tra thi luoc d6 chix ky tap thé mu dé xuat va luoc d6
trong [CT4] c6 d6 phuc tap thoi gian gan nhu nhau & cac pha, riéng pha tao chir ky
thi luge d6 dé xuat thyuc hién d& dang hon vi khong yéu cau tinh can bac 3 khi tinh
gid tri D" nhu trong [CT4] nén c6 thé d& ung dung trong thuc té ddi voi cac tng

dung ma hiéu nang cua thiét bi ngudi ky cling khong cao.

Nhu vay, phan nay di xay dung luge d6 chit ky sé mu, chix ky sé tap thé ma
duwa trén hai bai toan kho 1a IFP va DLP. Viéc dya trén cac luge dd phd bién nhu
Schnorr va RSA dé dam bao duoc tinh an toan va hiéu qua (day la hweéng nghién
ciu thir 2 da dwoc dé cdp trong chirong 1). Do luoc d6 dua trén hai bai toan kho
nén dé phé v luoc d6 s& mat rat nhiéu thoi gian dé phai phé v hai bai toan kho. Vi
vay ma luge dd dé xuat nay cd thé sir dung trong céc wng dung yéu cau thoi gian

Iuu triv két qua di 1au. Két qua nay dugc cong bd trong cong trinh [CT5].
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3.3. PE XUAT LUQC PO KY SO DUA TREN NHOM CON HUU HAN KHONG
VONG HAI CHIEU

3.3.1. Tong quan vé lwge dd dé xuit

Trong cé4c hé thdng sir dung luge dd ky sé khod cong khai dé ky sb céc tai lidu
dién tir, tinh an toan cua lugc dd ky sb thuong dua trén hai yéu td, thi nhat 1a thuat
toan ndi tiéng dé viéc gia mao chir ky sé 1a khong kha thi vé mit tinh toan, va tht
hai & xac suat xuat hién cac thuat toan méi dé pha v luge do ky s6 d6 1a khong
dang ké. Trong thuc té, cac luge do chir ky s6 pho bién dua trén do kho cua bai toan
logarit roi rac [67] co kich thudc chit Ky sb 1a 4p-bit s& cung cip do an toan p-bit
(tirc 1a dé 1am gia mot chir ky s6 thanh cong yéu cau phai thyuc hién 22 phép toan luy
thira). Con cac lugc dd chir ky sb dua trén co sd @6 kho cua bai toan IFP thuong co
kich thuéc chix ky s6 16n hon nhiéu [67], [83].

Phan nay xay dung mot luoc do Ky sé6 mi véi kich thuéc chix ky 1a 3p-bit
nhung cung cap do an toan p-bit. Cac luge do dé& xuat 1a duwa trén do khé cua bai
toan DLP modulo mét hop sb va sir dung nhém con hitu han khéng vong G cua
nhém nhan Z, va con dugc goi la nhdm con hitu han khong vong hai chiéu, tac la
nhom con dugc tao ra boi phan tir sinh gdm hai thanh phan cé cing bac lar (r la sé
nguyén t5), nhém con nhu vay chira r? phan ti.

Phan sau trinh bay phuong phap xac sut va tat dinh dé thiét 1ap cac nhom hitu

han.
3.3.2. Thiét 1ap cac nhom con hiru han khéng vong hai chiéu
3.3.2.1. Phwong phip tit dinh

Phan nay xay dung mot nhdm con hitu han khéng vong G caa nhém nhan Z;
caa vong hitu han Z_, trong d6 n= pg véi p, q 1a hai s6 nguyén t6 Ién ¢ kich
thuéce twong Gng 12 |q ~ A bit, |p|~ 24 bit [13]. Tham s6 & dugc chon phu thudc

vao muc do an toan yéu cau, vi du voi A~512bit c6 do an toan 80-bit va
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A ~1232bit cung cip d6 an toan 128-bit. S5 q va p 1a s6 bi mat va co ciu tric
p=N_r+1 va q=N,r+ 1, trong d6 Ny va Nq la hai s6 chin I6n, r la mot s6
nguyén t p-bit (p = 80 cung cip d6 an toan yéu cau bang 28° phép tinh Iluy thira).
Nhom con G c6 bac r? dugc tao ra bai hai sé nguyén « va £ 1a hai nhém con
cyclic khac nhau ciia Z; ¢6 bac r. Sir dung thuat toan tat dinh dudi day dé tim «, 8
Thuat toan 3.1
1) Tao gidtri ¥ c6 bac r modulo p
2) Tao giatri 6 c¢6 bac r modulo g

3) Chon céc gia tri ngau nhién O<h<r va O<k <r va tim gia tri « thoa

man hé phuong trinh dong du sau day:

{a =7“mod p (3.1)

a=06"modq
4) Chon cac giad tri ngau nhién O0<g<r va O<m<r théa main

gh = kmmodr vatinh gia tri # theo hé phuong trinh dong du sau day:

r=rma »

LS=06"modq

Céc két qua dau ra ava B thudc cac nhom con cyclic khac nhau c6 bac r, do
d6 cac phép nhan (modulo n) cua tit ca cac phép luy thira c6 thé cua o va £ tao
thanh mot nhom con co ban c6 bac la r®. Bac caa méi gia tri  va £ la r theo cac

cong thue dudi day:

{{ar =" =1mod p} U{a" = 5™ =1mod q}} = " =1modn (3.3)

{{,[)” =% =1mod pjU{p" =™ =1mod q}} — A" =1modn (3.4)
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Ménh dé 3.1: Thuat toan 3.1 tao ra cac gia tri o va £ va bat dang thuc
a# B°modn ding voimei d €{1,2,...,r}

Chirng minh: R rang bat ding thuc o = £ modn 1a ding. Gia s véi moi
giatri d e{1,2,...,r} thidang thac o = 4" modn 1a dung.

Tu (3.1) tinh duoc:

{p° =y*mod p}={8 =" mod p}

{° =5"modg}={B =" modq}

Tir (3.2) tinh duoc:

{y* =" mod p}={g =k /dmodr}

{6" =5"" modg}=>{m=h/dmodr}

Vi vay ma {d=(k/g)modr} va {d=(h/m)modr}, do d6 km=hgmodr.
Két qua ndy mau thuin véi diéu kién gh=kmmodr dugc st dung tai budc thir 4
cua thuat toan khi chon g va m. Vi vay, khang dinh trén di dwoc ching minh.

T ménh d& 3.1 cho thiy rang phép nhan (mod n) cua tat ca cac phép luy thira
c6 thé cua ava B tao ra r’gia tri khac nhau theo cong thic dang o' ' modn, mdi
gia tri 6 bac r: (a‘,Bj )r =o"p =1.1=1modn.
3.3.2.2. Phwong phdp xdc suit

Phan nay xay dung nhém con hitu han khéng vong G caa nhém nhan Z cia
vong hiru han Z_, trong d6 n= pqvéi p, g la hai sé nguyén té Ién co kich thudc 1a
o] = |p| 512 bit. g va p 1a s6 bi mat va co cautric p=N,r*+ 1va q=N,r’+ 1,
trong d6 Np va Nq 12 hai s6 chin Ién c6 chira mot wéc sé nguyén td 16n, r 1a s6

nguyén té p-bit. Nhém nhan Z* ciia vong hiru han Z_ duoc tao trén co so hai phan
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tr. Két qua dudi day c6 duogc tir thuc té 12 gia tri cia ham Euler tdng quéat cua n 1a
L(n) nho hon gia tri cia ham Euler ¢(n) cua n.

() =(@-D(p-1
=UCLN(q-1, p—1)BCNN[g-1, p-1]

=UCLN(q-1 p-2)L(n) > r?L(n)

Phan nay sir dung nhém con G ¢6 bat r? ciia nhém nhan Z, 1a nhém con hitu
han khéng vong hai chiéu va duoc tao boi hai thanh phan c6 gia tri a va S ¢ bac la
s nguyén to r. Tat ca cac phan tir cuia nhdm con G, trir phan tir sinh déu c6 bac lar.
Gia tri cia hai thanh phan co ban c6 gia tri « va # dugc tao bai cac thuat toan xac
suét nhu sau:

Thuét toan 3.2

1) Chon sé ngau nhién b sao cho 1<b<n

2) Tinh y=L(n)/r va z=b”modn

3) Néu z =1, thi gid tri a (8) duoc tinh tir z, ngwoc lai 13p lai buéc 1-3

Tinh dung cua thuat toan trén dé dang duoc chiung minh.

That vay, néu z =1 dat dugc khi tinh z thi z=b"""modn, va vi vay theo
dinh Iy Fermat tong quét thi z"~ =b“™ =1modn, tic 1a bac cua z 1a r (cling co thé
xem lanéu z" =1modn giit bac caa z chia r, vi r 1a wéc s6 nguyén té caa L(n) nén
r 1a bac cia mot s6 cac sé6 modulo n). Khi thuc hién tha tuc nay hai lan thi c6 thé
tinh duoc hai gia tri ngau nhién bac r mod n.

X&c suat dé hai gié tri nhu thé thuéc cing mot nhém con cyclic 1a ty sé cua sd
phan tir khdng phai 12 phan tir sinh trong nhém con cyclic cua sé nguyén t bac r
Véi s6 phan tir 6 bac r va duogc chira trong Z*. Nhém Z* chira nhém con co s bac

r2 va dugc tao bai hai phan tir ¢6 bac r. Nhom con co s¢ nhu vay chaa r? —1 phan

ttr c6 bac r. Do do, xac suat duoc xéac dinh trude do 1a ~ =~ 2% Xac suit

r’—1

r 1
:
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nay c6 thé dugc bo qua vi thoi gian str dung trong tha tuc kiém tra viéc tao ra gia tri

a va S thugc ciing mot nhdm con cyclic c6 bac r khdng can phai thyc hién.

X&c suat nay c6 thé duoc giam toi ~ 27*%° khi tao ra gié tri a va S theo thuat
toan thay d6i dudi day:

Thuat toan 3.3

1) Chon gia tri ngau nhién b, sao cho 1<b<n

2) Tinh y=L(n)/r? va z=b"modn

3) Néu z=1, vagiatri o'(8)=z"modn=1, thi a (8) lay gia tri «’" modn
(B’ modn). Nguoc lai thi lap lai budc 1-3

Viéc giam xéc suat dat duoc 1a bai vi nhitng gia tri dugc tao truéc ¢ bac r?,
s6 nay dugc tang toi luy thira r va két qua duogc Iy 1a cac gia tri o ( f).

Néu cac gia tri o', 8’ c6 bac r? thudc cac nhom con cyclic khac nhau G thi
Cac gia tri a va S sé& ciing thudoc cac nhom con cyclic khac nhau. Xac suat
Pr(a, €G_,) maa va g ciing chung nhém con cyclic 1a ty so cua s6 phan tir ¢6
bac r? trong mot nhdm con cyclic véi s6 phan tir co bac r? trong Z". V6i sy 6 mat
cua nhom con co s¢ trong Z; duoc tao ra bai hai phan tir c6 bac r? thi viéc thé hién

SO phan tr cua cac nhém co s¢ do theo xac suat dugc udc lugng nhu sau:

r(r _1) 1 -160
Pr(ee, feG,)=———7F7"—~x—=2 3.5
(a,p€C.) R (3.9)
Vi vay, thuat toan thtr hai tao ra hai gia tri ngau nhién a va g duoc uu tién vi
no giam thiéu dang ké xac suat tao ra « va A thuoc cling mot nhom con cyclic 1a xap
Xi vai 280,
Dé tao ra s nguyén té p 6 cau tric p = Nr+1va co kich thudéc ~ 4, trong d6

r 1a s6 nguyén té p-bit da cho, c6 thé sir dung thuat todn sau:
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Thuét toan 3.4

1) Tao moét sé nguyén té ngiu nhién z c6 kich thuéc A—p va tinh
p=2zr+1

2) Thiét 1ap bo démco i=0

3) Tao gié tri nguyén ngau nhién x < p

4) Néu 4 diéu kién sau dat 12: 22" =1mod p, x™ =#1modp, u** #1mod p
va *" #1mod p thi téi bude 6, nguoc lai thi téi budc 5

5) Néu i < 20 thi vé lai budc 3, nguoc lai thi vé lai budc 1

6) Két qua dau ralasé nguyéntdé p=2zr+1

Dé tao s6 nguyén té p c6 cau tric p = Nr? +1 va kich thuéc ~ A, trong d6 r 1a
s nguyén té p-bit da cho, co thé sir dung thuat todn sau:

Thuéat toadn 3.5

1) Tao sé nguyén t6 ngau nhién z c6 kich thudc 1a A-2p va tinh
p=2xr*+1

2) Thiét lap bo d&ém i =0

3) Tao gié tri nguyén ngau nhién u < p

4) Néu 4 didu kién sau dat la: 4*" =Imodp, w™ =1mod p,
277 =1mod p va x* #1mod p, thi téi bude 6, nguoc lai thi ti bude 5

5) Néu i < 20 thi vé lai bude 3, nguoc lai thi vé lai budc 1

6) Két qua dau ralasd nguyéntd p=2zr+1.

Thuat toan 3.4 va 3.5 1am viéc chinh xac, vi viéc thuc hién cac diéu kién chi ra
¢ bude 4 6 nghia la gia tri 4 6 bac @, = p—1mod p. That vay do dinh ly Euler

nén vai bat ky hop sé n nao ciing khong ton tai cac s6 ¢6 bac 1a n—1modn.
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C6 thé thay ddi thuat toan trén dé giam dang ké thoi gian yéu cau dé tao ra sb
nguyén té c6 kich thudc 16n, tuy nhién thuét toan 3.4 1a da &p dung trong thuc té, do
nhitng s6 nguyén té ¢6 dang p = 2zr +1 chi duoc tao ra ¢ giai doan tao khoa riéng

va khoé cbng khai.

3.3.3. Xay dung lwge @6 Ky sé co sé dwa trén bai toan khé méi dé xuat
a) Tao khoa

Phan nay xay dung mot lugc do chir ky sé 240-bit va dugc st dung nhu thuat

toan ky sé co s khi thiét ké luge do ky s6 mu.

Trong luoc dd co sd nay, gia sir cac tham sé (n, e, B,r) duoc tao ra boi mot
bén tin cay sir dung cac sé nguyén té 16n p va q duoc chon ngau nhién va cé kich
thugc theo mirc do an todn yéu cau. Sau khi tinh cac tham sé (n,«, B, r) thi cac sé bi

mat p va g sé bi huay.

Nguoi yéu cau tao khoa riéng cia minh 1a cap s nguyén ngau nhién x va w

vai (L< x<r;l<w<r) vatinh khod céng khai y theo cong thuc y = a* " modn.

Khi tao chix ky s, nguoi ky chi st dung s6 bi mat x va w. Do d6, dé gia mao
chir ky, ké tan cong phai tinh toan dugc x va w tir khoa cong khai y da biét va cac
gia tri co so 1a a va B. Pay duoc xem 14 bai toan DLP trén co s& da chiéu. Trong
truong hop xem xét 1 hai chiéu, bai toan DLP modulo n duoc cho bén dudi va chi
ra réng bai toan DLP c6 cung d¢ kho nhu bai toan IFP. Néu c6 mot thuat toan da
thirc hiéu qua dé tinh toan bai toan DLP hai chiéu thi n6 c6 thé duoc chuyén doi
thanh thuat toan da thire dé phan tich thira sé modulo n. Bai vi bai toan IFP va DLP
modulo s nguyén Ia nhirng bai toan khé nén bai toan DLP va IFP 1a nhitng bai toan
rat khac nhau.

Truong hop dic biét: La trudng hop giai bai toan DLP modulo mét hop s6 V6i
cau triic dac biét. Chon sé n= pq véi p va q la hai s6 nguyén t Ion va (p—1) va

(q—1) chira hé s6 nguyén t6 16n r. Trong truong hop nay, mot nhém hitu han cua
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cac sé nghich dao modulo n duoc tao ra bai thanh phan co sé chta hai thanh phan
O gia tri a va f, bac cua n6 chira ude s r. Gia sir 13 y chira trong nhém nay va

dugc yéu cau tinh gié tri x va w theo cong thic:
y=a"p"modn (3.6)

Bai toan nay c6 thé duoc goi la bai toan DLP hai chiéu hoic DLP trén co s&

hai chiéu. Bai todn nay c6 thé duoc giam téi bai toan DLP thong thudng.

Tir (3.6), c6 dugc hé déng du thirc nhu sau:

{y=aﬁ =g°mod p 57

y=a'B"=g" modq

g va g’ twong trng la can nguyén thuy modulo p va q. Giai bai todn DLP théng

thuong nhiéu lan, tinh dugc ¢, ¢/, u, v, U’ va v’ nhu sau:

a=g"modp,B=g"modp
a=g"modq,=9"modq

Str dung cac gié tri da duoc tinh la ¢, ¢, u, v, U’ va V', hé doéng du thirc c6 thé

duoc viét nhu sau:

{guxww — gc mod P

g,u'x+v'w = grc’ mOd q (38)
Tt (3.8) tinh duoc:

ux +vw=cmod(p—1)

u'x +Vv'w = ¢'mod(q—1) (3.9)

Tir hai hé ddng du tuyén tinh ndy, c6 thé tinh gi4 tri chua biét X va w , nd xac

dinh toa d6 cua cac gié tri logarit roi rac hai chiéu yéu cau.
b) Tao char ky

1) Chon gia tri ngau nhién 1<k <r va 1<t<r vatinh R=a*4" modn
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2) Tinh thanh phan p-bit dau tién: E=H(M ||R)modr (st dung ham bim
2 »-bit dic biet H(M) [52])

3) Tinh thanh phan p-bit thir hai: S = (k + XE) mod r

4) Tinh thanh phan p-bit thir ba: U = (t + XE) mod r

Bo ba (E,S,U) la chir ky caa thong diép M. Kich thuéc caa chit ky 13 ¢d dinh
va bang 3p. Hai tham sé p va A duoc chon phu thudc vao muac do an toan yéu cau

cua luoc d6. Pé cung cap mirc do an toan 80-bit (hoic 128-bit), str dung tham sb
0 >80 (hodc p>128)va A >512 (hoac 1 >1232).

¢) Kiém tra chiz ky

Tinh R=y*e*p”modn va E=H(M|R)modr, néu E=E thi chir ky
hop 1€, nguoc lai thi chir ky khdng hop 1€.
3.3.4. Xay dung lwge @6 chir ky s6 mU dwa trén hrge dd chir ky s6 co sé

Luogc do chir ky s6 mu dé xuat bao gom ba pha va hai bén tham gia 1a nguoi
yéu cau A va ngudi ky B. Luoc dd ky s6 mi méi dya trén luge dd co so duoc trinh

bay trong 3.3.3 va dugc mé ta nhu sau:

a) Tao khoa

Nguoi ky B tao khoa riéng cia minh 1a cap sé nguyén ngau nhién x va w Voi
(L<x<r;1<w<r) vatinh khoa cong khai y theo cong thirc: y =a” " modn.

b) Tao cha ky

C6 4 vong trong luoc d6 ky sé mu. Nguoi ky thuc hién ky mét thong diép M

da duoc lam mu nhu sau:
1) Vong 1 (nguoi ky B):

+ Chon gia tri ngdu nhién 1<k <r va 1<t<r vatinh R=¢"*g"'modn
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+ Guri R t6i nguoi yéu cau A,

2) Vong 2 (ngudi yéu cau A):

+ Budc 1: Tao 3 gia tri ngau nhién (e, ,7) sao cho (1< &, i, 7<r)
+ Budc 2: Tinh

R=R°y"a"modn, E=H(M|R)modr, E=s"(E+u)modr

Néu E =0 thi lap lai budc 2 véi nhitng tham s mi ngau nhién méi. Nguoc
lai, gtri E t6i nguoi ky B.

Luu ¥: E 1a thanh phan dau tién cua chir ky trén M (xem hinh 3.1).

3) Vong 3 (nguoi ky B):

Str dung gia tri t, k riéeng va khoa bi mat x, w cua minh tinh:
S =(k+xE)modr va U =(t+wE)modr vagui U, S t&i ngudi yéu cau A.

4) Vong 4 (ngudi yéu cau A): tinh thanh phan tha 2 va thir 3 cua chir ky s6
mu 1a: S=&S +zmodr va U =&U modr.

Bo 3 cac gia tri (E,S,U) la chir ky s mu trén thong diép M, va kich thudc
chit ky sé 1a |E|+|S|+|U |~ 3|r| = 240 bit.

¢) Kiém tra chi ky

1) Sa dung cac gia tri caa chix ky s6 mu (E, S, U) dé tinh:
R=y"a*B" modn va E = H(M|R)modr

2) So sanh: néu E = E thi chit ky hop 1€, nguoc lai la khong hop [é.
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NeuwoikyB(n, & B 1, x, w, ) Dt ligu Nguoi yéu cau A (M)
Chonk,t er|[2,7-1]
R=0d" ' modn R o Choneg y 7er[2,7r-1]

R=R’y"a modn
E=H(M|R)modr

E E=&"(E+ u)modr
S = (k+xE)modr o ~
U =¢eUmodr

Chit ky s6 (E, S, U)

Hinh 3.1. Tém tdt thudt toan ky sé ciia lwoc do chir Ky sé mu dé xuat
3.3.5. Xay dung lwge dd ky sé tap thé mi méi

Lugc do ky s mu d& xuat trong phan 3.3.4 ¢ thé duoc sir dung dé thiét ké
luge do ky s tap thé mi méi. Luge d6 bao gom 3 pha la: pha tao khoa, pha tao chi
ky va pha kiém tra. Gia su rang tap thé nguoi ky B 1a {B,,B,,...,B,,} muén tao ra
chit ky s tap thé mu cho thong diép M dugc dé xuat boi ngudi yéu cau A.

a) Tao khoa

Tap thé nguoi ky B tao cac tham s6 sau:

1) (X, Xp0ees X)) VA (W, W,,..., W) 1a cac khod bi mat cua tap thé ngudi ky sao
chol<x <p val<w <p, x,W vai (i=12,..,m) dugc chon ngau nhién va chi
c6 nguoi ky Bj biét.

2) (Y, Yy Y,) la cac khod cong khai cia tap thé nguoi ky sao cho
y, =a® 8" modn dugc cong khai boi tap thé nguoi ky Bi.

3) Khoa cong khai tap thé y duogc tinh nhu 1a su két hop cua cac khoéa cong

khai riéng l¢ yi cua tat ca cac ngudi ky: Y =] ]y, modn.

i=1
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b) Tao char ky

C6 4 vong trong luoc dd Ky sb tap thé mu. Tap thé nguoi ky B ky thong diép

duoc lam mu M nhu sau:
1) Vong 1 (mdi nguoi ky Bi):
+ Tao0 hai gia tri ngdu nhién 1<k <r;1<t <r vatinh r =a"A"modn

+ Guri r. t6i tat ca nhimg nguoi ky khac tinh gia tri ngdu nhién chung la

R=]]rmodn, giri R cho nguoi yéu cau A

i=1

2) Vong 2 (ngudi yéu cau A):

+ Bué6c 1: tao 3 gia tri ngau nhién (&, 1, 7)sao cho 1< g,y <r

+ Budc 2: Tinh

R=R°y“a"modn, E=H(M|R)modr, E=&"(E+ x)modr

Néu E =0 thi lap lai budc 2 véi cac tham s md ngau nhién moi, nguoc lai
gui E t6i nguoi ky Bi (xem hinh 3.2).

3) Vvong 3 (mdi nguoi ky Bi):

+ Sir dung céc tham sé ti, ki va khod bi mat xi, wi riéng cua minh va tinh

s, =(k +xE)modrva u, = (t +wE)modr

+ Gui (s,,u,) t6i tat ca nhitng nguoi ky khac va tinh cac tham sb chung cua
tapthé: S=>"s,= k +ED x)modr vaU =>u = t,+E> w)modr
i=1 i=1 i=1 i=1 i=1 i=1
+Gui (U, S) toi nguoi yéu cau A

4) Vong 4 (ngudi yéu cau A): tinh hai thanh phan con lai caa chir ky sé tap

thdmula: S=&S +rmodr va U =<U modr.
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Bo 3 giatri (E, S, U) la chix ky s6 tap thé mu cua thong diép M, va kich thudc
chit ky 1a |E|+|S|+|U|~ 3|r| 240 bit. Kich thuéc khong phu thudc s6 ngudi ky va
la 3p.

¢) Kiém tra chi ky

1) Str dung cac gia tri caa chir ky sé tap thé mu (E,S,U) dé tinh cac gia tri:

R=Yfa°fmodn va E=H(M|R)modr.

2) So sanh: néu E=E thichit Ky hop 1€, ngugc lai chir ky khong hop [¢€.

Neguvi ky Bi (n, @, .1, x, wi, V) Dit liéu Ngudi yéu cau A (M)
Chon I, t; er[2,7 - 1]
. =a” B modn

E:Hr}modn R Chon g i, Ter[2,7-1]
= R=FR°y"a" modn
E-=H(M| Rymodr

v

s.= (k. +xE)modr

< E E=&'(E+ p)modr
u =(t +wE)Ymodr
S=>5=0Q_k+EY x)modr
i=1 i=1 i=1
U :.‘-Z::'H" :(:Z:]:I’JFE;W’)mOdr 5.0 S=¢eS+rmodr

h A

U= SE;"'modr
Chirky so (E, S, U)

Hinh 3.2. Tom tdt thudt toan Ky sé ciia heoc do ky so tap thé ma dé xudt
3.3.6. Panh gia cac lwoc do dé xuat
3.3.6.1. Tinh dung

DPinh ly 3.6 (chir ky s6 co so): Bo 3 gia tri (E, S, U) la chix ky s6 hop Ié tuong
g véi thong diép M.
Chizng minh: Thay thé cac gia tri y, U va S vao bén phai cia phuong trinh

kiémtra R=y fa®4” modn:



108

R=ya®p’ modn= (axﬁw)_E a® 8° modn
=a " e ) modn
=a ®p ™o a™ B 4 modn
=B 'modn
=R
=E=H(M|R)=H(M||R)=E.

Két qua cho thy lugc dd dam bao tinh ding cta luge dd ky 6 co so.

DPinh ly 3.7 (chit ky s6 mu): Bo 3 gia tri (E, S, U) la chit ky s6 mu hop I¢
tuong g vai thong diép M.
Chirng minh: Thay thé céc gia tri E, U va S vao bén phai ctua phuong trinh
kiemtra R=y Fa°4"” modn:
R=y a*s" modn
_ y—gE+ya8§+rﬂgU modn
= y*‘g'iy“og""gofﬂgU modn
=(y Fa® ") y*a" modn
=R°y*a" modn
=R
=E=H(M|R)=H(M ||R)=E.
Két qua cho thay, lwoc d6 dam bao tinh dung va chir ky s6 (E, S, U) duoc
biét boi A ma khéng duoc biét bai B.
DPinh ly 3.8 (chix ky s6 tap thé mu): Bo 3 gia tri (E, S, U) la chix ky sb tap thé
mu hop I€ twong trng vai thong diép M.
Chirng minh: phan chizng minh nay st dung khoé cong khai cta tap thé nguoi
ky Y. Thay thé céc gia tri E, U va S vao bén phai cia phuong trinh kiém tra

R=Y Fa®s” modn:
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R=Yfa®p” modn =Y *£*a*" g modn
=Y *EY“a* a" f* modn
=(Y Ea®BY)°Y*“a" modn

_ isi Zmlui
=(Y Fa B )Y a"modn

=Y Ea T B
= [H y, Fat j Y“a" modn
i=1

:(ﬁrij Y*“a" modn

i=1

u

D
)Y " modn

=R°Y“a" modn
=R
=E=H(M|R)=H(M|R)=E
Két qua cho thay, luoc do dam bao tinh dang va chir ky sb tap thé mu (E, S,
U) duoc biét dén ddi vaéi A va khong duoc biét ddi véi mdi nguoi ky Bi.
3.3.6.2. Tinh khong thé truy vét
Dinh Iy 3.9 (chit ky sé ml): Luoc d6 dé xuat bao dam khdng thé truy vét khi
thong diép M va chit ky (E, S, U) duoc chuyén cho ngudi ky.
Chitng minh: Goi (E,,S,U,) va (E,,S,,U,)la hai b chit ky sé mu khéc
nhau va dugc luu trir boi nguoi ky B. Theo phuong trinh cua thu tuc tao chi ky, co
duoc mai lién hé nhu sau:

e=U/Umodr; 7=S-US /Umodr va U =UE /U —Emodr.

Diéu d6 chi ra rang chit ky (E, S, U) c6 thé dugc tao ra bai nguoi yéu cau Ag
tir bo ba (E;,S,,U,) (trong truong hop gia st As sir dung cc gia tri &1, 7 va o1) va
chir ky nhu vay ciing ¢ thé duoc tao ra boi nguoi yéu cau A, tir nguoi ky B 12 bo

ba (E,,S,,U,) (trong truong hop gia st A, da sir dung cac gia tri &, » va o). Do
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cac gia tri (¢ rva o) duoc chon ngau nhién nén chit ky sé c6 thé duoc tao ra tir moi
cap bd ba duoc xem xét ciling nhu tir mdi cac bo ba trong co so dir lidu, tic 1a luoc
d6 d¢am bao thudc tinh khdng truy vét (hay dam bao tinh mu).

Dinh ly 3.10 (chir ky s6 tap thé ml): Lugc d6 dé xuat dam bao thugc tinh
khong thé truy vét khi thong diép M va chit ky (E, S, U) dugc chuyén téi tat ca hoic
toi mot nguoi ky.

Chirng minh: Gia sir rang c6 nhiéu ngudi yéu cau khac nhau trinh thong diép
M t&i mot s6 tap thé nguoi ky xac dinh va nhitng ngudi ky da luu tat ca bo ba

(E, S, U) chir ky sb trong thu tuc ky s6 tap thé ma.

Goi (E,,S,,U,) va (E,,S,,U,) la hai b ba chir ky sé. Theo cau trlic cua lugc
d6 ky s tap thé mu, cac thanh phan cia bo ba chir ky sé dau tién thoa man biéu
thurc sau:

g=U/Umodr; r=S-US/Umodr va U =UE /U —Emodr

MAi lién hé d6 chi rang, chix ky (E, S, U) c6 thé dugc tao ra bai ngudi yéu cau
Aq tir bo ba (E,,S,,U,) (trong truong hop gia sir Ay da st dung céc gid tri &, z va
o1) va chit ky nhu vay ciing c6 thé duoc tao ra boi ngudi yéu cau Az voi mot sd
ngudi ky Bi tir bo ba chir ky (E,,S,,U,) (trong trudong hop gia sir A, di sir dung cac
gidtri & »Vva o). Vi cac gia tri (¢ 7, 6) duoc chon ngau nhién nén chix ky sé cé thé
duoc tao ra tir moi ciap bo ba duge xem xét ciing nhu 1a tir mdi nhitng bd ba trong
co s dit liéu, tuc 1a thudc tinh khdng truy vét duoc cung cap boi luoc do.
3.3.6.3. Tinh khéong thé gid mao

Tinh khdng thé gia mao chi ra rang chi c6 nguoi ky (tap thé ngudi ky) méi co
thé tao ra chix ky hop I¢

Tan cong 1 (tan cdng bsi bén ngoai): Ké tin cong ¢ gang do tim chit ky (E,

S, U) ctia thong diép M da cho bang cach chon ¢ dinh mét trong nhitng gia tri R, E,
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S va U va tim cac gia tri khac con lai, & diy R=y Fa®f’ modn va
E =H(M||R)modr. Chang han, ké tdn cong chon R va ¢6 gang tim cac gia tri con

lai 1a E, S va U thoa man cong thicc R =y Fa® Y modn va nguoc lai. Ké tan cong
dau tién chon ngau nhién R va sau d6 tinh cac gia tri S va U, va chi thuc hién duoc
néu bai toan DLP modulo mét hop sé bi pha v&. Hoic 1a ké tin cong dau tién chon
gia tri ngau nhién E va sau d6 tinh R, gia st 1a luge d6 sir dung mot ham bam an
toan, do do6 ké tan cdng khong thé tinh duoc gia tri R tir gia tri E dugc chon dic biét.
Tuong tu, dau tién ké tan cong co thé chon gié tri ngau nhién S (hoic U) va sau do
tinh E va U (hoac S), va ciing chi thuc hién duoc néu bai toan DLP modulo mét hop
s6 bi pha v&.

Tan cong 2 (tan cong bdi nguwoi yéu cau): Nguoi yéu cau co thé biét duoc
nhitng chir Ky riéng 1é nhung khong thé phéa v& duoc tinh an toan caa luge d6. Néu
ngudi yeu cau khong thé tinh toan dugc chir ky sé mu (chix ky s6 tap thé mu) chinh
X4c tir nhirng chix ky riéng 1¢ thi phuong trinh kiém tra chit ky sé6 mi (chit ky s tap
thé ml) s& khong thé thoa man. Loai tin céng nay cd thé phat hién bai qua trinh
kiém tra chit ky.

Tan cong 3 (tdn cdng bdi nguoi ky hodc tdp thé nguwoi ky): Gia su rang co
(m—1) nguai ky 1a nhitng ké tan cong cb gang tinh khod bi mat cia nguoi ky m. Khi
chia s¢ chir ky tap thé (E, S,U) véi nguoi ky m, nhitng ké tin cong do biét

(r.,s “Eg B modn, trong

m?~m?

u,) duoc tao boi m va thoa man phuong trinh r, =y

m
d6 E nam ngoai tam kiém soét cua nhitng ké tan cong. Do d6, viéc tinh toan khoé
bi mat ctia ngudi Ky m yéu cau phai giai bai toan DLP modulo mét hop sé.
3.3.6.4. Pdanh gid dj phikc tap thoi gian cdc lwoc do dé xudt

Phan nay danh gia ¢6 phtc tap thoi gian cua cac luge d6 dé xuat dya trén sb
phép tinh nhan, sé phép tinh ham bam, sé ngau nhién phat sinh, sé phép tinh nghich

da0 va sé phép tinh luy thira.



112

Bang 3.4 va bang 3.5 so sanh d6 phuc tap thoi gian thuc hién boi nguoi yéu
cau, nguoi ky va ngudi kiém tra giita cac luoc do Ky sé mu dé xuét va cac luoc dd

trong [69] va [93].

Bdng 3.4. Chi phi thoi gian cia lirge do dé xudt va heoe do [69], [93]

Thuyc hién boi ngudi yéu cau| Thuc hién bai ngudi ky
outprep Lugedd | oo | rgay | Luoedo | o | rogy
de xuat de xuat

Phép tinh luy thura 3 3 7 2 2 2
Phép tinh nghich dao 1 1 4 0 0 0
Phép tinh ham bam 1 1 3 0 0 1
Phép tinh nhan 5 4 11 3 1 2
S6 luong s6 ngau nhién 3 2 2 2 1 1

Bdng 3.5. Chi phi thoi gian cia lirge do dé xudt va heoe do [69], [93]

Thuc hién bai ngudi kiém tra

Loai phép tinh

Luoc d6 dé xuat | [69] | [93]
Phép tinh luy thtra 3 3 4
Phép tinh ham bam 1 1 1
Phép tinh nhan 2 1 1
Phép tinh nghich dao 1 0 0

Bang 3.6 so sanh do phuc tap thoi gian dugc thuc hién boi ngudi yéu cau va

ngudi kiém tra giira luoc d6 ky s tap thé mu dé xuat va luge do trong [70] va [72].

Bang 3.4, 3.5, 3.6 cho thiy d6 phuc tap thoi gian caa luge do chit ky s6 tap thé
mu dé xuét thi hau nhu 13 bang véi luge do [69], [70], [72], [93]. Trong d6, luge dd
trong [69] va [93] 14 lugc db chit ky s6 tap thé mu dya trén hai bai toan kho 1a IFP

va DLP gidng nhu luge d6 dé& xuit & phan nay. Tuy nhién, lugc d6 trong [69] va
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[93] dua trén nhém cyclic, trong khi lwoc d6 dé& xuét dwa trén bai toan kho méi dé

Xuat 1a dua trén nhém con hitu han khéng vong hai chiéu.

Bdng 3.6. Chi phi thoi gian cia lirge do dé xudt va heoe do [70], [72]

Thuc hién bf}i Thuc hi@n baoi

Loai phép tinh n%udi yéu cau n‘gu’c‘ri kiém tra
Phép tinh luy thua 3 2 2 3 2 2
Phép tinh nghich dao 1 0 0 1 1 1
Phép tinh ham bam 1 1 1 1 1 1
Phép tinh nhan 5 3 2 2 1 1
S6 lwong s6 ngau nhién 3 2 2 0 0 0

Luogc d6 duoc sir dung so sanh trong [70] 1a dua trén bai toan khé méi do céc
tac gia trong [70] dé xuat, trong khi luoc dd trong [72] thi chi dua trén bai toan
DLP. Két qua cho thay lugc d6 moi dua trén bai toan khd mai do NCS dé xuat khi
so sanh v&i cac luge do dya trén hai bai toan khd, mot bai toan kho hay bai toan kho
do tac gia dé xuat trong [70] déu cho d6 phirc tap thoi gian 1a gan nhu trong dwong.
Tuy nhién, lugc d6 dé xuat cé kich thuéc chir ky sé ngan hon nhiéu so véi cac lugc
d6 trong [69], [70], [72], [93], va do d6 co thé ung dung nhiéu hon trong thuc té,
nhét 1a & cac ha tang trién khai tng dung c6 tai nguyén thap. Két qua so sanh duoc

thé hién trong bang 3.7.

Bang 3.7. Kich thuéc chit Ky ciia lwoc dé dé xuat va [69], [70], [72], [93]

Kich thudc chit Ky | Céac lwge dd dé xuat | [69] | [93] | [70] | [72]
S4 bit 240 1,184 | 2,048 | 1,184 | 320
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3.4. KET LUAN CHUONG 3

Chuong 3 xay dung luge dd chir ky sé mu, chir ky sé tap thé mu dua trén lugc
d6 phd bién 1a Schnorr va RSA dé ké thira tinh an toan va hiéu qua (ddy la hwéng
nghién citu thiz 2 da dwoe dé cdp trong chuwong 1). Do luge db dua trén hai bai toan
kho nén dé pha v& luge dd s& mat rat nhiéu thoi gian dé giai hai bai toan kho. Vi
vay ma luge dd dé xuat nay cd thé sir dung trong céc wng dung yéu cau thai gian

luu trir két qua du 1au. Két qua nay duoc cdng bé trong cong trinh [CT5].

Phan ké tiép cua chuong 3 1a phan quan trong nhat ciia chuong nay ciing nhu
cua luan an nay 1a d& xuat bai toan kho méi dya trén nhdm con hitu han khéng vong
hai chiéu. Trén co s& d6 xay dung lugc do chir ky sé mi méi dya trén do kho cua
bai toan DLP modulo mot hop s6 nguyén n = p*q. Lugc d6 dé xuét co tinh an toan
cao do giam x&c suit pha v& tiém ning vi yéu cau giai phap tiém ning phai giai
dugc hai van dé kho vé tinh toan nhu tim logarit roi rac modulo s6 nguyén t va
phan tich hgp sé n chua hai sé nguyén t chua duoc biét. Khi chon cac tham sé ¢6
d6 an toan 80-bit thi chit ky sb trong luge dd ky s6 mu dé xuat cé kich thuéc 240
bits (va khdng phu thudc vao sé nguoi ky). Két qua nay duoc cong b trong cong
trinh [CT1].

Trong hau hét cac tng dung dua trén cac chir ky s6 mu, nguoi ky (tap thé
ngudi ky) thuong phai xt 1y nhiéu phép tinh hon nguoi yéu cau, trong khi kha ning
tinh toén caa nguoi yéu cau cd thé bi han ché trong mot sé tinh hudng xac dinh nhu
sir dung thiét bi di dong,... nén dé bao dam chat lwong cta cac dich vy dua trén chi
ky s6 mu thi diéu qua trong la giam tai tinh toan cho phia ngudi yéu cau so véi
ngudi ky (tap thé nguoi ky). Cac luge dd dé xuat trong phan nay dap wng xu thé do.
Cac chizng minh vé tinh hiéu qua va an toan cua cac luge d6 chix ky sé dé xuat thé
hién rang, néu viéc lya chon cac tham sé can than trong thuc té s& gilp cho viéc sir

dung cac luoc dd dé xuat trong céc ung dung thuc té 1a hoan toan kha thi.
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CHUONG 4. UNG DUNG LUQC PO CHU KY SO TAP
THE MU PE XUAT VAO LUQC PO BAU CU PIEN TU

4.1. GIOI THIEU

Hién nay, trong khi x& hoi hién dai hoan toan dua vao CNTT cho cac hoat
d6ng caa Chinh phu, kinh doanh, c¢éng viéc va giai tri..., thi viéc st dung CNTT dé
ra quyét dinh dan cha van con & giai doan nghién ctru va hoan thién. Pa c6 mét s6
nuéc st dung bau cir dién tar dé ngudi dan thuc hién quyén dan cha caa minh, tuy
nhién thach thuc chinh trong cac hé thong bau cir dién tir hién c6 12 van dé bao dam
tinh bao mat va tinh an danh cho ctr tri. Cho dén nay, nhiéu giai phap thiét ké hé
théng bau cir dién tr da duoc dé xuat. Tuy nhién, khdng c6 mét giai phap nao hoan
chinh trong ca ly thuyét va thuc tién. Vi vay, cc nha nghién ctu cb ging dua trén
cac hé mat co ban dé xay dung cac chuong trinh bau ctr dién tir v6i hiéu qua cao dé
dap ng cac yéu cau do.

Bau ctr dién tir da thu hat nhiéu sy quan tdm gan dy va c6 nhiéu lugc d6 da
dugce dé xuit. Cac luoc do co thé duoc chia thanh ba céch tiép can chinh 1a (i) dua
trén cac lugc d6 chit ky mu [14], [104], (ii) cac lugc d6 dya trén ma hoa dong cau
[10], [40], [60] va (iii) cac lwgc d6 dua trén mang hdn hop [37], [61], [76]. Pong
thoi cling c6 mot sb luoc dd dua trén co s lai ghép gitra ma hoa dong ciu va mang
hén hop [50], [86]. Ngoai ra ciing c6 mét s6 cong bd gan diy nhu dé xuit cac yéu
cau, thiét ké va thuc hién khi thiét ké hé théng bau cir dién tir [33], dé xuét chir ky
s6 mu an toan tng dung cho bau cir dién tir [77], hé thong bau cir dién tur duya trén
nén tang android [81], hé théng bau cu dién tir st dung cho dién thoai di dong
android [65], tng dung bau ctr dién tir cai tién sir dung ha tang android [32], co ché
kiém tra bau ct sir dung ma héa méi cho hé théng bau cir dién tir trén co s cam két
bit va chit ky s6 mu [17], st dung chit ky s6 mu dua trén dinh danh sir dung cho hé
théng bau cir dién tir [64] va lugc do bau cir dién tir khong truy vét dua trén cip chir
ky sb [52].
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Trong cac loai tiép can trén thi viéc ung dung chit ky s mu vao hé théng bau
cu dién tir dang la mot hudng nghién ciru duoc cac nha nghién ciru quan tam vi né
bao dam duoc tinh an danh cua ci tri khi di bau giéng nhu bé phiéu truyén thong, vi
khéng mot ctr tri ndo mudn viéc minh bo phiéu cho ai bi ngudi khéac biét dugc.
Ngoai ra, vi moi phiéu bau déu duoc 1dm mu va giai mu chi bai ctr tri trong wng
nén cd thé duoc xac minh mot cach cong khai, rong rai [43], [51].

Mot Iwoc d6 bau cir dién tr an toan phai dam bao dap ung céc tinh chat sau
day da duoc dé xuat trong [31].

+ Tinh riéng tu cta ct tri: Phai dam bao rang cac cu tri da diéu kién bo phiéu
déu co thé bo phiéu, nhung khong thé két ndi danh tinh ctr tri véi noi dung phiéu

bau cua ho va ctr tri ¢d thé bo phiéu nic danh.

+ Khong 16 thong tin bau cir: nguoi bo phiéu khong thé co duoc bat ky thong
tin ndo dé chung minh cho ngudi cudng ché rang cir tri da bo phiéu nhu thé nao.

Thudc tinh nay nhim ngan chin viéc mua hoic ban phiéu bau.

+ Chéng cudng ché: Mot luge dd bau cir duge cho 1a ngan chan viéc cudng ép
néu cir tri khéng thé hop tac véi ngudi cudng ché dé chitng minh véi ho rang cir tri
d3 bo phiéu nhu thé nao va ciing chéng viéc mua ban phiéu bau.

+ Tinh chinh xac: Chi nhitng cir tri di diéu kién méi c6 thé bo phiéu. Khong ai
c6 thé bo phiéu nhiéu lan. Phiéu bau da giri khong thé thay doi. Tat ca cac phiéu
hop 1& déu dugc kiém dém.

+ Cong bang: Khdng bén tham gia nao c6 thé biét dugc thdng tin gi vé viéc bo
phiéu ngoai trir phiéu bau cia minh, khéng cé bat cir phan két qua nao dugc tiét 16
trude giai doan kiém phiéu.

+ Kha ning kiém chiing: phiéu bau phai dugc kiém ching doc lap boi cir tri
khi d3 duoc dwa vao kiém phiéu va phai dugc kiém dém chinh xac.

+ Dan chu: mdi cir tri du didu kién c6 quyén bo phiéu ciia minh va khong dugc

phép yéu cau bat cur ai bo phiéu theo y minh.



117

+ Tinh manh mé&: lugc d6 bo phiéu phai duoc bao mat va khdng bi xam pham
boi nhitng (ng vién nham ngin chian moi hanh vi gay hai cho ct tri bai chinh quyén

hodc nguoi la.

Tuy nhién, dat duoc tat ca cac yéu cau trén 12 mot thach thic 16n. Chuong nay
dé xuat mot luge dd bo phiéu dién tir méi sir dung 2 chit ky cia co quan c6 tham
quyén bau ct. Mot chit ky trén phiéu bau da duoc ctr tri lam mu duoc tao ra bai
nhiéu thanh vién caa co quan c6 tham quyén dé dam bao tinh chinh xac cua viéc
xay dung phiéu bau. Ngoai ra, con c6 mét chir ky khac trén mdi cir tri nhu 1a ky trén
token chira thong tin da dwoc 1am mu cho phép cu tri thuc hién bau cir trong céc
giai doan bau cir an danh. Dong thoi, dé cho phép mot cur tri dang ky duoc an danh,
sir dung luge d6 thdng qua chang chi dya trén thong tin an danh duoc dé xuat trong
[91]. Lugc do bau cir dé xuat sir dung luge d6 chit ky so tap thé mu va cac luge d6
nay da dugc ching minh 13 mu vo diéu kién. Ngoai ra, do ¢6 nhiéu co quan c6 tham
quyén doc 1ap va mdi co quan gdm nhiéu nguoi tham gia trong luge d6 bau ci nén
luge d6 bau cir hoan toan tin cay, trir khi tat ca cac thanh vién trong mdi co quan va

tat ca cac co quan lién két voi nhau dé pha hoai cudc bau cur.

4.2. TONG QUAN VE HE THONG BAU CU PIEN TU

Mot hé thong bau cir thuang gom cd céac thanh phan: cac cu tri 1 ngudi di bo
phiéu; Ban t6 chac bau ctr thi c6 ay ban bau cir s& quan Iy chung toan bo qué trinh
bau cir; Ban diéu hanh (BPH) quan ly viéc thuc hién bo phiéu va cé thé dong vai
trd la bén trung gian (hay con goi la TTP) trong qué trinh giri yéu cau va ky trong
mét s6 phan caa luoc do bau cir; Ban kiém phiéu (BKP) s& thuc hién chic nang ky

phiéu bau, nhan phiéu, kiém phiéu va cong bd két qua bau cr.

Theo phuong thic bo phiéu truyén thdng, cir tri mang chirg minh nhan dan
hoic thé can cude cong dan va 14 phiéu chua c6 noi dung gi dén ban dong dau, & d6
ngudi ta kiém tra gidy to dé xac minh quyén bo phiéu, sau d6 déng dau xac thuc 1én
la phiéu. Cir tri vao phong bo phiéu, nhu vay 14 phiéu hoan toan khéng c6 thdng tin

dinh danh. Qua trinh bo phiéu kiéu nay duoc coi 1a “ndc danh”.
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Trong mot hé thdng bau cir dién tir, cac cir tri s& giri yéu cau xac thyc, yéu cau
chir ky, bo phiéu va kiém tra qua mang internet ma khong dén truc tiép diém bo
phiéu nhu hinh thic bo phiéu truyén théng. Theo phuong thic bo phiéu dién tu,
mdi 14 phiéu phai c6 thong tin dinh danh. N6 c6 thé 1a mot con s6 x nao d6 va phai
khac nhau. Trén mdi 14 phiéu phai c6 chit ky trén sb dinh danh x, thi 14 phiéu mai c6
gia tri dé bau cur. Ct tri bién doi x thanh y trude khi dua cho BKP ki x4c nhan. BKP
ky vao y, ma khdng biét do 1a s6 dinh danh x di bi che diu. BKP trao chit ky trén y
1a z cho cir tri. Cur tri “x6a mu” trén z s& duoc chir ky cia BKP trén sé dinh danh x,

nhu vay cir tri c6 quyén bau c.

4.3. CAC LUQC PO CHU KY SO SU DUNG TRONG LUQC PO BAU CU PIEN
TU DE XUAT

Phan nay trinh bay so lugc Vé cac luge do chir ky sé duoc st dung trong luoc
dd bau cur dién tur dé xuat [CT6]. o 1a luge dd chit ky s6 tap thé mu dua trén luge
d6 Schnorr va luoc d6 chit ky sé tap thé mu dua trén luoc d6 EC-Schnorr do NCS
nghién ctru va dé xuat trong luan an ¢ chuong 2. Viéc sir dung cac luge d6 dua trén
luge d6 Schnorr dé xay dung md hinh do né dé hiéu va dé thuc hién khi st dung hé
mat khoa cong khai va duoc nhiéu nghién ctu trong nhimg nim gan day. Lugc d6
dé xuat trong phan nay dya trén mé hinh dwogc trinh bay trong [52], tuy nhién khac
biét ¢ day 1a [52] sir dung lugc d6 chit ky sé6 mu don cua Chaum [12] cho viéc ky
1én token da duoc lam mu va luoc d6 chit ky s6 mu cua Hwang [58] dé xay dung
phiéu bau. Trong khi lugc do chir ky sé dugc sir dung trong phan nay 1a lugc dd chir
ky s6 tap thé mu do NCS dé xuit, cu thé 1a luoc do chix ky sé tap thé mu dua trén
luge dd EC- Schnorr [CT2], st dung dé xay dung phiéu bau duoc ky mu va luoc dd
chir ky s6 tap thé mu dua trén luoc do Schnorr [CT3] st dung cho viéc ky mu trén
token x&c minh théng tin ctr tri.

Lugc dd bau cir dién tir dé& xuat trong [52] st dung cac luoc do chix ky sé6 mu
don trong hé thong cé nhiéu ngudi ky (1a cac thanh vién cua ban diéu hanh, ¢ day
xem nhu ¢6 m nguoi). Trong giai doan ding ky, cur tri lam mu token T, thanh hai

phan khac nhau, cac thanh vién ban kiém phiéu ky vao ca hai phan d6, sau d6 cir tri
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méi giai mu dé duogc chit ky trén T,. Gia st 3 thanh vién ban kiém phiéu thi cir tri
V; phdi lam mu token cta minh thanh 6 phan khac nhau. Céc thanh vién BKP ky
lén 6 phan d6, sau do6 cur tri giai mu ca 6 phan chit ky d6. O giai doan bo phiéu, 1a
phiéu v; cuacu tri V; cling duoc lam mu thanh hai phan khac nhau, do d6 ma véi 3
BKP thi ctr tri phai lam mu phiéu bau thanh 6 phan khac nhau bang cach sir dung
hai b khoa cong khai cua 3 BKP, d6 phiéu bau v, ciing duoc ky thanh 6 phan khac
nhau do 3 BKP ky. Trong giai doan kiém phiéu, cir tri phai giai mu phiéu bau da
dugc ky cua minh thanh 6 phan khac nhau. Do d6 ma thoi gian tinh toan dé 1am mu
token, phiéu bau, ky vao token; ky vao token va phiéu bau da dugc 1am mui va giai
mu token, phiéu bau mu da dugc ky 12 ty 1¢ thuan véi s6 luong thanh vién ban kiém
phiéu BKP tham gia vao luge d6 bau cir. Dong thoi hé thdng yéu cau dung luong
luu trir phai lon.

Trong khi d6, lwoc d6 bau cir dién tir dé& xuét sir dung cac luge dd chir ky sé
tap thé mu nén cur tri khong quan tdm dén s luong thanh vién ban diéu hanh, ban
kiém phiéu ma chi giri mot token hoic mot phiéu bau dugc 1am mi cho tap thé
thanh vién d6 va ho tu ky va tao chir ky tap thé va giri lai cir tri nén s& giam thoi
gian tinh toan va dung luong luu trit cta hé théng.

Dbong thoi véi viéc sir dung luoc dd dua trén bai toan ECDLP nén do dai khoa
cling s& ngan hon bai todan RSA va DLP nén c6 thé sir dung duogc trong cac mang c6
nang luc xir 1y thip nhu téc do duong truyén, kha ning luu trir va nang luc tinh toan
cua hé thong nhu tng dung trong cac thiét bi lot, thé thong minh,...

4.3.1. Lwoc d6 chir ky s6 tap thé mu dwa trén Schnorr
Luogc d6 chit ky sb tap thé mi trong [CT3] ¢ 5 pha dwgc md ta nhu sau:

Pha tgo khoa: Ngudi ky (¢ ddy la Ban kiém phiéu - BKP), chon tham s6 hé
théng 1a (p, g, g); hai s6 nguyén té p, q vai g|(p—1); phan tir sinh g cd bac q (tac 1a

gmod p=1mod p); vakhodbimatlad véi 1<d <q.
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M5i thanh vién cia BKP 1a BKP, tinh khoa cong khai p, ciia minh va giri cho
bén tha ba tin cay (¢ ddy la ban diéu hanh bau ciz - BPH) dé tinh khoa cong khai
cua tap thé BKP la p nhu sau:

n
pi=g%modp,i=12..mp=]]p modp
i=1
M&i thanh vién cta ban kiém phiéu BKP, chon mot gia tri ngau nhién k, € Z_,
tinh ¢, va giri t6i BPH dé tinh T, T duoc giri t6i cac cir tri, voi:
m iki mod g
¢, =g“modp,i=12..m c=]]cmodp=g"- mod p
i=1
Khod cong khai la (p,g,T)va khoa bi mat 1a (d). BKP git bi mat (p,q,d) va
cong khai (p,9,C).
Pha lam mu: Ct tri V; c6 mét thong digp (¢ ddy la token T;), va ctr tri nay
muon BKP ky Ién token T, da duoc lam ma cua minh. Cu tri V, lam ma T, cua
minh bang céach chon hai gié tri ngau nhién «, 8 €{1,2,...,q —1}va tinh:

c=Ccg“p” mod p;h=H(T, | c)
r=hmodq;r =(r—4)modq

Ctr tri giri T cho BKP. T la token cua V; da duoc lam mu.
Pha ky sé : Khinhan T tir Vi, mdi thanh vién BKP st dung céc gia tri riéng
caa minh 1a (k,,d,)dé tinh s;: s, =k, —d.F modq, va gui téi BDH dé tinh chit ky s6
m
tapthe :5 =) s modq vagui 5 téicutriV,.
i=1

Pha gigi mu: Sau khi nhan S tr BDH, ct tri V; gidi mu bang céch tinh s theo

cong thic: s = (S +a)modq. Cap sé (r,s) la chit ky trén token cua cir tri V.



121

Pha kiém tra: Cap (r,s) la chir ky trén token T,. Bat ky ai ciing c6 thé kiém
tra tinh hop 18 cua chir ky sé bang cach tinh ¢’ va r’ vaso sanh r’ vair, néu r'=r

thi chir ky duoc chap nhan, nguoc lai thi chit ky khong duoc chap nhan, véi:

¢'=g°p 'modp; r'=H(T;|c)modq

4.3.2. Lwge do chir ky sé tap thé mu dwa trén EC-Schnorr

Lugc dd chit ky sé tap thé mu dé xuat trong [CT2] st dung dudng cong
elliptic c6 dang: y? = x® + ax+bmod p; p la s nguyén té 16n tao truong GF(p) cua
duong cong elliptic; ¢ 1a s nguyén t6 chi sé lugng nhom diém cua dudng cong
elliptic; P 1a diém caa dudng cong c6 bac q; G 1a diém khac géc O cua dudng cong
elliptic va c6 toa d6 1a (xg,Ys); H(M) la gia tri cia ham bam; d’ la khoa riéng cua
ngudi ky va 1< d’ < q. Lugc d6 ndy gom 5 pha va duoc mo ta nhu sau:

Pha tao khoa: Trong pha nay, ban kiém phiéu thuc hién nhu sau: MJdi thanh
vién BKP (trong mé hinh nay xem nhw ¢6 m thanh vién cua ban kiém phiéu) tinh

gia tri khoa cong khai P: P =d’,xG caa minh va giri dén BPH dé tinh gia tri khoa

cong khai tap thé caaBKP IaP: P=R +P,+..+ P, = D> d'xG véi i=1,2..m

i=1
Mbi BKP chon ngau nhién gié tri k; véi k;€Z, vatinh C;: C, =k xG, sau
do guri dén BPH dé tinh C chung: C=>"C, => k xG . Khoa cong khai ciia BKP
i=1 i=1

la (P,G,C) va khoda bi mat la (d").

Pha lam mU: Cir tri V, c6 thong diép (¢ ddy la phiéu bau v, ) va muén c6 chit
ky cua BKP. Cur tri V; chon ngau nhién 2 gia tri «,f<{1,2,..,.q-13}, tinh
C=C+axG+pBxP; r=H(v,,x,)modg; 7 =(r—B)modq vagui T cho BKP.

Pha ky sé: Sau khi nhan T tir ct tri V;, BKP thyc hi¢n ky nhu sau: MJdi thanh

vien BKP sa dung cac gid tri bi mat (d.,k) cia minh dé tinh s:
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s; =k —d;Fmodq, va gui dén BPH dé tinh 5: §=>"s modq, va giri cho ci tri
i=1

V..

]
Pha gid@i mu: Sau khi nhan §tr BDH, cur tri V; tinh s=(S+a)modq, cap
(r,s) 1 chir ky s6 trén phiéu bauv, . Sau d6 V, chuyén (v,,r,s) cho BKP.
Pha kiém tra: Két qua cap (r,s) la chix ky trén phiéu bau v,. Bay gio bat ky

ai ciing c6 thé kiém tra tinh hop Ié cua chit ky bang cach: tinh C'=sxG+rxP va

'=H(v;,%.). Néu r'=r thi chit ky la ding.

4.3.3. Chir Ky so trén token dwoc lam mu

+ Ctr tri ¢6 thé bau car ma khdng tiét 16 danh tinh cua minh khi chitng minh
tinh hop 1& (du diéu kién bo phiéu) caa minh bang cach sir dung token. Pé chitng
minh tinh hop I¢ bang cach an danh, ¢t tri V, 1am mu token T, cua minh bang céch
chon hai gia tri ngau nhién a;, B; €{1,2,..,q -1} va st dung cac tham s6 cong khai

cua tap thé ban kiém phiéu BKP 1a (p,g,T) dé tinh:

c; =¢cg“ p” mod p; h, =H(T, || c;)
r,=h,modq; T, =(r, - §;)modq

Vig¢c xac nhan dinh danh cua cu tri V; béi thong tin xac thuc dya trén thdng
tinandanh 1a T, (A ID,,Z,)cua V,.
+ Céc thanh vién cua ban kiém phiéu BKP (i=1,2,..,m) ky trén token da

dugc lam mu la 5,(«;, B,,T;) =T, bang cach st dung cac gia tri rieng cua minh la

(k.d;)vatinh s;: s, =k —d,F; modg; va gii t6i BDH dé tinh chit ky s6 tap the §;:

5, :isi modg( .

i=1
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Ctr tri V, giai mu thanh token da duoc ban kiém phiéu ky bang cach tinh:
s; =(5; +a;)modq. Cap giatri (r;,s;) lachir ky so trén token cta cu tri V;.

Goi 5,(T,) =r, la thanh phan thir nhat va s,(T,) =s, la thanh phén tht hai cia
chit ky s6 cua BKP trén token T,. Do c4c thanh vién BKP, da ky ma khong biét T,

nén khong ai ngoai V, biét dugc (s;,r;)latr V..

4.3.4. Chir ky trén phiéu bau dwogc [am mu
+ Trong pha gt phiéu bau, ctr tri V, sir dyng cac hé s6 1am mi cia minh la
(«';, ;) vakhda cong khai cia céc thanh vién ban kiem phiéu la (P,G,C) d¢ lam

mu phiéu bau v, ciia minh bang cach tinh:
C;=C+a';xG+fxP; r';=H(v,x. )modgq; F'; = (r'; - #';)modq_

+ Céc thanh vién BKP, ky Ién ('}, f';,v;) =T, bang cach sir dung gi tri

bi mat cia minh la (d’,,k’;) dé tinh chir ky cua minh 1a s’ =k’; —d’;F’,; modq, sau

do giri BDH dé tinh chit ky chung ciia BKP la: 57, =" 5", modq.

i=1
+ V, giai mu phiéu bau cua minh bang céach tinh s'; =(5'; +a';)modq, cap

(s';,r';) 1a chix ky s trén phiéu bau v, cuacirtri V.

4.3.5. X&c thwc thong tin dwa trén thong tin an danh

Ching chi dya trén thong tin 4n danh T,(A,1D;,Z;) dugc dé xuat trong [91]
do co quan phat hanh ching chi (CQPHCC) cung cap cho phép ctr tri V, chtng
minh minh du diéu kién bé phiéu voi bat ky co quan nao. Vi du: dau tién V; cung

cap s6 dinh danh cua minh cho CQPHCC, sau d6 CQPHCC cung cap théng tin
xac thyc T,(A,ID;,Z,) néu cu tri V, du diéu kién bo phicu. Sau nay, bat ky co quan

c6 tham quyén nao déu cd thé budc V; tinh toan U7 modn tir mt s nguyén U six

dung Z; trong T,(A,1D;,Z,) ma khong can biét Z, cua V,. Sau d6, bt ky co quan
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co tham quyén nao déu c6 thé st dung con déu U’ dé xac thuc V, chinh Ia ci tri
tuong tng voi T,(A,1D;,Z;). Tom lai, clng véi viéc s dung con dau sz,. dugc sir
dung thay thé thong tin T,(AID;,Z;), s& lam théa man tinh an danh, khong lién
két, c6 thé xac minh, khdng thé chi bo va co thé hay bo [37], [91].

4.4. LUQC PO BAU CU PIEN TU SU DUNG LUQC PO CHU KY SO TAP THE
MU PE XUAT DUA TREN SCHNORR VA EC-SCHNORR

4.4.1. C4u hinh ciia lwge dd dé xuit

____________________________________________________________________________________________

[ Tang cap phat token ]4

N
F 3
= <om >
“
[ Bang: Danh ] Bang ky va nhan %
N ich tok token -
Tang 1 ach token A

r
Ny
St dung chir ky A .
s& tap thé mu
' 3 ™y i
Y |

Pang ky va kiém tra

Ting 2 L diéu kién bau clr J<

v
a .o B’ a
[ Tang kiém phiéu . ang >
St dung chir ky kiém phiéu

58 tap thé mo i
~——— 4,[ K&t qua bau ctr ]
~
e’

Hinh 4.1. Kién tric téng quan cia luoc dé bau cir dién tir dé xuat
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Luoc d6 bau ctr dién tir d& xuat gdom cac théng sé chinh nhu sau:

+ Goi N 1a 56 cir tri duoc quyén di bau, cir tri thir j duoc ky hiéu 1a v,

+ Ban didu hanh b6 phiéu: Gdm mot hoic nhidu ngudi, ky hidu 13 BDH.

+ Ban kiém phiéu: gém m ngudoi ky hiéu 1a BKP(i=1,...,m), m>2, ky hiéu
la BKP.

+ Co quan phat hanh chirng chi xac thuc thong tin: Ky hiéu la CQPHCC;

+ Bon bang dix liéu chinh caa hé thdng duoc thiét ké 1a: danhsachcutri (danh
dach cu tri), danhsachtoken (danh sach token chuta théng tin xac thuc cir tri),
bangphieubau (bang chaa thong tin phiéu bau) va bangkiemphieu (bang chua
thong tin phiéu bau duoc giai mu). Luge d6 nay xem nhu cac dit liéu chaa thong tin
cong dan di c6 va duoc co quan co thim quyén quan ly va dwoc truy van trong
phan cap quyén bau cu.

Hinh 4.1 m6 ta kién trdc tong quan cia luge d6 bau cir dién tir dé xuat. Trong
do, hoat dong cua cac bén tham gia chinh trong lugc dd duoc md ta nhu sau:

a) Cir tri (V;): M@i cu tri V, c6 ma dinh danh ID,va mat khau dé ching
minh tinh hop 1& cua minh ti co quan phat hanh chiing chi CQPHCC dé nhan
duoc thong tin an danh T,(A,1D,,Z;) tr CQPHCC.

+V, st dung gia tri szjdé chang minh vi¢c minh nhén duoc token T, chua
duoc sir dung bo phiéu va st dung hé s6 lam ma bi mat cua minh 1a a;, B; dé lam
mu token T, thanh 5J. (aj,ﬂj,Tj).

+ Cirtri V; ciing st dung céc tham s6 (a;, 8';) dé lam ma va giai ma phiéu
bau v, cia minh thanh (', B';,V;).

b) Ban diéu hanh bé phiéu (BPH): BPH kiém tra tinh hop 1¢ 4n danh cua
cu tri V; st dung T,(A,ID;,Z;), chuyén szj cua cu tri vao bang danhsachtoken,
chuyén phiéu bau da dugc 1am mu vao bangphieubau va chuyén dix lidu vé ct tri,
token va phiéu bau lam mi vao céc bang danhsachcutri va bangkiemphieu. BDH
cling ky trén cac T, trudc khi chuyén ching vao bang danhsachtoken.
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¢) Ban kiém phiéu (BKP):

C6 m=>2 nguoi trong ban kiém phiéu. Mbi thanh vién BKP c6 trach nhiém
ky trén token dugc lam mu cua cu tri va gai cho BPH tinh chir ky chung la
t (e, 3,,T,) va phiéu bau da dugc lam mu 12 t (o', B',,v,) biing cach:

+ M3&i BKP, st dung khoa riéng (k;,d,) dé ky trén token mu &, (e, 3,,T;) va
gui cho BPH dé tinh chir ky chung 1a t,(a;, 8;,T;) .

+ Mbi BKP sir dung cap khoa riéng (d’,,k’,) dé ky trén phiéu bau duoc lam
mu la y,(a';, B';,v;) vagai BPH tinh chit ky chung la t, (o', 5';,V,) .

d) Co quan phat hanh ching chi xac thuc: CQPHCC c¢6 nhiém vu tao va
phat hanh chirng chi xac thuc dwa trén thong tin 4n danh T,(A/ID;,Z;)cho V, (véi A
la théng tin cua co quan phat hanh chiing chi A).

e) Bang danh sach ci tri (danhsachcutri): Gom 3 phan la “ID”,
“thongtinxacthuc” va “token-mu”

+Truong “ID™: 1D, la thong tin ma dinh danh cua cu tri hop 1€ V;

+ Truong “thongtinxacthuc™: chtra thong tin vé ching chi xac thuc dya trén
thong tin an danh T,(A,1D,,Z ;) cta cir tri hop 1¢ V/;

+ Truong “token-mu ”: chtra gia tri token da dugc lam mu la 6, (e, 5,,T,) -

Bat ky ai ciing c0 thé thdy dugc bang danh séch cu tri (bang 4.1).

Bdng 4.1. Bang danh sach cu tri (danhsachcutri)

ID thongtinxacthuc token-mu

1 Tl(A’ IDl’Zl) 5l(al’ﬂl’Tl)

ID, T(AID,Z) | &(a;.p,.T)

IDN TN(A’IDN’ZN) 5N(aN'ﬂN’TN)
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f) Bang chira thong tin token (danhsachtoken): bao gom théng tin token,

con dau U nhu la quyén &n danh cua cirtri V, daco T,.

+ Truong “token”: Chira théng tin 12 mot sé duy nhat ma BPH di chuan bi

trude dé cip cho cir tri.
+ Truong “token-ttad”: Chua thong tin 4n danh cua V,. Khi cu tri V, chon
token T,, BPH chuyén thong tin U’ vao phan “token-ttad ” trong bang

danhsachtoken (bang 4.2).

Bdng 4.2. Bang danh sach token (danhsachtoken)

token token-ttad
T, Uz
T, U jz,-
T, U ﬁ“

g) Bang thdng tin vé phiéu bau (bangphieubau): bang nay chira théng tin
phiéu bau da duoc 1am mu va phan xac nhan phiéu bau do.

+ Truong “phieubau-mu”: Chira thong tin cua phiéu bau da duoc ky mu cua
clr tri thr j twong ng véi T,. Do d6 ma & phan bé phiéu, chir ky cia BKP trén
phiéu bau lam mi 1 t (e, B, ,)

+ Trudng “xacthuc”: Chira phan thu nhat cua chit ky trén T, 1a s,(T;) nhu la

phan xac thuc caa phiéu bau trong bang bangphieubau (bang 4.3).
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Bdng 4.3. Bang danh sach phiéu bau da lam mi: (bangphieubau)

phieubau-mu xacthuc

tl(all'ﬂ’l’vl) Sl(Tl) =0

tj(a’j,ﬂ'j,vj) sl(TJ.)zrj

tN(a,N’ﬁ,N’VN) Sl(TN):rN

h) Bang kiém phiéu (bangkiemphieu): bang nay chira phan phiéu bau da giai
mu va phan xac thuc.

+ Truong “phieubau-giaimu”: Chta théng tin phiéu bau da duoc giai mu bai
chinh ctr tri d6 1a: s;(a';, B';,V;).

+ Truong “xacthuc™: chira phan thi hai cua chit ky twong Gng véi T, 1a
5,(T;). xem nhu ctr tri x4c nhan tinh chinh xac cua chir ky cua BKP trén phiéu bau
d3 duoc 1am mu cia minh. Ai ciing c6 thé theo ddi cac cir tri da bo phiéu va xac

nhan phiéu bau cua ho trong bang 4.4.

Bdng 4.4. Bang danh sach phiéu bau da dwoc giai mu (bangkiemphieu)

phieubau-giaimu xacthuc
Sl(all’ﬁll'vl) S, (Tl) =3
SICAVInD 5,(T)) =$,

SN(a'N’ﬂ’N’VN) SZ(TN):SN
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4.4.2. Cac tang hoat dong ciia lwge d6 dé xuat

Ludng dit liéu va mdi quan hé cua cac thanh phan trong luge dd dé xuat bao

gom 4 tang duoc trinh bay nhu sau:

4.4.2.1. Ting cdp phit token

Citri V Ung dung BPH CSDL
J

Giri yéu céu x4c thuc T,(4.ID,.Z .
I AN Kiém tra trong CSDL
a—

vé thong tin xac thuc

T.(4.ID,.Z,
Chon token T, L

A 4

A
v

Gri théng tin lai BDH Uff z,

USINOIOESYUEP || LIINOORSIUED

Hinh 4.2. So d@6 luong di lidu cua tang cap phét token

Trong tang nay, mdi cu tri V, nhan duoc token T, Ia duy nhat trong hé thong,
trong khi van duy tri tinh an danh ciia minh. Bé d¢am bao tinh an danh cho ci tri, it
nhat N mi token duoc tao trudc va dugce dit vao bang danhsachtoken dé cur tri
chon ma token cho minh. Trong d6 N 1a s6 cur tri du diéu kién bo phiéu. Mi T,
trong bang danhsachtoken déu cé chir ky cia BPH (chit ky nay khéc véi chit ky
cia BKP la {s(T)),5,(T))}va dam bao ring T, da duoc chon tir bang
danhsachtoken). Trong tang nay, V; va BDH tuong tac nhau nhu sau:

1) BDH xéc thuc an danh vé tinh hop I& cta cir tri V; bang thong tin xac thuc
dua trén thdng tin an danh [90].

2) Sau khi xéc thuc, BPH chuyén T,(A,1D;,Z;) vao bang danhsachcutri nhu

trong bang 4.1.
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3) Cu tri V,; da duoc xac thuc, chon token T; chua su dyng trong bang
danhsachtoken (token T, da cé chit ky cua BPH va chi ky nay khong thé hién

trong hege d6 dé xudt); chuyén U ciia minh cho BPH.

4) Vi T, da dugc V, chon nén BPH chuyén tham s6 U’ cua V, twong tng vao
bang danhsachtoken nhu trong bang 4.2.

CAc van dé bao mat cia ting nay nhuw sau:

+ Mdi cu tri V; ¢6 thé nhan duoc nhiéu token: BPH dit tham sé U cua
V, twong ung véi T, cua ci tri d6 trén bang danhsachtoken dé doi lay thong tin xéac
thuc. Do d6 V; khong thé yéu cau nhicu token.

+ Mai cur tri 6 thé khdng nhan dugc token: Vi it nhat cd N token duoc tao nén
moi it tri déu c6 thé nhan duoc token. Néu bat ky V, nao khdng thé nhan duoc
token, ctr tri d6 c6 thé yéu cau nhiéu lan.

+ Cir tri ¢6 thé sir dung token do minh ty tao: Trén T, o chir ky cua BDH va
BDH chi chap nhan token c6 chit ky cia BBH. Do d6 V, khong thé st dung T, cua
riéng minh tu tao.
4.4.2.2. Ting ding ky

Trong tang nay (hinh 4.3), ban ki¢m phiéu ky trén T, duoc lam mu cua Ci tri
la 6,(a;, B, T,). Dau tién, cir tri V;lam mu T, cua minh va sau d6 cac BKR, ky mu
trén chung nhu dugc mo ta trong phan 4.3.3. Cac BKP, ky vao T, ma khong biét ndi
dung ciia né. T, da dugc lam mu va duoc ky dé ching minh V, du diéu kién cua bo
phiéu va an danh trong cac giai doan sau. Vi bang danhsachcutri 1a cong khai nén
bat ky ai cling c6 thé kiém tra mot V, da dang ky nhung khong biét ngi dung T, vi
T, trén bang danhsachcutri ¢ dang mu. Trong tang nay, V; va BDH tuong tic nhu

Sau:
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minh, tinh 6,(e;, B,,T,) -

2) V, chuyén théng tin xac thuc T,(A/ID;,Z;)va token duoc lam mu la

5,(a,,,,T,) t6i BPH.

3) Sau khi xac thuc, BDH chuyén o,(a;, B;,T;) vao bang danhsachcutri nhu

trong bang 4.1. BDH ciing gui J,(a;, 3,,T,) t6i cc BKP, dé yéu cau ky lén token.

4) Cac BKP, ky vao o,(a;,B;,T;) va gui cho BDH tinh chir ky s6 chung la

{s,(T;),5,(T})} vagui dén V.

5)V, kiém tra tinh hop I¢ cua chix ky trén T, dugc lam mu.

CSDL

Hinh 4.3. So d6 luong di liéu cua tang ding ky

CAc van dé bao mat cia ting nay nhuw sau:

BDH c6 thé dat chit ky khong hop 1€ trén T, duoc lam mi: V, c6 thé ching

minh sy khong trung thuc cua BPH bang cach chi ra &,(«;,5,,T,) va token da

dugc ky la khong chinh xac.

Cirtri V, Ung dung BPH BKP
Gui théng
tin xdc thue T (‘4'ID="Z=’L Xac thire N
5(a;.f,.T;) A -
‘S‘F(arﬂr'fr) %
R E-
Grri yéu cau ky _ §
1éns (a..8,.T,) g
PASIAY AL g
{31 (T).s, (1:)} S, = k, —d 7, modg
Chit ky cia < =
BKP trén token
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4.4.2.3. Tang bé phiéu

Trong tang bo phiéu (hinh 4.4), cir tri V, st dung thanh phan thi nhat cua chix
ky trén token d& duoc lam mu cua minh 1a {s,(T;)} = (r,) dé xac thuc. BDH kiém
tra tinh hop I¢ cia V; bing cach xac minh chit ky BKP trén T, 12 {s,(T;)} . Sau do,
V, 1am mu phiéu bau v, cua minh thanh y,(e;, #';,V;) nhu dugc mo ta trong phén
4.3.4.Saudo V, gui y;(a';, f';,v;) dén BPH dé dua vao bang bangphieubau. Sau
khi tim thay phiéu bau da dugc 1am ma cua minh trén bang bangphieubau, V, xéac
nhan phiéu bau dé bang cach gui {sl(Tj)} t6i BPH dé duoc dang trén phan xac thyuc

(xacthuc) cua bang bangphieubau. Do d6, bat ky ai ciing c¢6 thé kiém tra mét cir tri
da giri phiéu bau dugc lam md ma khong biét danh tinh cua ct tri va phiéu bau thuc

té. Cudi cling, BKP ky vao phiéu bau duoc lam mu cua ci tri V, va dua vao bang
bangphieubau nhu duoc mé ta trong phan 4.3.4 1a t,(a';,p';,v,). Thu tuc tao

phicu bau thé hign trong hinh 4.5. Trong tang nay, V; va BPH tuong tic nhu sau:

1) V, gui {sl(l'j)} cho BPH. Bang cach kiém tra tinh hop 1& cua chix ky trén
T, dé dam bao T, khong duoc sir dung nhiéu lan.

2) V, lam mu phiéu bau cia minh bang cach tinh ,(a’;, ';,V;) nhu duoc
trinh bay trong phan 4.3.4.

3) V, gui y,(a';,/;,V;) nhu la 14 phiéu dugc 1am mi cho BPH dé ding né

trén bang bangphieubau (tuy nhién, né khéng dwoc hién thi trén bang

bangphieubau).

4) Bang cach kiém tra phiéu bau dwoc lam md cua minh trén trén bang

bangphieubau, V, xac nhan bang cach gui thanh phan thi nhat cua chit ky trén
token da dugc lam mi cia minh 1 {sl(TJ.)} dé dang trén phan xéc thuc (xacthuc)

trén bang bangphieubau.
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5) BKP ky vao phiéu bau duoc lam mu y,(a';, £';,v;) nhu dugc trinh bay
trong phan 4.3.4 va BPH tinh chit ky tap theé cua BKP la t (o', 8',,v,)=5",va

dang chung 1én bang bangphieubau nhu trong bang 4.3.

Citri V, Ung dung BDH BKP CSDL
Gui thong T
tin xac thee L) . Xac thue
Giri phiéu bau y(a B ..v) v (@ pv)
_Guti phieu bau, AL B2V (B,

da duoc lam mu

A4

Gri yéu cau ky 1én
;V_; (a'_; > ﬁr; 5"};) i
AS'\' = (k'r B d’:’ Fr;)

Chit ky BKP |

Guri thong AN IRD)
UL TonE T, NG P
tin xac nhan JM}—»

(@)

neqnamdsueq

Hinh 4.4. So do luong dir liéu cua tang b phiéu

Poi véi tAng nay, cac van dé bao mat nhu sau:

+ Cur tri ¢6 thé guri phiéu bau khong hop 1&: V; ty gui va xac thyc phiéu bau
lam mu cua minh trén bang bangphieubau. Sau nay, V, khong thé tuyén bé ring
phiéu bau cua minh bi hay ngay ca khi phiéu bau 1a v6 nghia khi giai mu.

+ BPH khdng chuyén phiéu hoac chuyén phiéu khong chinh xéac vao bang
bangphieubau: Vi bang danhsachcutri mé cho moi nguoi xem nén V,; co thé yéu
cau BPH bo phiéu caa minh vao bang bangphieubau bang cach giri phiéu trudc
day da duoc chap thuan. Néu BPH ciap nhat khong chinh xac trén bang
bangphieubau thi V; c6 thé tir chdi viéc bo phicu do.

+ Phiéu bau trong bang bangphieubau cé thé duoc sira doi bai ké tan cong: Vi
bang bangphieubau mé& cong khai cho moi ngudi nén khong ai c6 thé sira ddi noi

dung ciia né mot cach bat hop phép.
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V, chon ngau nhién hai sb a.p € {l,Z,...,q—l} va khoa cong
khai cua cac thanh vién ban kiém phiéu (P,G, C )

~

V:r. lam mu phiéu bau v, béng céch tinh:

C; :C_+a’j xG+pf', xP; 1, :H(1'j..rcj_)1nodq: 7=, —f';)modg

pit 7, . B,.v) =1,

.

Vj chuyén phiéu bau d3 dwoc lam mu 14 }*:r (d 70 ﬁ j ’V}) =7 ; cho BDH dé

dat vao bang bangphieubau

iy

V;. kiém tra phiéu bau di dwoc lam mu cia minh trén bang bangphieubau v

xéc nhan né bing cach chuyén s, (T;) cho BBH
Moi thanh vién BKP, st dung théng tin bi mat cuia minh la (d',, k') ky
len y.(a';. F';.v;) bang céch tinh s', =&, —d';7’; modg, giri BPH tinh chir

n

7 chung cua ban kiém phiéu la: 3/ => 5" mod
g p j i q
i=1

Hinh 4.5. Thui tuc tao phiéu bau ¢ tang bé phiéu

4.4.2.4, Tang kiém phiéu

Cirtri V) Ung dung BDH BKP CSDL
Giai mu I,
sS\a i ':v 7 7 4
phiéu bau A@,-B, j)= s;(@.B,.v;) >
Guri thong s,(T)
tin xac nhén { hi } > {S2 (TJ)} N

naryduarySueq

Kiém phiéu

Hinh 4.6. So d6 luong di liéu cua tang kiém phiéu
Tat ca cac phiéu bau trén bang bangphieubau déu & dang mu. Khi qué trinh
bo phiéu két thuc, mdi ctr tri can giai mu phiéu bau cia minh bang cach tinh
s;(a';,f';,V;) nhu dugc mo ta trong phan 4.3.4. V; kiém tra tinh chinh xac chit ky

ciia BKP trén phiéu bau dugc lam ma cua minh, V; giti s,(e’;, 8';,v,) cho BPH dé
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dua n6 1én bang bangkiemphieu. Sau dé, V; xac nhan ching bang cach gui thanh
phén tht hai cua chit ky trén T, 1a s,(T;) =s, 1én phan xac thyc (xacthuc) cua bang
bangkiemphieu. O day, dir liéu cua ctr tri V, trén bang bangphieubau va bang
bangkiemphieu c6 thé giong nhau hodc khéng. Néu giéng nhau thi phiéu bau duoc
ky va duoc lam mu va giai mu 1a gidng nhau trén bang bangphieubau va bang
bangkiemphieu va duoc xac nhan béi cing mét T,. Néu khéng gidng nhau s&
khdng ¢ su x&c nhan nao dugce dua vao bang bangkiemphieu, khéng ai bao gdm
BKP c6 thé biét dugc mbi lién két gitra chlng vi st dung luoc db chit ky so tap thé
mu. Do d6 ma lién két cua phiéu bau di ky bi mu trén bang bangphieubau, phiéu
bau duoc ky va duoc giai mu trén bang bangkiemphieu va danh tinh cua V, dang
ky trén bang danhsachcutri ciing bi x6a di.

Cac budc thuc hién cia giai doan nay nhw sau:

1) V, giai mu phiéu bau da dugc ky cia minh thanh s, (' ,, 8';,v,) va kiém tra
tinh chinh xéac chir ky cia BKP trén phiéu bau.

2) V, gii s;(a';, B';,v;) cho BPH dé dang chung trén bang bangkiemphieu.

3) Bang cach gui thanh phan thu hai cua chit ky trén T, 1a s,(T;) =s,cho BBH
dua 1én phan xéc thuc (xacthuc) cua bang bangkiemphieu, V, da xac nhan vigc bo
phiéu cua minh.

CA4c van dé bao mat cia tang nay nhw sau:

BKP c6 thé thém hoic x6a phiéu bau: Néu 1am nhu thé thi s6 lugng phiéu bau
trén bang bangphieubau va bang bangkiemphieu s& khac nhau ma bat ky ai ciing

c6 thé phat hién duoc.

4.5. DPANH GIA VA PHAN TiCH

Sharon Levy trong [90] d3 chi ra riang, véi cing mic do an toan thi do dai
khoa cua lugc do dua trén bai toan IFP va DLP yéu cau la 1024 bit, trong khi bai
toan ECDLP chi yéu cau khoang 192 bit.
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Trong phan nay, thoi gian tinh toan cho cic pha ding ky, bo phiéu va kiém
phiéu 1a 3 trinh quan 1y doc lap duoc phat trién, tic 1a khong c6 ¢ng dung web dua
trén may khach nao dugc phat trién trong méi trudng thuc té noi c6 nhiéu thuc thé
duoc phan phdi ¢ cac noi khac nhau. Do dé tit ca thoi gian tinh toan khong bao
gom thoi gian giao tiép. Ngoai ra, phan nay dwoc gia dinh rang cac yéu té gay mu,
s6 nguyén bi mat, s6 nguyén té... cua cac thuc thé lién quan dugc chuan bi trudc.
Pong thoi, hoat dong cua cac thuc thé khong lién quan dén mat ma khong duoc

Xem Xet.

Phan thuc nghiém s dung may tinh ao hda trén nén VMWare dit tai trung
tam dir liéu tinh Tay Ninh, véi ciu hinh mau cha 1a; Processor Intel Xeon Silver
4216 2.1G, 16C/32T, 9.6GT/s, 22M Cache, Turbo, HT (100W) DDR4-2400;
Memory 16GB; Microsoft Windows 10 (10.0) Professional 64-bit. Cac tham s6 dau
vao sir dung khoa 1024 bit cho cac luge d6 dua trén bai toan DLP va 192 bit cho
cac luge d6 dua trén bai toan ECDLP, sir dung ham bam 1a SHA-256, s6 thanh vién
ky trong lugc d6 ky tap thé 1a n=3. Két qua duoc tinh trung binh 1000 lan chay va

duoc chi ¢ bang 4.5 bén dudi:

Bang 4.5. Chi phi thoi gian yéu c4u cho cac tang cia liroe dé bau cir

Céc tang cua luoc d6 (mili gidy)
Pha Piing ky Bé phiéu Kiém phiéu
Lam mu 1.8551 3.2692 -
Tao chit ky 0.1232 0.2132 -
Giai mu 0.0004 - 0.0005
Kiém tra - - 2.2190
Tong 1.9787 3,4824 2.2195

Theo bang 4.5, tong thoi gian cho phan dang ky, bo phiéu va kiém phiéu cua
luge do dé xuat khoang: 1.9787+3.4924+2.2195=7.6806 mili giay.
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Vi du: Néu c6 1,000 phiéu bau thi c6 thé duoc tinh trong khoang 7.68 giay;
Néu c6 khoang mot triéu cir tri tham gia bo phiéu (frong diwong cong dén cia tinh
Tdy Ninh nam 2019) thi mat (7.68 *1,000,000 = 7,680,000 mili gidy) hay bang
(7,680,000/1000)/60/60 = 2.13 gio.

Nhu vay luge d6 dé xuét co do phuc tap vé thoi gian 13 twong ddi thap, da kha
thi dé thuc hién trong thuc té, nhat 1a véi viéc trién khai trén cac hé théng CNTT toc
d6 cao thi luge d6 bau cur dé& xuat hoan toan cé thé trién khai cho mét tinh nhu tinh
Tay Ninh.

4.6. PANH GIA PQ AN TOAN CUA LUQC PO BAU CU PE XUAT

Phan nay phan tich d6 an toan cua luoc d6 bau cir dién tir dé xuat theo céc tinh

chat duoc dé cap trong [31].

+ Tinh riéng tu cta ¢t tri: Viéc st dung cac luoc dd chir ky s6 mu cho viéc ky
token va phiéu bau cua ct tri nén cac bén khéc, ké ca céac thanh vién caa ban kiém

phiéu déu khéng thé biét duoc noi dung bau cir cua ci tri.

+ Khéng 16 thdng tin bau cir: Do phiéu bau duoc xay dung gom nhiéu thanh
phan tham gia nhu ctr tri, ban diéu hanh va ban kiém phiéu nén mac du cir tri biét
phiéu bau da ky ctia minh trén bang bangphieubau, nhung ctr tri khong thé ching
minh diéu d6 v6i ngudi cudng ché.

+ Tinh chinh x&c: Chi nhitng phiéu bau di duoc ky va duoc giai mu va dugc
xé&c nhan cua ctr tri ¢6 trén bang bangkiemphieu thi méi duoc dua vao kiém phiéu.
Ngoai ra, néu ban diéu hanh khdng chuyén phiéu hozc chuyén phiéu khong chinh

x&c vao bang bangphieubau thi cir tri c6 thé tir chdi viéc bo phiéu do.

+ Tinh manh mé&: Do phiéu bau dugc giai mu dwgc xac nhan cua cu tri trén
bang bangphieubau nén ci tri khdng thé cho ring phiéu bau cua minh bi pha hoai.
Ngoai ra thi ban diéu hanh va ban kiém phiéu ciing khong thé pha v& dugc luoc do

bau cur, trir khi tat ca cac thanh vién déu lién két voi nhau dé phé va luoc do.



138

+ Cong bang: Do moi phiéu bau trén bang bangphieubau déu bi lam mu va
duoc ky bai cac thanh vién cua ban kiém phiéu nén khong ai c6 thé biét két qua bo
phiéu truéc khi kiém phiéu. Chi cir tri mai ¢6 thé giai mu phiéu bau caa minh.

+ Kha nang kiém chang: Moi cir tri déu phai xac nhan phiéu bau duoc ky va
dugc 1am ma caa minh trén bang bangphieubau va phiéu bau da duoc giai mu cua
minh trén bang bangkiemphieu. Do dé, luoc d6 bau cir dam bao rang tat ca nhiing

phiéu bau c6 su x4c nhan cua cir tri trong tng mai duge dua vao kiém phiéu.

+ Dan chu: Cir tri duoc xac thuc bang céc thdng tin an danh. Pong thoi dé gui
va xé&c nhan phiéu bau cta minh, théng tin dinh danh cua cir tri duge dam bao boi
token da duoc giai mu 1a duy nhat. Hon nita, token caa mdi cir tri duoc ky bai nhiéu
co quan nén khéng ai c6 thé gia mao chir ky trén token va do d6 nén tt ca cur tri d

diéu kién déu dugc tham gia bo phiéu.

+ Chong cudng ché: Luge d6 bau cir duoc cho 13 ngin chan viéc cudng ép vi
ngudi bo phiéu phai dam bao nhiéu lan xéac thuc va phai xac nhan phiéu bau duoc
ky va duoc lam mi caa minh trén bang bangphieubau va phiéu bau da duoc giai mu
cua minh trén bang bangkiemphieu. Nguoi c6 thaim quyén nhu ban diéu hanh hoic

ban kiém phiéu ciing khong thé ép budc cir tri.

4.7. KET LUAN CHUONG 4

Chuong 4 d3 trinh bay luoc d6 bau ctr dién tir st dung cac luoc do chir ky sb
tap thé mu dua trén luge d6 Schnorr va luge @6 chit ky s6 tap thé mu dwa trén lugc
d6 EC-Schnorr dé& xuit trong luan an, cu thé 1a luoc d6 chir ky sé tap thé mu dua
trén luoc d6 EC- Schnorr duoc sir dung dé xay dung phiéu bau va luge do chit ky s6
tap thé mu dua trén luoc d6 Schnorr dwoc st dung cho viéc ky mu trén token xac
minh thong tin ct tri [CT6].

Trén co s so sanh cac luge d6 chir ky s6 tap thé mu dé xuat ¢ chuong 2, da
chon hai lugce db c6 d6 phic tap thoi gian tinh todn thap nhat dé thiét ké luoc d6 bau

ctr dién tir. Pong thoi cling tién hanh chay thyc nghiém va danh gia, qua d6 cho
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thiy lugc do bau ctr dién tir dé xuat co thé sir dung dugc trong thuc té nhu tng dung
cho bau ctr truc tuyén cho hoi ddng nhan dan cac cap va Pai biéu quéc hoi cia mot
tinh ¢6 quy mé cir tri khoang mét triéu nguoi nhu tinh Tay Ninh. G6p phan thic

day viéc xay dung Chinh quyén dién t va Chinh quyén sé trong thoi gian téi.

Viéc lva chon luge do chir ky sé tap thé mu dua trén EC-Schnorr st dung cho
lwge d6 bau cir dé xuét do tinh vuot troi ciia hé mat ECC so véi cac luge dd dua
trén IFP hodc DLP, do vdi clng yéu cau vé do an toan thi kich thuéc khoa cua hé
mat ECC nhé hon nhiéu 1an so véi IFP va DLP. Mét loi thé 16n cua viéc c6 kich
thugc khoa nhé hon nay 14 viéc tinh toan c6 thé dugc thuc hién nhanh hon. Ngoai
ra, diéu nay gilp giam khong gian luu trit, tiéu thu ning luong, stc manh xi Iy va
bang thong. Pay 13 mot trong nhirng wu diém cta hé mat ECC ma cac nha nghién
ctru dang quan tdm nghién ctru dé xay dung cac lugc do chir Ky s6 o thé tng dung
duoc trong ha ting mang con nhiéu han ché nhu ¢ Viét Nam hién nay, nhat 1a khi
Viét Nam dang day nhanh viéc nghién ctu va tng dung cac thiét bi dang 10T vao

san xuat va (ng dung, phat trién kinh té x& hoi.
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KET LUAN

Qua thoi gian nghién cau va tim hiéu vé dé tai “Nghién cizu phat trién mét sé
Iwoc do chir ky sé mu, ché# ky sé tdp thé mu dwa trén cac chudn ché ky s6”, luan

an da dat duoc mot sé két qua chinh va dong gop nhu sau:

Trong cac hé thdng théng tin ty dong sir dung cac luoc dd chit ky so khoa
cong khai dé Ky so cac tai lidu dién ti. Do an toan cua luge do chir ky s6 thudng
dwa trén hai yéu td, thir nhat I thuat toan ndi tiéng dé viéc gia mao chir ky sb 1a
khdng kha thi vé mit tinh toan, va thar hai 1a xac suat xuat hién cac thuat toan mai
dé pha v& luge d6 chir ky sé d6 1a khong dang ké. Do d6 ma viéc cai tién va phat
trién cac lugce do chir ky sé nham dam bao kho bi pha va, chit ky s6 dugc rat ngan,
ddng thoi kha thi co thé trién khai trong thuc té, 13 yéu cau ludn duoc dit ra cho cac

nha nghién citu va cac quéc gia.
I. Céc két qua dat dwoc va dong gop caa luan an

1) Pong gop 16n nhat va quan trong nhat caa luan an nay 1a xay dung bai toan
khé méi dya trén nhdm con hitu han khdng vong hai chiéu. Trén co sé d6 xay dung
lugc d6 chir ky s6 méi dua trén do kho cua bai toan DLP modulo hop sé nguyén n =
p*q, trong d6 sir dung sé nguyén té ¢ cau trdc 1a p=2n+1. Luge dd dé xuét co
tinh an toan cao do giam xAc suat pha v& tiém ning cta luge dd vi yéu cau giai phap
tiém nang d6 phai giai dugc hai van dé kho vé tinh toan 1a (1) phan tich hop sé n
chtra hai sb nguyén t chua duoc biét p, g, va (2) Tim logarit roi rac modulo cac sb
nguyén t6 p, . Khi chon cac tham sé c6 d an toan 80-bit thi chit ky sb trong lugc

d6 ky s6 mu dé xuat co6 kich thudc 240 bits (va khdng phu thudc vao sé nguoi ky).

Cu thé: Xay dung bai toan khé méi, trén co sd d6 xay dung luoc dd chit ky sb
co s& Méi c6 kich thudc s6 ngan hon mot s6 luge do da cong bd cung hudng nghién
ctru nhung van dam bao yéu cau an toan twong duong cac lugc dd d6. Dua trén luoc

d6 co sé méi, dé xuat luge do chit ky s6 mu, tap thé mu méi.
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Do d6 dai chit ky sé ngin nén co thé tng dung duogc trong cac hé thong ¢ ha
tang cdng nghé thdng tin va truyén thdng thap nhu kha ning luu trit, Xt 1y, ning

lwong, ... Két qua nghién ctru da dugc cong bé tai cong trinh [CT1].

2) Xay dung cac luoc dd chit ky sb tap thé mu méi dua trén cac chuan chir ky
s6 va cac luge d6 chir ky sb phd bién nhiam ké thira tinh an toan va hiéu qua cua

ching.

Cu thé: Luan &n dé xuat 02 lugc dd chir ky sé tap thé ma dwa trén cac chuan
chir ky s6 GOST R34.10-94 va luge d6 chit ky so pho bién Schnorr. Va 02 luoc do
chir ky sb tap thé mu dya trén cac chuan chit ky s6 GOST R34.10-2012 va luoc dd
chir ky s6 pho bién EC-Schnorr. Cai tién 1a dua trén chuan va luoc do pho bién dé
Xuat phuong phap dé xay dung cac lugce do chir ky sb tap thé mu hiéu qua tir chix ky
s6 don. Qua d6 co thé sir dung duoc trong cac ung dung yéu cau nhiéu ngudi Ky
(dang chir ky tap thé) va can tinh an danh (tinh mu). Két qua nghién ciu duoc cong
bé tai [CT2],[CT3].

Cac luoc dd chit ky sb tap thé mu duwa trén luoc d6 Schnorr co d6 phuc tap
thoi gian ¢ phia ngudi yéu cau va ngudi Kiém tra thip hon & phia nguoi ky, dac biét
la khi sé luong ngudi trong tap thé ky Ién, nén cac luge do nay ¢ nhiéu hiéu qua
khi str dung trong cac tng dung ma yéu cau kha niang luu trit, kha niang xi Iy va
bang thong duong truyén thap & phia ngudi yéu cau nhu bau cur dién tir trén hé

thng di dong, thanh toan truc tuyén va cac ting dung sir dung thiét bi ToT,...

3) Xay dung cac luge d6 chir ky sé mu, chix ky sb tap thé mu dua trén hai bai
toan kho. Ddng thoi dua trén cac chuan hoic cac lwge d6 phd bién dé dam bao dugc

tinh an toan va hiéu qua cua no.

Cu thé: Luan an dé xuat lugce do chir ky sé co so va luge do chix ky sé mu, chir
ky s tap thé mu dya trén hai bai toan kho IFP va DLP. Cac luge d6 nay duoc xay
dung duya trén viéc két hop cac luoc do chir ky sé RSA va Schnorr. Cai tién 1a két
hop hai luoc d6, mdi luge do dya trén mot bai toan don dé xay dung luoc d6 két

hop duoc hai bai todn khé nham ning cao hon tinh an toan cho luogc d6 ky sb. Bong
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thoi dé xuit cac luge dd chix ky sé ma, chix ky sb tap thé mu mai dya trén luge d6

co s& méi dé xuat. Két qua nghién ctru da dugc cong bo tai cong trinh [CT5].

Do luoc d6 dya trén hai bai toan kho nén dé pha v& luge d6 s& mat réat nhiéu
thoi gian dé phai pha v hai bai toan khd. Vi vy ma lugc ¢ dé xuat nay co thé st
dung trong cac (rng dung y&u cau thoi gian luu triv két qua da 1au. Két qua nay duoc
cdng bé trong cong trinh [CT1], [CT5].

4) Ung dung cac luge do chit ky s tap thé mu dé& xuat vao luoc d6 bau cur
dién ta: Str dung céc luge d6 chit ky sb tap thé mi dya trén luge d6 Schnorr va lugc
d6 chir ky s tap thé mu dua trén lwgc d6 EC-Schnorr di dé xuat trong chuong 2.
Luoc d6 bau ctr str dung chit ky s tap thé mi ¢am bao cac thudc tinh co ban cua

mét lugc d6 bau cu dién tir [CT6].

Cu thé: Str dung luge do chit Ky s6 tap thé mu dya trén luge do EC- Schnorr
dé xay dung phiéu bau va lugc d6 chir ky so tap thé mu dya trén luoc d6 Schnorr dé
ky mu trén token xac minh thdng tin ctr tri. Pong thoi ciing tién hanh chay thyc
nghiém va danh gia, qua d6 cho thay luoc d6 bau cir dién tir (tng dung chit ky s6 tap
thé mu cd thé st dung duogc trong thuc té nhu tng dung cho bau cir truc tuyén cho
hoi d6ng nhan dan cac cap cua mot tinh ¢6 quy mé cir tri khoang mét tridu nguoi
nhu tinh Tay Ninh.

Trong hau hét cac tng dung dua trén cac chir ky s6 mu, nguoi ky (tap thé
nguoi ky) thuong phai xtr Iy nhiéu phép tinh hon nguoi yéu cau, trong khi kha ning
tinh toén caa nguoi yéu cau cd thé bi han ché trong mot sé tinh hudng xac dinh nhu
sir dyung thiét bi di dong,... nén dé bao dam chat luong cua céac dich vu phé bién dua
trén chir ky s6 mu thi diéu quan trong 1a giam tinh toan cho phia nguoi yéu cau so
V6i ngudi ky (tap thé ngudi ky). Cac luge do chix ky sé6 mu dé xuat trong luan &n
nay dap tng xu thé d6. Cac chirng minh vé tinh hiéu qua va an toan cia cac luoc d6
chit ky sé dé xuat thé hién rang, néu viéc lya chon cac tham sb can than trong thuc

té s& gilip cho viéc sir dung cac luoc dd dé xuat trong cac tng dung thyc té.

I1. Hwéng nghién ciru tiép theo
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- Tiép tuc nghién ciru dé xuit cac dang luge d6 chir ky s6 mu, chir ky sé tap
thé mu dua trén cac chuan chir ky sé6 méi hoic dya trén hai bai toan kho ddi véi cac
ng dung doi hoi y8u cau vé tinh an toan cao trong hé théng cé ha tang han ché vé
ngudn luc nhu cac thiét bi cdng nghiép 4.0 nhu IoT,...

- Nghién ctu cai tién giao thire ky s6 méi trong luan 4n nhiam nang cao tinh an
toan cua luge dd ky sé ddng thoi véi viéc giam thém kich thuée chit ky dé cé thé
thuc hién tét hon trong thuc té cho cac thiét bi di dong va loT.

- Nghién ctru thém vé luge d6 bau ctr dién tir dé xuat, lua chon céc tham sb hé

thong va moi trueong tinh toan ph hop dé co thé trién khai wng dung trong thyc té.
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