TRANG THONG TIN LUAN AN TIEN Si
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thé mu dwa trén cdac chuan chir ky so
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- Nguoi huéng dan khoa hoc:
1. PGS. TS Nguyén Hiéu Minh
2. TS. Ngo Dtc Thién.

- Co so dao tao: Hoc vién Cong nghé Buu chinh Vién thong

NHUNG KET QUA MOI CUA LUAN AN:

1) DPé xuit giao thirc ky s6 mi mé6i dua trén do khé cua bai toan logarit ro1 rac modulo mot
hop s6 nguyén n = p*q. Giao thirc méi sir dung hai van dé kho 1am ting do an toan do giam xéc
xuét phd v tiém ning Vi cic giai phap tiém nang phai giai quyét dong thoi hai van dé kho vé tinh
toan nhu: (1) phéan tich hop s6 n chira hai s6 nguyén té chua duogc biét p, g, va (2) Tim logarit roi
rac modulo cac sd nguyén td p, g. Giao thirc dugc thiét ké 1a trén co s st dung cac nhom hiru han
khong vong hai chiéu. Khi chon cac tham sé c6 80-bit an toan thi chit ky c6 kich thudc 240 bits.

2) Pé xuét hai lugc dd chir ky ) tap thé mu dua trén chuan GOST R34.10-94 va luge dod
Schnorr, hai lugc d6 chir ky s tap thé mu dya trén chuan GOST R34.10-2012 va lugc d6 EC-
Schnorr. Cac luge do dé xuét dua trén cac chuan va luge d6 chix ky s6 da duoc ching minh dam
bao an toan. Sau d6 ma rong chirc nang dé xay dung cac luge dd chir ky sb tap thé mu, diéu nay
gilp ké thira tinh an toan, dong thoi ¢6 hiéu ning tinh toan t6t hon mot sb lugc dd chir ky s6 dé
xut trudc day.

3) Pé xuét luge d6 chir ky sé mdi dua trén d6 khé cua bai toan phan tich mot sé nguyén va
bai toan logarit rdi rac. Sau d6 mé rong dé xay dung lugc d6 chit ky mi don va tap thé mu, ma dé
pha v& luge d6 nay yéu cau phai giai dong thoi hai bai toan kho. Luge d6 méi dé xuat dua trén
luge dd RSA va Schnorr. Lugc dd dé xuét dugc ching minh dam béo tinh dung, tinh mu, tinh
khong chdi bo, ngiu nhién. Cac luge d6 xuit an toan va cd higu ning tinh toan tbt, va do d6 co thé
g dung dugc trong thuc té.

CAC UNG DUNG, KHA NANG UNG DUNG TRONG THU'C TIEN HOAC NHUNG VAN
PE CON BO NGO CAN TIEP TUC NGHIEN CU'U:

- Luén 4n da dé xuit mot s6 luge dd chi ky s6 mu, chix ky ) tap thé mu c6 thé duoc st dung

trong cac g dung ¢ yéu cau tinh an danh nhu thanh toan tryc tuyén, bau cir truc tuyén,... gop

phan dap ung nhirng yéu cau cap bach vé chuyén doi s cua Viét Nam hi¢n nay.



- Tuy nhién, can ti€p tuc nghién ctru dé€ xuat cac dang lugc do chir ky s6 mu dua trén hai bai
toan kho doi voi cac ung dung doi hdi yéu cau vé tinh an toan cao trong hé thong c6 ha tang han

ché vé ngudn lyc tai nguyén nhu cac thiét bi cong nghiép 4.0 nhu IoT,...

X4c nhin ciia ngudi huéng dan khoa hoc Nghién ciru sinh
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