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LOI CAM POAN
T6i cam doan day 1a cong trinh nghién ciru cua riéng toi. Cac sb liéu, két qua
néu trong luan an 1a trung thuc va chua timg duoc ai cong bd trong bat ky cong trinh

nao khac.

Tac gia luan an

Trinh Van Anh



LOI CAM ON

Trong qua trinh hoc tap, nghién ctru va thuc hién luan an, Nghién ctru sinh da
nhan duoc su dinh hudng, giup dd, cac ¥ kién dong gdp quy bau va nhitng 101 dong
vién khich 1& chan thanh cua cac nha khoa hoc, céc thay cd, c4c tac gia clng nghién
ctru, d6ng nghiép va gia dinh.

C6 dugc két qua hom nay, trude hét, nghién ciu sinh xin bay to o1 cam on
chan thanh téi cac thay huéng dan, ciing cac nhém nghién ctru céc cong trinh nghién
ctru di cong bd. Xin chan thanh cam on cac thay, cd ¢ khoa Pao tao Sau Pai hoc va
c4c thay, ¢d & Hoc vién Cong nghé Buu chinh Vién thong da giup d& nghién cau sinh
trong suét thoi gian thuc hién luan an.

Nghién ctru sinh chan thanh cam on Ban Giam dé¢ Hoc vién Coéng nghé Buu
chinh Vién thong da tao diéu kién thuan loi dé nghién ctiru sinh hoan thanh nhiém vu
nghién cuu.

Nghién ctru sinh xin chan thanh cam on lanh dao va d6ng nghiép Truong Dai
hoc Vian hoa, Thé thao va Du lich Thanh Hoéa di tao diéu kién va giup d& vé moi mit
dé Nghién cau sinh hoan thanh duoc luan an.

Cudi cuing, nghién ciru sinh bay to 10i cam on t6i gia dinh, ban bé d ludn dong
vién, chia s¢, ung ho, khuyén khich va gitip d& nghién ctu sinh trong sudt qué trinh
hoc tap va nghién ctru vira qua.

Ha Noi, ngay 15 thang 7 nam 2020

Hoc vién

Trinh Van Anh
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MO DAU

Mat ma di duoc phat trién va str dung tir hang ngan nam nay, voi muc tiéu ban
dau 1a cho phép ngudi giri guri thdng tin mot cach an toan téi ngudi nhan thdng qua
mot kénh khong an toan. Pé thyc hién diéu d6, ngudi giri va nguoi nhan thong nhat
truéc voi nhau mot khoa bi mat chung ban dau. Thong tin trude khi giri s& duoc bién
d6i (goi 12 ma hoa) dua trén khda bi mat chung nay sang mét dang khac khéng cé y
nghia, goi 12 ban ma. Tiép theo, ban ma s& duoc gui t6i nguoi nhan théng qua kénh
khong an toan. Ngudi nhan cudi cing dua trén khoa chung nay dé chuyén ban ma
thanh dang thong tin ban dau (goi & giai md) cé ¥ nghia. Cac ké tan cong co thé duwa
trén kénh truyén khong an toan dé lay dugc ban ma, nhung do khong biét khoa bi mat
chung cta ngudi gui va nguoi nhan nén khong thé nao giai ma duoc. Mot hé thdng
véi cac bude giri nhan thong tin nhu vay cd thé duoc goi 1a mot hé ma hoa.

1. Ly do chon dé tai

Trong thuc tién, an toan thong tin dang 13 van dé cap bach cua xa hoi, viéc xac
dinh cach bao mat, cach xay dung hé théng an toan thong tin tranh hién tuong mat
cap, ro ri thong tin dang dwoc cac nha khoa hoc nghién cau, day ciing 1a van dé dang
dugc nudc ta va cac qudc gia trén thé gisi dac biét quan tdm. Viéc dé nhiing thong
tin mat, thdng tin quan trong bi xam hai trai phép 12 mdi nguy hiém cho toan bo ngudi
dung, co quan, to chuc.

Pé giai quyét van dé an toan thdng tin cho céac hé thong, k¥ thuat dugc ding
co ban hién nay 1a ma héa. Tuy nhién, trong cac hé thng thuc té ngay nay, yéu cau
vé cac dang ma hoa phai linh dong va da dang hon. Vi dy, vé&i hé thong truyén hinh
tra tién hay radio cho quan doi, trung tm phét séng sé ma héa song trude khi phéat va
rat nhiéu nguoi ding véi cac dau thu caa minh cd thé giai ma song dé xem (hoac
nghe). Nhu vay, trong treong hop nay ma hdéa khdng con ¢ dang 1-1 (tac la théng tin
chi hiéu dugc hay giai ma duoc boi mot nguoi nhan duy nhat) ma la 1-nvéin > 1 1a
s6 nguoi dung cd kha ning giai ma. Di nhién cach don gian dé chuyén tir ma hda 1-
1 sang 1-n 14 cho phép n ngudi ding cuing biét mot khda bi mat, tuy nhién van dé nay

sinh 1a hé thong khong thé loai bo mot dau thu khong cho phép giai ma nira (vi du



dau thu nay hét han khdng nap tién thué bao) ma khong anh huéng dén cac dau thu
khac, vi cac dau thu cling chia sé chung mot khoda bi mat. Bé giai quyét van dé nay,
ky thuat ma hoa quang ba viét tit 1a BE (Broadcast Encryption) di duoc gidi thiéu
boi Fiat and Naor [28], trong d6 hé thdng cho phép mdi dau thu so hitu mot khoa bi
mat khac nhau, & mdi 1an ma hoa trung tdm phat song c6 thé d& dang loai bé nhiing
dau thu cu thé khoi tap cac dau thu c6 thé giai ma dugc. Cu thé, & mdi lan ma hoa
ban ma m trung tdm phat séng c6 thé chon tly y mét tap ngudi ding S ¢6 kha ning
giai ma.

Phan va céc tac gia [47] da gidi thiéu ma hoa quang ba da kénh viét tit 1a
MCBE (Multi-Channel Broadcast Encryption) la mo rong khai niém cia ma hoa
quang ba tir viéc giri mot théng tin m dén mot nhom ngudi dung S, dén viéc cho phép
cuing luc giri nhiéu thdng tin my, my,..., mk dén cac tap ngudi dung khac nhau tuong
ng S1, So,..., Sk, va ngudi ding trong tap nao thi chi c6 thé giai ma dugc ban ma cho
tap do.

Mot loai hé ma hoa khac 1a ma hoa dua trén thudc tinh dugc viét tat 1a ABE
(Attribute-Based Encryption), duoc gidi thiéu boi Sahai va Waters [53], 1a mé rong
ctia ma hoa quang ba, trong d6 cho phép diéu kién giai ma linh dong hon so véi ma
hoa quang béa. Vi ma hda quang bé, ngudi 1ap ma phai biét cu thé tap nguoi dung c6
thé giai ma duoc tai thoi diém 1ap ma, tuy nhién trong thuc té, ngudoi 1ap ma khong
phéi Iic ndo cling biét dugc diéu nay. Vi du, cong ty FPT luu trit dit liéu caa ho trén
d¢am may, ho mudn luu trir mot vin ban ma cho phép cac nhan vién caa phong ky
thuat va phong hd trg khach hang, dong thoi tham gia trong du an e-Health c6 thé
giai ma duoc. Voi ky thuat ma hoa quang ba, cong ty FPT phai biét ngay tai thoi diém
m4 hoa vin ban 1a nhitng nhan vién cu thé nao cua hai phong trén tham gia vao du
an. Trong thuc té, do tinh chat cong viéc, du 4n e-Health cd thé thém nhan vién tur
cac phong trén. Pé giai quyét van dé nay, cong ty FPT phai thuc hién lai qua trinh
mi hoa vin ban va tai 1én trén Cloud, diéu nay la khdng hop ly.

M4 hda dua trén thudc tinh ¢ thé giai quyét tét nhitng van dé nhu vay. Trong

mét hé thong ma hoa thudc tinh, ta c6 thé dinh nghia mét tap cac thudc tinh. Vi du,



Du an e-Health (e-H), phong k¥ thuat (PKT), phong cham séc khach hang (PCS),
nhan vién (NV), trusng phong (TP),... 1a cac thuoc tinh. Néu nguoi ding X thudc
phong k¥ thuat, Ia nhan vién va tham gia du an thi sé nhan cac thugc tinh la PKT, e-
H, NV va nhan khéa bi mat twong trng véi cac thudce tinh nay. Céng ty FPT khi ma
héa van ban chi don gian la thuc hién viéc ma hoa trong d6 quy dinh cho nhitng nhan
vién cua hai phong nay va lam trong du an e-Health c6 thé giai ma dwoc ma khéng
can biét cu thé 1a nhan vién nao. Diéu kién giai ma cd thé dugc md ta bang mot biéu
thirc boolean nhu sau:

(NV and PKT and e-H) or (NV and PCS and e-H)

Khi mot nhan vién mai thuoc mot trong hai phong nay tham gia du an, nguoi
nay s& nhan thém thudc tinh 12 Du an e-Health va nhan khoa bi mat twong wng, hién
nhién nhan vién mai nay sé c6 kha niang giai ma vi dap tmg duoc diéu kién giai ma.

Ngay nay, véi sy phét trién cia mang Internet, c4c thiét bi tham gia hé thong
c6 thé ¢ nang lyc rat yéu, dan dén cac hé md nhu: Ma hoa quang ba, ma héa quang
ba da kénh va ma hda duya trén thudc tinh ngoai yéu cau dam bao vé an toan phai thuc
su dam bao vé hiéu qua, dac biét 12 ¢ ba tinh chat 1a ¢6 dai ban ma, do dai khoa bi
mat va téc do giai ma.

Dé giai quyét mot sé ton tai trong mé hoa quang béa, ma hoa quang ba da kénh
va mi hoa duya trén thudc tinh, NCS chon dé tai nghién ctu: “Mgt sé hé ma hoa véi
quyen giai md linh dong”.

2. Muc tiéu nghién ciru

Pé tai tap trung nghién ctu mot sb loai ma hoa: Ma hoa quang ba, ma hoa
quang ba da kénh va ma hoa dya trén thuoc tinh, nhim dat duoc cac muc tiéu chinh
sau day:

1. Ndm bt duoc téng quan tinh hinh nghién ctu hién nay cua mot sé loai ma
hoa nhu: Ma hoa quang ba, mé hoa quang ba da kénh va ma hoa dua trén thugc tinh.

2. Xay dyng duogc luoc d6 ma hda quang ba da kénh méi, khac phuc duoc mot
s6 diém yéu cua hé BE hién c6 nhu: Toc do giai ma cham, chi hé théng mai 6 kha

nang ma hoa.



3. Xay dung duoc luoc dd mad hda ABE mai ¢6 cac tinh chat nhu: D6 dai ban
ma ngan, do dai khoa bi mat va téc do giai ma khong qué dai, qua cham, so véi céc
hé khac, hd trg chirc nang tim kiém trén dit liéu da duoc ma hoa.

3. Péi tweng, pham vi nghién ciru, phwong phap va ndi dung nghién céu

Déi twong va pham vi nghién cau trong luan &n 1a mot sé hé ma héa: Ma héa

quang ba, ma hoa quang ba da kénh va ma hoa dwa trén thugc tinh. Trong pham vi dé

tai s€ thuc hién cac noi dung nghién ctru sau day:

1. Tim hiéu mét sb k§ thuat, dua ra luoc d6 ma héa cai tién dé xay dung hoan

thién hon cho hé ma héa quang ba, hé¢ ma hdéa quang ba da kénh.

2. Nghién ctru luge dd ma hoéa quang ba da kénh moi, dya trén cac ky thuat
xay dung mot s hé ma hoa quang ba khac nhu hé ma hda quang ba Delerablee [25]

VA Cé4c cai tién duoc viét tai cac tai liéu [55, 56].

3. Tim hiéu mot sé ky thuat vé ma hoa duya trén thuoc tinh, dua ra lugc d6 ma
hoa méi dé gop phan xay dung cac hé ma hoa dwa trén thudc tinh hién nay duoc hiéu

qua hon.

4. Nghién ctru luge d6 ma hoa dya trén thudc tinh va mot sé ki thuat xay dung
hé ma hoa quang ba, mé hoa quang ba da kénh, dac biét tap trung vao viéc xay dung
luge d6 ma hda dua trén thuoc tinh, co tinh chit 1a ¢6 dai ban ma 1a hing sb va tim

kiém trén dit liéu da dugc ma hda.

5. Nghién ctiru muc an toan ciia mot sé hé ma hoa dua trén thugc tinh hién nay.
4. Bo cuc luan an
Luan an bao géom 3 chuong:
CHUONG 1. TONG QUAN VE MA HOA QUANG BA VA MA HOA DUA
TREN THUQC TINH

Noi dung chuong s& trinh bay va gisi thiéu vé mot sé hé ma hoa co ban, quan
trong dang duoc sir dung hién nay. Bao gom ba loai m4: M4 hda quang ba, ma hoa
quang ba da kénh va ma hda dua trén thudc tinh. Ba loai ma hoa nay hd tro quyén

giai ma linh dong va dang duogc tng dung trong rat nhiéu loai tng dung hién nay nhu



cac ung dung truyén hinh tra tién, chia sé files, social network (facebooks, twitter,...),
luu trir an toan dir liéu trén dam may cho nhirng tng dung nhu e-Health, chinh phu
dién tu,...
CHUONG 2. MA HOA QUANG BA PA KENH

Trong chuong ndy, Nghién ctru sinh s& trinh bay téng quan vé ma héa quang
ba da kénh, bao gdm dinh nghia vé ma hdéa quang ba da kénh, mé hinh an toan cua
ma hoa quang ba da kénh va mot s6 han ché can phai khac phuc. Bén canh d6 Nghién
ctru sinh (NCS) s& dé xuat va trinh bay y tuong dé khic phuc mot sé diém yéu caa
m4 hoa quang ba da kénh nham khic phuc mét s6 han ché con ton dong.
CHUONG 3. MA HOA DUA TREN THUQC TiNH

Téc gia trinh by vé hé ma hoa dua trén thudc tinh bao gém, dinh nghia chung
vé ma hoa dua trén thudc tinh, md hinh an toan cua ma héa duya trén thuoc tinh, mot
s6 hé ma hoa dya trén thudc tinh hién nay. Phan cudi chuong sé trinh bay 02 luge do

ma héa dua trén thudc tinh méi duoc dé xuat trong luan an.



CHUONG 1. TONG QUAN VE MA HOA QUANG BA VA MA HOA
DUA TREN THUQC TiNH

Phan dau chuong, nghién ciu sinh gidi thiéu chung vé ba loai ma hoa cy thé
hién nay: Thi nhat 13 ma héa quang ba, thir hai 1a ma hoa quang ba da kénh va thir
ba 12 ma hoa dwa trén thudc tinh. Trong phan noi dung, tac gia trinh bay chi tiét mot
s6 ma hoa quang ba hién nay ma luan an nghién ctu, sau dé trinh bay so lugc két qua
nghién ctiru méi va cac van dé tén dong can khic phuc ddi véi ba loai ma nay.

1.1. Khéi quat chung vé ma héa

Mot hé théng bao gom thuat toan tao khda bi mat, thuat toan ma hoa, thuat
toan giai ma duoc goi chung la mét hé ma hoéa. Trong do, mot hé ma héa ma khoa
dung dé ma hoa va khoa dung dé giai ma 1a nhu nhau, duoc goi 12 mot hé ma hoa
khoa bi mat. Hé ma hoa khoa bi mat dang duoc ding phd bién nhat hién nay 1a AES
véi cac bién thé cho khoa bi mat 1a 128, 192 va 256 bits. Uu diém cua mi héa khéa
bi mat 12 toc ¢6 ma hoa va giai ma nhanh. Nhuoc diém cua céac hé nay la giita nguoi
giri va ngudi nhan phai tiép xuac trudc voi nhau dé théng nhat mot khoa bi mat chung,
diéu nay rat kho thuc hién trong moéi truong thuc té hién nay. Dé giai quyét van dé
trén, hé ma hoa khoa cong khai da duoc gidi thiéu, trong d6 khoa dung dé ma hoa goi
1a khoa cong khai va khéa dung dé giai ma 12 khda bi mat. Khoa cong khai ciia nguoi
nhan dugc cong b trudc, mdi nguoi giri khi mudn gui thong tin cho nguoi nhan sé
dung khoa cong khai nay dé ma héa thong tin (khong can tiép xuc trudc véi nguoi
nhan dé thoa thuan khoa bi mat chung), ngudi nhan s& c6 mot khda bi mat twong @ng
Vv6i khoa cong khai nay dung dé giai ma. Nhu vay, trong mot hé ma hoa khéa cong
khai mdi nguoi dung (nguoi giri hodc ngudi nhan) tham gia hé thdng s& c6 mot cap
khoa cong khai va bi mat, khoa cong khai duoc céng bd cong khai truée, trong khi
khoa bi mat dugc gitt bi mat riéng minh. Whitfield Diffie and Martin Hellman c6 thé
dugc xem 1a nhitg ngudi dau tién dé xuat cu thé mot hé ma hoa khoa céng khai, mot
s6 hé ma hoa khoa cong khai hién duoc ding pho bién hién nay nhu hé RSA hay

Elgamal.



Ngay nay, dé tan dung ca hai vu diém cua ma héa khoa bi mat va ma hoa khoa
cbng khai, khi gtri thong tin nguoi ta thuong dung hé ma héa lai. Vaéi hé mé hoa lai,
treéc mdi 1an gui thong tin ngudi giri s& chon maot gia tri goi 1a khéa phién, tiép theo
ho s& dung khoa cong khai ctia nguoi nhan dé ma hoa khoa phién nay, sau d6 dung
khoa phién nay nhu 1a khoa bi mat trong hé ma héa khoa bi mat dé ma hoa thang tin.
Nhu vay, ngudi gui da dong thoi dung ca hai giai thuat ma héa cua hai loai, hé ma
hoa cong khai va hé ma hoa bi mat. Ban ma s& bao gom ban ma cua khoa phién va
ban mé cua thong tin. Nguoi nhan, trudc tién dung giai thuat giai ma cia hé ma héa
khoa cong khai dé giai ma ban ma cua khda phién thu vé gia tri khoa phién, sau do
dung giai thuat giai ma cua hé ma hoa khoa bi mat véi khda phién chinh 1a khoa bi
mat da biét dé giai ma, thu vé thong tin. Thong thuong, théng tin can giri thi rat 16n
nhung gia tri khoa phién chi can rat bé, do d6 véi ma hoa lai ta tan dung duoc uu thé
cua ca hai loai hé ma hda bi mat va cong khai. Nguoi giri khdng can théng nhét khoa
bi mat chung trudc véi nguoi nhan, thong tin van duoc mé hda va giai ma ding giai
thuat ctia hé ma hoa khoa bi mat. Cac hé ma da trinh bay ¢ trén nhu AES, RSA,
Elgamal déu la cac ma hoa ¢ dang 1-1, tirc 1a voi mdi ban ma chi ¢6 duy nhat mot
ngudi ¢ kha nang giai ma. Hay la quyén giai ma cia ngudi dung bi gisi han rang chi
giai ma dwoc néu biét khda bi mat twong (g véi ban ma. Céc (ng dung hién dai ngay
nay nhu truyén hinh tra tién, mang x& hoi,...Y&u cau rang quyén giai ma phai ¢ dang
linh dong hon. Cu thé, mot hé ma hda c¢d quyén giai ma linh dong thi vai mét ban ma,
ngudi 1ap ma cé thé tiy y quy dinh mot nhom nguoi khac nhau voi cac khoa bi mat
khac nhau déu c6 thé giai ma duoc, ma hoa nhu vay phai ¢ dang 1-n véi n > 1. Mot
trong nhitng hé ma hda 1-n hi¢n nay la hé ma héa quang ba.

1.1.1. Pinh nghia va mo hinh an toan cia hé ma héa quang ba

M4 hoéa quang ba dugc gidi thiéu boi Fiat and Naor [28] vai muc tiéu tao ra
mot hé ma hda ma & mdi lan ma héa nguoi ma hda cd the chon mét tap nguoi ding
tly y c6 thé giai ma duoc. Trong khi d6, ca d6 dai ban ma, do dai khda bi mat va téc

d6 giai ma khic phuc duoc nhugc diém vé do dai khoa va do dai ban ma.



“Véi hé ma héa quang béa quyén co ban nhat cua ké tin cong 1a biét ban ma va khoa
cdng khai. Ngoai ra, ké tan céng con co thé co thém cac quyén khac nhu quyén biét
khda bi mat ctaa cac nguoi dung khéng c6 kha nang giai ma (nhirng nguoi dung nay
nam bén ngoai tap S), quyén tly ¥ chon mot ban ma va biét ban rd twong tng,...”.
1.1.2. Pinh nghia

M4 hda quang ba dugc dinh nghia nhu sau:

Khéi tao ()):

Dau vao cua giai thuat khoi tao 1a tham sb an todn . Trong d6 tham sb an
toan X cO nghia 1a dé pha duoc hé ma nay ké tan cong can thuc hién it nhat 2> phép
to4n co ban nhi phan caa may tinh.. Dau ra cua giai thuat 12 khoa cong khai va khoa
bi mat caa hé théng.

Tao khéa (msk, id, list, param):

Pau vao cua giai thuat 12 khoa bi mat cua hé théng, dinh danh cua ngudi ding,
danh sach cac nguoi ding hién thoi da dugc cip khda cua hé théng, cudi cung 1a khoa
cdng khai caa hé thong. Néu dinh danh cta ngudoi dung id 13 hop 18 va id ¢ list thi
giai thuat sé tra vé khoa bi mat SKig cho ngudi dung id, sau do6 id s& dugc dua vao
danh sach cac nguoi dung hién thoi da dugc cap khoa caa hé théng. Nguoc lai giai
thuat s& tra vé L (giai thuat ngirng va két qua dau ra 1a null).

Ma hoa (S, param):

Pau vao cua giai thuat 13 tap nguoi dung c¢d kha ning giai ma S va khoa cong
khai caa hé thong. Pau ra cua giai thuat 1 khda phién 1am viéc K va ban ma caa n6
chta ca S, ky hiéu 1a Hdr. Luu ¥ rang, trong thuc té thi khéa phién 1am viéc K sau d6
s& dugce dung nhu khoa bi mat trong hé ma hoa khda bi mat (vi du AES) d¢é ma hda
dit liéu. Nhu vay, ban ma day du trong thuc té goi 1a s& bao gom ca Hdr va 1a ban ma
cua dit liéu thuc té dugc ma hoa dudi khda bi mat.

Giai ma (Hdr, SKiq, param):

Dau vao cua giai thuat 12 ban md Hdr ciia khda phién lam viéc K, khoa bi mat

ctia ngudi dung SKig, khda cong khai ciia hé théng. Pau ra cua giai thuat 1a khoa phién

lam viéc K néu nhu id € S, nguoc lai dau ra cua giai thuat 13 L. Luu ¥ rang, trong



thue té thi sau khi giai méa tim duoc khoa phién K, nguoi dung s& dung K nhu khéa
bi mat dé giai ma tim lai dix liéu thuc té da duoc ma hoa.

M4 hoa dugc mé hda véi co ché nhu trén duoc goi 1a hé ma hoa lai. Ly do hé
ma hoa lai dugc dung trong thuc té 1a do né tan dung duoc ca hai vu thé cua hé ma
hoa khoa cong khai truyén théng va hé ma hoa khéa bi mat. Cu thé, nhuoc diém cua
ma hda khoa cong khai 12 c6 téc d6 ma hoa cham, trong khi uu diém 1a khdng can
théng nhat khoa bi mat chung giita ngudi gui va ngudi nhan. Con nhugc diém cua
ma hda khoa bi mat 1a phai théng nhat truée khéa bi mat chung gitta nguoi guri va
ngudi nhan, trong khi wu diém 1a toc d6 ma hoa nhanh. Hé ma hda lai 12 tan dung loi
thé cua ca hai hé ma hoa nay, cu thé khoa phién 1am viéc K ngan s& dugc ma hoa
bang hé ma hoa khoa cong khai cé toec dd cham, con dix liéu dai s& dugc ma hoa bang
hé ma hoa khoa bi mat cd toc do nhanh duéi khoa phién K. Nhu vay, véi dbi véi ma
hoa lai gitta nguoi gui va nguoi nhan khdng can théng nhat truéc khoa bi mat chung,
dir liéu duoc ma hoa bang hé ma hda khoa bi mat.

O céc tai lieu vé ma hoa quang ba [9, 10, 25, 26, 44, 46, 49, 55], dé cho don
gian nguoi ta chi xét viéc ma hda va giai ma cua khoa phién lam viéc K, do viéc ma
hoa va giai ma dix liéu thyc té ding K nhu 1a khoa bi mat 1a giéng nhau ¢ tat ca cac
hé ma hda quang ba.

1.1.3. Mé hinh an toan

Khi ta néi mot hé ma hoa la an toan la ta n6i mot cach chung chung. Con cu
thé, mot hé mé héa duoc ching minh 12 an toan néu ta cho ké tan cong co cac quyén
A, B, C,..Vi du: V&i hé ma RSA thi ké tan cong cd thé cd quyén biét cac tham s
cdng khai nhu tich ctia hai s6 nguyén tb p va g, tham chi biét mot sé cap khoa bi mat
va cong khai,...Va ta chizng minh vé mit toan hoc rang dé pha duoc hé ma thi ké tan
cdng vai cac quyén A, B, C,... phai giai duoc mot bai toan kho ndo do6, vi du nhu bai
toan phan tich ra thira s6 nguyén té hay bai toan logarit roi rac. Vi ma hoa quang ba,
quyén co ban nhat caa ké tan cong 1a biét ban ma va khoa céng khai. Ngoai ra, ké tan

cdng con c6 thé cd thém cac quyén khac nhu quyén biét khda bi mat cua cac nguoi
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dung khong c6 kha ning giai ma (nhitng ngudi ding nam bén ngoai tap S), quyén tly
y chon mot ban ma va biét ban r6 twong Gng, ...

Khi mé hinh héa quyén cua ké tin cdng, ta goi d6 1a mé hinh an toan, con bai
toan kho thi ta goi 1 gia thuyét. Nhu vay, néi mot hé ma hoa quang bé an toan mot
cach day du 1a phai néi n6 an toan dudi mé hinh nao va duéi gia thuyét gi. M6 hinh
an toan chuan cho mot hé ma héa quang ba duogc dinh nghia nhu sau:

Chuing ta xét mot kich ban gitra ké tin cong A va ké thach thac € (dai dién cho do
an toan cua hé ma):

Khéi tao (x): Pau tién C chay giai thuat khoi tao Khéi tao (») dé tao ra tham s6
cdng khai param, khéa bi mat msk cua hé théng. Tiép theo, € cong b param cho A
dong thoi gitr bi mat msk. Ngoai ra, € ciing khai tao ba danh séach rdng list, Ac, Ap,
trong do list 1a danh sach cac ngudi dung hién thoi da dugc cap khoa cua hé théng,
Ac 1a danh sach cac nguoi dung d bi A biét khoa bi mat, con Ap la danh sach céc
ban ma Hdr da bi A biét ban rd twong ung.

Giai doan truy van 1: Ké tan cong A c6 thé tiy y yéu cau dé biét cac thdng tin sau:

1. A yéu cau dugc biét khda bi mat cua ngudi dung c6 dinh danh 12 id: Ké
thach thac C chay giai thuat Tao khoa (msk, id, list, param):

Pé tao ra khoa bi mat SKiq, sau d6 cong bd SKia cho A, dong thoi thém dinh
danh id vao danh sach cac nguoi dung di bi A biét khda bi mat Ac.

2. A yéu cau dugc biét ban rd trong tng cta ban md Hdr (Hdr chta ca S). €
ding khoa bi mat cia nguoi ding véi dinh danh id’ € S dé giai ma va giri két qua la
ban rd K lai cho A. Hdr sau d6 dugc thém vao danh sach cac ban ma Hdr da bi A
biét ban rd twong ing Ap.

Giai doan thach thirc: Ké tan cong A cho dau ra (gii cho €) 1a tap cac ngudi dung

S*ma A sé tan cdng. € chay giai thuat ma hoa (S*, param): Dé thu vé ban ma va ban
. « $ .
rd (khoa phién) la (Hdr+, K#). Tiép theo € chon ngau nhién mot bit b < {0,1}. Néu b

$ .
=1, C chon K™ « K (¥ la khdng gian cua khda phién), con néu b = 0 thi C gitr nguyén
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khoa K+ Nhu vay khéa K* s& 1a s6 ngau nhién khong lién quan gi dén ban ma Hdrx
néu b = 1. Cudi cing € cong bd (Hdrx, K#) cho A.
Giai doan truy van 2: Ké tan cong A tiép tuc co quyén yéu cau biét cac thong tin
nhu trong giai doan truy van 1.
Giai doan du doan két qua: Ké tan cong A dua ra du doan bit b’ € {0,1} cho bit b.
Ta n6i rang ké tn cong A thang trong kich ban trén néunhu b’ = bvaS* N Ac =0
va (Hdr+, $%) € 4p. Taky hiéu SuccNP(cA) = Pr[b’ = b] la x4c suat ma A thing trong
kich ban trén, va loi thé caa no6 Ia;
AdVIND(A) = 2 x Suce™P(A) — 1
=Pr[l « A |b=1]-Pr[l « A |b=0]. 1)

Khai niém an toan & trén goi la an toan khéng phan biét dugc khoa, tuc la ké
tan cong khdng ¢ kha ning phan biét gitta mot khoa phién K ding va mot gia tri
ngau nhién. Mot khéi niém an toan yéu hon an toan khdng phan biét duoc khoa, goi
la an toan khong tinh toan dugc. Tac la ké tan cong chi khong cé kha ning tinh ra
duoc khoa phién K, tuy nhién, nd co thé c6 kha ning phan biét gitra mot khoa phién
K diing va mot gia tri ngau nhién.

Ngoai ra, ta cling phan biét cic kha nang cua A nhu sau:
« Néu ké tan cong A phai cong bd tap cac nguoi ding A mudn tan cong S+ trude khi
giai thuat khéi tao (») duoc chay, thi kich ban tin cong trén goi la bao mat c6 chon
loc.
« Néu ké tan cong A khdng can cdng bd tap cac ngudi dung A mudn tan cong S+
truéc khi giai thuat khai tao (%) duoc chay, thi kich ban tan cong trén goi 1a bao mat
thich ang. Tuc 12 lic nay A sé& co quyén 16n hon.
« Néu ké tan cong A c6 thé truy van dé biét ban rd twong tng véi mot ban ma bat ky,
thi kich ban tan cong trén goi 1a tin cdng chon trudc ban ma. Néu khéng thi kich ban
& trén goi 1a tin cong chon trudc ban rd, tic 1a ké tan cong chon ban rd va biét ban
ma tuong tng. Day 1a diéu 1 hién nhién vi ké tan cong biét khoa cong khai param
nén ludn c6 dugc kha ning nay. Do d6, ta thdy rang tan cong chon truéc ban ma viét

tit 1a CCA (Chosen Ciphertext Attack) s& manh hon so véi tin cdng chon trudc ban



12

rd viét tit CPA (Chosen Plantext Attack). Vi quyén cua ké tan cong trong CCA bao
gom ca quyén caa ké tin cong trong CPA. Nhu vay, két hop lai ta c6 cac mé hinh an
toan CCA/CPA.

1.2. Khai quét vé mot s6 hé¢ ma hda quang ba quan trong va tinh hinh nghién
cwiu hién nay

Trong muc nay, tac gia s& lan luot gidi thiéu mot sé hé ma héa quang ba nén
tang quan trong hién nay. Cac ma hda nay clng céc cai tién caa nd hién dang duoc
trién khai ding rong réi trong thuc té véi cac ang dung nhu truyén hinh tra tién, chia
sé files, radio quan d6i, social network (facebooks, twitter,...).

Tinh hinh nghién ciru trong nwéc

M4 héa quang ba da kénh va ma hda dua trén thuoc tinh van la nhitng huéng
nghién cttu mai hién nay & Viét Nam. Hién nay, c6 nhiéu cong trinh nghién ctru vé
van dé ndy, trong d6 c6 cong trinh viét “gidi thiéu ma hoa duya trén dinh danh” viét
trén cong thong tin dién tir https://nacis.gov.vn cua tién si Ho Van Huong thuoc Ban
Co yéu Chinh phu. Bén canh d6, Viét Nam ciing da cong bd chuan vé ma héa dinh
danh TCVN11367-5:2018.

Bai viét vé “ma hoa dua trén thudc tinh” cua tac gia Pham Quéc Hoang viét
tai tap chi An toan théng tin s6 2, Nam 2010 va bai viét “ma hoa dya trén dinh danh”
cua tac gia Tran Duy Lai viét trén tap chi an toan théng tin nim 2009. Ngoai ra con
c6 nhiéu cong trinh khac viét vé cac hudng nghién ciu nay tai Viet Nam.

Tinh hinh nghién ciu trén thé giéi

M4 hoa quang ba c6 thé dugc xay dung truc tiép tir cac hé ma hoa khda cong
khai thong thudng nhu RSA hay Elgamal. C6 hai phuong phap co ban dé xay dung.

« Phuong phap 1: Gia s m 13 thong tin ngudi gui mudn giri dén n ngudi dung
khac nhau. Pé ma hda m thong tin d6 dén n ngudi dung thi khi d6 s& ¢6 n ban ma va
n khoa cong khai. Néu dung hé RSA véi tham s6 an toan 1a 80 thi ban ma dé gui
thong tin m = 1024 bits s& it nhat 12 n-1024 bits. V&i bang thong han ché hién nay, do
dai ban ma nhu vay 12 rat 16n. Trén thuc té, cac nha nghién cru mong muén ban ma

phéi c6 d6 dai ngan hon nhiéu so véi gia tri n.
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e Phwong phap 2: Gan cho mdi nhom ngudi ding mét cap khoa cong khai/ bi
mat chung, khi guri théng tin m cho nhom ngudoi dung nao thi dung khoéa céng khai
ciia nhém ngudi dung d6 dé ma héa m. Véi giai phap nhu vdy, ngudi dung tham gia
bao nhiéu nhom thi s& phai luu trit bay nhiéu khéa bi mat. S6 khda bi mat téi da ma
ngudi dung cd thé s& phai luu trix 18n t6i con sb rat 16n, didu nay 1a khéng kha thi
trong thuc té.

Hé ma hoa quang ba dau tién duoc giGi thidu boi Fiat and Naor [28] voi muc
tiéu tao ra mot hé ma hoa dé giai quyét diém yéu cua 2 phuong phép trén vé do dai
khoa bi mat va do dai ban ma.

1.2.1. H¢ ma hoa NNL va cac cai tién

Nhu di trinh bay & phan trén, hai phuong phap xay dung truc tiép ma hoa
quang ba tir cac hé ma hoa khoa cong khai thong thuong nhu RSA hay Elgamal sé
dan dén truong hop cac hé ma hoa quang bé hoic 1a co d6 dai ban ma rat 16n, hoac 1a
c6 d6 dai khoa bi mat rat Ion.

Dé giai quyét van dé nay, Naor va céc tac gia [44] dé xuat hai hé ma hoa co
tbc do 1ap ma va giai ma rat nhanh, dong thoi can bang dugc ca hai yéu té 1a do dai
ban ma ciing nhu d6 dai khoa bi mat. Biém yéu cua hai hé ma nay la ca hai hé ma
déu ¢ dang hé ma hoa khoa bi mat, tic 1a dé thyc hién ma héa thi nguoi ma hoa can
phai biét khoa bi mat ciia nguoi nhan. Nhu vy, cac hé ma cua Naor va céc tac gia
phl hop véi mét s6 loai tng dung dic thu nhu truyén hinh tra tién, radio quan doi,
hay bao vé ban quyén trén cac dia DVD,... Khi ma ngudi lap ma 1a ngudi chu cua

toan bo hé thdng, do d6 ho biét khda bi mat caa tirng thanh vién caa hé théng.

1.2.1.1. Hé ma thir nhat NNL-1[44]

Gia sir V' 1a tap cua tat ca nhirng nguoi ding trong hé théng, | V| = N,vaR €
N la mot tap con nguoi dung caa N khong c6 kha nang giai ma. Vay tap nguoi dung
N /R chinh 1 tap nguoi dung c6 quyén giai ma. Gia st |R| = r. Muc tiéu cua hé 1a
cho phép nguoi lap ma tao ra ban ma ma chi nhirng nguoi dung thugc tap V' /R la co
kha ning giai m4, con tat ca cac nguoi ding thudc tap |R| du c6 lién két vai nhau

cling khong thé giai ma duoc.
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Ma héa NNL-1 dugc mo ta nhu sau:
Khéi tao ()):

Hé théng chon mét hé ma hoa khoa ddi xing AES dé ma hda. Gia su V" 1a tap
cua tat ca cac nguoi dung trong hé thong, | V| = N. Tap ngudi dung nay dugc b tri
trén mot cay nhi phan cé N 14, moi 14 13 mot nguoi ding.

Tiép theo, gan cho mdi node trén cay nhi phan mot khoa bi mat (goi 1a khoa
bi mat con). Nhu vay, toan hé théng c6 2V — 1 khéa bi mat. Khéa bi mat cua toan hé
théng s& 1a tap 2N — 1 khéa bi mat nay.

Tao khoa (msk, id):

Vi mdi ngudi dung 1a mot 14 id, khda bi mat twong g cho ngudi dung d6
s€ la tap hop cac khoa bi mat con twong (tng vai cac node trén cdy thudc con duong
tir 14 (nguoi dung d6) t6i node gbc cua cay. Nhu vay, mdi ngudi ding s& c6 logN+1
khoa bi mat con do d6 sau cua cay nhi phan N 14 12 logN + 1. Tuc 1a SKiq s& bao gom
logN + 1 gia tri.

Ma hoa (S, param, msk):

Pau vao cua giai thuat 12 tap nguoi dung cd kha niang giai ma S va khoa cong
khai, khda bi mat cua hé thong. Dat tap |R| = N /S, gia sit |R| = r. Dé ma hoa, trudc
tién ta phan hoach cady nhi phan N 14 & trén ra w cady nhi phéan con riéng biét khong
giao nhau (S;,, S, ...,S;,) sao choS; US; U,..,US; =S =N/R. Cach phan
hoach nhu sau, minh hoa trén Hinh 1.1:

1. Tim cay khung nhé nhét trong cay nhi phan day di ¢6 N 14 ¢ trén chi chira
cac la c6 mat trong tap R (cay nay goi la cay Steiner Tree (R)).

2. Tap cac cay con (S;,,S;,, .-, Siw) S€ la cac cay con co g6c la nodes anh em

i
(lién k&) véi cac nodes trén cay khung nho nhat trén. Ky hiéu cac nodes goc cua cac
cay con nay la (S;,,Si,, ..., Sip)- DO maoi nodes (Si,»Siys s Sigy) duge gan twong ung

mot khda bi mat con, gia sir lan luot 1a (SK;, SK;,, ..., SK;,, ). Dé ma hoa khoa phién

2!
lam viéc K, nguoi 1ap ma s& ma hda khoa phién w 1an véi hé ma hda khoa bi mat AES

dusi w khoa bi mat (SK;, SK;,, ..., SKi, ). Cu the ban ma s& la:

2’
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Hdr = ((AES(SKi,, K),S;,), (AES(SKy, K),S;,), .., (AES(SK;,, K),S;,) ) (1.2)
Giai ma (Hdr, SKjq, param):

Dau vao cua giai thuat 12 ban ma Hdr cua khda phién 1am viéc K, khoa bi mat
ctia ngudi dung SKia, khda cong khai cia hé thdng. Vi mdi ngudi dung id thudc tap
S khong thuoc tap R tuc la khdng thudc cay Steiner Tree(R), thi sé thuoc mot trong
cac tap con (S, Si,, ..., Sie), 12 la cia mot trong cac cay con co nodes gbc 1a (S,

Si,» - Sie)- Nghia 1a SKiq s& chra mot trong cac khoa bi mat (SK;, SK;,, ..., SKiy,)-

/®\

(2 3

= AN AN
G oO@ oy o d@» a»

27

N
©

Hinh 1.1: Hé NNL-1
Lac nay, giai thuat trudc tién s& tim node goc Sip1<j<w,sa0 choid lala
trén cy con ndy, sau d6 dung khoa bi mét (SK;; dé giai ban mé (AES(SK; , K) dé thu
lai khoa phién K.
Luu y rang: Néu ngudi dung id khdng thudc tap S, tic 1a thudc tap R hay 1a thudc
cay (R), thi s& khong thudc bat ky tap (Si,, Si,, .-, S;,) nao, tuc la khong co bat ky
khoa (SK;,, SK;

i»SKi, ..., SK; ) ndo, do d6 khong thé giai duoc ma.

Panh gia d6 hiéu qua: Nguoi ta da ching minh duoc ring w = rlog g, do vay do
dai caa khoa bi mat va do dai caa ban ma déu chi phu thudc vao logN chir khéng phai
tuyén tinh véi N nhu trong phuong phap théng thuong. Ngoai ra, do ding hé ma AES

trong ma hda/giai ma nén toc d6 ma hda/giai ma 1a hiéu qua.
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1.2.1.2. H¢ ma tha hai NNL-2 [44]

O hé méi thir nhat, do dai cua ban ma van con phu thudc vao tong sé ngudi
dung trong hé théng 1a N. Trong thuc té thi N s& kha 16n, do d6 Naor va cac tac gia
[44] tiép tuc dé& xuat mot hé ma thir hai goi 1a NNL-2. Vi hé ma nay, do dai ban ma
chi 1a 27 — 1 hoan toan khdng phu thudc vao tham sé N, tuy nhién do dai khoa bi mat
lGc nay khdng con 1a logN + 1 nita ma s& c6 d6 dai tuyén tinh véi log?N.

Y tuong cua tac gia lic nay 1a danh sb thir tu cac nodes trén cay nhi phan N 4.
Quy dinh tap Sijbao gdm cac nodes l4 1a con chau cua node i nhung khong phai la
con chau cua nodes j. Vi du, trén Hinh 1.2 tap S210 chira cac nodes 8, 9, 11 la con
chau cua node 2 nhung khong phai la con chau ctia node 10. Luc nay gan khoa bi mat
ctia nhoém Sijcho tat ca céc 14 1a con chau cua node i nhung khong phai 1a con chéu
cua node j. Nhu vay, c6 thé dé dang thay rang so khoa bi mat ma mdi nguoi ding
phai luu trit s& tuyén tinh véi N.

Pé giam do dai caa khoa bi mat ciia nguoi ding Naor va cac tac gia di ap dung
ham tao sb gia ngau nhién G dé tao khoa cho céc tap Sij. Cu thé, gan cho mdi node i
trén cay nhi phan N 14 mot nhan Li . Dung ba ham tao s6 gia ngau nhién sau:

« Ham G, tao ra nhan cho node con trai caa node i.

» Ham Gr tao ra nhan cho node con phai cua node i.

« Ham Gw tao ra khoa bi mat tir nhan tai node do.

Xeét cay con Sij, nhan cua cac nodes trong cay con nay dugc sinh ra tir nhén L;
cua node goc i va cac ham G, Gr. Khda ciia nhém Sij sé duoc tinh bai Gw(Li,j ) trong
d6 Li,j 1a nhan cua node j sinh ra tir Li va cac ham Gy, Gr. Vi du néu node j la 10 va
node i a 2 trén hinh v& thi L2 10 = GL(Gr(L2)).

Vi cach gan nhu vay mdi node la 1a va la con chau cta ca i va j (vi du node
10) s& nhan nhan cua tat ca cac node 1 anh chi em cta 6ng cha cia nd trén duong tir
node 14 d6 dén node géc. Vi du & trén thi node 10 s& nhan nhan cua cac nodes 4 va
11. Luu ¥ rang, nhan caa cac nodes 4 va 11 duoc sinh ra tir L2 va cac ham G, Gr.
Ngoai ra do node 10 khéng c6 nhan cua L2.10 nén khong thé c6 khda bi mat caa nhém

S2.10, trong khi nd c6 khoa bi mat cua cac nhém khéc ¢ gdc tai node 2 nhur Sz.4, S2.11.
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Nhu vay, khi ma héa ta chi viéc phan hoach nguoi dung thanh cac nhém S;
phl hop, trong d6 ngudi ding khong c6 quyén giai ma sé la con chau caa node j, sau
d6 ma hoa khoa phién K bang khoa bi mat cia cac nhom Sij nay.

V& d6 hiéu qua, do sb luong cac nhan ma mdi node 14 thudc cay con S; j phai
lwu chi 1a d6 sau cua cay Si j va sé lwong node i 1a logN nén sé nhan t6i da ma mdi
node 1& phai Iuu chi la O(log®N), hay d6 dai khoa bi mat chi la O(log?N). Nguoi ta
cling da chimg minh duoc rang, sb luong téi da cac nhom Sij sau khi phan hoach chi
la 27 — 1 vai r 12 s6 ngudi dung khong c6 quyén giai ma.

Vé téc @ tinh toan thi hé NNL-2 kém hon so véi hé NNL-1 vi & hé NNL-2
nguoi ding khi giai ma can budc tinh, tinh ra khoa bi mat tir nhan. Tom lai, voi hé
NNL-2 ta giam dugc do dai ban ma nhung lai tang thém d6 dai khda bi mat va téc do

giai ma.

Hinh 1.2 Hé NNL-2
Chuyén doi NNL-1 sang h¢ ma hoa khéa cong khai [26]:

Hé ma hda quang b4 NNL-1 & trén c6 nhuoc diém chinh d6 13 dé ma hoa nguoi
lap ma can phai biét khda bi mat cua tat ca cac nguoi dung. Nhuoc diém nay khong
phU hop véi nhiéu loai tng dung nhu: Chia sé files, mang x& hoi, luu trit dit liéu an
toan,.... Bé khiac phuc nhugc diém nay, cac tac gia [26] da dua vao ky thuat ma hoa
dua trén dinh danh dé chuyén d6i hé NNL-1 thanh hé ma hoa khoa cong khai.
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Nhuoc diém cta cac hé md hoa khda cong khai nhur RSA hay Elgamal 1a khoa
cong khai chi 12 mot con sé ngau nhién, khéng co thong tin gi dac biét dé dai dién
cho chu thé s¢ hiru nd. Do vay, cac hé nay can phai c6 mot trung tdm ching thuc sb
viét tat 1a CA (Center Authority) hay rong hon 1a co s& ha tang khoa cong khai viét
tat 13 PKI (Public Key Infrastructure) dé ching thuc khoa cong khai théng qua chieng
thue s6, didu ndy dan dén ton kém cho hé thdng. Vi vay, y tuong dé khic phuc diém
yéu nay dugc gigi thiéu lan dau bai Shamir [54], néu ta dung khoa cong khai bao
gom céc thong tin dic biét gan lién véi chu thé sé hitu nd thi ta khong can phai ching
thuc khoéa cong khai.

Chang han, ¢6 thé dung s6 ching minh thu, s6 ho chiéu hay dia chi email cua
Bob dé 1am khoa cong khai. V6i khoa cong khai nhu vay, ching ta khéng con can
mot CA dé dam bao rang khoa cong khai nay thuoc vé Bob. Do dé, van dé & day
khong con can phai ¢ chiing thuc hay khdng con can phai xay dung PKI nira, Alice
c6 thé d& dang nhan ra rang day chinh 1a khoa cong khai ciia Bob. Va dé tir mot dia
chi email hay s6 ching minh thu bat ky dung lam khoa cong khai c6 thé tao ra duoc
mét khoa bi mat twong @ng. Trong md hinh k§ thuat ma héa dwa trén dinh danh, can
phai c6 mot thuc thé 1am cong viéc do goi la viét tat 1a PKG (Private Key Generator).

Ung dung y tuang cua ki thuat ma hoa dua trén dinh danh, céc tac gia [26]
gan cho méi node trén cay nhi phan caa hé NNL-1 mét bit 0 hoic 1, do d6 mdi node
i s& c6 mot dinh danh IDi khac nhau, d6 1a chudi bit tir node gbc caa cay dén node i.
Dung k¥ thuat ma hoa dya trén dinh danh mdi node i s& c6 mot khoa bi mat tuong
rng véi dinh danh ID; d6. Vi vay, mdi node bay gio c6 hai khda, khda cong khai
chinh la dinh danh IDj, va khéa bi mat twong wng véi dinh danh d6. HE ma lic nay
c6 thé duwgc md ta nhu sau:

Khéi tao (»):

Hé théng chon mot ma hoa dua trén dinh danh viét tit 12 IBE (Identity-Based
Encryption) c6 khda bi mat ctaa hé thong 1a msk. Gia s N 14 tap cua tat ca cac nguoi
ding trong hé thdng, |V'| = N. Tap nguoi dung nay duoc bé tri trén mot cay nhi phan

c6 N 14, mdi 14 1a mot ngui ding.
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Tiép theo gan cho mdi node trén cay nhi phan mét bit 0 hozc bit 1. Binh danh
IDi cua node i khac nhau s& khac nhau, va d6 1a chudi bit tir node gdc cua cay dén
node i.

Tao khéa (msk, id):

Vi mdi node c6 dinh danh ID;, diing giai thuat tao khoa cua hé IBE voi khoa
bi mét hé thong 1a msk dé tao ra khoa bi mat SK; .. Mdi ngudi diing id s& nhan tat ca
khoa cua cac nodes trén duong tir node 14 id toi node gc cua cy nhi phén, twong tu
nhu hé NNL-1.

Ma hoa (S, param):

Pau vao cua giai thuat 13 tap nguoi dung c¢d kha niang giai ma S va khoa cong
khai cua hé théng. Pat tap |R| = N'/S, gia st |R| = 7.

Budc dau tién, phan hoach cay nhi phan N 14 & trén ra w cay nhi phan con
riéng bi¢t khong giao nhau (S;,,S;,,...,Si,) sa0 choS; US, U,..,US; =S§=
N /R. Céch phan hoach minh hoa trén Hinh 1.1
1. Tim cay khung nho nhét trong cay nhi phan day di, c6 N 14 ¢ trén ma chi chira cac
la c6 mat trong tap R (cay nay goi la cay Steiner Tree (R)).

2. Tap cac cay con (S;,, Si,, -, Siw) S& 12 cc cdy con co géc 1a nodes anh em (lién ke)
Vvé6i cac nodes trén cay khung nho nhét trén. Ky hiéu cac nodes gdc cuaa cac cay con
nay 1a (S;,, Si,» s Sicy)-

Mai nodes (S;,,S;,, .-, Sie) CO twong Gtng mot dinh danh ID;, ID;

iy IDiy, -, ID;
dugc cong bd cong khai. Do d6, ngudi 1ap ma sé dung hé IBE dé ma hoa khoa phién
K dudi cac dinh danh nay. Tac 1a nguoi 1ap ma s& ma hoa khoa phién w 1an véi hé
ma hoéa IBE duéi w dinh danh ID;_, ID;

11’ )"

., ID;. Cu thé ban m3 s& la:

Hdr = ((IBE(IDy,,K),S;,), IBE(ID;, K),S,,), .., (IBE(IDy,, K),S;,))

11’
Luu ¥: Giai thuat ma héa IGc nay khdng can biét khoa bi mat caa hé théng msk.
Giai ma (Hdr, SKjq, param):
Dau vao cua giai thuat 12 ban ma Hdr caa khda phién 1am viéc K, khoa bi mat

cta ngudi dung SKig, khoa cong khai cua hé thong param. Véi mdi nguoi ding id
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thuoc tap S khong thudc tap R tirc la khong thudc cay (R), thi s thugc mot trong cac
tap con (S;,Si,, .-, Siw), la la cua mét trong cac cay con cé nodes gbc la

(Si;»Sip» rSiw). Nghia la SKig sé chira mot trong cac khoa bi mat

12’
(SKIDil’SKIDiz’ ...,SK,Diw). Lic nay, giai thuat trudc tién s& tim node gdc Sip1 <
J < w sao cho id 1a 14 trén cdy con nay, sau d6 dung khéa bi mat SK;p, dé giai ban
)
mé (IBE (SK)p, , K) dé tinh khda phién K.
)

Luu y rang: Néu nguoi dung id khdng thudc tap S, tic 1a thudc tap R hay la
thudc cay (R), thi s& khong thudc bat ky tap (S;,, S;

iy» - Sie) NAO, tirc 12 khdng co bat
ky khéa (SKip, ,SKip, , - SKip, ) N@o, do do khong thé giai dugc ma. Voi hé trén
ta thdy do dai khoa bi mat lic nay van 1a O(logN + 1), &6 dai ban ma van tuyén tinh
Vol r logg :

Chuyén @6i NNL-1 sang hé ma hoa khoéa cong khai ddng thoi rut ngian dé dai
khéa bi mat:

Phan va Trinh [49] m& rong hon khi chuyén doi hé NNL-1 sang dang ma héa
quang ba dya trén dinh danh twong ty nhu [26] nhung c6 d6 dai khoa bi mat lac nay
chi 1a hang sé, khdng phu thudc vao r va N. K§ thuat caa ho 1a xay dung mot lugc dd
ma héa méi goi 12 GWIBE la mo rong cua hé IBE c¢6 tinh chat nhu sau:

« Néu ma héa véi dinh danh 13 ID = (0, 1, *, 1) thi bat ky khéa bi mat nao
tuong (g véi dinh danh ID = (0, 1, 0, 1) hoic ID = (0, 1, 1, 1) déu c6 thé giai ma
duoc.

« Ky tu * c6 nghia la dai dién cho bat ky bits nao.

Véi sy mé rong caa hé IBE nhu vay, khi thay thé IBE bang GWIBE trong hé
NNL-1 & trén Phan va Trinh [49] da xay dung duoc luge d6 ma hda méi ¢ do dai
khoa bi mat chi gdm 3 phan ti.

1.2.2. H¢ ma hoa BGW va cac cai tién
M4 hoa quang ba BGW [9] va mét sé cai tién cua hé [10, 29, 46]. Hé ma hoa

BGW dén nay di dwoc &p dung rong ri trong thuc té, dic biét 1a trong linh vuc truyén
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hinh tra tién. Phan dau tién, tac gia s& trinh by vé cng cu anh xa song tuyén va gia
thuyét bai toan kho viét tat 13 (DBDHE) dung dé xay dung nén hé ma BGW nay.

1.2.2.1. Cong cu anh xa song tuyén

Gia sit G, G va G 12 ba nhém Abelian hitu han c6 bac 1a s6 nguyén té p > 2*
trong d6 A 1a tham s6 an toan va g, § la phan te sinh cua hai nhém G, G mot céch
twong ung.

Mot ham e: G x G — G, goi la mot anh xa song tuyén néu nhimg diéu kién
sau la théa man véi moi a, b € Z,,:

1e(g% g") =e(g. 9

2.e(g% g?) =1néua=0hayb=0

3. e(g% gP) co thé dugc tinh toan mot cach hiéu qua.

(», G, G, G, e) duoc goi 1a mot hé théng anh xa song tuyén. Nguoi ta chia hé thdng
nay ra lam ba loai:

1. Pairings loai 1 néu G = G.

2. Pairings loai 2 néu G # G, va c6 motham anh xa @ : G — G duoc tinh toan
mot cach hiéu qua.

3. Pairings loai 3 néu G # G, va khdng c6 mot ham anh xa @ : G —» G duoc
tinh toan mot cach hiéu qua.

Luu y rang, khi cai dat cu thé ba loai Parings trén bang duong cong Eliptics
thi cai dat Parings loai 3 hién nay 12 hiéu qua nhat.

Gia thuyét DBDHE:

Puoc phat biéu dudi dang mot bai toan, trong dé ké tin cdng A cb phai giai
bai toan nay trong thoi gian t, hé ma héa BGW [9] duoc ching minh [a an toan trong
moé hinh CPA va duéi gia thuyét DBDHE, trong d6 gia thuyét DBDHE duoc phéat
biéu nhu sau:

Pinh nghia 2.1. Gia thuyét (t, n, €) — DBDHE phat biéu rang:
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Dbi v6i moi ké tin cdng A trong thoi gian t cho trudc co dau vao la:
(ghge,...,gv, g, ..., g%") € G**! va T € Gr, A phai kiém tra xem T c6
bang e(g, h)*""" € GT khong.

an an+2

Luu y rang tir (g h, g .., g% g ...,g“zn) € G**1, A khong thé truc

tiép tinh duoc gia tri e(g, h)«™,

Nhu vay, ké tn cong A véi dau vao cho trudc phai di phan biét gitra hai phan
tir e(g, h)*"" € GT va T ngdu nhién. Hién nay, vin chua ton tai thuat toan higu qua
nao cho A dé gilp A phan biét hiéu qua hai phan tir d6. Hay c6 thé hiéu rang, gia
thuyét DBDHE 1a mot bai toan kho van chua c6 16 giai. Khi ndi ma héa BGW an
toan dudi gia thuyét DBDHE tuc 1a hiéu hé md hoa BGW chi bi pha khi ma c6 10i
giai ding cho gia thuyét DBDHE ¢ trén.

Hé m& hoa BGW [9] duogc trinh bay nhu sau:
Khéi tao (»):

Gia sir G 1a mot hé thdng anh xa song tuyén c6 bac 1a sé nguyén té p. Giai
thut chon phan tir sinh g € G va mot sé mil ngau nhién a € Z,.

Tinh g, = g“i EGvéimoii=12,..n,n+2..2n Tiép theo, giai thuat chon
s6 mil ngdu nhién y € Z, va ditv = g” € G. Khoa cong khai cua hé théng la:

Param = (g, .., 9n Gn+2, +r G2b, V)
Khoa bi mat caa hé théng 1a msk = a.
Tao khoa (msk, i):

Véi dau vao 1a khoa bi mat cua hé théng va ngudi dung tht |, khoa bi mat
tuong ung vai nguoi dung tha i s€ la:

d; =v*
Ma héa (S, param):

Dau vao cua giai thuat 12 tap ngudi ding S ¢ kha niang giai ma. Giai thuat
chon sé mii ngau nhién r € Z,,, dat khoa phién K = e(gy1,9)" trong d6 e(g,+1,9)
cd thé duoc tinh tir e(g,, g1) ¢ trong khoa cong khai cua hé théng.

Tiép theo, dit:
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Hdr = (g", (v. ]_[.gn+1—j)r) (1.4)

jes
Dau ra cua giai thuat 1a (Hdr, K). Luu ¥ rang, Hdr bao gdm ca tap S va nhu da
trinh bay & muc trudc, ta chi quan tim dén viéc ma hoa va giai ma khoa phién K.
Giai ma (Hdr, i, di, param):
Gia st Hdr = (C1, Cy), giai thuat véi dau vao 1a ban ma Hdr va khéa bi mat di,
khoa cong khai param cho dau ra la khéa phién K nhu sau:
e(g;, C2)

K =
e(d; . [jes j=i 9ns1-jri » C;)

Panh gia do hiéu qua:

1. D6 dai ban ma chi bao gom 2 phan tir:

(9" va (U . HjES,jiign+1—j)r

2. Do dai khoa bi mat du chi bao géom maét phan tir d; = v“inhu’ng khi giai ma,
ngudi giai ma van can phai biét khoa cong khai cua hé thong. C6 nghia 1a d6 dai cua
khoa giai ma phai bao gom ca d6 dai cua khda cong khai, do d6 dai cua khoa cong
khai 12 tuyén tinh véi tong s6 ngudi dung trong hé théng, nén day van 1a diém yéu va
han ché con ton tai cua hé ma nay.

3. Quaé trinh m& hda va giai ma déu 6n dinh va hiéu qua.
1.2.2.2. Mot so cai tién ciia hé ma BGW [46, 10, 29]

BGW la mét trong nhirng hé m& hoa quang ba quan trong va dugc st dung
rong rai trong thuc té hién nay. Mot sé cai tién cia hé ma nay nhu sau:

« Trong bai bao [46], CAC tac gia da van dung tinh chat cia ham bam dé cai
thién d6 an toan cua hé BGW. Cu thé, céc tac gia di nang cao dugc do an toan cua
hé BGW tir m6 hinh bao mat chon loc 1én md hinh bao mat thich trng. Tuy nhién, lai
ton tai nhitng nhugc diém vé do dai caa khoa bi mat Ion, ban ma 16n, tbe d6 ma hoa
va giai md kém hiéu qua hon so v6i hé ma goc BGW.

« Trong bai bao [10], cac tac gia da van dung céng cu méi multilinear maps dé
rit ngin do dai khoa giai ma cua hé BGW. Diém yéu néu trén cua hé ma BGW duoc

khic phuc va cai tién trong tai liéu [46]. Po an toan cua cong cu multilinear maps cho
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dén thoi diém hién nay van dang con tranh cdi, chua dua ra dugc két luan cudi cung.
Ngoai ra, han ché cua cai tién nay 1a tbc ¢6 ma hoa va giai ma caa hé théng s& kém
hon nhiéu so véi hé BGW gdc.

« Trong bai bao gan day [29], c4c tac gia da cai tién hé BGW ¢ hai diém:

Thi nhat 13, d3 nang cao d6 an toan cua hé BGW tir md hinh an toan yéu lén
mo6 hinh an toan manh.

Tha hai 13, an toan caa hé ma bay gio khong dua vao gia thuyét DBDHE ma
dwa vao gia thuyét tét hon 1a gia thuyét k-Linear (duoc hiéu 1a bai toan kho k-Linear
1a khé hon bai toan khé DBDHE). Tuy nhién, han ché cua hé ma nay van ton tai, d6
14 c6 d¢ dai khoa cong khai dai hon, tirc 1a d6 dai khoa giai ma cling sé dai hon.
1.2.3. Hé ma hda Delerablee va cac cai tién

Mot ma héa quang ba quan trong khac l1a ma héa Delerablee [25], so véi hé
BGW hé ma hoa Delerablee c6 nhitg vu va nhuoc diém sau:

Vé vu diém:

1. Rt ngan dugc do dai khoa cong khai cua hé théng ngan hon so voi BGW.
Cu thé, do dai cua khoa cong khai trong hé Delerablee chi tuyén tinh véi s ti da
nguoi dung cé thé giai ma cho mdi 1an ma hoa, thay vi tuyén tinh véi tong s nguoi
dung trong hé théng nhu hé BGW.

2. La hé ma hda quang ba dya trén dinh danh. C6 nghia 1a nguoi dung luc nay
c6 thé dung bat ky thong tin gi gan voi minh dé 1am khéa cong khai. Vi du, dia chi
email, s6 ching minh thu, ... do d6, hé ma khong can dén trung tdm ching thuc khoa
cong khai trong hé thng.

Vvé nhwoc diém:

1. M hinh an toan caia hé Delerablee kém hon. Cu thé, hé Delerablee can dung
bo tién tri ngau nhién trong chitng minh an toan. Hé Delerablee duoc ching minh la
an toan dua vao mot gia thuyét bai toan khé yéu hon so véi gia thuyét DBDHE trong
hé BGW, cu thé hé Delerablee dwa vao gia thuyét GDDHE.

Gia thuyét GDDHE dung trong hé Delerablee duoc trinh bay nhu sau:
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Pinh nghia 2.2. Bai toan khé GDDHE: Gia st (p, G, G, G, ) 1a mot hé thdng anh
Xa song tuyén, trong d6 f va g 1a hai da thirc nguyén t cling nhau bac t va n. Gia st
g, € G, hy, € G 1a hai phan t sinh. Cho trudc:

=1 v f(y) _ky.fl
80 80 180 86 8o )

h,, h?), o hgznhlg-g(v)’
va T € Gy hdy phan biét T 1a e(g,, hy) Y hay la phan tir ngau nhién.
H¢ Delerablee dwgc mo ta nhw sau:
Khéi tao (1>, m): Gia st ring X 1a tham s6 an toan, m 1a s tdi da ngudi ding
c6 thé giai ma trong mot 1an ma hoa. D = (p, G, G, G, e) 1a mot hé thong nh xa song
tuyén. Gia su h lg g & G 1ahai phan tir sinh va @ Z;,. Gia st # 1a ham bam

#:{0,1}* > Z;. Khoa cong khai ciia hé thong:

param = (D, {h"’i}

Khoa bi mat cua hé théng:

gsv=e(g, h),?f)

i=0,..,m

msk = (g, @)
Tao khéa (IDi, msk, param):
Gia sir rang ID; € {0,1}" 1a dinh danh cta nguoi dung. Khoa bi mat twong tng

véi dinh danh nay la:

skip, = gm
Ma hoa (param, S):

Khong mat tinh tong quét, gia sir rang tap ngudi ding c6 kha nang giai ma S
la bao gém céc chi s i sao cho ngudi dung véi dinh danh 1D ¢ kha ning giai ma
duoc. Giai thuét chon ngau nhién gia tri k € Z;, tinh khéa phién K :

K=e(g,h)"
tiép theo tinh ban ma Hdr = (C1, Cz) nhu sau:
C, = gk, C, = hllies(@+HuDY)
Cubi cuing giai thuat cho dau ra 1a K va Hdr = (C1, C2) bao gom ca tap chi sé S.

Giai ma (sk;p,, Hdr, param):
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Giai thuat dau tién kiém trarang i € S c6 dung khong. Néu khdng bao 1a khdng

giai ma thanh cong. Nguoc lai, giai thuat tinh K’ = hY trong do:

1
y = El_[(a+}[(1Di:)) _ 1_[}[(1Di:) (15)
i'es i'es
i'#i i'#i

Cha y rang, c6 thé tinh K’ tir param. Dit:

B = 1_[ H(ID,)

i'es (1.6)
i'#i
Giai thuat cubi cung cho dau ra la:
Z 1.7
K= (e(Cy,K") .e(skip,, C2))B (L.7)
Tinh ding dan:
1
K= (e(Cl, K,).e(SkIDL., Cz))B (18)
1
1 B
= (e(g‘“'k, hY).e <ga+7{(1Di) , hilies(a+3 (D) )) (1.9
I 1
kll;re .']'[(IDi/) B
= (e(g, h) Vi ) (1.10)
= e(g, h)k (111)

CAc cai tién caa hé Delerablee:

1. Trong bai béo [55], c4c tac gia da cai tién he Delerablee bang cach phan
dinh rd hai van dé, th nhat 1a nguoi ma hoéa dir liéu, thir hai 13 ngudi ¢ kha ning
tudc bo quyén giai ma caa mot sé nguoi ding. Nhu vay, ngudi ma hoa cir viéc ma
hoa dit liéu va cung cap cho ngudi ¢d kha nang tudce bo quyén giai ma. Ngudi c6 kha
nang tudc quyén giai ma, sé& tly thuoc vao tinh hudng cu thé ma cho phép ai duoc
quyén giai ma va ai khong duoc quyén giai ma. Ngoai ra, ngudi ¢6 kha ning tuée bo

quyén giai md khong cé kha nang giai ma trir khi ngudi 1ap ma cho phép.
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2. Trong bai bao [56], cac tac gia da cai tién hé Delerablee bang cach giam bét
su phirc tap tinh toan ciing nhu bang thong cho nguoi ding giai ma. Cu thé, nguoi
ding giai ma co thé nho bén thir ba 1a mot bén c6 kha nang tinh toan tét nhung khong
dugc tin tuong (vi du public server) dé giai ma mot phan ban ma, sau d6 gui két qua
tra vé cho nguoi dung, tir d6 nguoi dung giai tiép ban m& ma may cha cong cong
khong biét gi vé& két qua cudi cung 1a ban rd. Ngoai ra, trong mot s6 tng dung cu thé
dé giam bang thong guri dén ngudi dung, nguoi 1ap ma co thé giri tryc tiép ban ma
dén may chu, sau d6 may chu do s& giai ma mot phan rdi giri két qua cho ngudi dung.
Bing thong dé guri két qua sau khi giai md mot phan sé& it hon nhiéu so véi gui toan
bo ban ma ban dau.

1.3. Tinh hinh nghién cu hién nay cia Ma héa quang ba

Hé NNL [44] va cac cai tién [26, 49]: La m& hoa quang ba khoa bi mat (tac 1a
chi c6 ai biét khoa bi mat cua nguoi dung mai cé thé thuc hién duoc viéc 1ap ma) dua
trén cau trac cdy nhi phén, trong d6 nguoi ding 1 céc 14 & trén cay. Hé NNL dung
hé ma hoa khoa bi mat (vi du AES) d&é ma hoa va giai ma nén téc do ma hoa va giai
m4 rat nhanh. D6 dai cua ban ma va khoa bi mat 12 r-logN va logN véi hé NNL-1; 2r-
1 va log®N véi hé NNL-2, trong d6 N 1a s6 toi da ngudi dung trong hé théng va r 1a
s6 ngudi dung khong c6 kha ning giai ma d6i voi ban ma do.

Mot sb cai tién d6i vai hé NNL nhu tac gia Dodis va Fazio viét trong tai liéu
[26], st dung k¥ thuat m& hda dya trén dinh danh, chuyén ca NNL-1 va NNL-2 sang
ma hda quang ba khoa cong khai (tic 13 ai cling ¢ thé thuc hién viéc ma hoa, sau
nay goi tat 1a ma hoa quang ba), nhung véi chi phi phai tra khi ting dung va trién khai
trong thyc té, thi hé tré nén kém hiéu qua hon do dung IBE. Thay vi ding hé mé héa
khoa dbi xang dé ma hda va giai ma, nhom tac gia Phan va Trinh [49] mé rong hon
khi chuyén d6i NNL-1 sang dang ma hoa quang ba dua trén dinh danh va d6 dai khoa
bi mat IGc nay chi 1a hang s6, khéng phu thudc vao r va N. Véi viéc dua trén dinh
danh, ldc nay khoa cong khai cia mdi nguoi ding trong hé thdéng khong con 1a mot

con s6 ngau nhién nira, ma né gan lién vai mot dinh danh cu thé caa nguoi dung do,
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vi du nhu sé chimg minh thu hay dia chi email (hé thong khéng con can dung co s&
ha tang khoa cong khai dé cap ching thu s6 cho khoa cong khai cua nguoi dung).
Truy vét: Tap ngudi dung hop 18 duoc cap quyén c6 thé dung khoa bi mat cua
minh dé tao ra céc thiét bi giai ma khéng hop phap, sau d6 co thé tiét 16 khoa bi mat
cho ngudi dung khong duoc cap phép. Dé giai quyét van dé nay, cap tham quyén phai
c6 kha ning truy nguoc lai duoc ngudi dung nao di 1am didu ndy. Mot hé hd trg kha
nang nhu vay goi 1a hé hd trg truy tim diu vét. Cac hé BE hd tro truy vét hiéu qua
hién nay la [1, 12, 44].
Hé BGW [9] va céc cai tién [10, 29, 46]: Dwa trén ki thuat phép ghép cap doi, cac
tac gia da dé xuat mot hé ma hoa quang ba co d6 dai ban ma va do dai khda bi mat 1a
2 va 1 phan ttr, con toc do giai ma twong d6i nhanh. Tuy nhién, d6 dai khoa cong khai
la 16n, phu thudc vao tong sé nguoi ding trong hé thong. CAc tac gia ciing dé xuat
phuong phéap can bang giita d6 dai cua ban ma va khoa cong khai, khi ca hai cuing
phu thudc vao cin bac hai cua tong s6 ngudi ding trong hé thong. Ngoai ra, an toan
cua hé BGW yéu va dya trén mot gia thuyét manh. Céc tac gia trong bai bao [29],
dwa trén hé BGW da dé xuat mot cai tién trong d6 ho dé xuat mot hé twong ty BGW
nhung c6 muc an toan cao hon va dua trén mot gia thuyét yéu hon, diém yéu caa hé
nay 1 c6 d6 dai khoa cong khai dai hon so véi hé BGW. Luu ¥, c4c hé ké trén déu
khong hd tro truy vét.
Hé Delerablee [25] va c4c cai tién [55, 56]: Dya trén Parings, tac gia dé xuat mot hé
ma hoa quang ba c6 do dai ban ma, d6 dai khoa bi mat, 6 dai khoa cong khai va toc
d6 giai ma twong ty nhu hé BGW. Tuy nhién, diém manh 1a hé Delerablee 1a hé ma
hoa quang ba dua trén dinh danh. Diém yéu caa hé nay 1a hé dat mac an toan yéu va
ngoai ra hé con phai dua vao gia thuyét 1a ton tai ham bam 1y tuong. Hé ciing khong
hd tro truy vét.
Vin dé phan phoi khoa: Trong cac hé ma hoa quang ba, nha quan tri hé thong s&
chiu trach nhiém phan phéi khoa bi mat cho cac nguoi ding. Diéu nay dan dén hai
van dé, hoic 1 hé thdng co thé bi tan cong dan dén hé thong khdng hoat dong va céac

ngudi dung bi 16 khda bi mat, hoac ty ban than quan tri hé théng khéng trung thuc.
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Dé giai quyét van dé nay, c6 hai phuong phap di dugc cac nha nghién ciu dé xuat:
Mot 14 chia nho cac hé thong thanh céac hé thong con [51, 42], ngudi dung phai nhan
duoc tat ca cac khoa bi mat thanh phan tir cac hé thong con nay dé tao ra khda bi mat
cho riéng minh; hai 13, chi can mét sé luong nhat dinh cac hé théng con phéi hop voéi
nhau 1 c6 thé cip khéa bi mat dugc cho ngudi dung [48]. Luu ¥ ring, véi cach thi
hai ta c6 thé giai quyét duoc dong thoi ca hai van dé & trén. Va cho du mét sb hé
théng nho bi tin cdng hé théng van c6 thé hoat dong dugc, mién 1a sé lwong cac hé
théng khong bi tan cong van con I6n hon ngudng. Néu sé luong cac hé thdng con
khong trung thuc bé hon ngudng, thi nhitng hé théng con nay du cho phdi hop véi
nhau van khéng biét dugc khda bi mat ciia nguoi dung. Hé [48] van chua hiéu qua dé
c6 thé ap dung rong rai vao thuc té. Viéc xay dung mot hé ma héa quang ba hiéu qua
hd tro tinh chat phan quyén hién van con 1 van dé mo can dugc nghién ctiu thém.
Bao mat: Véi cac hé ma hda quang ba c6 hai mo hinh an toan dugc xeét:

Thi nhat 1a mé hinh an toan ¢ mac yéu, trong d6 ké tan cdng phai xac dinh
trudc muyc tiéu mudn tan cong la tap ngudi dung nao, sau d6 mai duoc biét cac thong
tin khac nhu khoa cong khai. Khoa bi mat caa nhitng ngudi ding khong nam trong
tap muc tiéu. TAy thuéc vao md hinh tan céng 1a CPA hay CCA ma ké tan cong co
thé chon trudc mot sé ban rd va biét ban ma twong tng, hay chon trudc mot sb ban
ma va biét ban rd twong wng. Cudi cuing, ké tan cong phai giai duoc ban ma duoc ma
hoa cho tap nguoi dung muc tiéu.

Thi hai 1a mic an toan cao hon, trong d6 cho phép ké tin cong sau khi biét
hét cac thong tin can thiét moi phai dua ra tap nguoi ding muén tan céng. Tat nhién,
véi diéu kién 1a ké tan cong chua biét khoa bi mat ciia nhimg nguoi ding nay. Ngoai
ra, phai can quan tam dén gia thuyét, mot hé ma hoa quang ba thuong duoc phét biéu
1a an toan dudi mé hinh ndo va dya trén gia thuyét gi. Cac gia thuyét dang tinh nhu
CDH, DDH, BDH.... thudong dugc dénh gia cao hon céac gia thuyét khdng phai dang
tinh. Vi gia thuyét dang tinh, dau vao cho keé tan cong chi 1a mot hang sb cac thong
tin, con gia thuyét khong phai dang tinh thi it nhat 1a g théng tin. Mot s6 hé ma hoa

quang ba cd thé dat an toan trong md hinh an toan & mirc cao dudi bai toan khé dang
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nhu tai liéu [30, 2]. Hay gan day dung k¥ thuat ching minh kép dé chtrng minh nhu
trong bai béo [29]. Thiét ké mot hé BE dat bao mat dudi gia thuyét chuan dang tinh
van con chua duoc giai quyét.

Vin dé 4n danh ngwoi nhan: Mot hudng ma rong khac ciia méd hda quang ba 1a van
dé an danh ngudi nhan goi 12 md héa quang ba an danh (anonymous broadcast
encryption) [13]. Ttc 13, ké tdn cong thu duwoc ban ma nhung tir ban ma da lay duoc
khong thé biét ai 1a ngudi ¢ kha ning giai ma. Piéu nay c6 thé dam bao an toan cho
ngudi nhan, dic biét trong cac méi truong mang tinh chat nhay cam vé chinh tri, an
ninh. Nhitng hé duoc danh gia tét hién nay c6 thé hd tro tinh chat nay trong tai liu
[13] van con chua hiéu qua khi do dai ban ma con 16n. Viéc dé xuat mot hé ma hoa
quang ba mai hd tro tinh chat nay van con 1a mot van dé mé dé cac chuyén gia, cac

nha khoa hoc nghién cuu.
1.4. M@ héa quang ba da kénh va ma héa dwa trén thugc tinh

1.4.1. Tong quan vé ma héa quang ba da kénh

Dua trén BGW, céac tac gia ¢ [47] da md rong ma hda quang ba tir viéc gui
mot thdng tin m dén mot nhom ngudi ding S, cho phép cuing Ic giri nhiéu théng tin
my, My,..., My, dén cac tap nguoi dung khac nhau twong tng Sy, S,,. ., S.. Mot hé ma
héa nhu vay duoc goi 14 hé ma hda quang ba da kénh. Ung dung cia MCBE trong
thuc té vi du nhu truyén hinh tra tién, khi ma mdi thong tin m; nhu 1a mot kénh, va
mdi tap S; 1a mot nhom nguoi tra tién dang ky xem kénh dé, tuc 1a trung tm cing
lGc c6 thé phét séng rat nhiéu kénh. Céc tac gia [47] dd dé xuat mot hé ma co do dai
ban ma chi 2 phan tir twong tu nhu hé BGW (luu ¥ rang, néu ding hé BGW dé giri k
thong tin khac nhau dén K tap ngudi dung khac nhau, d6 dai ban ma s& 1a 2k). Tuy
nhién, diém yéu cua hé ma nay 1 téc do giai ma khong hiéu qua va 1a ma hda quang
ba khoa bi mat. Hé ciing khong hd tro truy vét. Cac tac gia trong tai liéu [60] da cai
tién hé nay bang cach rat ngan hon do dai cua khoa cong khai. Céc tac gia trong bai
béo [15] 1am tang hon nira an toan va hiéu nang cua hé khi dua ra xay dyng dua trén

Parings loai ba. Gan day, cac tac gia trong bai bao [3] di giéi thiéu hé ma hda quang
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ba da kénh mai 6 tinh chat 13 ma hoa khoa cong khai, tic 1a nguoi 1ap ma khdng can
phai biét bat ky tham sé bi mat gi khi thyc hién ma hoa.
1.4.2. Tong quan vé M4 héa dwa trén thugc tinh

M4 héa dua trén thuoc tinh (ABE) l1a ma hoa cho phép qué trinh ma hoa va
giai ma dya trén thugc tinh. ABE duoc phan ra lam hai loai: Tht nhat, 1a ma hoa dua
trén thuoc tinh ¢ chinh sach ban ma. Thir hai, 1a ma héa dya trén thudc tinh ¢6 chinh
sach khéa. Bdi véi CP-ABE, thong tin m s& dugc ma hoa dudi mot chinh sach nao
do, vi du nhu:

(NV and PKT and e-H) or (NV and PCS and e-H)

Nguoi dung s¢ hiru tap thudc tinh nao sé nhan khoa bi mat twong tng vai tap
thuoc tinh d6, mién 1 tap thuoc tinh thoa mén chinh sach & ban ma 1a nguoi diing ¢6
thé giai ma dugc. Nguoc lai, d6i véi KP-ABE, théng tin m s& dugc ma hoa dudi mot
tap thugc tinh, vi du nhu:

(NV, PKT, e-H)

Nguoi ding s& so hitu mot chinh sach bat ky va nhan khoa bi mat tuong (ng
voi chinh sach @6, mién la chinh sach d6 duoc thoa man boi tap thuoc tinh & ban ma
12 nguoi ding co thé giai ma duoc. Trong hai loai, thi CP-ABE c6 nhiéu tng dung
trong thuc té hon 1a KP-ABE. Vi cac hé ABE thi chinh sach 1a quan trong nhat. Cho
dén nay, cac nha nghién ciru di xem xét mot vai loai chinh sach khac nhau: Chinh
sach truy cap, chinh sach truy cap dat ngudng, chinh sach truy cap linh dong, chinh
s&ch truy cap tong quét. Véi chinh sach truy cap thi trong chinh sach chi cho phép
dung phép AND, vi du:

NV and PKT and e-H

Doi vai chinh séch truy cap, cit mién 1a nguoi dung so hitu dugc sé luong
thudc tinh 16n hon mot ngudng nao d6 quy dinh ¢ ban ma 1a cé thé giai ma duoc,
khong quan trong loai thudc tinh ma nguoi dung so hitu. Vi du: O budc ma hda néu
ding chinh sach ma héa théng tin m véi ngudng 1a 3 thudc tinh thi bat ¢ ngudi ding
nao trong hé thdng so hiru sé thudc tinh it nhat 1a 3 1a c6 thé giai ma duoc. Ta co thé

thay hai loai chinh sach nay c6 ung dung khé han ché. Trong thyc té, ta can c6 loai
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chinh sach ma quy dinh giai ma cé thé biéu dién duoc it nhat 1a bang mot biéu thic
Boolean vi du nhu:

(NV and PKT and e-H) or (NV and PCS and e-H)

Chinh sach nhu vay goi la chinh sach truy cap linh dong, cac hé ma hda dua
trén thugc tinh hd tro linh dong c6 thé dap tmg duoc hau hét cac ung dung trong thuc
té. C4c nha nghién ctu con ¥ tudng phét trién viéc xay dung ma hda dwa trén thudc
tinh c6 thé hd tro chinh sach duoc mé ta bang mot mach tong quét, tac 12 khdng chi
la mach ding sai nhu & trén. Tuy nhién, nhitng hé ma nhu vay chi ton tai ¢ dang ly
thuyét vi tinh hiéu qua cua nd con xa so véi thuc té. Ta co thé liet ké mot s6 hé tiéu
biéu hd tro chinh sach truy cap va ngudng truy cap nhu [21, 22].

Hé ma dau tién hd tro chinh sach truy cap linh dong duoc xay dung dua trén
cau trdc cdy, duoc gigi thiéu boi Goyal va céc tac gia [31]. Tiép theo d6, dua vao ki
thuat chia sé bi mat tuyén tinh, cac hé tiép theo dugc dé xuat trong cac tai liéu [4, 5,
6, 7]. H& ma hd tro chinh sach truy cap tong quat duoc gisi thiéu ¢ tai liéu [32, 33].
Trong d6, véi hé ma thir nhat [33], céc tac gia dya trén cong cu da tuyén tinh, tuy
nhién, sy ton tai cua da tuyén tinh van chua thyuc su rd rang. Hé tha hai [32], dya trén
gia thuyét LWE nhung c6 do hiéu qua rat thap.

Ciing nhu hé ma héa quang ba, cac van dé can duoc quan tam cho mot hé ma
dwa trén thudc tinh 1 tinh hiéu qua cta do dai ban ma, do dai khoa, toc d6 ma hoa,
téc do giai ma, do an toan CPA hay CCA, van dé phan phéi khda, truy vét. Ngoai ra,
ma hda dya trén thudc tinh con can quan tim dén van dé loai bo quyén giai ma cua
ngudi dung. Trong thuc té, co nhimg trudong hop cho dii ngudi dung so hitu day di
thugc tinh thoa man chinh sach dé c6 thé giai ma dugc, nhung vi 1y do nao dé nguoi
lap ma khdng muén cho ngudi ding ndy co thé giai ma duoc. Hé ma hoa thudc tinh
c6 hd tro viéc loai bo ngudi dung ndy ma khong anh huong dén quyén giai ma cua
nhitng nguoi dung khac dugc goi 1a mot ma hda dya trén thuoc tinh hd tro loai bo
ngudi dung. Cac hé nay co thé duoc xay dung dua trén sy két hop dic biét cua ma

hoa quang ba va ma hda dua trén thudc tinh. Nhitng hé két hop duoc nhu vay goi la
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hé ma hda quang béa dua trén thudc tinh duoc gidi thiéu trong cac cong trinh, tai liéu
duoc cdng b [15, 16, 17].

Vi ma héa dya trén thudc tinh, ta cé thé liét ké mot sé hé tiéu biéu véi cac uu
diém khéc nhau nhu sau: Hé CP-ABE, hoic c6 d6 dai ban ma 1a hang sb [ 4, 8, 15,
18, 21, 22], hoic c6 do dai khoa bi mat 1a hang sé [17, 16]. Trong do, cac hé [21, 22]
chi ho tro chinh sach 1a And-gates hoic Threshold, cac hé trong tai liéu [4, 8, 15, 18]
c6 thé hd tro chinh sach 1a chinh sach linh dong. Hé ABE c6 téc do giai ma nhanh [6,
4, 5, 42], hé ABE hd tro truy viét [39], phi tap trung héa ABE hay nhiéu trung tam
cap khda ABE [41, 19, 61, 51, 43]. D4i véi van dé an toan cho hé ma, véi su két hop
cua ky thuat ghép ndi [7] va ma hoa cap [58], cac hé ABE dat duoc bao mat thich
g va duoc xay dung tai cac cdng trinh [4, 5, 6, 7]. Hé ABE hd tro tong quat, duoc
xay dung tir tai lieu tham khao [33] hay tir gia thuyét LWE [32].

M6t huéng nghién ciru mé rong cua ABE hién nay dang rat dugc quan tam 1a
van dé tim kiém trén di liéu da duoc ma hoa [11, 14, 23, 24, 34, 37, 45, 57, 59]. Hién
nay, dit liéu ciia cac doanh nghiép thuong dugc ma hoa bang ABE va luu trén cac
dam may, trong khi hang ngay doanh nghiép van can phai lam viéc trén khéi di liéu
da dugc ma hoa nay. Vi du trong bai toan tim kiém dit liéu, phuong phap don gian
nhét 1a doanh nghiép s& cung cap toan bd khoa bi mat cho mét may chu céng cong
nao d6 c6 niang lyc manh dé giai ma toan bo dir liéu ctaa minh, sau d6 tim kiém di
lieu trén dix liéu da duoc giai ma d6. Tuy nhién, phuong phap nay c6 nhuoc diém Ia
may chu do sé& biét duoc toan bd noi dung dit liéu caa doanh nghiép, diéu ma khong
mot doanh nghiép nao mong muén.

Hudng nghién cau hién nay 1a doanh nghiép chi cung cip mot phan théng tin
cua khoa bi mat goi la cira sap cho may chu coéng khai, ¢ may cha dya vao d6 tim
kiém dix liéu can thiét trén khoi dir liéu dang duoc ma hoa cua doanh nghiép. Sau khi
tim duoc cac ban ma twong @tng doanh nghiép mudn tim s& guri tra vé cho doanh
nghiép, doanh nghiép sé dung khda bi mat ciia minh dé giai ma cac ban ma nay. Véi
phuong phap nhu vy, may chi chi biét duoc théng tin la ctra sap va cac ban ma

nhung lai khdng thé biét dugc noi dung thyc su dir liéu caa doanh nghiép. Trong khi
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doanh nghiép van tan dung duoc sic manh tinh toan ciia may chi. K§ thuat nay ciing
dugc ap dung vao rat nhiéu tng dung khac, chang han nhu ung dung dinh hudng
chuyén tiép Email cua cac Gateway.
1.5. Két luan chwong 1

Chuong 1 trinh bay téng quét vé ba loai ma tién tién hién nay 1a ma héa quang
ba, ma hoa quang ba da kénh va ma hoa dua trén thuoc tinh. Cac loai ma nay hd tro
quyén giai ma linh dong va dang dugc st dyung trong rat nhiéu loai ¢ng dung hién
nay nhu: C4c tng dung truyén hinh tra tién, chia sé files, social network (facebooks,
twitter,...), luu trir an toan dir liéu trén dam may cho moi loai tng dung nhu e-Health,
chinh phu dién t,...

Tinh hinh nghién ctu hién nay cta ba loai m4 hoa ciing nhu cac han ché, ton
tai chua duoc khic phuc va van dang duoc nghién ctu, dua ra mot sé cach tiép can

kha thi dé giai quyét cac van dé mo nay.
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CHUONG 2: MA HOA QUANG BA PA KENH

Trong chuong nay, nghién ciru sinh trinh by vé hé ma héa quang ba da kénh
bao gdm: Binh nghia chung vé mi héa quang ba da kénh, mé hinh an toan cua mot
hé ma hoa quang ba da kénh, mot s6 hé ma hda quang ba da kénh quan trong va cac
han ché déi véi mot s hé ma hda quang ba da kénh hién nay. Phan cudi la noi dung
cu thé vé luge dd ma hoa quang ba da kénh do NCS dé xuat nham khic phuc mot sb
han ché cua ma hda nay.

2.1. Binh nghia va mé hinh an toan cia hé¢ m& héa quang ba da kénh

M4 hoa quang ba da kénh dugc gidi thiéu boi Pointcheval va céc tac gia [47]
véi muc tiéu mé rong khai niém cta ma hoa quang ba tur viéc gui mot thong tin m
dén mot nhom ngudi dung S, dén viéc cho phép cing ldc gii nhiéu théng tin m1, my,
..., Mk dén cac tap nguoi dung khac nhau twong ung Si, Sz,..., Sk. Trong khi d6, do dai
ban ma, d6 dai khoa bi mat va téc do giai ma déu da dugc cai tién.

2.1.1. Pinh nghia

Mot hé mé hoa quang ba da kénh nhu vay dugc dinh nghia nhu sau:
Khéi tao (»):

Dau vao cua giai thuat khoi tao 1a tham sb an toan x. Trong d6, tham s6 an
toan X co nghia 13, dé pha duoc hé ma nay ké tin cong can thuc hién it nhat 2> phép
toan. Pau ra cua giai thuat 13 khoa cong khai va khoa bi mat cua hé théng. Khoa cong
khai bao gom thém ca cac thong tin nhu s6 tdi da cac kénh cua hé thong, ky hiéu la
m; s6 t6i da cac ngudi ding co thé dang ky dé xem mot kénh, ky hiéu la n.

Tao khoa (msk, ID;j, param):

Dau vao cua giai thuat 12 khoa bi mat caa hé théng msk, dinh danh cua nguoi
ding tht i trong kénh tht j, ky hiéu 1 IDij. Luu ¥: 7 <j <m, va i c6 thé I6n hon n
nhung tong sé ngudi dung trong mot kénh phai bé hon hoic bang n. Tham s6 cubi
cling trong qua trinh tao khoa 1a khéa cong khai cua hé thdng. Giai thuat s& tra vé
khéa bi mat skip,; cho ngudi dung thir i. Nguoc lai, giai thuat s& tra vé L (giai thuat

ngiing va két qua dau ra 1a null).
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Luuy réng, néu nguoi dung dang ky xem bao nhiéu kénh thi s€ nhan tuong
ing bay nhiéu khoa bi mat. Vi du: Nguoi dung i dang ky xem kénh j, kénh k, kénh h
sé nhan tuong tng ba khda bi mat Slel.j, SKip, SKipy,-

Ma hoa (param, S;, S;,, ..., S, ):

Pau vao cua giai thuat 12 khoa cong khai cua hé théng va cac tap nguoi ding
c6 kha ning giai ma trong ting kénh i, iz,...,i. Pau ra cua giai thuat 1a t khoa phién
lam viéc K; , ..., K;, va ban ma cua chdng chtra ca cac thong tin S; ,S;,, ..., S;,, Ky
hiéu 1a Hdr. Luu y rdng, trong thuc té thi khoa phién lam viéc K;,, ..., K;, sau d6 s&
duoc dung nhu khoa bi mat trong hé ma héa khoa bi mat (vi du AES) dé ma hoa dix
licu cua tirng kénh. Nhu vay, ban ma day du trong thuc té goi s& bao gom Hdr va ban
ma dit liéu thyc té duoc ma héa dudi cac khoa bi mat K , ..., K;..
Giai ma (Skmi,-, Hdr, param):

Pau vao cua giai thuat 12 khda bi mat cia ngudi dung i trong kénh j, ky hiéu
la skip, ;» ban ma Hdr cua cac khoa phién lam viéc K; , ..., K;,, khoa cong khai cua hé¢
thdng. Pau ra cua giai thuat 1a khoa phién 1am viéc K;j néu nhu (i, j) € Sj, nguoc lai
dau ra caa giai thuat 13 L. Luu y rang, trong thuc té thi sau khi giai ma tim duoc khoa
phién Kj, nguoi dung s& ding Kj nhu khoa bi mat dé giai ma ban ma day da bang hé
ma hoa khoa bi mat dé tim lai dir liéu thuc té da dugc ma hoa cua kénh j.

Mot hé ma hoa dugc ma hda voi co ché nhu trén duoc goi 1a hé ma hoa lai. Ly
do md hoa lai duoc dung trong thuc té 1a do n6 tan dung duoc ca hai wu thé cua hé
ma hda khoa cong khai truyén théng va hé ma hoa khda bi mat. Cu thé, han ché con
t6n tai cua hé ma hoa khda cong khai 1a ¢ tbe do ma hda cham, trong khi wu diém la
khong can thdng nhat khoa bi mat chung gitta nguoi giri va nguoi nhan. Con nhuoc
diém cua ma hoa khoa bi mat Ia phai thong nhat trudc khda bi mat chung gitra nguoi
giri va ngudi nhan, trong khi wu diém 1a tbc d6 ma héa nhanh. Hé ma hoa lai 1a tan
dung loi thé cua ca hai hé nay, cu thé khoa phién lam viéc K, ..., K;, ngén s& duoc
ma hoa bang ma hoa khoa céng khai c6 toc d6 cham, con dir liéu dai sé duoc ma hoa

bang md hoa khoa bi mat cé téc do nhanh dudi khoa phién K; , ..., K;,. Nhu vay, véi
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hé ma héa lai gitra nguoi giri va ngudi nhan khdng can thdng nhat truée khoa bi mat
chung, dit liéu dugc ma hda bang hé ma hoa khda bi mat.

Ciing giéng nhu hé ma hda quang ba, dé don gian ta chi xét viéc ma hoa va
giai ma cua khoa phién lam viéc K , ..., K;,, do viéc ma hoa va gidi ma dir liéu thuc
té ding K;,, ..., K;, nhu 1a khoa bi mat 1a giéng nhau & tat ca cac hé ma héa quang ba
da kénh.

Xét mot vi dy, gia st hé théng c6 5 kénh (m = 5): 1 (Thé thao), 2 (Phim truyén),
3 (Thé giéi dong vat), 4 (Tin tic mai), 5 (Am nhac). Sé luong téi da nguoi dung c6
thé xem mat kénh 12 100 (n = 100). Gia sir rang: Alice 1a ngudi dung 1, Bob 13 nguoi
dung 2 va David 1a nguoi dung 3. Néu Alice thich Phim truyén va Am nhac, c6 ay
déng ky dé xem kénh 2 va 5 va nhan khéa bi mat twong @ng (sk;p, ,, skip, ;). Tuong
tu, néu Bob ding ky dé xem kénh 1 va 4, anh ay s& nhan khda bi mat twong wng
(skip, ,» Skip, ,)- Néu David déng ky dé xem kénh 1, 2 va 4, anh ay s& nhan khoa bi
mat twong rng (sk,D3_1, Sk,DS’Z, Sk,D3_4).

Dé ma hoa cho ca Alice, Bob va David, trung tam phét séng s& chon bon tap
nhu sau:

« Tap S twong ung véi kénh 1, tap nay bao gém cac chi sb: (2, 1), (3, 1).

« Tap S, twong ung vai kénh 2, tap nay bao gom cac chi so: (1, 2), (3, 2).

« Tap S4 twong ung Vi kénh 4, tap nay bao gom cac chi sb: (2, 4), (3, 4).

« Tap Ss twong ung vai kénh 5, tap nay bao gom cac chi sb: (1, 5).

D& dang thy rang, Alice vai khda bi mat sk;p, , ¢6 thé giai ma dé tinh ra khéa
phién Kz va tir d6 c6 thé xem duoc kénh Phim truyén, va véi khoa bi mat skip, ; €O
thé giai ma dé tinh ra khoa phién Ks, tir d6 c6 thé xem dugc kénh Am nhac. Hoan
toan tuong tu cho Bob va David.

Trong vidutrént=4,i1=1,i2 =2, i3 = 4, is = 5. Bé cho don gian vé mit ky
hiéu, tir nay vé sau ta gia sir rang t tap 12 S1, Sz, . . ., St, £ < m. Mat khéac, mac du sé
t6i da nguoi dung ding ky xem mot kénh 12 100, tuy nhién sb téi da nguoi ding trong

hé théng (Alice, Bob, David, . . .) c6 thé 16n hon nhiéu so vai 100.
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2.1.2. M6 hinh an toan

M6 hinh an toan chuan cho mot hé mé héa quang béa da kénh dugc dinh nghia
nhu sau:

Chuing ta xét mét kich ban gitra ké tin cong A va ké thach thic € (dai dién
cho su an toan cua hé ma).

Tai giai doan bét dau, ké tin cong A cong bd ttap S, ..., S; trong d6, véi i =
1, .., t,|S7 | <n, t <mvachisd i*<ttwong ung véi tap S;» ma A dinh tan céng cho
C.
Khéi tao (»): Pau tién, C chay giai thuat khoi tao(x) dé tao ra tham sé cong khai,
khoa bi mat msk cua hé théng. Tiép theo, € cong bb param cho A ddng thoi giit bi
mat msk. Ngoai ra, C ciing khai tao danh sach rdng Ac, Ac la danh séch cac chi sb da
bi A biét khoa bi mat.
Giai doan truy van 1: Ké tan cong A c6 thé tly ¥ yéu cau dé biét thong tin sau: A
yéu cau duoc biét khda bi mat cia ngudi dung tuong (ng vai chi sb (i, j): Keé thach
thic € chay giai thuat Tao khéa (SkIDi,j’ msk): Dé tao ra khoa bi mat Sk,Dl.J., sau do
cdng bo sk;p, ; cho A dong thoi thém chi s (i, j) vao danh séch céc chi s6 da bi A
biét khoa bi mat Ac.
Giai doan thach thirc: € chay giai thuat ma hda (param, S5, S5 ..., S;): Bé thu vé ban

ma va ban rd (khoa phién) 1a (Hdr+, K}, K; ..., K;). Tiép theo, C chon ngau nhién mot

bit b bl {0,1}. Néub =1, € chon K;: i:‘( (% 1a khong gian cua khoa phién), con néu
b = 0 thi € giir nguyén khda K;>. Nhu vay, khoa K. s& 1a s6 ngiu nhién khong lién
quan gi dén ban ma Hdr- néu b = 1. Cubi cung, € cong bb (Hdr*, K7, K5 ..., K;") cho
A.

Giai doan truy van 2: Ké tan cong A tiép tuc co quyén yéu cau biét cac thong tin
nhu trong giai doan truy van 1.

Giai doan dw doan két qua: Ké tan cong A dua ra du doan bit b’ € {0,1} cho bit b.
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Tanéi rang, ké tn céng A thang trong kich ban trén néu nhu b’ = b va khdng
ton tai bat ky chi s6 (i, i*) sao cho (i, i*) € S va (i, i) € Ac. Taky hiéu Succ'NP(A)
= Pr[b’ = b] la x4c suat ma A thang trong kich ban trén, va loi thé caa no 1a:

Adv'NP (A) = 2 x SuccNP (A) - 1
=Pr[leAb=1]-Pr[l« |b=0]
Pinh nghia 3.1: Mot hé ma hoa quang ba da kénh dugc goi 1a dat an toan CPA néu
tat ca cac ké tan cong chay trong thoi gian da thuc c6 loi thé trong kich ban tan cong
& trén 1a nho khong dang ké.

Clng nhu ma hoa quang ba, khai niém an toan & trén goi la an toan khéng
phan biét duoc, tuc 1a ké tin cong khong cd kha ning phan biét giita mot khoa phién
K dang va mot gid tri ngau nhién. Mot khai niém an toan yéu hon goi la an toan khdng
tinh toan duoc, tic 1a ké tan cong chi khéng c6 kha nang tinh ra dugc khoa phién K,
tuy nhién nd c6 thé c6 kha ning phan biét gitra mot khoa phién K dung va mot gia tri
ngau nhién.

2.2. Mot s6 hé ma hoa quang ba da kénh quan trong

Trong muc nay, nghién ctru sinh giGi thiéu mot s6 hé ma hoa quang ba da kénh
quan trong hién nay.

2.2.1. H¢ m& hoa quang ba da kénh - MCBE:

Nhu da trinh bay ¢ chuong 1, dya trén BGW [9], c4c tac gia trong bai bédo [47]
d3 ma rong khai niém cia ma hoa quang bé tir viéc giri mot thdng tin m dén mot
nhém ngudi ding S, dén viéc cho phép cuing IGc giri nhiéu thdng tin m1, my,..., me dén
C4c tap nguoi dung khac nhau twong @ng Si, Sz,..., Sk. Ung dung cia MCBE trong
thuc té, vi du nhu truyén hinh tra tién khi ma mdi thong tin mi nhu 1a mot kénh va
mdi tap Si 1a Mot nhom ngudi tra tién ding ky xem kénh do, tic la trung tm cling luc
cd thé phat séng rat nhiéu kénh. Cac tac gia [47] da dé& xuat mot hé ma co do dai ban
ma chi 2 phan tir twong ty nhu hé BGW (luu y rang néu ding hé BGW dé giri k thong
tin khac nhau dén k tap nguoi dung khac nhau, do dai ban ma s& 1a 2k), tuy nhién
diém yéu cua hé ma nay la téc do giai ma cham va 1a hé ma hoa quang ba khoa bi

A

mat.
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Hé ma hda BGW: Trudc tién, chung ta da biét hé ma hoa quang ba BGW [9] bao
gom céc giai thuat sau:
Khéi tao ()):

Gia str G la mot hé théng anh xa song tuyén c6 bac 1a sé nguyén té p. Giai
thuat chon phan tir sinh g € G va mot sé6 mil ngau nhién a € Z,. Tinh g; = g“i €
Gvsimoii=1,2,..,n n+2,..,2n. Tiép theo, giai thuat chon sé mil ngau nhién
Y €ELy,vadatv = g € G.

Khoa cong khai cia hé théng la:
param = (g1, .o, Gr» Ins2» = » G2m> V) (2.1)
Khoa bi mat cua hé théng 1a msk = a.
Tao khoa (msk, i):

Véi dau vao 1a khoa bi mat cua hé théng va chi sé nguoi dung thi i. Khoa bi
mat twong tng véi nguoi dung thi i sé 1a:

d;, = v
Ma hoa (S, param):

Pau vao cua giai thuat 12 tap nguoi ding S ¢6 kha nang giai ma. Giai thuat
chon s6 mil ngau nhién r € Z,, dit khoa phién K =e(g,+1,9)", trong d6 e(gn+1, 9)
c6 thé duoc tinh tir e(g,,, g) ¢ trong khda cong khai cia hé thong.

Tiép theo, dit:

Har = | g7, .| [ guesp)” (2.2)

jes
Dau ra cua giai thuat 1a (Hdr, K). Luu ¥ rang Hdr bao gém ca tap S, va nhu da
trinh bay & muc trudc, ta chi quan tim dén viéc ma hoa va giai ma khoa phién K.
Giai ma (Hdr, i, d;, param):
Gia st Hdr = (C1, Cy), giai thuat véi dau vao 1a ban ma Hdr va khoa bi mat di,

khoa cong khai param cho dau ra la khda phién K nhu sau:
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K= e(gi, C2) .
€ (di- [ljes j=ign+1—j+i ’ Cl) '
Mot cach tu nhién, khi ta muén dung hé ma héa BGW dé ma hda m théng tin

khac nhau dén m tap khac nhau S, S,..., Sm, ching ta c6 thé két hop m he BGW nhu

sau:
Khéi tao (»): Gidng nhu trong hé BGW.
Ma hoéa (S, S2,..., Sm, param):

Chon ngau nhién cac gid triry, ..., 1, € Z,, tinh:

Kl = e(gn+1t g)rl’ ) Km = e(gn+1: g)rm (24)

Hdr = ((gﬂl (v ll_Les gn+1_j)r1> - <grm, (v .1_LES gn+1—j)rm >> (2.5)

Giai M& (Su,..., Sm, Hdr, i, (EK, di), j):

Phén tich ¢, = g"7; C, = (v 'Hje51 Gn+1-j)"7 t Hdr sau do gidi ma gidng
nhu trong h¢ BGW.

Panh gia do hiéu qua:

1. Do dai ban ma Hdr 16n, bao gom t&i 2m phan tir, do vay khdng hiéu qua va
khdng thé dung duoc trong thuc té néu sé luong kénh 1a on.

2. Do dai khoa bi mat tuy chi bao gdm moét phan tir d; = v, tuy nhién Khi
giai ma thi nguoi giai ma van can phai biét khoa cong khai cua hé thong param. Tic
1a d6 dai cua khda giai ma phai bao gom ca do6 dai cua khoa cong khai. Boi vi, do dai
cua khoa cong khai cuia hé thong 1a tuyén tinh véi tong sd ngudi dung trong hé théng.

3. Ca qué trinh ma hoa va giai ma déu hiéu qua.

Y twéng xay dung:

Vi cach x@y dung don gian ¢ trén, d6 dai cua ban ma Hdr 1a 16n. Céc tac gia

trong bai bao [47] dau tién cd gang khic phuc diém yéu nay bang cach dung lai gia

tri ngau nhién, bing cach nay d6 dai caa ban ma Hdr chi con m + 1 phan tir:
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Hdr = | g",(v. ngnﬂ_j)’“, o, (V. 1_[ Ins1-)" (2.6)

j€ESy JE€ESm
Tuy nhién, viéc dung lai gia tri ngau nhién r s& dan dén viéc khoa phién tai tat
ca cac kénh 14 nhu nhau, c6 nghia 13 chi can ngudi ding giai ma dugc mot kénh thi
s& giai mé duoc tt ca cac kénh khac. Hay n6i cach khac, chi can ngudi dung dang ky
mot kénh thi s& xem duoc tat ca cac kénh con lai. Bé giai quyét vin dé nay cac tac
gia da thém cac phan tir X; € G tuwong tng voi ngudi dung i = 1,..., n, sau d6 thay doi
khoa phién va ban ma Hdr bang viéc dung ;, trong do:

X, = g% véii=1,.,n

Kl = e(gn+1r g)r+2j651xj"“’ Km -e (gn+1» g)r‘}'ZjESmxj, (27)
. r+2j€51xj T+Z]‘Esmx]'
Har={ g @.| [ gns-p) @ | | nenep (2.8)
JES1 JESm

Vi cach lam trén, ban ma Hdr da giam xuéng con m + 1 phan tir, tuy nhién
nhu vay van 1a dai. C4c tac gia da tiép tuc cai tién bang cach nhan tat ca cac ban ma

thanh phan lai véi nhau:

r+2j€51xj r+ZjESmxj
Hdr = | g7, (v .Hgn+1_j) XX (V) H Gni)) 2.9)

JES1 JESm

Nhu vay, do dai ban ma Hdr Ic nay chi con 1a hai phan tir. Tuy nhién khi thuc
hién ma hoa thi nguoi 14p ma can phai biét mot sé tham s bi mat, do vay hé ma
khong thé la & dang ma hoa khoa cong khai. Ngoai ra, hé ma chi dat an toan ¢ mic
thap, c6 thé goi 13 mirc an toan co ban (ké tin cong khong thé yéu cau ké thach thuc
tra 1o cac cau hoi vé 1ap ma ciing nhu giai ma).

Hé ma thir nhat, ky hiéu 12 MCBE; dugc mé ta nhu sau:
Khéi tao (x):

Pau vao cua giai thuat 1a tham sb an toan x, giai thuat tao ra khoa cong khai

param, khoa bi mat ciia hé thdng msk, khoa bi mat ding dé ma hoa viét tat 1a EK va
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khoa bi mat cua ngudi dung nhu sau: Gia sir G 13 hé thdng bilinear group bac p, g €
G la phan ti sinh.

Chon ngau nhién « € Z,,. Tinh g; = g“i EGVoii=1,2,.,nn+2..,2n
Tiép theo chon ngau nhiény € Z, va datv = g € G.

Giai thuat ciing chon cac sb ngau nhién x, x,,..., x, € Z,va dat:

X, =9",X, =g%,..,X,=g" (2.10)

Khda bi mat caa hé théng 1a msk = (g, v, a, 7, x1, X2,..., Xn), khoa bi mat ding
dé ma hoa 1a EK = (g, v, On+1, X1, X2,..., Xn). Kh6a cong khai caa hé théng la:

param = (gq, -, Gn» Gna2r - » Gor> X1, X200 oo X0)

Khoéa bi mat ciia ngusi dung thr i 13 d; = v, véi i € {1, ...,n}. Luu ¥, khi
nguoi ding dang ky xem nhiéu kénh thi s& ¢ nhiéu khoa bi mat nhu trén. O day, dé
don gian vé mat ky hiéu, ta gia sir nguoi ding chi diang ky xem mot kénh duy nhat.
Ma hoa (S1,S2, ... ,Sm, EK):

~ $
Chon ngau nhién r « Z,, dat:

K. = e(gnsy, §) 2S5 voik =1, ..., m,

Tiép theo, dit:

k=m
- T+Zj€Skxj
Har={ g~ | |@.] [ 9w (2.11)

k=1  jeS
Luu y rang ngudi 1ap ma biét gne1, X1,... , Xn tir EK. Cudi cling giai thuat cho
dau ra la (Hdr, Ky, Kz, ..., Kn).
Giai ma (Sy,... , Sm, Hdr, i, di , k):
Phan tich Hdr = (C1, C2). Néu i € Sk tinh:

K. = e(gi, C2)

o T12=m (2.12)

e(d; - [Lesk Gns1-j+ir C1 -HjESka)- =1 e(d; . [jes, Gn+1-j+i> Ci-Tljes, X;)
J#i 1 1t+k
_ e(gi, C2)
[£=m (2.13)
e(d; . [ Liesk gns1-jsis gr+2’€5kx’) . r t=1ce (di -Hjesegn+1—j+ir gT+Z)est,x})
Jj#i 1¢+k
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i af = . .
e (9= 11, 27T @Il g, Gnra-) " Hiese™)

, , T=m , (2.14)
e|ve . (Tlesk Gnea-))® g™ e )| | =1 e(v®. (I, Gnrr-)®, g s
JESy

e L+k
i . . = i . .
e (g“,(v [jes, gn+1—j)r+zjes"x’) 5 e(ga, (. Iljes gn+1_j)r+Z]es€x,)
B - - N\ (11, Nl T Ses, % (2.15)
e (Um . ( Hjesk gn+1—j )al' gT+ZJESkxj) ﬁ:l}r e(v . (HJESg gn+1—]) 9 ‘ )
JE

i . . o= i ) )
e ((77 . Hjesk gn+1—j)a , gHZ]ES"‘x] ) T e ((U . HjESg gn+1—j)a , QHZJESIXJ)

r+Xjes, xj)

i . . ’ _ e V. . s ai,
e((v. H}JG:"I{ gn+1_]’)a, gr+21€5kx]> g;; (( H]GS{;gn+1 ]) g (216)

= e (9810 §7H) = e(gnar, §7ESET) = €(gnir, g) T HIS
Luu ¥, ta ding mdi lién he d; = v, gpy1_jsi = 9 Se1js VA 9%e1i = Gnss VA KhI
mi hoa nguoi 1ap ma can biét khoa bi mat EK nén day 1a hé mé hoa khoa bi mat.
2.2.2. Hé m4 héa quang b4 da kénh - MCBE;

Diém yéu cua hé ma hda quang ba da kénh MCBE; 1a mé hinh an toan chi dat
& muc co ban khi ké tan cong khong thé yéu cau ké thach thuc tra loi cac cau hoi vé
ma hda va giai ma. Bé khic phuc nhuoc diém ndy, cac tac gia trong bai bao [47] da
cai tién hé MCBE; bang cach 4ap dung tinh chat caa b tién tri ngau nhién trong xay
dung va chang minh an toan cua hé. H&¢ MCBE: duoc md ta cu thé nhu sau:

Khéi tao (»):

Pau vao cua giai thuat 1a tham sb an toan x, giai thuat tao ra khoa cong khai
param, khoa bi mat cua hé théng msk, khoa bi mat dung d¢é ma héa EK va khoa bi
mat cua nguoi dung nhu sau:

Gia str G la hé théng song tuyén bac p, g € G la phan tir sinh. Chon ngau nhién
a € Ly. Tinh g; = g"‘i véii=1,2,...,nn+2,... ,2n.Tiép theo, chon ngéu nhién
Yy EZ,vaditv =g € Gvad, = v®" hé théng dung ham bam H nhu mot bo tién
tri ngau nhién. Khéa bi mat cua hé thong 1a msk = (g, v, a, ), khoa bi mat dung dé
ma hoa 1a: EK = msk, khoa cong khai cua hé théng la:

param = (gy, .-, In, Gn+2» -+ Gzn, An)
Khoa bi mat ciia ngudi ding tht 4 13 d; = v, véi 4 € {1, ..., n}. Giéng nhu

hé ma MCBE;}, khi ngudi ding dang ky xem nhiéu kénh thi s& ¢ nhiéu khoa bi mat
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nhu trén. O day, dé don gian vé mit ky hiéu, ta gia st ngudi ding chi ding ky xem
mot kénh duy nhat.
M4 héa (S1,..,Sm, EK):

Chon ngau nhién r € Z,; Sm+1 = {n}, v6i mdi tap Si, véi i =1,..., m + 1 tinh Y;

=H(i, g") (Yi =g Y, véi s6 mii chua biét Y;), va

K; = e(gn+1,Y)-€(Gn+1,9)" = (s, 9)"Yii=1,..,m+1 (2.17)
Cuébi cuing tinh Hdr = (C1, Cz, Cs) nhu sau:
Ci=g"
i=m+1 , T
C, = 1_[ YiY+Zjesi ant1-j v.l_[gn+1_j
i=1 JES;
i=m+1 r+Yi

Il

<

S
S
+
T

Cs =H(C,G)"
Nguoi 1ap ma biét o va y dé tinh C,. Giai thuat cho dau ra
(Hdr, Ku,.., km+1).
Giai ma (Sy,.., Sm,Hdr, i, di , k):
bat Sm+1 = {n}, phén tich:
Hdr = (C1, C2, Cs). Néu i € Sy, kiém tra e(C;, H(Cy, C,)) = e(g, C3),
Néu ding tinh:
Y, =H(,g"), voii=1,..,m+1,

Va tinh:
K, = e(9:C;)
k= f=m+1 218
e(di'HfESkgn+1—j+itcl'Yk> | | t=1 e(di'HjES[gn+1—j+i:C1-y€) ( )
Jj# L+k

i f{=m+1
e (ga ) 1_[ ? T=Tl 1 (U. HjESf gn+1—j)r+”>
. ) t=m+1 ) at
e (U“l ([ Diese gn+1_j)“L,gr+yk> : | | =1 e <U“L- (H].ES{) gn+1—j) , gty > (2.19)

j#i L +k
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i - i g tYe
e (ga » (- Iljes, gn+1—j)r+yk) e <ga ) (v Aljes, gn+1—j) )

] at . _ ai. ] . at T+‘y[> (2.20)
i <U0‘l .<H]'55k gn+1—j) ’ gr+y"> ﬁi; € (U (H]ES[ gn+1_1) 9
j#i
e ((V [Tjes, gn+1—j)ai, g”yk) femil ((v [jes, gn+1_j)a , g”%)
) «l . =1 e( v.[l; . ai' ‘r+ye> (221)
) < (17. [Tjesi gn+1—j) , g”yk> 02k ( jese Gn+1 1) g

J#i

= e(0511-07) = € Gur, §790) = €(Gas, 9V (2.22)

Luu ¥, d; = v, Gporojsi = 9%41—js VA& 9% 41—i = Gne1- NQOAi ra, khi ma hoa nguoi
lap ma can biét khoa bi mat EK nén day van 1a hé ma hoa khoa bi mat.

2.2.3. Mt s6 cai tién doi véi hé¢ MCBE; va MCBE:

C6 ba cai tién d6i voi hé ma quang ba da kénh MCBE: va MCBE? nhu sau:

1. Céc tac gia [60] da cai tién hé md MCBE: bang cach rut ngan hon do dai
cua khoa cong khai. Tuy nhién, do dai khéa cong khai trong hé [60] van dai, cu thé
la van c6 do dai tuyén tinh véi n.

2. Céc tac gia [15] lam tang hon nita an toan va hiéu nang ctia hé MCBE;: va
MCBE:? khi dua ra xay dung hé MCBE; va MCBE> méi dua trén Parings loai ba.

3. Hai cai tién ¢ trén van chua khic phuc duoc diém yéu cua hé MCBE; va
MCBE: la ma héa khoa bi mat. Gan day, cac tac gia trong bai béo [3] di gigi thiéu
hé ma hoa quang ba da kénh mai ¢d tinh chat 1a ma hoa khoa cong khai, tirc 1 nguoi
lap m& khdng can phai biét bat ky tham sb bi mat gi khi thuc hién ma hoa.

2.3. Lwge dd ma hoa quang ba da kénh dé xuit

Luén an da d& xuat mot lugc d6 ma hoa quang ba da kénh cai tién méi co cac
vu diém so véi cac ma hoa quang ba da kénh khac nhu sau:

La m& hoa quang ba da kénh khoa cong khai, tirc 1a nguoi 1ap ma khong can
phai biét bat ky tham sé bi mat gi khi thuc hién ma hoa.

C6 tdc do giai md nhanh. Cu thé, nguoi giai ma chi can tinh 2 phép tinh parings
khi giai ma. T4c gia cai dat hé ma va dwa ra cac danh gia cu thé vé thoi gian chay cua

hé ma.
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C6 d6 dai ban m& Hdr chi gdm hai phan tir, d6 dai khoa bi mat cia ngudi dung
c6 s6 lwong phan tir chinh bang sé luong kénh ma nguoi diung dang ky dé xem.

Pugc xa@y dung dua trén hé ma hoa Delerablee [25] da trinh bay tai muc 1.2.3
2.3.1. Y twéng xay dung

Trong hé [25], khda bi mat cua nguoi dung co6 dang:

_1
ga+1Du

Ban ma tuwong tng vai tap nguoi dung S ¢d dang:
pkies(a+1D;)
va mién la u € S thi nguoi dung u c6 thé tinh dugc khoda phién e(g, h)¥, k 1a sé ngau
nhién duoc chon mdi 1an 1ap ma.

Trong tong thé caa hé ma hoa quang ba da kénh, chung ta co m tap ngudi ding
(twong tng vai m kénh) Si,..., Sm, V& mdi tap c6 mot khoa phién twong ung. Y tudng
la, voi moi tap ngudi dung Si, i = 1,.., m, dat khoa phién cua tap nay la e(g, h)*Fi,
trong d6 fS1,..., fm 12 c4C $6 Ngau nhién duoc chon ¢ thuat toan khai tao. Véi ¥ twong
nhu vay, khoa bi mat cua nguoi dung ldc nay sé cé dang:

Bi

Vi mdi nguoi ding u c6 thé ding ky tdi da m kénh nén mdi ngudi dung u sé 6 toi
Bi
da m khéa bi mat g«*™Pui, i =1,..., m.

2.3.2. Lwge dd ma hoa dé xuat va so sanh

M4 héa duoc xay dung nhu sau:
Khéi tao (1*):

Dau vao cua giai thuat 1a tham sé an toan x, dau ra cua giai thuat 1a khoa bi
mat cua hé théng msk, khoa cong khai cua hé thdng, khda cong khai bao géom ca m
la s tdi da cac kénh, n 12 s6 t6i da nguoi dung diang ky vao mot kénh.

bat N = m-n, giai thuat tao ra hé théng anh xa song tuyén D=(G, G, Gy, e), chon

x % 8 . $
ngau nhien h <, G, g «,Gvaa, By, ..., B < Zy.

Gia str H 1a ham bam sao cho H:{0,1}* — Z;. Giai thuat cho dau ra;:
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param = <D, {hai}i=o " {hﬁi“j}- 9% {e(g, h)ﬁi}iﬂ,...,m’ ‘7-[)

va khoa bi mat cua hé théng:

23

msk = (g, a, B1, -, Bm)
Tao khéa (IDi;, msk, param) :
Gia sir, dinh danh cua ngudi dung i trong kénh j 1a chudi bit bat ky 1Dij € {0,

1}+. Nguoi dung i dang ky vao kénh j s€ nhan duoc khda bi mat twong rng sau:

Ky hiéu (i, j) 1a chi s6 khoa bi mat. Trong hé thong, mdi nguoi ding c6 thé

dang ky vao nhiéu kénh va nhan khoa bi mat twong ¢ng vai tirng kénh. Vi du nguoi

dung i dang ky vao kénh 1,..., t, nguoi dung i s€ nhan cac khoa bi mat {skm”} :
J)j=1,..t

Ma hoa (param, S,..,Sy):

Pau vao cua giai thuat 12 t tap chi s6 khda bi mat cua nguoi dung trong t kénh
S1,.., St, t <m. Trong d6 Su,.., St la cac tap khong giao nhau. Ky hiéu S =ul_; S; la
tap day du tat ca cac chi s khoa bi mat cua ngudi dung cho mot lan ma hoa. Giai
thuat chon ngau nhién k € Ly, tinh khoa phién bi mat cho t kénh nhu sau:

Ki=e(g h)*Pi,i=1,..,t
Sau d6, tinh ban m& Hdr = (C1, Cz) nhu sau:
C,=g~%,C, = hk-H(i,j)eS(a"‘g{(IDi,j))

Cuoi cling, giai thuat cho dauraK = {K;};,—, ., vaHdr = (Cy, C,) bao gom ca thong
tin cua tap S.
Giai ma (Skmi,,-, Hdr, param):

Giai thuat dau tién kiém tra xem chi sé (i, j) € S c6 ding hay khong, néu sai

thi cho dau ra 1a L. Néu dtng 13 thudc tap S, giai thuat tinh gia tri K’ = k" trong dé:
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B.
@',jnes @',jnes
@ jn=@.j @, jn=(@.j)

Giai thuat c6 thé tinh K’ tir cac thdng tin co trong khoa cong khai.
pit:

B = | | H(IDy ;)
(i',jnes
(@1JN# (i)
Giai thuat cudi cung cho dau ra:
1
B

K; = (e(Cl,K’)-e (Skmi,j» CZ))

Tinh ding dan:
1
, B
K; = (e(Cl,K ).e (sk,Di’j,Cz)) (2.25)
1
Bj B
— e(g—a.k’ hY) .e <ga+7-[(mi_j)_ hk.n(i_j)es(a+}[(1Dilj))> (2.26)
(92,7
kIl (i' jnes H IDiIJ-, B
= [e(g,h)  @Wan=Gp (2.27)
= e(g’ h)kﬁj (228)

So sanh véi cac hé ma khéc:

Dé danh gia do hiéu qua cua hé ma hoa da kénh dé xuat, nghién ciu sinh lap
Bang 2.1 so sanh véi mot sé hé md hda quang ba da kénh khéc, trong do:

Header 1a do dai cua ban ma.

S-key 1a d6 dai khéa bi mat.

P-key la d¢ dai khda cong khai.

Dec time la thoi gian giai ma.
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Security 1a danh gia an toan ctia hé ma. Luu Y rang, véi mo hinh bao mat chon
loc, ké tan cong phai thong bao trudc tap ngudi dung ma ké tan cong dinh tan cong
truéc khi biét cac thong tin khac nhu: Khoa bi mét cua cac ngudi dung khéc, chon
ban ma biét ban r5,... Nhu vay c6 nghia 13, quyén caa ké tan céng sé yéu hon so véi
md hinh thich nghi, khi ké tin cong khéng can phai thong bao trudc tap ngudi ding
ma ké tan cong dinh tan cong.

Ngoai ra, md hinh an toan dung b tién tri ngau nhién thi hé théng ciing sé&
kém an toan hon vi ding ROM c6 nghia 1a gia thuyét ham bam 1a 1y tuwéng khong co
bat ky kho khin nao. Tuy nhién, trong cai dat thuc té nhu ho ham bam SHA thi khong
c6 ham bam nao 1a 1y tuong.

Trong Bang 2.1 mé hinh c6 CCA nghia la ké tan cdng c6 quyén chon tiy y
ban ma va biét ban rd twong tng, con md hinh khdng c6 CCA thi ké tan cong khdng
c6 quyén nay.

Tém lai, md hinh an toan manh nhat s& la CCA va yéu nhit s& la
Selective+ROM.

Setting Ia kiéu ma hoa bi mat (Secret-key) hay céng khai (Public-key).

Header | S-key | P-key Dec time Security Setting
_ 3mn|G|+ _ )
[15]-1 2|G| m|G| _ (m+1)P Selective Bi mat
2mn|G|
_ 2mn|G| + Selective- )
[15]-2 | 3|G|+1|G| | m|G] _ (m+ 2)P Bi mat
2mn|G| CCA+ROM
_ 2mn|G|+ _
[60] 2|G| m|G| _ (m+ 1)P | Selective Bi mat
2mn|G|
(mn +m) | .
[3] 2|G| m|G| @l 2P Selective Cong khai
MCBE _ _ Selective A )
., | 1G]+1G| | m|G m2n|G| 2P Cong khai
de xuat +ROM

Bang 2.1. So sanh mét s6 hé ma héa da kénh véi MCBE dé xuat
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Trong do:

n 12 s6 t6i da nguoi ding trong mot kénh,

m Ia s6 t6i da kénh,

P la mot phép tinh Parings.

|G| 1a kich thudc ciaa mot phan tir trong nhém G,

|G| 1a kich thudc ctia mot phan tir trong nhém G.

Hé cua nghién ctru sinh la hé mé hoa khéa céng khai trong khi 3 hé [15]-1 va
[15]-2 va [60] déu 1a m& hoa bi mat. Do dai cua ban ma hé nghién ctru sinh dé xuat
c6 d6 dai ngin nhat. Thoi gian giai ma cua hé nghién ctu sinh dé xuét chi 1a 2 phép
toan Perings (2P) con céac hé khac 16n hon hoac bang.
2.3.3. Danh gia an toan

Trong muc nay, tac gia s& chitng minh rang hé ma dat an toan CPA dudi gia
thuyét (hay con duoc hiéu 1a bai toan khd) GDDHE tuong ti nhu trong bai bao [25],
trong d6 gia thuyét GDDHE & day duoc dinh nghia nhu sau:
Pinh nghia 2.2: Bai toan khé GDDHE: Gia st (p, G, G, Gr, e) la hé thdng anh xa

. X . $ .
song tuyen, chon ngau nhién t, m,n, k, B4, ..., pm < Zp sa0 chot>N=m-n

$ . 5
bat f(X) = [T, X +x) va gX) =120 X+ %), x;«< Z5, i=1,.., N, la
hai da thtrc nguy@n t6 cting nhau c6 bac tuong Gng 1a t va n. Pat da thuc:
q(X) = [12*, . (X + x;) va hai phan ta sinh 1a g, € G, hy € G. Cho trudc:
Bmf(a)

- - al
Y = (90:{90 i }izl,...,n: {gola }i=1.---.M—1'g
1

Jj=0,...t=

af(a) ka.f(a)
0 +Jo

(2.29)

a2t+n

o)
hoh§, .., h§™*"" {n} b1, e(gohg) 1T @, ., e(gohg) BT (@)

i=1,..m
j=0,...2t+n

hdy phan biét gita T = e(go, hy)*Pm/@ € G, va mot phan tor ngiu nhién
T =R € Gy .

Dé phan biét gia tri T, ké tan cong A ma cho dau ra mot bit b € {0, 1} ¢0 loi
thé e trong viéc giai bai toan GDDHE & trén néu:

|Pr[A(Y, T = e(goho)*Pmf @) = 0] — Pr[A(Y,T=R) =0]| = €
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Pinh nghia 2.3: Bai toan GDDHE 1a mét bai toan khé néu khdng ton tai ké tin cong

nao chay trong thoi gian da thirc ma c6 loi thé e dang ké trong viéc phan biét T.
Chirng minh d¢ khoé cua bai toAn GDDHE ¢ trén nhu sau:

Chitng minh: Dau tién viét lai bai toan GDDHE & dang s6 mi:

{1 {Bm f( )}l 1,0 {lBla }l 1,. m 1; af(a) kaf(a)}

j=0,..

Q = {1, a, ., a? " {Bial} =1, m ,kq(a)}

j=0,..2t+n
R = {kpif(a), ..., kBm_1f ()}
f=kBuf(@)
Gia sir rang f khong doc lap tuyén tinh véi (P, Q, R), tuc 1a ké tan cong co thé
tim duoc C4c gia tri bij, Ci sao cho dang thirc sau ding

f= 2 bi;.pi-q; + z CiTi

picP ricR
q;0Q

Dung ca k va fm dé phan tich f. Do ca k va fm | cac s6 ngau nhién dugc chon

truéc nén suy ra ké tan cong can tim ai, bj sao cho biéu thirc sau ding:

kBmf (@) = kfm(boaf(a)a’ + -+ byrynaf (@)a®*™)+ay af( “ q(a) +-

(2.30)
ta f(a) @
a+x, 1

_ q(a) q(a)
kB f (@) = kBnf(a) (G(a) +a, o + -+ a, o xn) (2.31)
1=6(a)+a q(a) + -+ a, q(a) (2.32)

a+ x, a+ x,

Trong d6 G la da thuc ¢6 tinh chat G(0) = 0. Do d6, ta dé dang thdy 1 phai
duoc suy ra tu:

LGN (C))
Ta+x "a+x,

(2.33)

Tuy nhién, do ¢(a) va mdi da thic o + xi 1 nguyén t6 clng nhau véi moii=1, ...,

n, nén dang thuc trén khong thé dang dbi véi moi cach chon a;, hay néi cach khac f
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la doc 1ap tuyén tinh véi (P, Q, R). Do vay, tir (P, Q, R) khéng thé tinh duoc f, hay ké
tan céng khong thé phan biét duoc T trong bai toan GDDHE.

Pinh ly 2.4: Hé ma quang ba da kénh dat an toan CPA dudi bai toAn GDDHE ¢ trén.
Chizng minh: Gia st A4 1a ké tin cdng hé ma va S 1a ké tan cong bai toan GDDHE &
trén. Chttng minh rang néu ton tai ké tn cong A tan cong thanh cong hé ma véi loi
thé nhiéu, thi ciing s& ton tai S tn cong bai toan GDDHE & trén véi nhiéu loi thé.
Khéi tao: Dau tién S nhan dau vao 1a dau vao cua bai toAn GDDHE ¢ trén, S can
phan biét giatri T la:

T = e(gy, ho)*Pm/ (@ € G, va mot phan tir ngau nhién T = R € G.

Luan &n s& chi ra rang S ¢6 thé md phong A va dung két qua cia A dé phan
biét T. Cu thé, S s& nhan tir A m*(m*< m) tap chi s6 Sj, ..., S, va chi sb i* dé xac
dinh tap S;» ma 4 mudn tan cong.

Gia str ta viét tap S;- dudi dang tap cac dinh danh:

Si. ={IDy+, .., IDg +},s* < n. Khdng mét tinh tong quat, S dat fm & trong bai toan
la B trong tap S;- . D6i vai cac tap Bi, i = 1,...,m* khac van gitr nguyén. Trong truong
hop m=m, § dat B; & trong bai toan 1 B,,- trong tap S;;,. Cac tham sé khac nhu m,
n, N dugc dinh nghia nhu & trén.

Ky higu § = ¥ ..;- |S7| dé tao ra cac tham sé cho hé théng S ngam dit g =

gl vanhan g@ = g tu gia thuyét. V6i by, hg, ..., RE trong tay tir gia thuyét,
S tinh:

t t+
h = hHi=n+§+1(“+xt’) 28 g q (atx)
- 0

va sau do {h“i}i=1,___,N
Luu ¥, trong qué trinh bam, S s& dung xi, i = 1,.., n, dé tra loi tat ca cac yéu cau truy
van bam H (ID; ;) trong d6 ID; + & S;- (ID;;-trong kénh i* nhung khong thudc S;.).
S cling dung Xi , i =n +1,..., n + 3, dé tra loi tat ca cac truy van bam H (ID;;) trong

d6 ID; i+ € {S;{}i=1,.,m*. S cling dung xi, i =t + 1,.., t + s*dé tra loi tat ca cac truy
i#i*

van bim H (ID;;-) trong d6 ID; ;+ € S}
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Tiép theo, dé tinh e(g, h)#i,i = 1, ...,m, S tinh:

e(g h)ﬁi =e (gohﬁi'ngznﬁﬂ(“"‘xi) M2l g sa(atxp) f (@) ) (2.34)
) 0 .
Luu y rang, S biét {hgi'“J} i—1_m trgidthuyét. Véi {hfi'“]} i—1.m dabiéttrong

j=0,...2t+n j=0,...2t+n

tay, S ciing c6 thé tinh nbee’ Cudi cung, S cung cap khoa cong khai cho A.
0

i
J

1,..m
0,...N

Giai doan truy van 1: Trong giai doan ndy, S can tra 1oi hai loai truy van:

1. Truy van bam.

2. Truy vén dé biét khoa bi mat ID;; trong d6 ID;; & S;.

P6i véi truy van biam: A c6 thé truy van trén bat ky dinh danh nao dé biét dugc gia
tri bam trén dinh danh d6. S tao ra mot danh sach £ bao gom: (ID; jxy, sk,DiJ.) €

{0,1}", Z;, G. Ban dau £ bao gom b ba (x, *, x) hay (ID; ;, x,,,*), gia tri rong s& dugc

ky hiéu bang *. Cu thé, néu ID;; & S (ID;;, trong kénh i* nhung khong trong S;-),
S dung Xy, U= 1,.., n. Néu ID; ; € {S{-}i=1,.m* , S dUNG Xy, U =N + 1., n + 5. Doi
i#i*
VGi ID;;, €S ,Sdungxy,u=t+1,...,t+s
V6i mdi truy van bam twong Gng véi ID;;, S dau tién kiem tra xem ID;; da
Xuat hién trong danh sach chwa? Néu khdng, S chon xu, u=n + 5+ 1,.., t, gia trj chua

bao gid xuat hién trong L va bo ba (ID; ;, x,,*), trong L va tra vé xy cho A. Nguoc

Fj’

lai, § don gian 1 tim bo ba (ID; ;, x,,*), VA tra V& xu cho A.

g
POi véi truy van yéu cau biét khoa bi mat: A dau tién gii ID;; € S; cho S, S tao
ra khda bi mat skip, ; nhu sau:

1. Néu sk;p, ; da duoc truy van truée ddy, S tim skyp, ; tir L vatra ve skyp, ; cho A.

2.Néuj=i*,conghialalD;; ¢ S; nhung thudc vé kénh i*.

Ssédung g “"* = gatxu, u=1,..., n, tir gia thuyét nhu sk,,. . dé tra o1 A
g9, g g y ID;

(mdi lan ding mot gia tri khac nhau), va sau d6 thém bo ba (ID; ;, X, skip, ;) Vao

trong L.
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3. Nguoc lai, S kiém tra xem ID; ; da xuét hién trong danh sach hay chua? Néu khong

S chon xu, U=n + 5+ 1,..., t, gi& tri chua bao gio xuat hién trong £, sau d6 tinh:

(2.35)

Luu y rang, § ¢d thé tinh viu =n + §+ 1,..., t, do d6 da thac —= c6 bac /~1, hon

+xXy

ntra S co {gf”a }izo,..c—1 trong tay tu gia thuyét. Tiép theo, S thém bo ba (ID; j, Xu,

skip, ;) VAo trong £ va tra vé skip, ,cho A. Trong truong hop ID; ; da xuat hién trong
danh sach, § don gian la tim x, twong ng tir danh sach £ sau dé tinh skyp, ; nhu trén.

Cudi cung S thém bo ba (ID; ;, Xu, sk,Dl.].) Vvao trong £ va tra vé sk,Dl.jcho A.

i,j

Giai doan thach thuec: § tinh:

C g(;k afla) _ g a.k
Va
CZ — hk-CI(a)
0
. (2.36)
— hk'ni=n+1(a+xl)nl n4s+a(@tx)TIE t+1(“+xt)nl trs 1 (@txi)
0
— hk-l'[?=+rf+1(0l+xl) Hl t+1(a+xi) (237)
Dé tinh cac khda phién, S biét {hoﬁi'“]} i=1.m Néntinh:
j=0,...2t+n
* ; e X [IEET ; (@) pBir(@)
K = e(g h )kﬁlf(a)Hl=n+5+1xlnl=t+5*+1xl_e g af h ,
i 0o ( 0 ) (2.38)
i=1,...mi+i"
Trong do:
1 t+n t+n
p(a) = —( 1_[ (a+ x;) 1_[ (a +x;) — 1_[ X; 1_[ xl> (2.39)
@ i=n+5+1 i=t+s*+1 i=n+5+1  i=t+s*+1
Tiép theo S tinh:
Ki* = Tﬂf=n+§+1xiﬂf:f+s*+1xl e(goaf(a) hﬁ‘*p(a)) (2.40)

Luu y: Néu T = e(go, ho) P/ (@ thi K. = e(g, h)*Pi-. Néu T la ngau nhién,

K- cling 1a ngau nhién.
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Giai doan du doan:

A cho dau ra du doan b’ cho b. Néu b’ = b, S cho dau ra 1a bit 0 (tac 12 néu
T = e(go, ho) P/ (). Nguoc lai, S cho dau ra l1a bit 1 (tic 13, T 1a phan ta ngau
nhién trong Gr). Vi qua trinh § mé phong A 1a hop 1é nén ta suy ra rang, loi thé caa
S dé phé bai toan GDDHE 1a Adv'NP(4)/2. Piéu nay din dén mot kha nang 1a néu
nhu ton tai A thi ciing s& ton tai S, tic 12 néu nhu bai toan GDDHE ma kho, ¢6 nghia
la khdng ton tai S thi ciing s& khdng ton tai A.
2.3.4. Cai dit va danh gia hiéu qua
Dé cai dat hé ma, trong phan ma hoa ching ta thiy rang khong dé& dang dé tinh

C, = hk.l_[(i’j)es(a+7-[(1Dij))

tur khda cong khai. Thay vi d6 ta ap dung céng thic sau:

m

m
H(X + ai) = z z ail, aiz ...aij Xm_J (241)
i=1

j=0 15i15i2<"'<ij5m

va cac tham sb cua da thuc:

j = z Qiyy iy - Qi (2.42)

1Si15i2<"'<ij5m

%
I

tat ca 1a d6i xng au,.., am va dugc goi 1a nhimg da thire dbi xing cua gia tri ai. Tham

s6 sj cho phép viét lai:
C, = h*Zfosia™ _ 1_[ (ham‘f) (2.43)

Ta c6 thé tinh C; do tap {h“i|i =0, n} c6 trong khoa cong khai cua hé thong.
Tuong tu nhu vay, dbi véi giai thuat giai ma, ciing dung cach nhu trén dé tinh K’ do
hPi@ ¢4 trong khoa cong khai.

Tham s6 sj & trén c6 thé duoc tinh nhanh bang cach ding giai thuat quy hoach

dong nhu sau: Pat sy 12 téng cua j t6 hop cia ai, az, . . . , ak. Tac 1a:
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Sk,j = z ail,aiz ...al-j (244)

1<iqSip<--<ijsk
Luu y: Tham s6 sj = smj. TNg skjco thé dugc chia 1am hai phan, phan thir nhat chaa

dung ax va phan tha hai khdng chira ak. Ching ta co:

Skj = E Qiyr Qi - Ay

1Si1$i2<"'<ij5k—1

(2.45)
+ Qi) Qi Ay | - A
1<iySip<r<ij_y<k—1

Kéo theo méi lién hé:

Skj = Sk-1,j T Sk-1,j-1 - Ak (3.46)
Trong d6 sko= 1 ddi v6i k >0 va soj = 0 ddi vai j > 1. Tir méi lién hé nay, bang viéc
xay dung bang tir So, 0 Cho tGi Sm, m, €O thé tinh cac tham sb sj = smj VSi d6 phic tap 1a
o(m?).
Cai dat MCBE dé xuat o trén bang ngon ngit C va dung thu vién PBC [40]. M ngudn
cua chuong trinh cai dat ¢ ¢ dia chi https://github.com/tranvinhduc/MCBE . Cai dat
trén may tinh xach tay vai bo vi xtr 1y Intel Core i7-4600U @ 2.1 GHz. Po két qua

trung binh 1000 lan. Trén méy tinh nay thu vién PBC tinh mot Parings khoang 0.9ms,
mot phép mii trén duong cong elliptic caa nhém G khoang xap xi 1.3ms.

Véi hé MCBE, thoi gian thuc hién ma hoa chu yéu 1a di tinh khoa phién Ki va
thanh phan Co, twong &ng Vvéi viéc can tinh m va N phép mii trong nhom G. Thoi gian
giai ma can tinh N phép mii trong G va hai phép Parings.

Két qua thuc nghiém duoc trinh bay trén Bang 2.2. Nhu nhéan dinh, ca hai giai

thuat ma hoa va giai ma chay kha nhanh, va téc do ting tuyén tinh véi N.


https://github.com/tranvinhduc/MCBE
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m N Encrypt Decrypt
10 20 29ms  25ms
10 40 55ms 50ms
10 80 106ms 102ms
20 40 56ms 50ms
20 80 108ms 102ms
20 160 211ms 207ms
25 50 70ms 64ms
25 100 136ms 129ms
25 200 266ms 260ms
Bang 2.2: Thuec nghiém cai dat hé MCBE dé xuat

Trong d6 m 1a s6 kénh, mdi kénh c6 n nguoi ding, va N = n X m la tong s6
cua tat ca cac ding ky trong tat ca cac kénh.
2.4. Két luan chwong 2

Céc nghién ctu cua chuong 2 dugc cong bé trong cong trinh so 4, tai cac bai
bao tap chi céng bé trong luan an.

Trong chuong nay tac gia da trinh bay vé ma hoa quang ba da kénh, bao gom
dinh nghia tong quat cho ma héa quang bé da kénh, dinh nghia mé hinh an toan chuan
cho mot hé ma hoa quang ba da kénh. Noi dung chuong ciing trinh bay thém vé mot
s6 hé ma hoa quang ba da kénh quan trong hién nay bao gdm cac hé¢ MCBE1, MCBE>
cling céc cai tién gan day cua cac hé nay. Piém yéu chung cua mot sb hé ma hda
quang ba da kénh 1a van dé ngudi 1ap ma can biét cac tham sé bi mat. Gan day, cac
tac gia trong bai bao tham khao sé [3] da giGi thiéu mot ma hoa quang ba da kénh ma
ngudi 1ap ma khong can biét cac tham sé bi mat. Chuong nay, Nghién ciu sinh trinh
bay hé ma hda quang ba da kénh dé& xuat c6 cung tinh chat va do hiéu qua tuong
duong nhu h¢ [3]. Tuy nhién, dung phuong phap hoan toan khac 1a dya trén ky thuat
cua hé Delerablee. Nghién ciru sinh ciing trinh bay chang minh chi tiét ring dé xuat

mai 1a dat an toan .
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Véi mot s hé ma hoa quang ba da kénh hién nay, diém yéu con lai 1a van dé
tap trung hoa, tirc 1a chi c6 mot trung tdm cung cap khda bi mat cho toan b ngudi
dung trong hé théng, didu d6 dan dén mat an toan néu nhu trung tim nay bi tan cong
hay tham chi gian dbi. Nghién ciu, thiét ké cac hé phi tap trung hoa va van giir duoc
sur hiéu qua can thiét van 1a van d& mé hién nay ddi véi cac hé ma hoa quang ba da
kénh. Ngoai ra, con méot van dé mé can giai quyét 1a cac hé ma hda quang ba da kénh
hién nay c6 d6 dai khoa bi mat ciing nhu khoa cong khai dai. V6i nhitng tng dung

nhu 10T, khi ning luc ngudi ding yéu thi day 1a van dé thuc sy can phai giai quyét.
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CHUONG 3: HE MA HOA DUA TREN THUQC TINH

Chuong 3 trinh bay gigi thiéu chung vé hé ma hoa dya trén thudc tinh bao
gom: Pinh nghia chung vé ma hoa dwa trén thugc tinh, md hinh an toan cia ma héa
dua trén thudc tinh, mot s6 hé ma hoa dya trén thudc tinh quan trong hién nay. Noi
dung chuong, tac gia s& trinh bay 02 hé ma hoa dya trén thudc tinh méi dugc dé xuat,
do ciling chinh 1a dong goép mai trong luan an.

3.1. Pinh nghia va mé hinh an toan caa hé ma hoa dwa trén thugc tinh

M4 hoa dua trén thudc tinh duoc gidi thiéu boi Sahai va Waters [53], 1a mé
rong cua ma hoa quang ba, trong d6 cho phép diéu kién giai ma linh dong hon so véi
ma hoa quang béa. Van dé kho khin véi ma hoa quang ba 1a nguoi 1ap ma phai biét cu
thé tap nguoi dung co thé giai ma duoc tai thoi diém 1ap ma, tuy nhién trong thuc té
nguoi 1ap ma khéng phai lac nao cling biét duoc diéu nay. Vi dy, cong ty FPT luu trit
dir liéu cua ho trén ddm may, ho mudn lwu trir mot van ban cho phép cac nhan vién
cua phong k¥ thuat va phong hd trg khach hang, dong thoi tham gia trong du &n e-
Health cd thé giai ma duoc.

Véi ki thuat ma hoa quang ba, cong ty FPT phai biét ngay tai thoi diém ma
hoéa vin ban I1a nhitng nhan vién cy thé nao cua hai phong trén tham gia vao duy an e-
Health. Tuy nhién, trong thuc té, do tinh chat cong viéc du an e-Health c6 thé thém
nhan vién tir cac phong trén dé kip thoi giai quyét cong viéc. Piéu d6 dan dén ton tai
han ché d6 1, cong ty FPT phai thuc hién lai qua trinh ma hoa vin ban va day lén
trén Cloud, gay ton kém, mat thoi gian... Hién nhién 1a khdng hop ly.

M4 hda dua trén thudc tinh duwoc phét trién dé giai quyét nhiing van dé nhu
vay, trong mot hé théng ma hoa thugc tinh. Tay v, ta ¢6 thé dinh nghia mot tap céc
thuoc tinh. Vi du, trong cong ty FPT c6 du an e-Health (e-H), phong ky thuat (PKT),
phong cham soc khach hang (PCS), nhan vién (NV), truong phong (TP),... La cac
thudc tinh. Néu nguoi dung X thudc phong ki thuat, 1a nhan vién va tham gia du an
e-Health thi sé nhan cac thugc tinh la PKT, e-H, NV va nhan khoa bi mat tuong tng
véi cac thude tinh nay. Cong ty FPT khi ma hoa van ban chi don gian la thuc hién

viéc ma hoa trong d6 quy dinh rang nhitng nhan vién caa hai phong nay va lam trong
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du an e-Health c6 thé giai ma dugc ma khong can biét cu thé 12 nhan vién nao. Diéu
kién giai ma c6 thé dugc md ta bang mot biéu thire boolean nhu sau:

(NV and PKT and e-H) or (NV and PCS and e-H) Khi mét nhan vién mai
thuoc mot trong hai phong nay tham gia du an, nguoi nay sé nhan thém thugc tinh la
du an e-Health va nhan khéa bi mat tuong (ng, khi d6 nhan vién maéi nay sé€ cé kha
ning giai mi vi dap tng duoc diéu kién giai ma.

3.1.1. Pinh nghia

Nhu vay, véi mot hé mé hoa dua trén thudce tinh ¢é hai khai niém quan trong,
diéu kién giai ma hay con goi la chinh sach truy cap, thuong c6 céc dang nhu sau:

— AND-gates: la biéu thizc boolean chi bao gém duy nhat phép AND, vi du
nhu: (NV and PKT and e-H), do vay, mudn giai ma dugc ngudi ding phai co dong
thoi cac thudc tinh NV, PKT va e-H;

— Threshold: Khong quan tam dén thudc tinh 1a gi, mién 1a nguoi ding sé hitu
s6 thudc tinh 16n hon mot ngudng nao d6 do ngudi 1ap ma quy dinh 1a ¢ thé giai ma;

— Boolean: C6 dang nhu mét biéu thirc Boolean vai cac phép AND, OR,...

Thudc tinh: Tay thudc vao viéc cai dat hé ma hoa vao ang dung cu thé ndo ma
ta sé dinh nghia cac thudc tinh twrong ing. Nhu vi du trén, ta cé cac thudc tinh la du
an e-Health (e-H), phong ky thuat (PKT), phong cham so6c khach hang (PCS), nhan
vién (NV), truong phong (TP),...

Néu chinh sach truy cap nam ¢ ban ma, va ngudoi ding dua vao thudc tinh dé
nhan khda bi mat (nhu vi du trén) thi dugc goi la hé ma hoa dua trén thuoc tinh co6
chinh sach & ban ma. Con nguoc lai, néu mdi ngudi ding trong hé thong cé tuong
ung mét chinh s&ch truy cap va nhan khoa bi mat twong ng vai chinh sach nay trong
khi viéc ma hoa dua trén cac thudc tinh thi hé ma hda dua trén thudc tinh d6 duoc goi
la hé ma héa dua trén thuoc tinh cé chinh sach ¢ khoa.

Sau day ching ta xem xét dinh nghia cia mot hé ma hoa dya trén thugc tinh
c6 chinh sach ¢ ban méd, vai hé KP-ABE la hoan toan tuong tu. Do hé CP-ABE ¢0
ing dung thuc té quan trong hon so véi hé KP-ABE, nén tir nay vé sau trong luan an

chu yéu trinh bay vé hé CP-ABE, viéc 4nh xa sang hé KP-ABE sé& dugc bo qua. Mot
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hé ma héa dua trén thudc tinh c6 chinh sach & ban ma nhu vy, duoc hiéu va trinh
bay chung nhu sau:
Khéi tao (O, n, {S,, }yeu:

Dau vao cua giai thuat khai tao 12 tham sb an todn x, sé téi da cac thudc tinh
cua hé thong n, danh sach cac thugc tinh cua tirmg nguoi ding u trong hé thong, U 1a
danh sach nguoi ding. Trong d6 tham sb an toan x nghia 1a dé pha dugc hé mé nay
ké tin cong can thuc hién it nhat 2> phép toan. Dau ra cua giai thuat 1a khoa cong
khai va khoa bi mat cua hé théng.

Tao khéa (msk, u, Sy, param):

Pau vao cua giai thuat 12 khoa bi mat cia hé thdng, dinh danh cua ngudi ding
thi u, danh séch cac thudc tinh Sy ciia nguoi dung u, va khoa cong khai caa hé théng.
Giai thuat s& tra vé khoa bi mat sky ciia ngudi dung u. Giai thuat nay ciing c6 thé duoc
tich hop luén vao giai thuat khai tao & trén.

Ma hoa (A, param):

Pau vao cua giai thuat 1a chinh sach ma hoa A va khoa cong khai cua hé thong.
Dau ra cua giai thuat 1a khoa phién K va ban ma Hdr bao gom ca mo ta cua A.

Giai ma (sky, Hdr, param):

Pau vao cua giai thuat 12 khéa bi mat caa nguoi dung u, ban ma Hdr va khoa
cdng khai caa hé thdng. Pau ra cua giai thuat 1a khoa phién 1am viéc K néu nhu S,
thoa man A. Nguoc lai néu S, khéng thoa man A thi dau ra 1a L.

Mot hé ma hda véi co ché nhu trén duoc goi 12 hé ma hoa lai. Ly do, hé ma
hoéa lai dugc dung trong thuc té, 13 do n6 tan dung duoc ca hai wu thé cua ma hoa
khoa cong khai truyén thong va ma hoa khoa bi mat. Cuy thé, nhuoc diém cia ma hoa
khoa cong khai 1a c6 tbc d6 ma hoa cham, trong khi uu diém 1a khdng can théng nhat
khoa bi mat chung giita nguoi gui va ngudi nhan. Con nhuge diém cia ma hoa khoa
bi mat I1a phai théng nhét truéc khda bi mat chung giira nguoi gui va ngudi nhan,
trong khi vu diém 14 tc d6 ma héa nhanh. Hé ma hoa lai 12 tan dung loi thé cua ca
hai hé ma hoa nay. Cu thé, khoa phién 1am viéc K ngan s& duoc ma hda bang hé ma

hoa khoa cong khai cé tbc do cham, con dir lidu dai s& dugc ma hoa bang hé ma hoa
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khoa bi mat c6 tdc do nhanh dudi khéa phién K. Nhu vay, voi hé ma héa lai giita
ngudi guri va ngudi nhan khdng can théng nhat truéc khoa bi mat chung, dir liéu duoc
ma hoa bang hé ma hda khda bi mat.

Va ciing giéng nhu hé ma hda quang ba, dé don gian ta chi xét viéc ma hoa va
giai ma cua khoa phién 1am viéc K, do viéc ma héa va giai ma dir liéu thuc té dung K
nhu 12 khéa bi mat 12 gibng nhau & tt ca cac hé ma hoa dya trén thudc tinh.

3.1.2. M0 hinh an toan

M0 hinh an toan chung cho mét hé ma héa dua trén thudc tinh dugce dinh nghia
nhu sau:

Xét mot kich ban giira ké tan cong A va ké thach thic € (dai dién cho sy an
toan cua hé mé), ching ta thay:

Giai doan dau cua kich ban, ké thach thirc € va ké tin cong A duoc cho truge
danh sach n thuoc tinh caa hé thong. Tiép theo, A cho dau ra 1a chinh sach ban ma
A* va danh sach thudc tinh {S,+},,+¢ ¢, Ctia ngudi ding u* ma A sé& tan cong.

Khéi tao: C chay giai thuat Khai tao (\, n, {S,, },e 1) va gui cho A khoa cong khai
cua hé thong.

Giai doan truy van 1: Ké tan cong A c6 thé tiy y dé yéu cau biét khoa bi mat sky
tuong ng va4i nhitng ngudi dung u sao cho Sy khdng théa mén chinh sach giai ma
A* (luu y rang néu nhu Sy thoa man A*thi 4 c6 thé dé dang ding ludn khoa bi mat
nay dé giai ban ma thach thirc, nhu vy mé hinh an toan khong c6 nghia). C gui sky
cho A.

Giai doan théch thirc: Ké thach thirc € chay giai thuat Ma héa (A*, param): Dé thu
vé Hdr va khda phién K € . Tiép theo, ké thach thic chon ngau nhién mot bit b, dat

K'=Knéub=0, K’ bl %; Néu b = 1 va cubi cing giri (K', Hdr) cho A.
Giai doan truy van 2: Tuong tu nhu giai doan truy van 1.
Giai doan dy doan: Ké tin cong A cho dau ra Ia bit dy doan b’.
Thong thuong, A chién thang néu b = b’, va loi thé cua no la:
Adv™ (x,n, {S, uew, A) = |2Pr[b = b'] — 1]

H¢ ma hoa dugc dinh nghia an toan nhu sau:
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Pinh nghia 3.1: Mot hé ma hoa dua trén thudc tinh, dugc goi 1a dat an toan CPA,
néu tat ca cac ké tan cdng chay trong thoi gian da thirc ¢6 lgi thé trong kich ban tan
cdng & trén 1a nho khong dang ké.

Clng nhu ma hoa quang ba, khai niém an toan & trén goi la an toan khéng
phan biét duoc khda, tirc 1a ké tin cong khdng c6 kha ning phan biét gitra mot khoa
phién K ding va mét gia tri ngau nhién. Mot khai niém an toan yéu hon goi 12 an toan
khong tinh toan duogc khoa, tic 1a ké tan céng chi khdng ¢ kha nang tinh ra duoc
khoa phién K. Tuy nhién, n6 c6 thé c6 kha ning phan biét gitra mot khéa phién K
dung va mot gié tri ngau nhién. Ngoai ra, néu nhu ké tan cong A khong phai cong bd
ngudi ding ma né mudn tan cdng & giai doan khi bat dau kich ban tan cong thi mo
hinh an toan duoc goi la an toan manh.

3.2. Mot s6 hé ma hoa dwa trén thudc tinh nén tang quan trong hién nay

3.2.1. Hé m& hoéa dwa trén thugc tinh cia Rouselakis-Waters nam 2013

Rouselakis va Waters viét trong tai liéu tham khao [52] vao nam 2013, tai mét
trong nhitng hdi nghi quan trong nhat trong nganh an toan bao mat thong tin ACM
CCS di trinh bay hé ma dya trén dinh danh méi c6 cac tinh chat quan trong sau:

S6 luong t6i da cac thudc tinh c6 trong hé théng la bang dang s6 nguyén té p,
nhu vay véi s6 nguyén té p khoang 160 bit, thi sb luong t6i da cac thudc tinh c6 thé
la 2160, Hg c6 sb luong cac thudce tinh 16n nhu vay goi 1a hé cé tinh chat khdng gisi
han s6 thudc tinh. Hé ma dat duwoc mot s tinh chit nhu:

« P9 dai cua khoa cong khai chi 1a hang so.

« Cac giai thuat ma hoa va giai ma hiéu qua.

Tuy nhién, diém yéu caa hé ma nay Ia:

« D6 dai ban ma con dai.

« Pat an toan chua cao, cu thé chi 1a CPA.

* D6 dai khda bi mat con dai.

Vé mat k¥ thuat, hé Rouselakis-Waters13 dwa trén ma tran chia sé bi mat tuyén tinh

duoc mo ta nhu sau:
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Gia st p 1a s6 nguyén t6 va U 1a tap cac thuoc tinh. Néu A 1a mét chinh sach
ma hda dya trén U, thi ta ¢ thé tim mot ma tran LSS, M € Z5*™ va mot ham p ma
anh xa cac dong trong ma tran M véi cac thugc tinh trong U ma cac thudc tinh nay
Xuat hién trong A, tirc 12 ham p c6 dang p € F([£] - B).

Ciap (M, p) duoc goi 1a mot chinh sach ma hoa LSS. Va khi vector Y =
(5, Yy oo, Yp)* bl Z2 vé6i sb bi mat s can chia sé, thi vector chia s¢ bi mat s& 1a X=
M.Y

bat S 1a mot tap cac thugc tinh ma théa mén chinh sdch mé héa A (hay chinh
la (M, p)), I |a tap cac dong ciia ma tran M ma anh xa qua ham p xuat hién trong S,
teclal = {i]i € [£] A p(i) € S}.

Nhu vay, nguoi ta da chitng minh dwoc rang: Ton tai cac hang s6 {w;};¢; trong

Z, sao cho véi moi gia tri chia sé hop 1¢ {>\i= (M.fg)i}iacﬁa thanh phan bi mat s
thi ¥;c; w; »;= s va cac hang s6 {w; };; ¢6 thé duoc tinh toan duoc.

Hé Rouselakis-Waters 13 trong tai liéu tham khao [52] dugc mé ta nhu sau:
Khéi tao (1™):

Pau vao cua giai thuat 1a tham sb an toan x, giai thuat tao ra khoa cong khai
va khoa bi mat cua hé théng nhu sau:

Dau tién biéu dién tap cac thuoc tinh 12 U = Z,,, véi p 1a s6 nguyén t6, tao ra

hé thdng anh xa song tuyén D = (p, G, Gy, e).

Chon ngau nhién g, u, h, w,v il Gva a il Z,. Cubi cung cho dau ra:
param = (D, g,u, h, w,v,e(g, g)%) (3.1)
va
msk = (@)
Tao khoa (msk, S = (4,4, ..., Ay) € Z,):

Dau vao 14 tap cac thudc tinh S va khoa bi mat caa hé théng. Giai thuat dau

=A A 5 X =A $
tién chon k+1 phan tir ngau nhién r, 7y, ..., 1, « Z,

Khoa bi mat sk = (Ko, Ky K 2, Kj 3), ek sau d6 duoc tinh nhu sau:
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Ky =g%", K, = g7, (K]z =g7,Ki3= (uAJ'h)rfv‘r)jE[k] (3.2)
Ma& héa((M, p) € Z5™, F([¢] - [Z,]), param):

Dau vao cua giai thuat 1a chinh sdch ma héa (M, p) va khéa cong khai cua hé

. . N . $
thong. Giai thuét dau tién, chon mot vector ngau nhién Y = (s, Y, ..., Yp)* « Zp*".
Luu ¥: s 1a thanh phan bi mat cua ma tran LSS. Do vay, Vector chia sé thanh phan bi
mat s la:

i)= (>\1, ...,>\{J)J_ = M‘gj

. . ok $

Giai thuat tiep theo, chon £ s6 ngau nhién t,, ..., t, < Z,, Hdr dugc tinh nhu sau:

ot ).\ "t .
K =e(g,9)%,Cy = g° (Ci,l = W v', Gy = (up(l)h) Cig = gtl) (3:3)

i€[f]
Cudi cung, giai thuat cho dau ra khoa phién bi mat K va ban ma:
Hdr = (CO, (Ci1,Cin Ci,3)ie[€]) bao gém ca mé ta cua (M, p).
Giai ma (sk, Hdr, param):

Pau vao cua giai thuat 1a khoa bi mat cia nguoi ding sk, Hdr va khoa cong
khai cua hé théng. Giai thuat dau tién, tim tap cac dong | trong ma tran M.
| = {i: p(i) € S}. Tiép theo, giai thuat tinh cac hang s6 {w;};e;

Sao cho );¢; w;M; = (1,0, ...,0). Trong d6, M; la dong thir i cia ma tran M.
Chuy rang, néu S la tap cac thudc tinh ma thoa man chinh sach ma hda (M, p) thi cac
hang s6 w; nhu trén sé& ton tai.
Cubi cuing, giai thuat tinh:
_ e(CoKy) (3.4)

[Ties (e(Ci,p K1)e(Ci,2» Kj,z)e(Ci,Sr Kj,3))wi

trong d6 j 1a chi sb cua thudc tinh p(i) trong tap S.

K

3.2.2. H¢ ma hoa dwa trén thugc tinh caa Agrawal-Chasel7
Ciing tai hoi nghi ACM CCS vao nam 2017, Agrawal va Chase trong tai liéu
tham khao sb [5], da dé xuat mot hé ma hoa dua trén thudc tinh c6 cac tinh chat quan

trong sau:
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« Pat an toan & muc cao, cu thé 1a CPA

« Khong gidi han kich thuéc cua chinh sach ma héa. Luu ¥ rang, chinh sach
mi hoa thuong 1a mét biéu thic Boolean. Trong cac hé khac thi biéu thirc boolean
nay c6 kich thudc gisi han duoc quy dinh ¢ giai doan khai tao. Cac tham sb khac
nhu: Khéa cdng khai cua hé théng s& phu thudc vao kich thuée caa biéu thirc boolean.
Néu dé qua 16n thi hé thdng s& khong hiéu qua, néu dé bé thi c6 thé khong dap ung
duoc yéu cau vé ma hoa. Hé chi giai quyét dugc van dé nay khi khéng quy dinh kich
thudc t6i da cua biéu thirc boolean.

« Do dai cua khoa cong khai 13 hang sb.

« S6 luong toi da cac thudc tinh ¢6 trong hé thong 1a khong gidi han, cu thé 1a
bang dang sd nguyén té p. Vay, vai s6 nguyén té p khoang 160 bit, thi sb luong toi
da cac thuoc tinh la 21¢°,

» Cac giai thuat ma hoa va giai ma hi¢u qua
Tuy nhién, diém yéu cua hé ma nay Ia:

* D6 dai ban ma con dai

* Do dai khda bi mat con dai
Cu thé hé Agrawal-Chasel7 dugc md ta nhu sau:

Khéi tao (1* ):

Pau vao cua giai thuat 1a tham sb an toan x, giai thuat tao ra khoa cong khai
va khoa bi mat caa hé thong nhu sau:

Dau tién, biéu dién tap cac thugc tinh [a U = Z,, véi p 1a s6 nguyén to, tao ra

hé thdng anh xa song tuyén D = (p, G, G, e).

x = $ $ . . X
Chon ngau nhién g,h < G, ay,a,,dy,dy, d3, by, by < Zy, va H la mot ham
bam. Cudi cung cho dau ra:
param = (D,h,H; = h*,H, = h®, T, = e(g, h)%1%1%%s T, 35)
= e(g, )%+, 31) |
va

mSk = (g; h; al! aZJ bl; bZJ gdlygdz;gd3) (36)
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Tao khoa (msk, S):

Dau vao 1 tap cac thudc tinh S va khda bi mat caa hé thdng. Giai thuat dau

. X $
tién chon hai phan tir ngau nhién r, ry « Z,, va tinh:
Sko = (hblrll hbz‘l"z’ h‘t"1+‘l"2) (37)
Tiép theo, dung h, by, bz tir msk, véi moi Y € S vat =1, 2 tinh:

oy
biry bary "+T2 _ap
sky, = H(Y1t) o . H(Y2t) & . H(Y3e) a7 (3.8)

$
trong d6 oy « Z,. Dit sky = (sky ,, sky,, g~Y) tinh:

!
biry by, 1472

sk'y = g%.7¢(011¢) @ .H(012¢) a .H(013t) a (3.9)

. . $ /
voit=1,2vao' «Z, Ditsk' = (Skl, sk,, g%,97° )
Cuoi cung cho dau ra khoa bi mat cta nguoi dung 1a sk = (Sko, {Sky}yes’ Sk’).

Ma& hoa((M, p) € Z5™, F([¢] - |Z,]), param):
Pau vao cua giai thuat 1a chinh sach ma hoéa (M, p) va khoa cong khai cia hé
théng. Giai thuat dau tién chon ngau nhién sy, s, € Z,, tinh:
cty = (H*, Hy?, hs1+52) (3.10)
Sau d6, voii=1,.., fvak=1, 2, 3tinh:

ety = H(pOKD* T (pk2* .| [5eC0jk* 3e(0jK2)=100  (311)

j=1

Trong d6 (M)ij 1a phan tir th (i, j) cua ma tran M. it ct; = (ct;,, ct;,, ct;,
tinh khoa phién:

K =T'.T,?

Giai thuat cho dau ra la ban ma Hdr = (cto, ct,...,cti) bao gébm ca md ta cua
(M, p), va khoa phién la K.
Giai ma (sk, Hdr, param):

Dau vao cua giai thuat 1a khda bi mat cia nguoi dung sk, ban ma Hdr va khéa

cong khai cua hé thong.
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Giai thuat dau tién tim tap cac dong | trong ma tran M . Sao cho | = {i - p(i) €
S}. Tiép theo, giai thuat tinh cac hang s6 {w;};c; sao cho Y;c; w;M; = (1,0, ...,0).
Trong d6, Mi 14 dong thtr i caa ma tran M. Cha y rang, néu S la tap céc thudc tinh ma
thoa man chinh sach ma héa (M, p), thi cac hang sé wi nhu trén s& ton tai.

Cudi cung, giai thuat tinh:

X, =e (sk'1 1—[ sk;"(ii)yl, ct0,1> .e (sk'z l_[ sk;’(ii)‘z, ct0j2> .e (Sk’3 1_[ Sk:;’(iim, ct0,3> (3.12)

iel iel iel
Va

o= e [ertotos)-o [ Tettstos ) [Tttt ) 029

i€l i€l i€l
Va cubi cung tinh:
X
=%,
Luu ¥ rdng, skqq, Skoz, Skos 1a phan tir thr nhat, thir hai, tha ba cta sk, tuong tu
ddi véi ct,.
3.3. M4 hoa dwa trén thudc tinh (CP-ABE-01) dé xuat

Muc nay tac gia dé xuat mot lugc dd ma hda dua trén thudce tinh ¢ cac wu
diém sau:

« C6 do dai ban ma Hdr 1a 3 phan tir.

« H tro chinh séch giai ma 1a mot biéu thire boolean, cu thé 1a ¢6 dang CNF.

« Toc d6 ma hoa va giai ma la hiéu qua. Bé giai ma, nguoi ding can tinh 2m
pairings. Chi tiét hon, NCS cai dat va trinh bay so sanh dé xuét trong luan &n véi cac
hé ma hoa khac trong Bang 2.2.

Diém yéu cua dé xuit Ia:

« Do dai cua khoa bi mat van dai, cu thé 1a do dai cua khda bi mat 14 tuyén tinh
vé6i N. Trong do, N 1a tich caa sé cac thudc tinh trong hé thdng n va sé cac ménh dé
m trong biéu thirc CNF.

« D6 dai cua khoa cong khai van dai, va sb luong téi da thudc tinh cé trong hé

thdng 1a gigi han.
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« Hé chi dat an toan CPA.
3.3.1. Y twdng xay dung

Y tuwong chinh, 1 bién d6i mot hé ma hoa quang ba da kénh thanh mot hé ma
hoa dua trén thuoc tinh. Voi muc dich do tac gia xem mdi tap Sitrong hé MCBE da
dé xut trinh bay & chuong 3, nhu mot ménh dé f; trong biéu thirc boolean CNF (14
chinh sach giai ma). Khoa phién K trong hé CP-ABE luc nay chinh 14 tich cua tat ca
céc khoa phién con trong hé¢ MCBE. Cu thé khoa phién K = [¢_, e(g, h)**..

Tiép theo, tac gia xem mdi chi sé i € {1,..., n} trong hé MCBE nhu 13 mot
thuoc tinh trong hé CP-ABE. Ngoai ra, dé cho mdi thuoc tinh cé thé duge dung lai
nhiéu lan trong chinh sach ban ma, mdi thudc tinh ¢6 m ban sao, tirc 1a néu mot thudc
tinh khi dugc dung lai thi s& dung mét ban sao khac. Nhu vay, mdi thugc tinh cé thé
dung lai t6i da m 1an, m 13 s6 t6i da cac ménh dé trong biéu thic boolean CNF. Néu
mot nguoi dung trong hé CP-ABE s& hiru mot thudce tinh i € {1,..., n}, nguoi dung

Pé c6 kha nang giai ma (tic 1a tinh khoa phién K), nguoi ding phai tinh duoc
tat ca cac khoa phién con e(g, h)*fi,i = 1, ..., t. Trudng hop d6 c6 thé dan dén mot
kha ning, nguoi dung lién két lai voi nhau cé thé giai ma. Bai vi khi ho lién két véi
nhau thi c6 thé s& tinh dugc tap thudc tinh thoa man chinh sach ban ma. Dé giai quyét
van dé hop tac giai ma cia ngudi dung, tic 1a mdi nguoi dung két hop lai véi nhau
cling chua dua ra dugc tap thudc tinh dé thoa man chinh sach ban ma. Bé han ché
ngudi dung dé ho khong tinh duoc chinh sach ban ma (khong cé quyén giai mi), ta
ding mot thanh phan ngau nhién khac nhau cho mdi lan tao khoa bi mat cho nguoi
dung u.

3.3.2. M4 hoa dé xuat va so sanh
Ma hoa dé xuat dugc xay dung nhu sau:

Khéi tao(1>,n, {S,,}yer): Gia sirrang x 1a tham sé an toan, n 1a sé tdi da cac
thudc tinh trong hé théng. Ky hiéu m 12 6 t6i da cac ménh dé trong biéu thirc boolean,
CNF, @it N = m - n. Mdi ngudi dung u so hitu mot tap céac thuoc tinh Sy < {1,..., n}.

Mai thudc tinh Ai, i = 1,.., n, c6 m ban sao cua chinh no, dit B = {A; 4, ..., A} 12
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tap tat ca cac thugc tinh, ky hiéu B, = (4;; € Z3) ics, . Giai thuat tao ra tham sé

j=1,..m
cdng khai cho hé thng va khoa bi mat cho ngudi ding u € U nhu sau: (luu ¥, & day
gop lubn giai thuat khai tao va tao khéa):
Giai thuat dau tién tao ra hé thdng anh xa song tuyén D = (p, G, G, Gy, e),
x . $ ~ % . $ . ... N
chonngaunhién h« G, g <« Gvaa,y, By, ..., Bm < Zy. Tiep theo, giai thuat cho dau

ra tham s6 cong khai cua hé théng:
param = (Dl BI {haj}j=0,...,Nl {hﬁj}j=1,...,mr ga; {e; (g! h))/ﬁi}i=1,...,m) (314)

2 7 e A =g A A = A X A $ * oL
Deé tao ra khoéa bi mat sky, giai thuat dau tién chon ngau nhién s,, « Z,,, sau do tinh:

.
sk, = (MﬂA"J} i€Sy, RULE TS gs"ﬂ/) (3.15)
j=1,..m j=1,...m
Luu Y rang sky ciing bao gom S,.
M3 hoa (param, f=F1 A - A BY):
Dau vao caa giai thuat 1a khda cong khai param va chinh sach ma hoa .
Giai thuat dau tién chon ngau nhién k € Z;, sau d6 tinh khéa phién:
K = e(g, h)krZi=1bi
Luu ¥: t <m va giai thuat c6 {e(g, h)"Pi};_; . tir param.
Dé tinh Hdr, giai thuat tinh Hdr = (C1, Ca, Cs), trong d6:
C,= g% :C, = h*Zimbi
Va
C, = hk-“ieﬁl(““‘i,l)---Hieﬁt(““‘i.t)
Cuébi cung giai thuat cho dau ra K va Hdr = (C1, Cz, C3) bao gém ca .
Giai ma (sky, Hdr, param):
Giai thuat dau tién kiém tra xem Sy c6 thoa man £ khong?
Truong hop 1: Sy khong thoa man 8, giai thuat tra vé L.
Truong hop 2: Sy c6 théa mén 8, giai thuat tinh khoa phién thanh phan Ki nhu sau:

Giai thuat dau tién chon i’ € (8, N S,) sau d6 tinh K’; = h? trong d6:
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Pasu H(a+A11) 1_[(0(+Alt) 1_[/111 HA” (3.17)

16,81 lE,Bt lEﬁl lEﬁt
L#ir i#i’

Giai thujt ciing co thé tinh K7 tir {n#%u],

1=0,..,.N
j=1,..m
Pit:
= 1_[141"1 HAi't
i'efi'l ieB;
L#U
Tinh:
1
Bisu B
K, =| e(C,K)) .e(g* i1, Cy) (3.18)
1
Bis B
= e(g_“'khg).e( @Ay plliep, (et din) - Tlieg, (‘”Alt)) (3.19)
1
kB1su nieg Ajgo Iiep (a+4it) B1
= | e(g,h) il t (3:20)
= e(g, h)*P1su (3.21)
Tuong tu, tinh Ka,.., K¢, sau d6 tinh:
t
_ 1_[ K, = e(g, h)ksuZiz b (3.22)
i=1
Cuébi cuing tinh:
Suty e (gsut?, nkZi=1hi
K = e(g ’ CZ) . (g ) — e(g, h)k]/ZLlﬁi (323)

K’ N e(g’ h)kSuZLlﬁi

So sanh véi cac hé mé khac:
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Dé danh gia do hiéu qua cua luoc d6 ma hoa dua trén thudc tinh dé xuat, NCS
lap Bang 3.1 so sanh vai cac hé ma hda dua trén thudc tinh hién c6 ma cd cung tinh
chat 13 c6 d6 dai ban mé 13 hing s, trong do:

« Header 1a do dai cua Hdr.

* S-key 1a do dai khéa bi mat.

« P-key 1a @6 dai khéa coéng khai.

« Acce Policy la chinh sach giai ma.

« Setting la kiéu ma hoa bi mat (Secret-key) hay cong khai (Public-key).

Acce Policy CNF S-key P-key Setting

[27] AND-gates 0(1) 0(1) o(n?) Public-key

[35] Threshold 0(1) O(n) O(n) Public-key

[8] LSS 0O(1) O(k*. £4) O(k?.£?) Public-key

[4] LSS 0O(1) O(n. £?) O(n.?) Public-key

[6] LSS 0O(1) O(n. #?) O(n.?) Public-key

[15]-3 CNF 0(1) O(m.n) O(m.n) Secret-key

[15]-4 CNF 0(1) O(m.n) 0(1) Secret-key

[52] LSS O(¥) O(k) 0O(1) Public-key

[5] LSS O(¥) O(k) 0O(1) Public-key
CP-ABE _

£ Ut CNF 0(1) O(m?.n) O(m.n) Public-key

Bang 3.1. So sanh mét sé hé ma hda dua trén thude tinh da c6 véi ma héa dé xuat.
Trong d6, n 1a s6 tbi da cac thudc tinh trong hé thong, m 1a sé téi da cac ménh
dé trong CNF, k 1 s6 t6i da cac thudc tinh trong mot khoa bi mat (s6 ti da cac thudc
tinh ma mot ngudi dung cd thé so hitu), £ 12 sé dong trong ma tran LSS, twong dwong
Vvé6i n. LSS 1a ma tran tuyén tinh chia sé khda bi mat tuyén tinh, c6 dang nhu mot biéu
thirc Boolean.
Hién nay trén thyc té chua c6 cong trinh nao cdng bé vé ma hoa dua trén thudc

tinh ma khac phuc dugc hét nhitng han ché cua hé ma hda dya trén thuoc tinh. Y
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tuong dé xuat trong luan an co loi thé chinh, d6 1a ma héa cong khai, d6 dai ban ma
ngén, hd tro chinh sach giai ma linh dong. Téc d6 ma hoda va giai ma nhanh hon mot
s6 hé khac d3 cong bb.

Tuy nhién diém yéu cua dé xuat: Do dai khoa bi mat van dai hon cac hé cing
bang so sanh, d6 dai khda cong khai dai va sb lwong tdi da cac thudc tinh c6 trong hé
théng 1 giGi han.

3.3.3. Panh gia an toan

Duya trén m6 hinh an toan di dugc dinh nghia & trén, dé ching minh an toan
ching ta phai ching minh rang: Cho trude ké tan cong tat ca cac thong tin nhu ban
ma thach thuc, khda cong khai ciia hé thong va khoa bi mat cua tat ca nhiing nguoi
ding khdng c6 kha niang giai ma. Ké tan cong phai khong c6 kha nang phan biét duoc
gitta mot phan tr ngau nhién va khoa phién K (tac 1a ké tin cong khong biét bat cir
théng tin gi vé khoa phién K).

Ky hiéu P, Q, R 1a danh sach cac da thac bao gom: Tt ca cac phan t nam
trong ban ma thach thirc, khda cong khai cua hé thong va khoa bi mat cua tat ca nhiing
nguoi ding khdng c6 kha niang giai ma. Ky hiéu f 1a da thic chua cac phan tir cua
khoa phién lam viéc (thuc té 1a da thirc ¢ duy nhat mot phan tir), chling ta phai ching
minh rang f 1a doc lap vai (P, Q, R), tirc 1a ké tin cong c6 (P, Q, R) nhung khong thé
suy ra dugc f. Trong Hinh 3.1 m6 phong cac da thac (P, Q, R) va f dudi dang mét
bai toan GDDHE, tac 1a cho trudc (P, Q, R) va tinh f.
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+ Ai,t);{ajl )Bi}j=0,...,N; {ai; ,Bjsu} j=0,..,N }

=1,..,m i=1,..,m; uel
R={{rB},, .} f=krZib,

U 1a tap cua cac nguoi dung khong ¢ kha ning giai ma, Sy khong thoa man f =

By A ... A B, véi tatca u € .
Hinh 3.1: Bai toan kho (P, Q, R, f) - GDDHE

An toan cia hé ma duoc phat biéu thong qua dinh 1y sau:

Pinh ly 3.2. Néu ton tai mot ké tan cdng chay trong thoi gian da thic A c6 loi thé
Advi"(.) @¢ pha ma CP-ABE ¢ trén, thi ciing ton tai mot ké tan cong c6 cung loi thé
Advi™ giai quyét duoc bai toan GDDHE dinh nghia & trén.

Nhu vay, dinh Iy & trén chi ra ring néu bai toan GDDHE 14 kho, thi ¥ tuong
dé xuat cua luan &n 1a an toan.
Chirng minh: Gia sir B 1a ké tin cong bai toan (P, Q, R, f) — GDDHE, va A la ké tan
cong hé ma. Pau tién, B s& nhan dugc dau vao cia bai toan GDDHE nhu md ta trong
Hinh 3.1 va mot phan tir K. Néu bit b = 0 thi K = e(g, h)". Néu bit b = 1 thi K 1a mot
phan tir ngau nhién trong Gy

Dé cho don gian vé mat ky hiéu, ta ky hiéu dau vao caa bai toan GDDHE bang
gPe), e, gRCD Myc tidu cua B 1a di dy doén bit b, véi myc tiéu d6, B s& diing
gPe), hQl), gg('”)c() trong tay dé moé phong A, sau d6 dung dau ra cua A dé di du
doan bit b.

Cuthé, véi gP¢), heC-), gR4) trong tay, dAu tién & giai doan khéi tao, B cung
cap cho A khoa cong khai va khoa bi mat cua tat ca nhiing nguoi dung khong thé

giai ma duoc (luu ¥ ring, tAt ca cac thong tin nay déu c6 sin trong gP(-), Re(-), gRt-),
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Tiép theo, trong giai doan thach thirc, B cung cap cho A ban ma thach thic Hdr cuing
vé6i khoa K ¢ trén. O giai doan du dodn, A s& cho dau ra Ia bit du doan cho b, B lic
nay dung ludn du doan ciia A dé dua ra du doan bit b cho minh. Do sy mé phong cua
B cho A 1a dung din, nén dé thiy ring néu A du doan dung thi B ciing du doan
dung, va néu B sai thi A ciing sai, hay néi theo cach khac, loi thé cua ca B va A la
nhu nhau.

Chuang minh rang: Bai toan GDDHE ¢ trén 12 khd, c6 nghia phai ching minh
f 1a doc 1ap tuyén tinh véi (P, Q, R).
Bo dé 3.3. Bai toan GDDHE duoc dinh nghia tai Hinh 3.1 1a kho, c6 nghia f 1a doc
lap tuyén tinh véi (P, Q, R).
Chizng minh: Gia su f khong doc 1ap tuyén tinh véi (P, Q, R), tirc 12 ta c6 thé tim
dugc céc hang so bi,j, ¢i sao cho biéu thire sau day 1a thoa man:

f = z bi,j plq] + z Ci. 1 (327)

picP ricR
djcqQ

Chlng ta s& dung k dé phan tich f. Vi k 1a dugc chon mét cach ngau nhién nén
chiing ta s& bo qua tich bi j- pi- gjco chira k? hoiac khong chira k va ciing boé qua trudng
hop ma gjkhdng chia hét cho a + A; ;. Tom lai, can tim cac hang so sao cho bicu thirc

sau la théa man:

t N+1 m N+1
kyz,/)’i zaka + ZZZbu”kalﬂjsu+ka2cuﬂl
i=1 uetl j=1 i=
+ z dy. k(y +sy) Z Bi + ¢, . ka 1_[(0( + Ai,l) n(a + Ai,t)
uel i€B1 i€pt (3.28)
+ z e k(y +sy) H(a +4;,) n(a +4;,)
uell ieB; i€B¢

DA [T aon-[ s a)

uell i€Sy j= i€ i€t
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Mbdi y, Bi, Su, i =1,..., m, u € U, 1a dwgc chon mot cach ngau nhién va sy khong
Xuat hién o vé trai cua biéu thuc, diéu d6 dan dén kyY!_,pB; phai dén tir
et du- k(v +5,) X, B;, va tat ca cac phan tir lién quan dén s, phai bi triét tiéu.

Do vay, cé4c biéu thic sau phai ddng thoi dugc thoa man véi tat ca u € U:

1= Z dy (3.29)

uel
m N+1
0= ZZ by ka5, + d ksuz:ﬁl
j=1i=
+e, ks, H(a + Ai,l) n(a + Ai’t) (3.30)
iEB1 i€Bt
 f kB
D et | [ran) ] [ara)
I€Sy j= bl "eB, i'ePt
Hoac
. Z " (3.31)
uel
m N+1
0= ZZbu”al,B] +d, Z,Bl +euH(a+All) 1_[(“+Alt)
j=1i= i€Bq i€Bt (332)
fuiiB;
+ Z Z i 1_[( +A,) . H(a +Au,)
€Sy j= i'eBq i'eB
Viméi B, j = 1,..., m, ciing duoc chon ngau nhién nén biéu thic sau phai théa man:
m N+1
0= ZZbu”a‘,B] +d, Z,Bl
j=1i=
(3.33)
" fusib)
2, D ata] [aracy] [@ran)
€Sy j=1 b "eBq i'eBt

Thay rang d,, Y't_, B; phai dén tur:

ZlESu Zm fu]lﬁ] Hl eﬁl(a + A, 1) i’ Egt(a + Ai’,t)' (3.34)
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Tuy nhién, vi Sy khong théa mén 8, diéu d6 c6 nghia 13 ton tai it nhat mot a + A j, j
= 1,.., t ma khong duoc chia hét boi [T;rep, (@ + Ay y) . [Tiep,(a + Ay ,), hay ton
tai it nhat mot gj, j = 1,...,t, khong dén tur:

fu,jiBj
Ziesu Z;n=1 au+j,;i; Hirefgl(a’ + Ai’,l) Hi,egt(cx + Ai’,t)

Hay biéu thtc & trén khong thé ton tai. Do vay, két luan f 1a doc 1ap tuyén tinh voi
(P, Q,R).
3.3.4. Cai dit va danh gia hiéu qua

Dé cai dat hé m4, trong phan ma hoa ching ta thiy rang khdng dé dang dé tinh

Cz — hk'n(i,j)ES(a‘}'j{(IDi,j)) (335)
tur khda cong khai. Thay vao d6, ap dung cong thirc sau:
m m
H(X +a) = z z ai, @iy e ay, | X (3.36)
i=1 j=0 \1siy<iz<—<ijsm

va cac tham so cia da thirc:
Sj = z ail aiz aij (337)
1Si1<i2<"'<ijsm
tat ca 1a doi xang ax,..., am va duoc goi 1a nhirng da thirc d6i xing cua gié tri ai. Tham
s6 sj cho phép viét lai:
k
m
m m—j m—j Sj
C, = hFEosia™ ) _ (h“ ’) ! (3.38)
j=0
C6 thé tinh C do tap {h“i |i=0,., N} cé trong param. D4i véi giai thuat giai ma, ta
cling dung céach trén dé tinh K’ do hpie’ cling c0 trong param.
Tham s6 sj ¢ trén c6 thé duoc tinh nhanh bang cach ding giai thuat quy hoach
dong nhu sau:
Dit sx j 1a tong cua j t6 hop cua ai, az,..., ak. Tuc 13,

Sk,j = z a, a;, ...aij (3_39)

150y <i<--<ijsk
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Luu Y rang, tham sd sj = sm,j. TONg Sk,j c0 thé duoc chia 1am hai phan, phan thi nhat

chtra dung ax va phan tha hai khdng chira ak. Ching ta co:

Sk,j = 2 ail aiz ...al-j

1=iy<ip<--<ijsk—1

+ Z ail aiz aij_l LAy

1=iy<ip<--<ij_q<k—1

Va:

(3.40)

Skj = Skerj F Ske1jo1- @ trong d6 Sco= 1 d0i V6i k>0 va soj= 0 doi véi j > 1.
T méi lién hé nay, bang viéc xay dung bang tir So,0 Cho t6i Smm, €6 thé tinh cac tham
$6 Sj = Smj VOi do phuc tap 13 O(m?).

Cai dat hé CP-ABE dé xuat & trén bang ngon ngit C va dung thu vién PBC
[40]. M& ngudn caa chwong trinh cai dit c6 ¢ dia chi:
https://github.com/tranvinhduc/MCBE

Tac gia cai dat trén may tinh xach tay véi bo vi xu ly Intel Core i7-4600U @
2.1 GHz. Po két qua trung binh 1000 lan. Trén may tinh nay, thu vién PBC tinh mot
Parings khoang 0.9ms, mét phép mii trén duong cong elliptic cua nhom G khoang
xap xi 1.3ms.

Véi luge d6 ma hda caa CP-ABE, thoi gian chu yéu khi ma héa 1a dé tinh C;
va Cs, V6i twong tng can m va N phép mil trong nhém G. Hau hét thoi gian giai ma
1a dé tinh Ky, Ko, ..., Kim trong d6 m 1a s6 cAc ménh dé trong mot chinh sach giai ma.
Véi mdi Ki can N phép mil trong G.

Cai dat dung chinh sach giai ma 8 c6 dang biéu thiic CNF sau:

L= By Ar B |ﬁ~’| =N, |ﬁ~’l| =N/m

Bang 3.2 mo ta két qua cai dat CP-ABE cua luan an. Két qua cai dat thuc
nghiém dung véi két qua phan tich ¢ trén.

T6m lai, thuc nghiém da chi ra rang dé xuat CP-ABE cua luan an, dap tng

duoc yéu cau vé su hiéu qua khi trién khai trong thuc té.


https://github.com/tranvinhduc/MCBE
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m N Ma Giai
hoa ma
10 | 20 | 27ms | 237ms
10 | 40 | 54ms | 510ms
10 | 80 | 107ms | 1.03s
20 | 40 | 55ms | 1.04s
20 | 80 | 103ms | 2.01s
20 | 160 | 209ms | 4.1s
25 | 50 | 68ms 1.6s
25 | 100 | 127ms | 3.1s
25 | 200 | 259ms | 6.4s

Bang 3.2: Két qud thuc nghiém cai dat hé CP-ABE dé xuat.

Trong d6 m la s6 ménh dé trong biéu thiric boolean CNF), N 1a s6 cac thudc
tinh trong hé thng.

3.4. Pé xuiat thir hai (CP-ABE-02) vé ma hda dwa trén thudc tinh
3.4.1. Y twéng xay dwng va so sanh

Hién nay dir liéu cua cac cong ty/doanh nghiép thuong duwoc mé hda va luu
trén cac dam may. Pé dam bao tinh linh dong thi trong cac hé ma hoa hién co, ma
hoa dya trén thudc tinh thuong dugc lya chon. Hang ngay, cac cong ty/doanh nghiép
van can phai lam viéc trén khdi dit liéu da dugc ma hoa nay, chang han nhu viéc tim
kiém dix liéu. C6 hai cach dé cac cong ty/doanh nghiép cé thé lam, dé la:

Phwong phap thir nhit: Cong ty/doanh nghiép s& cung cap toan b khoa bi
mat cho mot may cha nao dé c6 nang lyc manh dé giai ma toan bo dix liéu caa minh,
sau d6 tim kiém dix liéu trén khi dir liéu da duoc giai ma dé rdi tra vé két qua cho
cong ty/doanh nghiép. Tuy nhién, phuong phap nay c6 nhuoc diém la may chi dé sé
biét duoc toan bd noi dung dit lidu caa cong ty/doanh nghiép, diéu ma khdng maot

cong ty/doanh nghiép nao mong muén;
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Phwong phap thi hai: Cong ty/doanh nghiép tu liy vé hoan toan dit lidu va
giai ma, sau d6 tim kiém trén dit liéu da duoc giai ma. Phuong phap nay hién nhién
la khdng hop 1y vi nang luc may tinh cta cong ty/doanh nghiép 1a khong dap tng
dugc. Dé giai quyét van d&, mot hudng nghién citu mé rong cia ABE hién dang rat
dugc quan tam 14 tim kiém trén di liéu da duoc ma hoa duoc viét trong cac tai liéu
[11, 14, 23, 24, 34, 37, 45, 57, 59]. V&i hudng nghién ciru nay, céng ty/doanh nghiép
chi cung cip mot phan thong tin caa khéa bi mat goi 1a cira sap cho may chua, dé may
cha dya vao d6 tim kiém dit liéu can thiét trén khdi dit liéu dang duoc ma héa cua
doanh nghiép. Sau khi tim dwgc cac ban mai twong tng doanh nghiép mudn tim s&
giri tra vé cho doanh nghiép, doanh nghiép sé dung khoa bi mat caa minh dé giai ma
cac ban ma nay. Véi phuong phap nhu vy, may chu chi biét duoc thong tin 1a cira
sap va cac ban ma, chir khong thé biét duoc noi dung thuc su dit liéu caa doanh
nghiép. Trong khi do, doanh nghiép van tan dung dugc sic manh tinh toan cia may
cha. Ky thuat nay ciing duoc ap dung vao rat nhiéu ¢ng dung khéc, vi du nhu ¢ng
dung dinh huéng chuyén tiép Email caa cac Gateway.

Trong luan 4n nay dé xuat mot luoc dd ma hoa dua trén thudc tinh dong thoi
c6 tinh chat tim kiém trén khéi dit liéu da duoc ma hoa. Bé xuat cia nghién ctu sinh
¢6 vu va nhuoc diém sau:

Vé uu diém:

- Tich hop mét ma hoa dya trén thudc tinh va mot hé cho phép tim kiém trén
dir liéu da duoc ma hoa. Tac 14 trong dé xuat, nguoi dung chi can so hitu mot khoa
bi mat duy nhét cho ca hai h¢, ciing nhu hé théng chi can mot khoa cong khai duy
nhét cho ca hai hé thng. Luu y ring, trong mot sé hé khac hai hé nay 1a tach biét do
do6 s€ kem hiéu qua hon.

- Trong dé xuat nay cua luan &n, hé théng ngudi dung cé thé tu minh tao ra
ctra sap. So Vai cac hé khac dé tao ra ctra sap nguoi dung thuong phai nho tro gip
tir mot bén thir 3 dan dén phuc tap va kém an toan hon.

- V& d6 hiéu qua, dé xuit duoc xay dung dya trén cong trinh nghién ctu CP-

ABE [42], nén ciing ké thira co ban cac tinh chat cua hé nay nhu d6 dai khoa bi mat
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ngdn, d6 dai ban ma ngan, toc d6 giai ma nhanh va hé trg hé théng phan phéi khoa
an toan.

Tuy nhién d& xuit cua NCS ciing ¢6 nhitng nhuoc diém sau:

« Khong dat duoc an toan cho cia sap (cho dén nay chi ¢ hé [24] dat duoc
mét phan tinh chat nay).

* D6 dai khoa cong khai cling nhu ctra sap con dai.

« Téc @6 tim kiém dix liéu van chua thuc su hiéu qua.

So sanh md hinh hoat dong dé xuat cua nghién ctu sinh véi mot sé hé hién cé
trong Hinh 3.

Y z R
Data Encrypt documents Cloud Data Encrypt dD‘“m‘_'"t’ - Cloud
i - : d comesponding .
oWher and corresponding SCTVET owner and & P i server
keywords keywords
T
/"/
-~ 3.Trapdoor
| Trapdoor .~ HResulted
ciphertexts
- 2 Resulted
~ ciphertexts TTNSIM
User F User ? | Trapdoor request _rapdnur
Generator

2 Trapdoor

Hinh 3.2 So sanh mé hinh hoat déng giita hé tim kiém dé xuat va cac hé khac

3.4.2. Lwge @6 ma hoa dé xuat thir 2 dwa trén thudc tinh

Luogc do ma hoa dé xuat thir 2 dya trén thudc tinh dugc md ta chi tiét nhu sau:
Khéi tao (v, B):

Giasit N = |B] 1a s t6i da cac thudc tinh c6 trong hé thong, (p, G, G, e(-,"))
la mot hé théng Billinear Map. Thuat toan chon ngau nhién mot phan tirsinh g € G,
va cac gid tri a,a,x € Z,, tinh g %, g % g >. Thuat toan tiép tuc tao ra 2N phan tu
trong nhém G twong tng véi N thudc tinh trong hé théng h 4,...,h y , by ..., hy. Gia
st H, H 1a cac ham bam sao cho H:{0,1}* » Gva H:G 1 x {0,1}* - Z,. Gia st

tap hop cac tir khoa cd trong hé théng 1a W = (w4, w,, ws,...) , trong d6 mdi w; €
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{0,1}*. Luu ¥ rang tap W 1a khdng gidi han, ching ta c6 thé thém méi tir khda bat ky
lGc ndo néu mudn. Bé cho don gian vé mat ky hiéu, thuat toan b qua W trong danh
sach tham sé hé théng. Cudi cuing, khéa bi mat cua hé thong 1a MSK = (g ¢ ,») va
khoa cong khai cua hé thng la:

param = (g,9 %9 >, e(9,9)% h1,....,h 5, hy, ..., Ay, H, H
Tao khoa(u, B(u), MSK, param):

Gia str B(u) la tap thudc tinh caa nguoi dung u, giai thuat tao khoa chon s,

& 7, tinh khoa bi mat cho nguoi ding 13 dyo = (du,, d's, » {du; Jien ) . trong
do:
dyg= g% g=",dyy = g°%, {dy, = h{*}iew)

Ngudi ding u chi can giit bi mat d,, va x, phan con lai ciia khoa c6 thé luu
gilr & bat ky dau khong can gitr bi mat, diéu d6 c6 nghia 1a khoa bi mat ma ngudi
ding can luu giit c6 chi la hai phan tir do 6 c6 do dai la ngan.

Ma héa(M, A, param):

Dau vao cua giai thuat 1a dit liéu M, chinh sach ma hoa A, va khéa cong khai
cua hé théng. Giai sir A 12 biéu thirc boolean S va kich thuéc cua S 1a |8]. Pau tién,
giai thuat ma hoa biéu dién B dudi dang biéu thuc dang DNF 8 = (B, V -V Bp),

trong d6 mdi B; 1a mot tap cac thudc tinh, i = 1,...,m.

Thuéat toan chon ngau nhién gia tri s ﬁ Z ,, tinh C, Cy nhu sau:
C=M-e(g9)" Co =g
Tiép theo, giai thuat so sanh giira gia tri m va|B|, néu m < |B] giai thuat tinh:
=@ | [r5tn =g | | oy
i€f1 i€EBm

Nguoc lai, giai thuat xay dung ma tran M biéu dién biéu thuac 8, va mot anh
xa p sao cho (M,p) € (Z 5", F([€] - [N])). Gidi thuat sau d6 chon mot vector
ngau nhién ¥ = (s,Y,,..,Y,) € Z}. Cho i = 1,..., ¢, tinh x; =¥ - M;, trong do:
M; 1a vector twong (rng véi dong thtr i caa ma tran M. Giai thuat tiép tuc tinh:

axi
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Cudi cung, giai thuat cho dau ra hoic 1a ct = (C,C,,...,C,,) clng véi md ta
cua B trong trudng hop m < |B|, hoac la ct = (C,C,,...,C,) cung v6i mo ta cua
(M, p) trong truong hop nguoc lai.

Giai ma(ct, d,, param):

Thuat toan véi dau vao 1a khoéa bi mat d,,, ban ma ct va khéa cong khai cua
hé thong, trudc tién s& phan tich ban m ct, kiém tra xem s6 phan tir c6 trong ban ma
ct. Néu sb phan tir chinh xac 1a m + 1 phan tu, thuat toan s& biéu dién ct dudi dang
(Co Cy, -, Cp). Sau d6, tim chi sé j sao cho B; € B(w) vatinh:

e(Co,dy, Tliep ; du)  €(9°,9% (9” [liep; hi )™) s

(W C) e, (g Tl h)e) 99
Cudicungtinh: M =C-K !

=K

Nguoc lai, thuat toan tao ra tap I < {1,2,..,¢}sao cho I = {i: p(i) € B(u)}.
Dit {w; € Z,};¢; 12 tap cac hing s6, sao cho néu {x;} 1a cac gia tri chia s¢ dung ctia
bat ky thanh phan bi mat s twong Gng véi ma tran M thi ¥,¢; w; ; = s. Luu ¥ rang,
tir méi lién hé ¥,¢; w;M; = (1,0,..,0) trong d6 M; la dong thir i cua ma tran M, thuat
toan cd thé tinh dugc cac hang sé nay. Thuat toan tiép tuc biéu dién ct dudi dang
(C,C,y,...,Cp) vatinh:
e(l_[ % d'y ) - e(Co ,dy, 1_[ dy%) = K.

i€l i€l
saudo tinh: M = C-K™1
Tinh Cwa sap (d,, W; = (@;,,..., ®; ), param):
Gia st mdi @, € {0,1}",j € [k], lamot su két hop cua tap céc tir khoa.
Nguoi dung ngau nhién chon cac gia tri ry,.., 7, € Z,, tinh cta sap tds =

({tdso,j, tds, ;, {tds, ; , }{,Egu}je[k]r tdso, {tds; }ien), W;)

) ~ S 7T » -
= ({g°9™* 9" ({g*H (@), 97, { k) Yees, Yiewp 9% (h* Yies,y W)
trong d6 W; 1a gia tri mod ta cua W;. Nguoi dung sau d6 guri ({tdso,; }jerx ,W,) cho
may cha va luu gitr cdng khai phan con lai cia tds. Nhu vay, do dai cia cira Sap sé

tuyén tinh véi s6 luong su két hop cua céc tir khoa ma ngudi ding muédn tim kiém.
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Ma hoa tir khéa (KXF, A, param):

Gia su chinh sach mé hoa la:

A'=p=(p; V-VB, YVAKF = (kf,V -V kf,), trong d6 mdi B;la
mét tap cac thudc tinh va kf; 12 mot su két hop cua cac tir khoa.

Luuy rang: B; # Bj, kfy # kfyr,Vi,j € [m],',j' € [m']
. N
Thuét toan chon ngau nhién s « Z,, sau d¢ tinh:

Co=9%Ci=(g°] [hoosCn=g* | [ 0"

i€, iI€Bm

Tiép theo, tinh:
Xie(9,.9)"" -e(g, 9" Hkfi )™, i=1,...,m
Sau d6 tinh:
Ki = HXLkf), ... Ky = H Xy, kf 1)
Cudi cung, thuat toan cho dau ra:
ct' = (Co...,C,Chpoo, Cu Ky oo, Kip?)
cung véi ban mo ta caa B
Tim kiém (tds, ct’, param):
May chu tim £ € [m],saocho 8, © B(u),saudo tinh (X;,Y; ),j =1,...,k
_ e(Co,tdsg j [1iep, tds; - tds,;; )
/ e(tdsy, Cp) - e(tdsy , Cy)
e(g%, 99"+ g7 g H (W) Tlicp, h" By’
~e(g°, (9° Mliep, h)*) - e(9"7, (9° Tiep, h)*)

x-S
=e(g.9)" - e (9»9“1”(“71';))
Y] == j‘[(X],Wl])
Néu ton tai mot cap (i, /), i € [m'],j € [k] sao cho: K; = ¥; thi may chii cho

dau ra 1a “yes”. Nguoc lai, may cha cho dau ra 1a “no”. Luu ¥, may chu khong can
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thiét phai tinh rat ca cac cap (X;,Y; ),j = 1,..., k, mién lamay chi tim dugc mot cap
(i,j),i € [m'],j € [k] sao cho K; = Y;, may chu cho dau ra 1a “yes” va dung lai.
Tinh ding din: Ching ta thy rang, néu ton tai mot cap w;, € W; va kf, € XF sao
cho w;; = kfe , thi:

Xe=e(9,9)7° -e(g, 9" Hkf )™ = e(g,9)** -e(g, 9" HW;; )™ = X;,
co6 nghia la:

K, =7—T(Xt,kft)=ff(Xj,Wij)= Y

3.4.3. Panh gia an toan dir liu

Pé xuit dugc ching minh an toan dudi bai toan khé BDHE, bai toan kho
BDHE duoc trinh bay nhu sau:
Dinh nghia 3.4. Bai toan BDHE: Gia st (p, G, G, e) 12 mot hé théng anh xa song

tuyén chon a, t,s,q,0,14,...,T i Z, va mot phan tir sinh g € G. Cho trudc:
Y = g 858 ..., gaq’ gaq”, . gazcl, g s(at+a) gat, gazt . gaqt, gaq“t, . gazqt,
ad¥t gah, ..., gaq+1, gate gh . .g'e)
vamot gidtri T € G, xac dinh T = e(g, g)a(”1S € G hay T chi la mot gia tri ngau
nhién trong tap Gr.
Muc nay, luan an chirng minh luge d6 ma hda dugc dé xuat ¢ trén dat an toan
dit liéu, tirc 1a ké tan cong tir ban ma s& khdng biét bat ky thdng tin gi vé ban rd.
Pinh ly 3.5. Gia st rang p* 1a chinh sach ma héa ma ké tan cong muén tan
cong, va tir * xay dung ma tran twong (tng L’ kich thuéc € x n” va ham anh xa p’.
Biéu dién p* = B; V.-V B, . Trong do B;,i = 1,..., m la cac tap khong giao nhau va
sau d6 xdy dung ma tran twong tng L* kich thudc £* x n* va ham anh xa p*. Néu
nhitng ma tran nay théa man £',n’,£*,n* < q,vanéu 6 > k*.q" trong d6 k* va q* la
s6 toi da cac phép két hop tir khda trong mot cira sap va sb téi da cac truy van cua sap
ma ké tan cong cd thé truy van, ma hoa trén dat an toan dit liéu dudi gia thuyét bai
toan BDHE la kho.
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Chairng minh: Phuong phap chirmg minh la phuong phap phan chung, tac la
gia St ton tai mot ké tan cong A pha vd an toan cia hé ma trén, thi ciing s& ton tai
mot ké tin cong S giai duoc bai toan khd BDHE. Véi phuong phap nhu vay, ban dau
S duoc cho trudc cac gid tri nhu trong dinh nghia bai toan kho BDHE, sau d6 S can
phan biet T = e(g, 9)*""'s € G, hay T chi 1a mot gia tri ngiu nhién trong tap G.

Véi muc dich nhu vay, dau tién S s& md phong A sau d6 dung két qua cua A
dé du doan T. Cu thé, dau tién S s& nhan chinh sach ban mad ma 4 muén tan céng B*.
Gia sir kich thuéc caa B* 12 |*| . S biéu dién B* dudi dang B* = B; V -V B}, trong
d6 B ;,i =1,...,mlacac tap khdng giao nhau. Tiép theo, S so sanh giita m va |8,
¢6 hai trudng hop xay ra. Truong hop dau tién lam < |8*|.

Tu chinh sach ban ma g*B; vV B,,, § xay dung ma tran (M«,,=, p*) sao cho
£*,n* < q dé tao ra cac tham sé cho hé thong. S chon ngau nhién o’ il Z, va dat
a=a +aitl

Sau dé tinh e(g, 9)% = e(g®, g% )e(g,g) *. S tiép tuc tim tap céc dong cua
matran M*: 1, .., I,,, trong d6 {p(i),i € I; } =B (chayring I;,j = 1,..,m la cac
tap khong giao nhau vi B; Ia cac tap khong giao nhau). Lic nay, B~ ¢6 thé dugc bicu
dién lai nhu: (A p(0)) ier, V (A p(D))ier, V -+ V (A p(D) jer,,- DE tao ra cac phan tu
hy,..., hy,S dinh nghia vector:

U = (t tata?,...,ta” ~1)L 7

Pit A = (Npy ey Xpr ) = M* 17 1a véc to chia sé thanh phan bi mat, do d6 véi j =

1,..,¢
— E * i-1
>\] = Mj’ita

i€fn ]
S €0 thé tim cac tap {w;} 1<;<p* S80 cho Véi moi j = 1,...,m

Z w; DN i= t

iEIj
Luu Y, S c6 thé tim cAc tap {w; }1<i<p+ Vi tir tinh chat cia ma tran chia sé tuyén tinh

t6N tai {w; }1<i<p* SA0 ChOVGIi Moi j = 1,...,m
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Z w; - M = (1,0,...,0)

iEIj
Vi mdi hj,1 < j < N, trong d6 ton tai mot chi s6 i € [¢*] sao cho j = p(i) (ham
$ . . 5
p laanh xa 1-1), § chon z; « Z, vatinh: Chuy rang § biét ma tran M* va gt“k trong
d6 k € [n* ] tir gia thuyét dau vao cua bai toan khé BDHE .

hj — gzj .gwizke[n*]Mi*,k tak — ng .gawi%i

Nguoc lai, § chon z bl Z,vatinhh; = g% .Chayrang {h;};-, . & phan bé ngau
nhién do viéc chon ngau nhién z;

Pé tao ra cac tham s6 g>va hy,...,hy,S don gian chon ngau nhién x
21y Zy WUy, détinh g vah, = g%,...,hy = g?N .S ciing chon cac ham bim
H,H. Cubi cung, S gui khéa cong khai:

param = (g, 9% 9>, e(g,9)% hy,..., Ay, Ry, ..., Ay, H, H)
Giai doan truy van 1: Trong giai doan nay, S can tra 1oi ba dang truy van sau:

Tha nhat, 1a truy van vé khoa bi mat, véi yéu cau khoa bi mat nay khong thé
€O kha nang giai ma duoc ban ma ma duoc tao ra dudi chinh sach S *.

Tha hai, 1a truy van dé biét cira sap twong (ng vai tat ca cac khoa bi mat (tham
chi véi ca nhitng khéa bi mat ma cé kha nang giai ma dugc ban ma ma duoc tao ra
duai chinh sach 7).

Thi ba, 1a truy van dé biét mot phan khoa bi mat ma cé kha niang giai ma duoc
ban méd, duoc tao ra dudi chinh sach S*.

Doi véi truy van 1, A dau tién gui tap cac chi s6 cia thudc tinh S c [N] toi
S véi diéu kién rang tap cac thuoc tinh két hop vai S khong thoa man ma tran M* (c6
nghia khoa bi mat twong tng vai tap thuoc tinh nay, khdng c6 kha nang giai ma ban
ma thach thic). S tim véc to X = (xy,...,%,+) € Zr sa0 cho x; = —1 va véi moi i

trong d6 p*(i) € Stich (¥ - M; ) = 0. Dya trén tinh chat caa ma tran chia s¢, véc to

X s&ton tai. S tiep tuc chon { « Z, vagia tri s, dugc tinh nhu sau:

su= (+x1a7 +x,a9 o + xppa? + 1
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S tinh:

dy, = 9% g% 1_[ (g% T = g g@su
i=

Vi x; = —1 nén g%su chua thanh phan g~ day la gia tri c6 thé triét tiéu thanh
phan g ¢*"*trong g“.

Vi vector % di biét, S tinh:
dyy =g = g° || @™y

Vi mdi j € S phai khong co i € [£*] théa man p*(i) = j. S biét gia tri z; va tinh
hjsu — (gsu) zj
Vi mdi j € S sao cho ¢ i € [£*] thoa mén p*(i) = j. S tinh:

- — *
RS = (gsu) 7. g@txal +xaf Lot a7 A ) g, Bepne) Mij ta¥
J

Vi gid tri tich (X - M) = 0, do d6 S khdng can thiét phai biét gia tri thanh phan
g™t @é tinh h:™, tht ca céc gid trj khac S da biét tir dAu vao cua bai toan kho. Néu
j khong thuoc tap S va ton tai i € [£]sao cho p*(i) = j, S khdng thé tinh h;* vi
(¥ - M;) # 0. Cudi cing, S ciing biét x.

D4i véi truy Van thir hai thi ¢6 hai treong hop sau:

A yéu cau ctra sap twong ung voi khda bi mat khdng cé kha ning giai ma ban
ma thach thirc. Trong truong hop ndy, S chi don gian chay giai thuat ctra sap dé tao
ra cira Sap Vi S da biét khoa bi mat.

A yéu cau ctra sap tuong ung véi khoa bi mat co kha niang giai ma ban ma
thach thirc. Gia sir rang A cung cap mot tap cac phép két hop tir khoa:

Wi = (61'1,...,6”{)
: $
Dé tinh: {tdSO’j, tdSl’j }je[k],S Ch(_)n Sy < Zp sau do tinh:
tdso; = g¥g®""" gt g s (g* H(Wy, ) = g=geTe g (g H (W, ))>
vadat tds; ; = g ™. Luu y, d6i véi méi {tds, ;, tds, ;}; § dung cac cap gia tri

khac nhau {g®""" g@™t, g™}, t € [0] tr gia thuyét cua bai toan kho.
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Dé tinh {{tds » }reqn } jepp S tinh: Ry’ = (g7™) %, vi S biét g7 tir gia
thuyét bai toan kh6 va z; khi tinh f, .

Doi V6i tdsy, (tds;) e thi S dé dang tinh vi S biét s,,. Luu ¥, vi § biét s, §
c6 thé tinh A voi bat ky tap B(u) nao.

Déi véi loai truy van thir ba, S chon s, bl Z, va tinh tat ca cac thanh phan cia
d,, ngoai trir d,,, Vi gid tri g¢**" chi xuét hién trong d,,,. Cudi cling, § tra gia tri
d'ugr {d; }iEBuVé-
Giai doan thach thirc: Ké tin cong A giri hai ban rd Mg, M cho S.S chon ngau
nhién mét bit b, tinh:

C'= M, T.e(g°,9).Co = g°

va cé4c phan tir khac:

(€1, C) = (go@ran gZien 200, ., g s(@+at) ghictm %o )

= (g*- ngz"*(“ A R (7 L _[ grem . gaeiny s
i€l el
= (ganhp*(i))s""’ga r hp*(l))s
i€l i€ly
= (@] [pos ot ] [ o
i€p; 1€Bm

trong do6 tap {p*(i),i € [;}la B;,j € [m]. Chuy, néuT = e(g,g)*"" s thi ct* 1a ban
mé hop I¢.

Giai doan truy van thir hai: Tuong ty nhu giai doan truy van thir nhat.

Giai doan du doan két qua: A dua két qua dy doan b’ cia né cho S, S cho dau ra
dy doan cua né 13 0. Tuong ung véi du doan rang T = e(g, g)%"" S néu b’ = b.
Nguoc lai, S cho du ra la 1 twong tng véi dy doan rang T 1a mot phan tir ngau nhién
trong tap Gr.

KhiT = e(g,9) """ s, s md phong chinh xac ké tAn cong A, do do:
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PriS(Y,T =e(g,9)*"" )= 0]

_1 Se

Khi T 1a mot phan tir ngau nhién M;; hoan toan ngau nhién dudi tim nhin cua

A, do dob:

Pr[s(Y,T=R) =0] = %

Vi vay, néu A c6 kha nang pha hé ma thi S ciing c6 kha niang giai bai toan kho
BDHE Vi cling XAc Suét.
Trwong hop thie hai: m > |B,|. Ti chinh sach mé héa B,, § xdy dung ma tran

(M;,.,-,p*) sao cho ca hai £*,n* < q. Dé tinh cac tham s6 cho hé thong S chon o’

$ .
« Z,vadita = ' +a %!, saudo tinh e(g,9)* = e(g?,g “* Je(g, g)* ; Dé tinh

Cac gid tri ha,...,hn, d6i v&i mdi hj, 1 <j <N, trong d6 ton tai chi s6 i € [€*] sao cho

$ . y :
j=p"(0), S chon z; < Z, vatinh h; = g% - gZkeln) ik @ (s biét ma tran M, va
g% trong d6 k € [n*] tir gia thuyét ciia bai toan khd BDHE)

Nguoc lai, § chon z; i Z,, vatinh h; = g“i.

Pé tinh cac gia tri tham sé khac nhu g> va hy, ..., Ay, S 1am twong tu nhu
truong hop tha nhat. S ciing chon ham bam #, H'. Cudi cing, S gui param cho A

param = (g,9% g>,e(9,9)% hy,..., Ay, he, ..., Ay, H, H)

Giai doan truy van thir nhat: Trong giai doan nay twong tu nhu trudng hop thir
nhat, S van can tra loi ba loai truy van nhu trén.

Dai véi loai truy van thir nhat, A4 dau tién guri tap céc chi s6 cua tap thudc tinh
S < [N] cho S véi yéu cau tap cac thudc tinh ma trong tng véi S 1a khdng thoa mén
matran M*; § timvécto X = (xq,..,X,*) € Zg* sao cho: x; = —1 va vaéi moi i trong
d6 p*(i) € S giatritich (¥ - M) = 0.S tiép tuc chon ¢ i Z., va dinh nghia gia tri
s, nhu sau:

Su= ¢ + xa? +x,097 + - +x @t
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S tinh:

dy, = 9% g% 1_[ (@@ Hr = g gosu
i=2,.n*

Do x; = —1 nén g%su chua thanh phan g=¢*"". Pay Ia gia tri s& triét tiéu gia tri

94" trong g®. Vi vée to % da bidt, S tiép tuc tinh:
, F1-i ..
d'y, =g =g¢ 1_[ (g™ HH
i=2,.n*

Véi mdi j € S sao cho khong c6 i € [£*] thoa man p* (i) = j. S biét gia tri z; va tinh:
it = (g*)%
Vi mdi j € S sao cho ¢ mot i € [£*] thoa mén p*(i) = j. S tinh:
hjSu = (gSu)% - g((+x1aq +xp @971 bedx e a8V A Ty M ak
Luu y, Vi tich (% - M%) = 0 do d6 § khong can biét thanh phan g™ dé tinh h*, tat
ca c4c thanh phan khéac S da biét tir gia thuyét bai toan kho, va S ciing biét .
Déi vai loai truy van tht hai; S tra 101 twong ty nhu ¢ truong hop tha nhét.
Giai doan thach thic: Ké tan céng A giri hai ban rd M, M cho S; S chon ngau
nhién mét bit b, tinh:
C"=M,-T-e(g®,9")C = g°

A =z . 7 A = A ! 14 $ 5% J4

Dé tinh cac gia tri khac, § dau tién chon Y',,..., Y, « « Z,, dit véc to
U =(s,sa+ Ypsa?+Y's...,sa” L+ Y )E LY

sau do tinh:
n*
j=2

Vi ;= v. M;, do do:
* * * =1 *
g = ga(s.Mi,1 +H(sa+Yy )-M], +-+(sa™ T +YpOM] )
va

N
()™ = (g7 - gBrcte1is @)
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Suy ra:
n*
ci={] [ ¥ g o = g ()
j=2

Giai doan dy doan két qua: Tuong ty nhu & truong hop 1.

3.4.4. Danh gia an toan tir khoa

Trong phan nay, s& chirng minh rang ¥ tuong dé xuit dat an toan vé tir khéa
(ké tan cong khong biét bat ky thong tin gi vé tir khoa dugc ding dé tim kiém thdng
tin) d6i Vi ca hai ké tan cdng, mot 1a & bén trong hé thong (may cha), hai 1a ké tan
cong thong thudng & bén ngoai hé théng.

An toan truwéc ké tan cong tir bén trong hé thong:

Pinh ly 3.6: Gia sirrang B* = B} V ... V B}, la chinh sach ban ma thsach thuc,
va tir f* xay dung dugc ma tran L* c¢6 kich thuéc £* x n* va anh xa p*. Néu ma tran
trén théa man £* < q,n* < q, hé ma s& dat duoc an toan tir khéa trude ké tan cong
bén trong hé thong dudi gia thuyét rang bai toan BDHE 1a kho.

Chirng minh: Phuong phap chirng minh 1a phuong phap phan chang. Tc 13,
gia sur ton tai mot ke tan cong A phéa v an toan tir khoa cua hé ma trén, thi cling s&
ton tai mot ke tan céng S giai duoc bai toan khé BDHE . Véi phuong phap nhu vay,
ban dau § duogc cho trudc cac gia tri nhu trong dinh nghia bai toan kho BDHE, sau
d6 S can phan biét T = e(g, g) “*"'s € G, hay T chi la mot gia tri ngAu nhién trong
tap G

Tuong ty, nhu chitng minh & phan trén, ban dau S biét duoc gia thuyét dau
vao cua bai toan kho va chinh séch g* = gy v ... vV 5, va

KF§ = kfgas oor Kfgos VAKCFS = (Rf 1, oo Kf )t AL
Chayrang B;,i = 1, ..., m lacac tap khong giao nhau. T f* = B; V ... V 5, ; S xay

dung ma tran (M ,«,,+, p*) sao cho ca hai £*,n* < q.
, L . $
Deé tinh cac tham so khac cho h¢ thong, S chon o' «,Z, vadita = a' + a1 sau

do tinh e(g, g)* = e(ga,gaq)e(g, g)“’-
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S tiép theo tim cac tap cac dong caa ma tran M*: I, ..., I, trong d6 p(i),i €
I = B; (chtyrang I;j = 1,...,m la cac tap khong giao nhau vi B; 1a cac tap khong
giao nhau). Llc nay, B* c6 thé dugc viét lai 1a: (A p(i)) ier, V (A p(D))ier, V-V (A
p(0) iet,-
Dé tinh cac giatri hy,..., h y, Ay, ..., hy, S dit vector:
U = (t ta,ta?,...,ta” ")t ez}
Dét/f = (XNg,.expx) = M* 'g lavéctochiasé,dodovaij=1,..,¢"

_ 2 oi—1
i€[n*]

S timtap {w;}1<i<p* SAOChOVGimoij =1,...,m

Can luu ¥, S ¢6 thé tim tap {w;};<;<,+ Vi tir tinh chat caa ma tran chia sé tuyén tinh,
ta €O thé tim {w; }1<;<p* S80 Cho Véi Moi j = 1,...,m

Zwi M= (10,...,0)

iEIj
Vi mdi hj,hj,1 < j < N, trong d6 ton tai mot chi sb i € [¢] sao cho j = p* (i),

$ <
§ chon z;, Z; « Z, vatinh:

Wi Lkepn Mi) tak awixg

hi=9%-9 =979

flj = g% - g* Skem Mij ta* _ g - gaei

Luu ¥, S biét ma tran M* va g®* trong d6 k € [n*] tir gia thuyét bai toan kho
BDHE .

: $ - . . S =
Nguoc lai, § chon z;, Z; « Z,, va tinh h; = g%, h; = g%. Chl y rang {hj,hj} j=1,.N
la phan bo ngau nhién do viéc chon ngau nhién z;, Z;
bé tinh g>, § dat x= —a 9 vatinh g> = (gaq)_l. § cling chon cac ham bam

I, H; Cudi cung S giri param cho A.
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param = (g, 9% 9>, e(g,9)% hy,..., hx, by, ..., Ay, H, H)

Giai doan truy van thir nhat: Trong giai doan ndy S can tra loi nim loai truy van:

1. Truy van tr ham bam;

2. Truy van cira sap (Bu, w; = (@, alk)) trong d6 W; khong thoa man
KF; hay KF;, cb nghia rang khong ton tai bat ky bo ba (ij, b, b’) sao cho @y =
kS,

3. Truy van cira sap (B, W;) trong d6 W; théa man K F; hay K F;, nhung B,
khong théa mén g*.

4. Truy Van ctra sap mot phan (B, W)

Trong d6 W; théa mén K F; hay K F; va B, thoa man g*. Chu y, nguoi dung
chi giir ({tdso'j}je[k]'wi) bi mat va cong bd phan con lai cua tds.

C6 nghia rang A c6 thé biét ({tds, ;, {tdsy  s}res, }jerk)> tdSo, {tds;}iez, ) chO
bit k§ (Bu Wi = (@i, ., @)

5. Truy van mot phan khéa bi mat B, vai bat ky tap B,. Ly do 1a S chi giir
minh d,,, bi mat.

« Di v6i truy van tir ham bam: S tao ra hai danh sach £, £, ban dau £, £ 1a
rdng. Vi mdi truy van twong tng véi @; ma khdng thoa man KF; hay KF;, S dau
=A =R ~ ~ A J A A $
tién kiem tra xem @; da dugc truy van trudc day chua. Néu chua, § chon Y; <, Z,,
vathém bo ba (&@; ,g%,Y;) € ({0,1}",G,Z, ) vao L vatra vé cho g¥i. Nguoc lai,
S don gian latimbo ba (&; , g¥i,Y,) vatravé gYicho A. Trong trudng hop @; thoa
man KF; hay KF;; S dau tién kiém tra xem @; da duogc truy van trude ddy chua.

. $ ‘

Néu chua, § chon Y; « Z, vathémbo ba (@;, g . gY,Y;) vao trong L va tra ve
g~%. gYicho A. Nguoc lai, S don gian la tim bo ba (&; ,g~%. g¥i,Y;) va tra vé
g~% gYicho.

Vi mdi truy van ham bam tuong tng v6i (K;, kf;) trong d6 K; € Gr, kf; €

{0,1}*, S dau tién kiém tra xem (K ;, kf;) da dwoc truy vén truée day hay chua. Néu
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$ < o
chua, § chon Y, « Z,vathémboba (K, kfj, Y;;) vao trong L. Ngugc lai, S tim bo
ba (K, kfj, Yy;) v tra vé Y; cho A.

» DOi véi loai truy véan thir hai: A dau tién gui W; = (&;,, ..., @;,) va B(w)
cho S vai rang budc rang W; khong thoa man K F; hay F;.
e tinh mi tds ;,j € [k],S dau tién kiém tra xem &, ,j € [k] da dugc truy van

. $ .

truedc day hay chua. Néu chua, § chon Yy, « Ly va thém bo ba (51'; gy Y ,yij) vao
trong L.

Trong ca hai truong hop, S deu biet Y ;. tir £, va H (@;,) = g¥' vi W; khong

, $
théa man KX F; hay KF;. Tiep theo, § chon s, 1; « Z, va tinh:
tdso; = g g *ugi(gM)? = g%g g i(g* H (@ :))>

ad*l g—aq+1 — ga . ga.x Vi g>\ — g—aq
Vi § biét s, 75,/ € [k],S co thé tinh phan con lai cua cira sap véi bat ky tap B(u)

Chayring: g« =g* - g

nao. Cudi cuing, S tra vé tds cho.
Poi véi loai truy van thir ba: A dau tién gui W; = (&, ..., d;,) va B(u)
cho S véi rang budc rang B(u) khdng thoa man g* va W; thoa man KF; hay K F; .

S dau tién tim véc to X = (X4, ..., X, ) € Zg* sao cho x; = —1 va vadi moi i trong do

e o . iy $  ame iz o
p*(i) €B(u) giatritich(x - M ;) =0; § tiep tuc chon { « Z, va dat gia tri s,
nhu sau:
Su={+xa? +x,a% 4+ xp @l

S tiép theo tinh:

dy, = 9% 9% 1_[ @@y = g - g

*

i=2,..n

V&i mdi j € B(w) sao cho khong c6 i € [£*] thoa man p*(i) = j.S biét gié tri z; va

tinh:
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h* = (g™) %

Vi mdi j € B(u) sao cho co i € [£*] thoa man p*(i) = j. S tinh:

h;u — (gsu) zj g((+x1aq +x2aq_1 +- X n*aq_"* +1 Yw; Zke[n*] MZk tak
Chu 'y, gia tri tich (% - M) = 0, do d6 S khong can thiét phai biét gia tri g®*"'t dé
tinh h*, tat ca céc gié tri khéc S da biét tir gia thuyet bai toan kho.
S tiép theo dat g 5« va {hjsu }jes, nhu tds, va {tds;} jep, , Mot cach tuong tng,
dé tinh {tds, ; , tds, ; , {tdsy  s}een, }elr];
§ xem xét hai truong hop:
1. Néu @;; thoa man K Fg hay KCF;, c6 nghia 1a ton tai it nhat mot bo ba (i, b, b")
sa0 cho &@;, = kf } ;S dau tién kiem tra xem @;; da duoc truy van trude day hay

. $ .
chua. Neu chua, § chon Y, < Z, va thém bo ba (&Sij,g‘agy‘f,yij ) vao trong L.
Trong c hai truong hop S deu biét Yy tr £, va H(@;, ) = g=%gY4. Tiép theo, S

$ e
chonr « Z,vatinh:

tds 0j = gagasugarj (g—aq yij — gagasu garj (ga }[(51',- )) N
Chlyrang: x = —a?.Véigiatrir; dabict, S dé dang tinh tds, ;, {tds,  ; }ses,
2. Néu @, khdng thoa mén KF; hay KFy
S kiem tra xem &;, da duoc truy van tru6e day hay chua. Néu chua, S chon
$ .

Uy, < Z,va thém bo ba (@ ,gy El Yi) vao trong L. Trong ca hai truong hop, S

L . - .z $ NP
deu biet Y, L, va H(wij) = gy . Tiep theo, § chon {; « Z, vaditgiatrir;
nhu sau:

=+ xa? 4+ x0Tt 4 4 xy qd—n +1
sau d6, tuong tu tinh g%, g%/ ,g"1 ,{ h ;j }ees, Nhu ¢ trén (chay ring r; dong vai tro
nhu s,). Ssau dé dat g=/, {h ;Tf }eem, nhu tds, ;, {tds, ; ; }sep, MOt cach twong ung,

va tinh:
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tdse,; = g“g° g~ g g (g7 T = ggu g™ (g H(@y;))

Chiyrang: g% = g% g*** va(g® H(@;)* = g~ (g7*)"y
Cudi cung, tra vé cho tds.

« D6i véi truy van thir tw: Thay rang, thanh phan g chi xuat hién trong tds ;,

$ .

do d6 Schi don gian la chon s, {1} ek < Zp Va tinh tds ngoai trir tds ;

« P6i véi truy van thie nim: Thay rang, thanh phan g*chi xuit hién trong

$

d,,, do d6 Schi don gian la chon s,,«< Z,va tinh d, ngoai trix d,,
Giai doan thach thac: S chon mot bit ngau nhién b, tinh:

(C5 ,Cireans Cr) = (g%, g5(@*a0 gEenn'0), ., gs@rat) gliem*%y')

=gt [ros ot | [0

lEB] IEPm

(61*::6;;1) = (gs(a+at) gzl'ellszp*(i)’___,gs(a+at) gZiEImSZp*(i))

={ @] [t | B®

i€py 1€EBm
Dé tinh {K; }icpmn, S Kiém tra xem kfj;; da duoc truy van truée ddy hay chua. Néu
chua, § chon Y; bl Z,, va thém bo ba (kf,; ,9~* g¥i,Y; Ivao trong L. Nguoc lai,
stim (kfy;, 97 g¥1,Y;) tw L.
Trong cé hai cach S déu biét Y, tr £, vaH (kfy; ) = g~% gY¥i;S tinh:
Xi=T.e(g%9") e(g% (g )
=T-e(g°,9%)-e(g% (g* 97°g"¥)™)
=T e(g°,9") - e(g™ g*H (kf5:))°
sau do tinh: K = H (X{ , kfy) -
Cudi cuing, Scho dau ra ct™ = (g, {C; Yietmib {C: Yietmi} » K'Y iepma) -
Chiyring, néuT = e(g, g)*"'s thi ct’* 1a ban ma hop 1&.thi ct’* 1a ban ma hop lé.

Giai doan truy van thir hai: Tuong ty nhu giai doan truy van thar nhat.
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Giai doan dy doan: A gui két qua du doan 1 bit b’ cho S, S cho dau ra 12 bit
0 twong ung véi viéc du doan ring T = e(g,9)*"" Snéu’ = b ; nguoc lai, S cho
dau ra 1a bit 0 twong tng véi viéc dy doan rang T 1a phan tir ngau nhién trong G

KhiT = e(g,9)%""" 5 thi S tao ra su md phong hoan hao cho A do do:
o 1
Pr[S(Y,T = e(g,9)*"") = 0] = >+ Ady Is

Khi T Ia phan te ngau nhién thi gié trj {K; };c;; hoan toan ngau nhién dudi tam nhin

cua A, do do:
5 1
Pr[S(Y, T =R)=0] = 3

Vi thé, néu A c6 thé pha dugc hé ma thi S ¢d thé giai duoc bai toan khd BDHE
VGi cling Xac xuat thanh cdng. An toan trudc ké tin céng tir bén ngoai hé thong.

Pinh ly 3.7: Gia strrang B* = B3 V - V B, la chinh sach ban ma thach thuc,
vatlr B* xay dung matran L* co kich thudc £ * x n* va anh xa p *. Néu ma tran nay
thoa man £* < g,n* < q, hé trén dat an toan tir khoa trude ké tan céng bén ngoai
dudi gia thuyét bai toan BDHE la bai toan kho.

Chirng minh: Phuong phap chirng minh la phuong phap phan chang, tuc la
gia sur ton tai mot ke tan cong A pha v an toan tir khoa ciia hé ma trén, thi ciing s&
t6n tai mot ké tin cong S giai duoc bai toan khé BDHE. Véi phuong phép nhu vay,
ban dau § duoc cho trudc cac gia tri nhu trong dinh nghia bai toan kho BDHE, sau
d6 S can phan biét T = e(g, 9) al™ls ¢ Gy hay T chi la mét gia tri ngau nhién trong
tap Gy.

Budc tinh cac tham sé cho hé thong hoan toan twong tu nhu & phan chiing

minh trén, ngoai trir viéc S chon xi Z, vatinh g*.
Giai doan truy van 1: Trong giai doan nay S can tra oi bon loai truy van sau:

1. Truy van tir ham bam.

2. Truy van khda bi mat twong tng véi tap thudc tinh By, trong d6 tap thudc
tinh B,, khdng thoa man chinh sach ban mé g*

3. Truy van cira sap mot phan (B,, W;) vai moi tap (B, W;)
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4. Truy vin mét phan khoa bi mat B, véi bat ky tap B,,. Ly do 1a S chi giir
minh d,, bi mat.

« D6i vai truy van tir ham bam: Hoan toan tuong tu nhu ching minh trén.

« Déi véi loai truy van thir hai: S trudce tién tim véc to X = (Xq,...,X o+ ) €
Z,’;*sao cho x; = —1 va véi moi i trong d6 p*(i) € B(w), gia tri tich (x*- M;) = 0.
S tiép tuc chon ¢ i L, va dat s, nhu sau:

Su={+xa9+ x,a? - +x a7

S tinh:

—i\Xi
du, = 9% 9% H (g“q“ ) = g% g*u

dllt(): g( 1_[ (gaq+1—i)xi = g%

Véimdi j € B(u) sao cho khong co i € [£*] thoaman p* (i) = j. S biét gia tri z; nén
tinh:

R = (g°)%
Vi mdi j € B(u) sao cho co moti € [£*] theaman p*(i) = j. S tinh:

*
ht = (g% g(le“ T 2 @17 ot 2 0T 00y B ) Mgt e
» :

Vi (%.M;) = 0 nén s khong can thiét phai biét gid tri g®*"*¢ dé tinh A", tit ca cac
gia tri khac S da biét tir gia thuyét bai toan kho. Cudi ciing, do S biét X nén S tra vé
du cho A.

« D6i véi loai truy van thir ba va thir tu, hoan toan twong tu nhu ching minh ¢
trén. Giai doan thach thirc: S chon mot bit ngau nhién b, tinh:

(C3, €7 .. Cp) = (g°gs@ran gXien @, gs(atat) gictm %))

= g5 | [nn ot | [ oy

ich; i€fm

(Ci* 6;1) — gs(a+at)g2i511 sZp*(i), ,gs(a+at)gZielmsZp*(i)
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= @] [Rosr oo ] [ R0

i€p] IEfm

DE tinh {K;'} ey S tinh:

! » ! s
x; =T.e(g°g").e(9°9“H (kfy)) = T-e(g°9")-e (9”97 (kf;,))
Sau d6 tinh {K;'} = H (X[ kf,)
Cudi cing, S cho dau ra ct”™ = (C3,{C;'} icpmp {C7'} icpmy, (K} ie[m’])

Luuy, néuT = e(g,9)*""'S thi ct’ 12 ban ma hop 1

Giai doan truy van thir 2: Hoan toan nhu giai doan truy van thir nhat

Giai doan dw doan: A giii két qua du doan 1a bit b’ cho S, S cho dau ra Ia bit 0
twong &ng Véi viée du doan ring T = e(g, 9)**"S ndu b’ = b; nguoc lai, S cho dau
ra 12 bit 0 twong ung Véi viéc du doan rang T la phan tir ngau nhién trong G

KhiT = e(g,9)%""'S thi S tao ra sy md phong hoan hao cho A, do do:
N 1
PrS((V.T = e(g,)*""*) = 0] = - + Advy}

Khi T Ia phan tir ngau nhién, thi gid tri {K;} ;c[,» hoan toan ngu nhién dudi tam

nhin cua A, do do:

Pr{s(7,T = R) = 0] =

Vay néu A c6 thé pha duoc hé ma thi S cd thé giai dugc bai toan khé BDHE véi

cling Xé&c suat thanh cong.

3.5. Két luan chwong 3

Toan bd noi dung chwong 3, da trinh bay vé hé ma hoa dua trén thudc tinh bao
gom: Pinh nghia tong quat, dinh nghia mé hinh an toan chuan, trinh bay mot sé hé
ma hda dwa trén thudc tinh hién nay bao gém cac hé RouselakisWaters13 va Agrawal-
Chasel7. B4i v6i ma hda dua trén thugc tinh, tham sé quan trong nhat d6 1a do dai

cua ban ma.
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Tai chuong 3, luan an da trinh bay hai dong goép trong hé méd hda dua trén
thuoc tinh dé xuat, do la:

Thi nhat, do dai ban ma Ia hing s, cu thé chi 1a hai phan tir (t6i vu trong cac
hé ma dang c6 hién nay) va ciing trinh bay ching minh y tuéng dé xuat dat an toan.

Thi hai, trinh bay vé luge d6 ma hda dua trén thudc tinh dé& xuét, c6 hd trg
tinh chat tim kiém trén dir liéu da duoc ma hoa, déng thoi gidng nhu hé thir nhat,

NCS ciing trinh bay chtrng minh chi tiét ring hé dé xuat thir hai dat an toan.
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KET LUAN VA KIEN NGHI

Trong luan an Nghién ctu sinh trinh bay ba dong gép chinh, trong d6 hai dong
g6p dau nam trong cdng trinh s6 4, déng gop thir ba nam trong cong trinh s6 2. Cac
cong trinh sb 3 va sé 1 1a nghién ciru kém theo trong qué trinh 1am luan an.

Cé4c két qua dat dwoge va dong gop caa luan an:

1. Dong gop thir nhat: Bé xuat mot luoc d6 ma hda quang ba da kénh dya trén
hé Delerablee [25] c6 d0 hi€u qua va an toan tuong tu nhu hé [47, 15] nhung & dang
ma héa cong khai, khéng con & dang bi mat. Bugc cdng bé tai cong trinh sb 4.

2. Dong gop thir hai: D& xuét lugc d6 CP-ABE mdi, c6 khoa bi mat ngan hon
cac hé CP-ABE khac. Cac hé khac c6 cuing tinh chat, ¢ dai ban ma la hang s6. Biém
yéu cua dé xuat so voi cac hé ma nay 13, c6 mae d6 an toan yéu hon cac hé khac cso
cuing tinh chat. Noi dung dé xuat duoc cong bé tai cong trinh sé 4.

3. Pong gop tht 3: P& xuat méi, dya trén hé ABE hién c6 [42], xay dung mot
lwge dd ABE méi hd trg tim Kiém trén dit liéu da dugc ma hoa; dugc cong b tai cong
trinh s6 2.

Cac hwéng nghién ciu tiép theo dw kién nhw sau:

1. Xay dung MCBE c6 d6 dai khda bi mat ngan hon cac hé hién c6 ma van
giit duoc do dai ban ma 14 hang sé.

2. Xay dung phi tap trung ha MCBE, hién nay van chua ton tai hé phi tap
trung hda MCBE nao.

3. Xay dyng CP-ABE c0 tinh chat |a ca doi dai ban ma va do6 dai khoa bi mat
déu la hang so. Luu y rang, cac hé md hoa quang ba da co tinh chat ndy nén ton tai
hé CP-ABE nhu vay 12 kha thi.
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