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LOI CAM DOAN

Nghién ciru sinh xin cam doan ndi dung trong luan &n tién si nay 1a cong trinh
nghién ctu khoa hoc cua nghién ctu sinh va tap thé nghién ctu, khong sao chép
nguyén ban tir cong trinh nghién ctu hay luan an di cong bé. Tat ca nhitng tham

khao va ké thira déu dugc trich dan va tham chiéu day du.

Tac gia Luan an

NCS. Pham Long Au



LOI CAM ON

Sau thoi gian hoc tap va nghién ctu tai Hoc vién Cong nghé Buu chinh Vién
thong, nghién ciru sinh xin tran trong cam on Ban giam ddc hoc vién va céc thay cd
gido Hoc vién Cong nghé Buu chinh Vién thdng; Khoa Quéc té va Pao tao sau dai
hoc da hd tro, gitip d& nhiét tinh cho nghién ciu sinh trong sudt qué trinh hoc tap va
thuc hién luan an.

Bang su biét on va kinh trong, nghién citu sinh xin giri 161 cam on chan thanh
dén TS. Ngo Puc Thién va TS. Nguyén Lé Cudng, ngudi da tryc tiép hudng dan
trong subt qué trinh thyuc hién luan an, va dic biét 1a thay GS.TS. Nguyén Binh la
nguoi da dinh hudng, goép v cho NCS hoan thanh dugc luan an.

Cubi cing nghién ctu sinh xin giri 161 cam on t6i gia dinh, cac déng chi lanh
dao cua co quan dang cong tac va ban bé da ludn dong vién, khuyén khich, tao diéu
Kién gitip d& nghién ciu sinh trong suét thoi gian hoc tap, nghién ctu va thyc hién
luan an nay.

Xin chan thanh cam on!

Tac gia Luan an

NCS. Pham Long Au



MUC LUC

LOI CAM DOAN ..ot es sttt st aneesans i
LOT CAM ON .ottt sns st n st ana st ii
IMUGC LUC ottt an s nnsnees iii
DANH MUC KY HIEU TOAN HOC ..ottt v
DANH MUC CAC TU VIET TAT wooiieieeeeeeecee e seesiesses s Vi
DANH MUC HINH VE.......oiiiiieieeeeieeesseseeses s seen s sssesseasss s vii
DANH MUGC BANG........oooiiieieicieceeee ettt viii
MO DAU ...t sttt 1
1. LY DO CHON DE TAl ..o 1

2. MUC TIEU NGHIEN CUU ..ottt 7

3. DOI TUONG VA PHAM VI NGHIEN CUU.......oovvvirrinniinnieniiessineenens 8

4, PHUONG PHAP NGHIEN CUU ....ooiimiiieeeeeeeeeeeeeeeeee e 8

5. Y NGHIA KHOA HOC VA THUC TIEN ....ovvivceeeecicereeseeneesseeseensenian 8

6. CAU TRUC CUA LUAN AN.....ooorrieeerieeeeieeeeesesseeesesiesissesssss s 8
CHUGNG 1. TONG QUAN VE MA MANG ....ooovevoieeeeeeeeeeeeeeeeeeeeee e 9
1.1. TONG QUAN CHUNG VE LY THUYET THONG TIN VA MA HOA..9
1.2.1. LY thUYEt thONG TN ..., 9

1.1.2. MA h0a thONG tiN .....ocveiiiiieee e 13

1.2. TONG QUAN CHUNG VE MA MANG ......coooiieeeeeeeeeeeeeeeeeeeean. 19
1.2.1. Dinh nghia M3 MaNQg ........ccooiiiiiiee e 19

1.2.2. MO hinh ma mang don GIaN ..........ccoceviiieiiiiie e 21

1.2.3. M6t SO i 1Ch ClIa ME MANG ..o, 23

1.3. KET LUAN CHUONG 1 ..ottt eeee s e en s en s 26

CHUONG 2. DE XUAT XAY DUNG MA MANG TREN MOT SO CAU TRUC



2.1. MOT SO PHUONG PHAP XAY DUNG

MA MANG TREN VANH SO .....ccooviviiieieeeeeesseeeeeeesses s, 28

2.1.1. SENOC MOUUIO ..ottt 28

2.1.2. MOt SO CAU ITUC FAT SO cvvvvrveererereiceeeeeeeesee et 42

2.1.3. Dé xuét xay dung m& mang trén ¢ VAN SO ......c.ovecvveeveeeeeeeeee, 45

2.2. MA MANG TREN VANH PA THUC, TRUONG PA THUC .............. 51
2.2.1. VANI G2 thUC ..o 51

2.2.2. Thuat toan tinh Iy thira da thiC ........cccoceviiiiiiii e 55

2.2.3. Ma mang dua trén nhom céng cuia vanh da thirC..........cceeveevvevenne, 60

2.2.4. M& mang trén trueong da thirC.........ccooeviriiiiiiee e 61

2.3. MA MANG TREN DUONG CONG ELLIPTIC ....cc.oovveveeceeeeeeeene 65

2.4, KET LUAN CHUONG 2...voieeeeeeeeeeeeeeteteee et ee et en e en s 74
CHUONG 3. MO HINH MA MANG AN TOAN ....cooiiieeeeeeeeeeeeeeeeeeeen 75
3.1. BAI TOAN LOGARIT ROIRAC w.ooeeeeeeeeeeeeeeeeeee e 75
3.1.1. Bai toan logarit trén truong $6 thUC R ....vvveevveeveeeeeee e 75

3.1.2. Bai toan logarit trén truong iU han..........ccooeiiii e, 76

3.2. HE MAT OMURA - MASSEY ....ooiiiiiiisieeeeeeeee e 78

3.3. HE MAT ELGAMAL ....cooovieiieeeeeeeeeeeevseeee e en s 81

3.4. XAY DUNG MA MANG AN TOAN .....oviiiieeeeeeeeeeee e 82
3.4.1. MO hinh M Mang an t0AN .........cccevveiieeiiie e 82

3.4.2. Ma mang an toan st dung bai toan logarit roi rac .......c.cccceevvevennne 84

3.4.3. Panh gia m6 hinh ma mang an toan ..........cc.coecevereieniesiese e 90

3.5. KET LUAN CHUONG 3...oooeeeeeeeeeeeeeeeeeeeee e st ene e een s s 91
KET LUAN VA KIEN NGHTI ..ottt ettt ettt en e seesenenens 92
DANH MUC CAC CONG TRINH DA CONG BO ..ot 93

TAILIEU THAM KHAO .ottt ettt 94



DANH MUC KY HIEU TOAN HQC

Ky hiéu Nghia tiéng Viét
= Pong du
deg(.) Bac cua da thuc
ord (.) Cép caa mot phan tu
o(.) Ham Phi-Ole
Z Tap s6 nguyén
Z, Céc s6 nguyén modulo n
O(.) Do phurc tap cua thuat toan
G Nhém (Group)
R Vanh (Ring)
GF Truong Galois

Zp[x]/(x™ + 1)

Vanh da thic theo modulo x™ + 1




Vi

DANH MUC CAC TU VIET TAT

Ky hiéu Nghia tiéng Anh Nghia tiéng Viét
BCNN (LCM) | Least Common Multiple Boi chung nhoé nhat
CcC Channel Coding M4 hoa kénh
CR Cooperative radio V6 tuyén cong tac
DVR Discrete Valuation Ring - DVR | Vanh gia tri roi rac
DLP Discrete Logarithm Problem Bai toan logarit roi rac
EC Elliptic Curve buong cong elliptic
ECC Elliptic Curve Cryptography Mat ma duong cong elliptic
IP Internet Protocol Giao thuc Internet
LTE Long Term Evolution Tién hoa dai han
Maxflow Maximum flow Luu luong t6i da
Min-cut Minimun cut Dong cat téi thiéu
NC Network Coding M& hoa mang
NCS Nghién ctu sinh
NEC (I\:Isgvivnogrk Error Correction M3 héa stra I3 mang
P2P Point to Point Mang truyén thong diém - diém
RANC Eigf:gm Affine Network M4 mang Affine ngau nhién
RS Reed - Solomon Cac mé Reed - Solomon
sc Source Coding M4 hda nguon
RAID Redundant Array of Hé théng dia du phong

Inexpensive Disks

UCLN (GCD)

Greatest Common Divisor

U'dc chung 16n nhat




vii

DANH MUC HINH VE
Hinh 1.1. So d6 Khdi hé thong truy8n tin S8 .......c..cvvveeveeiecieeeeeee e 12
Hinh 1.2. M6t mang minh hoa cho hé thong RAID 4/5..........coceeeeeeeeeeeeeeeeae. 16
Hinh 1.3. Hé thong luu trit dit iéu da ngUON .......cvvvveeeeeeeeeeeeveeeeeee e 16
Hinh 1.4. Mang thong tin V& tinh ..o 18
Hinh 1.5. MO hiNh M& MaNG ....eeviiiiieiececec e 20
HIinh 1.6. Mang canh BUGM ........ccooiiiiiiiieniere e 21
Hinh 1.7. Vi du co BAN V& MA MANG.......co.ieeeeeeeeeeeeeeeeeeeeee e eee e s, 24
Hinh 1.8. T6i thiéu hoa tré DANG MA MANG.......c.cvieeeeeeeeeeeeee e, 25
Hinh 1.9. Giam tiéu thu nang lugng VO M&8 Mang: ......ccccovvveereneniee e 25
Hinh 2.1. M6 hinh truyén tin gitta Nai NOL............o.cooveevieeereeeeeeeeeeseee e 45
Hinh 2.2. M6 hinh truyén thdng VO tUYEN CONG tAC ........vveveeeecieceeeee e, 45
Hinh 2.3. M hinh truyén thdng sir dung M& Mang .........co..eceeeverevereresreresenesneesnns 45
Hinh 2.4. M4 mang dya trén phép cong ciia C4C VANN SO .......cvvevvvecveeeeiceeeeieeeeeens 46
Hinh 2.5. Ma mang dya trén phép nhan ciia C4C VANN SO .......cevvvevecvevesvceeeeieeens 48
Hinh 2.6. Ma mang Affing trén VANN SO .........c.ovvveeireeieeeceeeeeeessesesssesessesssneesenes 49
Hinh 2.7. M3 mang trén vanh da thlirC...........ccooeiiiiiiiii e, 60
Hinh 2.8. M3 mang trén trurong da thirC..........cocoveeieiiiicii e 61
Hinh 2.9. M3 mang Affine trén truong da thirC .........ccoov i, 63
Hinh 2.10. Cac duong cong 4° =2 +22+5 VA 4° =2° =22+ ecccevrveernieenceees 65
Hinh 2.11. Ma mang duya trén duong cong elliptiC.........cccocvvvvevineieiinccieee e, 71
Hinh 3.1. DO thi hAM 5= a” VA /=100, Z .eveveererreeeeeeeeeeseseeeeveeieeeese e 75



Bang 2.1.
Bang 2.2.
Bang 2.3.
Bang 2.4.
Bang 2.5.
Bang 2.6.
Bang 3.1.
Bang 3.2.
Bang 3.3.
Bang 3.4.
Bang 3.5.

viii

DANH MUC BANG
Vi du thuat todn EUClid MG roNg ......cceeeveeveiiececccceeee e 33
Phép toan cong va nhan trén vanh da thirc va treong SO, ... 55
Thuat toan tinh 1y thira cac da thirc theo modulo z" +1 ..coovvvveieiienene, 58
NhOm nhan Z;, véi phan tir SINN =3 ..., 68
Céc phan tir 12 thang du bAC hai CUA Z), . ..vvvveeeeeeeeeeseeees e 72
Gi& tri cac diM CUA Epy(11) covvreverrerieeeeeeecsesesesseseesiesses e sessessesss s seenes 72
Cac giatricia y=2"mod19 trén Zl, ...cccoviviiiiiiiiiiiie e, 77
Giatri log, z(mMod19) tréN Zjg...ccoceiiiiiiiiiiieiiicicccecc e, 77
Bai toan logarit roh raC trén Zj, ....cccoovvviviiiiiiccc s 78
Truyén tin bao mat bang hé Mat E1Gamal ............cccooeveveeeveeeseeeeseeene 82
Truyén tin ma mang bao mat bang hé mat Omura-Massey...................... 83



MO DAU
1. LY DO CHON PE TAI

Cac mang may tinh duoc thiét ké dé truyén tai thdng tin tir nit ngudn dén cac
nat dich. Theo cach truyén théng dir liéu dugc truyén theo cac tuyén theo kiéu
unicast (diém dén diém) hoic dang cay theo kiéu multicast (diém - da diém). Khi
dir liéu duoc dinh tuyén qua cac tuyén unicast, mdi nat trung gian s& chuyén tiép
cac goi dit lieu nhan duoc tir dau vao dén dau ra cua nat dé. Trong két nbi multicast
qua mang hinh cy, cac nit trung gian c6 thé sao chép céac goi dir liéu va chuyén
tiép dén nhiéu dich khac nhau. Pay la cach thuc hién dit ligu trén mang theo kiéu
truyén thong, khong can xir ly dit liéu tai cac nut trung gian trir khi can nhan ban.

Khai niém co ban "ma mgng" (Network coding) lan dau tién dugc dua ra
trong mang thdng tin vé tinh cdng bé trong bai bao “Distributed source coding
for satellite communications” [16] cua cac tac gia R. W. Yeung and Z. Zhang,
va sau d6 khai niém m& mgng di dugc phét trién didy da trong céng bd
“Network information flow” [17] ctua cac tac gia R. Ahlswede, N. Cai, S.Y. R.
Li, and R. W. Yeung.

M4 mang 1a mot ki thuat mang, trong d6 cac goi dit liéu truyén trong mang
dugc ma hoa va giai ma tai cac nit mang dé tang luu lwong mang, giam do tré va
lam cho mang 6n dinh hon. K¥ thuat ma mang st dung phép toan hoc nao do tac
dong 1én cac goi dix lidu vai muc dich 1am giam thiéu s6 phién truyén dan gitra nat
ngudn va nut dich, tuy nhién s& doi hoi cac nit trung gian va cac nat dau cudi phai
xt ly nhiéu hon.

Tir sy dong gop tién phong ciia Ahlswede va dong nghiép, ma mang da duoc
nghién ctu va phat trién tng dung trong nhiéu tng dung trong ki thuat mang va
truyén thong [24]. C6 thé ké dén nhu: thong tin vo tuyén [25, 26]; truyén thong hop
tac [27]; LTE dua trén truyén thong hop tac [28]; truyén thdng multicast [29, 30,
31]; truyén thong unicast [32]; truyén théng quang ba broadcast [33]; mang phan
phdi noi dung [34]; mang cam bién khdng day [35]; mang P2P [36]....



Mot s6 lgi ich cia ma mang c6 thé ké dén d6 1a [20]: truée hét, ma mang l1am
tang thong luong (throughput) ciia mang. Thi hai, véi ma mang tuyén tinh, do phuc
tap tinh toan cling giam (polynomial time thay vi NP-complete). Thir ba, md@ mang
cd tinh bén viing (robustness), khi t6-pd mang bi thay d6i hay khi mot sé lién két
mang khéng hoat dong, do mdi géi tin ma hoa thi ta c6 thé thu lai thong tin da duoc
giri di. Tht tw, m3 mang lam ting tinh bao mat thong tin, it nhat boi chinh thong tin
truyén di trén lién két 13 t6 hop cua nhiéu thong tin. Di véi mang khong day, do
tinh chat phat quang béa cua mang va td-pd mang phu thudc vao cong suat phat. ..

Vi sy xuat hién cia ma mang va cac nhan dinh vé cac tiém ning cua no, hién
nay c6 rat nhiéu nha nghién ciu trén thé giéi quan tam dén ma mang. Hoi thao dau
tién trén thé gisi chuyén vé md mang da duoc to chirc nam 2005 - First Network
Coding Workshop (NetCod 2005) va tir sau d6 chuyén thanh hoi nghi thuong nién
cua hiép hoi IEEE - International Symposium on Network Coding.

Bai Vi tinh tong quat va tiém ning wng dung, M3 mang dang 13 mdi quan tam
rat 16n trong linh vuc ly thuyét théng tin va ma hoa, chuyén mach, théng tin vo
tuyén, ly thuyét do phac tap, mat ma, ly thuyét ma tran... Ly thuyét vé ma mang
dugc phét trién theo nhiéu huéng khac nhau va cac ang dung cia ma mang ngay
cang dugc (ng dung nhiéu trong thyc té.

Trén thé gigi, cac nha nghién ciru vé md mang duoc bat dau tir cong trinh quan
trong cua Ahlswede va dong nghiép nam 2000 [17] da thu hut dwoc sy quan tdm Ion
trong cong dong nghién ctiru. Nhu da noi trén, cong trinh nay chirng minh rang dung
ning cua cac mang multicast (1a sé goi tin téi da duoc truyén tir mot ngudn téi mot
tap cac dich trén thoi gian) c6 thé dat dugc bang cach ma hoa phia trong mang: cho
phép tron dir liéu tai cdc nut mang trung gian cta mang. Nam 2003 Yeung va Cai
ching minh duoc rang d6i véi cac mang multicast chi can sir dung ma tuyén tinh 13
du dé dat dugc dung ning phwong phap nay duoc goi 1 “linear network coding”.
Cung nam ndy, Koetter va Medard mé& rong két qua nay cho mang bat ky va gidi
thiéu mot khudn kho dai s6 rat manh cho ma mang. Phuong phap nay thiét 1ap mot
két ndi hiru ich gitra mot bai toan ma mang vai nghiém cua mot hé phuong trinh da

thirc [23]. Song song véi cac phét trién Iy thuyét nay caa ma mang; Chou, Wu va



Jain trong nam 2003 dé xuit mot phuong phap thuc tién dé thuc hién ma mang ma
khong can thong tin tap trung cua t6-pd mang hay la cac ham ma héa/ham giai mé;
phuong phap nay dugc goi 1a “Practical network coding” [22]. Y tuwong chinh ho
dua ra dé lam duoc diéu d6 1a 1ong ghép mot véc-to ma hoa toan cuc (global
encoding vector) trong mdi mot géi tin. Nhu vay véc-to ma hoa nay s& duoc lay ra
tir nhitng g6i tin nhan dugc va dung chinh né dé giai ma cac goi tin nay. Phuong
phéap nay cho phép &p dung ma mang trong mang phan tan (distributed). Nam 2006,
T. Ho va dong nghiép két hop két qua Iy thuyét vé ma tuyén tinh [28] va md hinh
thuc tidn [27] trén dé dé xuat mot phwong phap phan tan va ngau nhién ding thiét
ké ma mang, phuong phap nay duoc goi 1a “random linear network coding”. Mac
du la ngau nhién, T. Ho va dong nghiép chimg minh duoc rang dung ning cia mang
c6 thé dat duoc Vi sac Xuat tién dén | véi toe do liy thira theo do dai ciia ma.

Sau nim 2008, mot linh vuc nghién cau Iy thuyét tong quat vé ma mang da
dugc dua ra. Cong trinh dau tién theo hudng nay la “Ring-theoretic foundation of
convolutional network coding” (Ly thuyét vanh cua ma mang chap) [37] da tan
dung nhiéu két qua da dugc trinh bay trudc d6. Ho da chitng minh rang ly thuyét ma
mang dua trén truong co dién cua toan hoc va do d6 ma mang chap 1a phién ban caa
mot khudn khoé mai dua trén dai s6 giao hoan. Bac biét, phan mé rong ly thuyét nay
la kha thi bang céach coi thdng tin thuoc vé mot vanh gia tri roi rac (Discrete
Valuation Ring - DVR) va khéng phai ttr mot truong.

Mot su phat trién khac ctia cac nguyén tic co ban vé ly thuyét md mang trong
truong hop c&c mang tuan hoan c6 huéng don nguon ciing dugc trinh bay trong bai
bao “A unified framework for linear network codes” [38]. Cac dinh nghia c6 dién
vé phan tan tuyén tinh, phéat séng tuyén tinh va phat da hudng tuyén tinh duoc dua
ra truGe day st dung kich thudc caa cac nhan ma hoa toan cau dugc lién két véi cac
ngudn dén dé mo ta cac loai ma mang tuyén tinh khac nhau. Mat khac, cach tiép can
théng nhat méi da tan dung loi thé tir khai niém vé tap doc lap thuong xuyén dé mod
ta véi su gin két sy doc 1ap tuyén tinh gitta tap hop céc canh. Tiép theo, cac nha

nghién ctu cai thién két qua trude day bang cach ap dung cac khai niem méi dé



ching minh mét s6 diéu kién va méi quan hé; vai khudn kho ly thuyét méi nay cac
tac gia da chirng minh dinh Iy duoc dua ra bang cac phwong phap don gian hon.

Bai bao “Multicasting algorithms for deterministic networks” [31] da cung
cAp mét thuat todn thoi gian da thirc dé thiét ké cac ma tran nhi phan cho ma
mang da hudng xac dinh va nd phat trién khudn khé Iy thuyét dai sé dugc xéc
dinh trong céc nghién ctu trudc bang cach xem xét cac phép toan trén ma tran.
Sau d6, bai bao “Vector network coding algorithms” [40] mé& rong két qua bai
béo trén va céc tac gia ciing da mé duong cho viéc thuc hién mot thuat toan thoi
gian da thirc dé thiét ké mad mang vecto trong mot kich ban multicast; thuat toan
méi da thay doi van dé tim thay gia tri L nho nhat (L x L 1a kich thuéc cia ma
tran ma hoa) thanh van dé tim kiém cac yéu té gan giéng nhau cua da thic dai
s6. Két qua mai nay dé xuat mot thuat toan trong trudng hop ma mang vo hudng
hoat dong trong thoi gian da thirc.

Niam 2009, bai bao “Mi mang da diém tuyén tinh nhi phan trén cac mang
khdng tuan hoan: cac nguyén tic va cac tng dung trong cac mang truyén théng
khéng day - Binary linear multicast network coding on acyclic networks: principles
and applications in wireless communication networks” [30] da phét trién mot ma
mang multicast tuyén tinh nhi phan cho cac trudng hop mang khong tuan hoan.
Bing cach thay dbi kich thudc caa trudng hitu han va bang cach mé rong chiéu da
diém, céc tac gia da lam giam d6 phuc tap cua ma mang tai cac nit trung gian va
dat duoc chi phi thuc hién thip hon tai cac nit trong mang. Dac biét, két qua nay rat
hitu ich cho viéc thiét ké cho cac mang khong day. Mot nam sau dé, cac nha nghién
ctru ciing trinh bay hai phuong phap dé xay dung hé théng cong tac bang céach st
dung md mang khong xac dinh: hai chién lugc duoc dé xuat trong trudong hop
truyén thong dudng 1én, duong xudng va dugc coi la cong tdc mot phan don ngudn
va cong tac nhiéu nguoi ding.

Nam 2011, bai bao “Beyond the cut-set bound: Uncertainty computations in
network coding with correlated sources” [47] cho thay mot ki thuat dua trén khai

niém vé ving khéng chic chan cia cac vecto biéu dién cho cac bién ngau nhién dé



tinh toan cho van dé truyén thong tin ngudn duoc twong quan. Cung nim do, bai
bao “Coding for a network coded fountain” [42] da dinh nghia mot loai ma goi la
BATched Sparse (BATS) - dai dién cho phan mé rong cia ma LT. Y twéng chinh la
sir dung cac phién, tap cac goi chi két hop céc goi tin tir cing mot tap hop con; hon
nita, n6 di duoc chang minh rang cac phép bién doi tuyén tinh dwgc thuc hién bai
cac phién c6 thé dugc phan tich théng qua kénh toan tir tuyén tinh dwoc xac dinh.
M4 LT 1a mot ho cua cac ma ngudn duoc gidi thiéu lan dau tién vao nam 2002. Vao
nam 2010, cac nha nghién ciru da sir dung ma LT dé giam do phtc tap cua viéc ma
mang trong mot hé théng mang quang bé théng tin quy md 16n. Myc dich cua ma
BATS la giam do phuc tap caa ma mang tai cac ndt trung gian dé truyén mat tep
I6n théng qua mot chuong trinh ma hoa dau cudi.

Vé ma chdp: mot thuat toan cho cac ma mang chap co ban véi thoi gian da
thire, duoc dé& xuat vao nam 2009 trong bai bao “Thuét toan xay dung thoi gian da
thac cia BCNC dé md mang trong cac mang tuan hoan - Polynomial time
construction algorithm of BCNC for network coding in cyclic networks” [43]. Cac
t4c gia da phat trién thuat toan dugc dé xuat ¢ bai bao trén va hoan thanh mot thuat
toan phién ban mai. Sau dé trong bai bao “Thuat toan xay dung thdng nhat caa ma
mang trong c4c mang tuan hoan - Unified construction algorithm of network coding
in cyclic networks” [44] d4 xem xét cac khai niém vé nhan ma hoa toan cau va cuc
bo trong truong hop mang tuan hoan: né phan tich cac diéu kién dé xac dinh ma
tran nhan ma hoa toan cau cta ma mang chap trong mot kich ban tuan hoan. Tiép
theo, bai bdo “Localized dimension growth in random network coding: A
convolutional approach” [45] da thiét ké mot ma mang chap ngau nhién hoat dong
thich nghi trong mot viing nho va thich nghi véi cau tric mang két hop; cac tac gia
d3 cho mot vi du vé phuong phap ciia ho trong cac mang két hop. Ngoai ra cac nha
nghién ctru da mo ta mot Iop ma mang chap maéi cho cac mang da hudng, dugc goi
1a khong thay doi tré: tén nay Ia do thuc té 13 ma khdng phu thudc vao do tré cua
mang. Bai bao “Construction of convolutional network coding for cyclic multicast

networks” [50] da dé xuit mot thuat toan da thirc Xac suat cho cac mang tuan hoan



dinh huéng bang cach tinh toan cac nhan duoc mé hoa toan cau bang cach st dung
cong thic Mason.

Vé ma sira 16i mang: nam 2011 bai bao “Phén tich xac sut diém ky di cho ma
mang tuyén tinh ngau nhién phan tan - Singularity probability analysis for sparse
random linear network coding” [41] da thyc hién phan tich xac suat diém ky di cua
ma tran chuyén vi ngau nhién trong ngit canh ma mang khéng mach lac bang cach
sir dung cac ma kich thude khong d6i. Ho tim thdy mot méi quan hé tuong tng gitra
su thiéu hut mic cua khong gian con nhan duwoc va mau sé khéng cua ma tran
chuyén vi. Ho ciing bat nguon tir gigi han trén va gisi han dudi vé xac suat bi giai
ma sai. Sau d0, bai bao ‘“Network localized error correction: For non-coherent
coding” [51] phét trién cac ma sta 18i ¢o dién trong ma héa khong gian con. Pic
biét, tac gia da chiang minh phan xubi va phan nguoc caa dinh Iy ma hoa dé cung
cap mot giGi han trén cho kha ning ma mang ngau nhién. Bang cach xem Xét cac
khai niem ly thuyét vé nhan ma hoa toan cau dugc ching minh trong cac nghién
ctru trude cho thay raing ma MDS c6 thé dat duoc gidi han Singleton va yéu cau
kich thude truong nho hon két qua da biét. CAc tac gia i mo ta mot thuat toan thoi
gian da thtrc dé trién khai cic ma MDS trong c4c mang tuan hoan dinh huéng. Vi
vay, bai bao “Universal network error correction MDS codes” [46] dd nang cao két
qua trong c4c nghién ctu trude dé giam sy phuc tap caa hé théng va luong khdng
gian luu trir can thiét trong cac nut khdng phai nGt ngudn caa mang.

Bai bao “Convolutional codes for network-error correction” [52] dé& xuat st
dung cac ma chap cho NEC bang cach trinh bay mét s6 wu diém vé kich thudc
truong va do phirc tap giai ma. CAc tac gia ciing nghién ciru md NEC bing cach dua
ra mot gigi han trén, mot rang budc vé xac suat 16i bit BER va céach thuc hién giai
ma. Bai bao “Network-error correcting codes using small fields” [53] d& md rong
nghién ctru trude d6 bang cach &p dung cac nghién ctru trude d6 vao kich ban NEC;
hon nira, c4c tac gia dé xuat mot thuat toan khac dé tinh toan da thirc c6 nguyén td

cung nhau va c¢6 d6 phuc tap nho hon so vai nghién ctu trude do...



Mgt sé nghién cizu vé ma mang & trong nudc:

Déi vai Viet Nam: mic du ki thuat ma mang duoc thé giéi quan tam tur 1au
v6i nhiéu hoi nghi thudng nién, tuy nhién chi dé nay van it dugc sy quan tam cua
cac nha nghién ciru trong nudc. Cac cong trinh cong bd khong nhiéu, co thé ké dén
vai cong bd nhu sau: “Network Coding” khéa luan tét nghiép hé chat luong cao,
cua tac gia Nguyén Thi Thuy Duong [7]; "Két hop ma hda mang 16p vat Iy va lra
chon nat chuyén tiép cho kénh vé tuyén chuyén tiép hai chiéu" cua Vi Bac Hiép,
Tran Xuan Nam, [8]; “Network coding for LTE-based cooperative
communications” ctia Luu Cao Cudng va cac dong nghiép [33]...

Cho dén nay, trong k¥ thuat ma mang phép toan hoc duoc sir dung dé tac dong
Ién cac gdi dir licu thuong 1a phép XOR cac chudi bit nhi phan (vector nhi nhan)
[49]. it c6 cac nghién ciru cac cach thire thuc hién khac.

CAac cdu trac dai s6 nhu vanh sd, trudng sd, vanh da thic,... dugc st dung
nhiéu trong viéc xay dung cac ma sira sai hay ma bao mat [1, 9, 10, 59, 61], bai tinh
tuong minh cua cac cau tric va dé dang trién khai tir Iy thuyét dai sé sang cac mach
dién phan ciing. T cac nhan dinh nay, NCS da di dén quyét dinh lya chon hudng
nghién ctu 12 4p dung mot sé cau trac dai s6 (nhoém, vanh, trudng) vao viéc thyuc
hién ma mang, véi tén dé tai luan an 12 “Ma mang trén mot s6 cau tric dai $6”.

Trén co s& cac nghién ciru dé xuat xay dung ma mang trén mot sé cau trac dai
s6 trong chuong 2 cua luan an, NCS dé xuat thuc hién mot mé hinh ma mang an

toan c6 bao mat, két qua thé hién trong chuong 3 cua luan an.

2. MUC TIEU NGHIEN CUU

- Nghién ctru dé xuat xay dung ma mang trén cau tric nhom cong va/hoic
nhém nhan cua vanh s, truong s, vanh da thuc, truong da thuc.

- Nghién ctru dé xuat xay dung ma mang dya trén nhém cong cac diém cua
duong cong elliptic.

- Nghién ctru & xuat md hinh thuc hién ma mang an toan, dua trén hai hé mat
khoa cong khai.



3. POI TUQNG VA PHAM VI NGHIEN CUU
Péi trong nghién ciru: Ky thuat ma mang trong truyén thong (Networking).
Pham vi nghién cizu: Thuc hién ma mang trén mot sé cu trac dai s6 va ma

mang an toan nham nang cao hiéu qua va bao mat truyén tin.

4. PHUONG PHAP NGHIEN CUU

Céc phuong phap nghién ciru duoc sir dung trong Luan &n bao gom:

- Phan tich, tong hop, khai quét hoa va hé thdng hoa cac tai liéu khoa hoc da
cong bd trén thé gidi va trong nudc, két hop vai viéc tu nghién cau;

- St dung ngdn ngir lap trinh va céng cu dé thir nghiém cac nghién cuu,

dé xuét.

5.Y NGHIA KHOA HQC VA THUC TIEN

Nhitng két qua trong luan an nay 1a mot dong goép nho bé vao viéc phat trién
k¥ thuat ma mang. Cac nghién ctu trong luan an dua ra mot sé cach thic khac dé
xay dung ma mang va 1am co sé dé co thé tiép tuc nghién ctu thuc hién md mang

c6 kha nang bao mat.

6. CAU TRUC CUA LUAN AN

Ngoai phan mé dau, danh muc céc hinh v&, @6 thi, danh muc cac ky hiéu, cac
chir viét tat, két luan va kién nghi, tai liéu tham khao va phu luc, ndi dung chinh cua
Luan an gém 03 chuong, cy thé nhu sau:

Chuong 1: Téng quan vé ma mang

Chuong 2: Pé xuat xay dung ma mang trén mot sé cau tric dai s6

Chuong 3: M6 hinh ma mang an toan



CHUONG 1. TONG QUAN VE MA MANG

Chirong 1 la cdc kién thirc ly thuyér, diroc nghién cizu sinh tdp hop 1am kién
thirc nén tang phuc v cho cac nghién cizu vé sau trong lugn &n. Cac ngi dung dé cdp
tai churong 1 gom: Tong quan chung vé Iy thuyét thdng tin va ma héa; Tong quan veé

m& mang: Pinh nghia, md hinh, cach thyrc hién va mét sé loi ich cia md mang.

1.1. TONG QUAN CHUNG VE LY THUYET THONG TIN VA MA HOA
1.1.1. Ly thuyét théng tin

Nguoi dat vién gach dau tién dé xay dung ly thuyét thong tin 12 Hartley R.V.L.
Nam 1928, ong di dua ra s6 do lugng théng tin 12 mot khai niém trung tam cua ly
thuyét théng tin. Dua vao khai niém nay, ta co thé so sanh dinh luong céc hé truyén
tin voi nhau. Nam 1933, V.A Kachenhicov ching minh mét loat nhiing luan diém
quan trong cua ly thuyét thong tin trong bai bao “Vé kha nang thong qua ciia khong
trung va day dan trong hé thng lién lac dién”. Nam 1935, D.V Ageev dua ra cong
trinh “Ly thuyét tach tuyén tinh”, trong d6 6ng phat biéu nhitng nguyén tic co ban
vé ly thuyét tach céc tin hiéu. Nam 1946, V.A Kachenhicov thdng béo cong trinh
“Ly thuyét thé chdng nhiéu’ danh diu mot budc phat trién rat quan trong cua Iy
thuyét thong tin.

Trong hai nam 1948 - 1949, Shanon C.E cong bé mot loat cac cong trinh vi
dai, dua sy phét trién cua ly thuyét théng tin 18n mot budc tién méi chua ting co.
Trong cac cong trinh nay, nhd viéc dua vao khai niém lugng thong tin va tinh dén
cau trdc théng ké cua tin, 6ng da ching minh mot loat dinh 1y vé kha nang thong
qua ctia kénh truyén tin khi c6 nhiéu va cac dinh ly mé hoa. Nhitng céng trinh nay
la nén tang vitng chic caa ly thuyét thong tin.

Ngay nay, ly thuyét thong tin phat trién theo hai hudng chii yéu sau:

Ly thuyét théng tin toan hec: xay dung nhitng luan diém thuan tuy toan hoc
va nhitng co s todn hoc chit ché cua Iy thuyét thdng tin. Cong hién chua yéu trong
linh vuc ndy thudc vé cac nha béac hoc 13i lac nhu: N.Wiener, A. Feinstain, C.E
Shanon, A.N. Kanmdogorov, A.JA Khintrin.
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Ly thuyét théng tin #ng dung (ly thuyét truyén tin): chuyén nghién ctu cac
bai toan thyc té quan trong do k§y thuat lién lac dit ra c6 lién quan dén van dé chong
nhiu va ning cao do tin cdy cua viéc truyén tin. Cac béac hoc C.E Shanon, S.O
RiCe, D. Midleton, W. Peterson, A.A Khakevich, V. Kachenhicov da c6 nhiing
cong trinh quy bau trong linh vuc nay.

- Théng tin: Thong tin 1a nhiing tinh chat xac dinh cua vat chat ma con nguoi
(hodc hé thdng k¥ thuat) nhan duoc tir thé gidi vat chat bén ngoai hoac tir nhitng
qua trinh xay ra trong ban than no [10].

Véi dinh nghia nay, moi nganh khoa hoc 1a khdm pha ra cac cau tric thong
qua viéc thu thap, ché bién, xir ly thong tin. O day “thong tin” 1a mot danh tir chi
khong phai 1a dong tir dé chi mot hanh vi tac dong gitta hai d6i twong (ngudi,
may) lién lac v4i nhau. Theo quan diém triét hoc, thong tin 1a mot quang tinh cua
thé gioi vat chat (twong ty nhu nang luong, khdi luong). Thong tin khong dugc
tao ra ma chi dugc st dung bai hé thu cam. Théng tin ton tai mot cach khach
quan, khéng phu thudc vao hé thu cam. Trong nghia khai quat nhat, théng tin Ia
su da dang. Su da dang & day cd thé hiéu theo nhiéu nghia khac nhau: Tinh ngau
nhién, trinh d6 t6 chuc...

- Tin: Tin 1a dang vat chat cu thé dé biéu dién hoic thé hién théng tin. Tin cd
hai dang: tin roi rac va tin lién tuc. Vi du: Tam anh, ban nhac, bang sé liéu, bai ndi...
14 céc tin.

- Tin hiéu: Tin hiéu 1a cac dai lugng vat ly bién thién, phan anh tin can truyén.

- Nguén tin: 12 noi san sinh ra tin. Néu tap tin la hiru han thi ngudn sinh ra né
duoc goi 1a ngudn roi rac. Néu tap tin 12 v han thi nguén sinh ra né duoc goi 1a
nguon lién tyc. Ngudn tin c6 hai tinh chat: Tinh thong ké va tinh ham y. Vi nguon
roi rac, tinh thong ké biéu hién & chd xac suat xuét hién céc tin 1a khac nhau. Tinh
ham y biéu hién & chd xac suat xuét hién cua mot tin nao dé sau mot day tin khac

nhau nao d6 la khac nhau.
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- May phat: 1a thiét b bién d6i tap tin thanh tap tin hiéu twong tng. Phép bién
d6i nay phai 1 don tri hai chiéu (thi bén thu mai cé thé “sao lai” dugc ding tin giri

di). Trong truong hop tdng quat, may phat gom hai khéi chinh.
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- Thiét bi ma hod: 1am &ng madi tin vi mot to hop céc ky hiéu da chon nham
tang mat do, ting kha ning chdng nhidu, ting toc do truyén tin.

- Khéi diéu ché: 1a thiét bi bién tap tin (d3 hoic khong ma hod) thanh céc tin
hiéu dé birc xa vao khong gian dudi dang song dién tir cao tan. V& nguyén tic, bat
ky mot may phét nao ciing c6 khoi nay.

- Puong truyén tin: 1a méi trudng vat 1y, trong d6 tin hiéu truyén di tir may
phat sang mdy thu. Trén duong truyén cé nhirng tac dong lam mit ning luong, 1am
méat théng tin cua tin hiéu.

- May thu: 1 thiét bi 1ap lai (sao lai) thong tin tir tin hiéu nhan duoc. May thu
thuc hién phép bién doi nguoc lai voi phép bién doi & may phat, bién tap tin hiéu
thu dwoc thanh tap tin twong tng. May thu gém hai khéi: Giai diéu ché: bién doi tin
hiéu nhan dugc thanh tin dd ma hoa; Giai ma: bién ddi cac tin d3 ma hoa thanh cac
tin twong (mg ban dau (cac tin cua nguon giri di).

- Nhan tin (c6 ba churc nang): ghi gitr tin (vi du b nhé ciia may tinh, bang ghi
am, ghi hinh...); biéu thi tin: 1am cho céc gidc quan cta con ngudi hodc cac bo cam
bién cua may thu cam dugc dé xir ly tin (vi du bang am thanh, chit s6, hinh anh...);
xtr ly tin: bién d6i tin dé dua n6 vé dang d& sir dung. Chirc ning nay c6 thé thuc
hién bang con ngudi hoic bang may.

- Keénh truyén tin: 1a tap hop céc thiét bi k§ thuat phuc vu cho viéc truyén tin
tir ngudn dén noi nhan tin.

- Nhiéu: 12 moi yéu t6 ngau nhién cé anh huong xau dén viéc thu tin. Nhiing
yéu t6 nay tac dong xau dén tin truyén di tir bén phat dén bén thu.

1.1.2. Ma hoa thong tin

Viéc truyén théng tin qua mang duoc hiéu 1a mot su trao ddi dir liéu, ma
khong c6 kha ning két hop hoic tron Ian nhiing di liéu di duoc guri. Vao nim
2000, bai bao “Network information flow ” [17] cua R. Ahlswede, Ning Cali, S.-R.
Li, va R. W. Yeung da thay d6i quan diém nay bang cach gisi thiéu khéi niém luong

thong tin (information flow) dé chirng minh riang su két hop dit liéu c6 thé 1am ting
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dung luong vuot qua giGi han cia mot mang. Phan ma rong nay chieng minh cho sy
ra doi cia mot linh vuc nghién ctu moi day hia hen d6 13 ma mang (Network
Coding). Trudc do, cac hoat dong ma hoa cua ly thuyét thong tin chi duoc st dung
trong: mé hda ngudn (Source Coding) néu cach nén thdng tin tai ngudn dé tang hiéu
qua trong truyén dan va ma hoa kénh (Channel Coding) thé hién hoat dong chén cac
bit du thira trong chudi théng tin dé lam no tang kha ning chéng nhidu va sira sai
truwéc khi truyén trén kénh truyén.

Muc tiéu cua ma héa ngudn (con duoc goi 12 nén dix liéu) 1a thay thé cho
thong tin duoc tao ra tir mot ngudn thdng tin mot cach hiéu qua nhat. Két qua cua
ma hda ngudn 1a cé&c bit doc 1ap hay 1a mot chudi cac bit doc 1ap mdi bit cd thé bang
0 hodc 1. Néu ma hda ngudn duoc thuc hién tét thi s& co dugc sb lugng bit nho nhat
c6 thé dé biéu dién ngudn thong tin. Sau d6, chudi bit tir ma héa ngudn can duoc
truyén tir mot diém nay sang diém khéc théng qua mot kénh truyén cé nhiéu.

Pé dat duoc thong tin lién lac tin cdy, ma hoa kénh dwgc ap dung cho
chudi bit cia ma hoéa nguon sinh ta. Muc tiéu cia ma hoa kénh 1a ¢ phia may thu
c6 thé nhan dugc chudi bit va khdi phuc chudi bit mot cach chinh xéac. Viéc ma
héa kénh twong duwong véi viéc chong nhiéu, tic 1a truyén thong tin trén mot
kénh c6 nhidu nhu viéc truyén théng tin trén mot kénh khéng nhiéu. Hon nita,
khi chudi bit du dai, ma hda ngudn va ma hoa kénh cé thé dugc thuc hién riéng
ma van dat duoc tinh téi vu.

Ly tuong nhat, ma hoa ngudn s& chuyén doi tin hiéu ngau nhién duoc tao ra
boi ngudn théng tin thanh mot chudi cac bit doc 1ap ma khong thé nén thém duoc
nita. Poi voi ma hda kénh muyc dich 1a dé ngan chan chudi bit nay bi thay doi bai
nhidu trén kénh truyén. Diéu nay dugc thuc hién ma khong can phai thuc hién bat
ky tham chiéu hay dong bo dén nguén phét tin hiéu ma chudi bit dai dién cho. Do
do, cac bit doc lap thuong duoc coi 13 “information atoms” Vi ¥ nghia 1a cac yéu to
co ban nhat cua thong tin.

Nhu vay, véi muc dich truyén thdng dit liéu khi khdng ¢ anh huong boi nhiéu

ching ta chi can quan tim dén viéc thong tin dwoc thé hién boi cac bit doc 1ap nhu
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mot hang hoa. Dy 1a nguyén tic thiét ké co ban cho cdc mang may tinh, noi ma
mot mang ¢6 nhiéu dugc chuyén doi thanh mot mang khdng ¢é nhidu dau tién bang
mi héa kénh va céc bit thong tin duge dinh tuyén théng qua mang khong nhiéu nay

nhu mot hang hda.

1.1.2.1. H¢ théng luu trik diF ligu phan tan

Mot thiét ké chung cho cac hé thong luu trir dir liéu s6 ngay nay la hé thdng
lwu trit ¢6 kha nang luu trit nhiéu dir liu va c6 kha ning khéi phuc dit liéu
(Redundant Arrays of Inexpensive Disks - RAID). Mot hé théng nhu vay, bao gom
nhiéu 6 cang va cung cap du phong bang cach sao chép di liéu qua cac 6 cang khac
nhau. RAID 4/5 ¢6 thé dugc mo hinh héa thanh mot mang nhu trong Hinh 1.2
Trong mang nay, chia tap hop c&c nat thanh ba 16p. Lép trén dinh duoc goi la nat
ngudn, noi ma hai bit thong tin X va Y duoc tao ra. L6p ¢ gitta gdm ba nat, mdi nat
la mot 6 cting ¢6 thé luu trir mot bit. Chiing ta hiy dénh sé ching 13 6 s6 1-3 tir trai
sang phai. O ctimg 1 luu trix bit X, 6 cing 2 luu trix bit Y va 6 cang con lai luu trix
bit X + Y (cong modulo 2 hay 1a phép toan xor) thu dugc bang cach ma héa hai bit
X va Y. Lép dudi cung la ba nat giai ma, mdi lan giai ma s& truy cap hai 6 ciing
khac nhau trong s ba 6 ciing 16p ¢ giita.

Hinh 1.2 mé ta hé théng RAID 4/5 c6 thé luu trit hai bit théng tin doc 1ap 1a X
va Y. Ba nit giai md 1a logic, c6 nghia la tuy thudc vao kich ban mét trong cac bo
giai ma c6 lién quan c6 thé dugc sir dung dé giai ma hai bit X va Y; ching ta hay
goi chling 1a bo giai ma s 1-3 tir trai sang phai. Trong hoat dong binh thudng, ca ba
6 cung déu ludn san sang bo giai ma 1 st dung ndi dung cia 6 cing 1 va 2 lam dau
vao c6 thé giai ma X va Y. Thuc té, khong can giai ma thuc sy ¢ day vi cac bit
thong tin dugc luu trit khdng ma hoa. Bay gio, néu bat ky mot trong céc 6 ciing bi

15i thi muén 6 hai bit X va Y ta cd thé phuc hoi tir hai 6 cing con lai.
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XY

XY XY XY
Hinh 1.2. Mot mang minh hoa cho hé théng RAID 4/5
Vi du: néu 6 ciing 1 khéng kha dung, bi I18i thi dya trén hai dix lisu Y va X + Y
duoc luu ¢ hai 6 cang con lai bo giai ma 3 c6 thé giai ma X Ia:
Y+X+Y)=(+Y)+X=0+X=0
Do d6, hé théng RAID 4/5 c6 thé khdi phuc duoc dir liéu khi mot 6 cing bi
15i. Trong bai toan nay, dir liéu X va Y c6 thé dugc coi 1a mot ngudn théng tin vi ca

X va'Y yéu cau phai dugc giai ma bai moi bo giai ma.

X Xy XY XY

Hinh 1.3. Hé thng luu trir dit ligu da nguon

Bay gio chling ta hdy xem xét hé théng tong quat hon trong Hinh 1.4, trong d6
hai bit thong tin X va Y duoc luu trit trén ba 6 ctng tir 1-3. Yéu cau la néu céc 6
ctng déu bi 18i chi con mot 6 cang bat ky nao khdng bi 13i thi ca X va Y déu c6 thé
dugc khdi phuc. Nghia 1a néu mot minh 6 ciing 1 hoat dong, bit X c6 thé dugc phuc
hoi. O day X va Y can phai duoc phan biét 1a hai nguon thdng tin khac nhau bgi vi

ching khéng can phai duoc giai md cing nhau boi moi bo giai ma. Cac giai phép
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cho van dé nay 1 binh thudng nhu dwoc thé hién trong Hinh 1.3. Héa ra nghién cau
vé Van dé nay 1a don gian va dan dén ngudn gdc cua ma hda mang.

Hay xem xét hai ngudn thong tin doc 1ap vé mat thong ké duoc biéu dién bang
cac bién ngiu nhién doc 1ap X va Y. Gia sir ching ta mudn gui X va Y tir mot diém
nay dén diém khac bang céach truyén qua kénh truyén thong diém-diém. Tu ly
thuyét thdng tin cd dién, ching ta biét rang bang céch nén riéng X va Y ching ta
can truyén céc bit H(X) + H(Y). O day H(.) biéu thi cho entropy cua mot bién ngau
nhién trong cac bit. Néu thay vao d6 ching ta nén X va Y mét céch riéng biét thi
ching ta can khoang H(X, Y) bit. Tuy nhién, vi X va Y 1a doc lap, ching ta co:

H(X) + H(Y) = H(X,Y)

Diéu d6 c6 nghia 1a ddi vai truyén thong diém-diém, cho du ching ta nén X
va Y riéng biét hay cing nhau vé co ban né khdng tao ra su khéac biét ndo. Tuc 13,
thay vi xtr Iy nhiéu ngudn théng tin ciing mét IGc chdng ta chi can xir Iy mot nguon
thong tin tai mot thoi diém. Trong truong hop véi nhiéu ngudn thdng tin, chdng ta
da dé cap dén phuong phap ma héa xir Iy cac nguon riéng biét nhu ma héa phan
tach ngudn (source separation coding). Chung ta da thay rang ddi voi truyén thong
diém-diém ma hoa phan tach nguon 1a téi wu.
1.1.2.2. Hé théng thong tin vé tinh

Vén dé tiép theo ching ta xem xét 1a mot truong hop phét sinh tir hé thong
truyén thdng vé tinh. Mot mang truyén thdng vé tinh bao gdm cac may phéat mit dat,
c4c vé tinh va may thu mat dat. Mot may phat (may thu) va vé tinh co thé giao tiép
Vv6i diéu kién 1a ching nam trong tim nhin caa nhau. Mdi may phat phét ra mot
ngudn thong tin can phai phat da huéng dén mot bo thu duoc lya chon théng qua
cac vé tinh.

Hién nay, mot vé tinh khéng c6 tinh ning gi hon 1a chuyén tiép cac goi dit liéu tir
mot may phat dén may thu bang cach thu va phat song vo tuyén. Tuy nhién vé nguyén
tac, mot vé tinh ¢ thé phat ra mot gai tin tir viéc ma hda mot sb gai tin nhan duoc co

thé tir nhiéu hon mot méay phat. Ngoai ra, may thu cd thé giai ma théng tin tir mot s6
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goi dit liu duoc truyén bai nhiéu hon mot vé tinh. Nhiing bd sung kha ning ma hoa
cua cac vé tinh va cac may thu bay gio duoc goi l1a ma héa mang.

Pé don gian hoa van dé, gia s cac dudng Ién tir cac bo phat téi vé tinh co
bang thong v6 han, vi vy ngudi ta c6 thé gia dinh riang vé tinh biét day du vé ngudn
thong tin duoc tao ra bai mdi may phét trong ving bao phi. Cac dudng xudng co
bang thong hitu han, tic 12 mdi vé tinh cd thé phat séng & mot sb tée do hitu han.
Déi v6i mot tap hop céc tde d6 cho cac ngudn thong tin, chung toi quan tim dén tap
hop tat ca cac téc d6 ma cac vé tinh c6 thé phat dé mdi ngudi nhan cé thé khdi phuc
tat ca cac ngudn thong tin danh cho nd. Tap hop tat ca cac toc do co thé duoc goi la

viing téc d6 ma hoa (coding rate region).

X Y Z
Céc may phat /l\\\ -
Cac vé tinh
Céc may thu ©
XYz

Hinh 1.4. Mang thong tin vé tinh

Vén dé nay cé thé duoc xay dung nhu mot hé thong luu trix dix liéu duoc thao
luan trong phan trude. Hinh 1.4 12 minh hoa cho mot hé thdng vé tinh vira dugc
trinh bay. L&p trén cung la cdc may phat, 16p thir hai la céc vé tinh va 16p dudi cung
la cac may thu. O day, cac bo phét, vé tinh va bo thu twong (ng véi cac nlt ngudn, 6
cing va bo giai ma trong hé théng luu trir dir lidu trong Gng. Véan dé Iy thuyét

thong tin cua hé thong thong tin vé tinh 1a ¢é mo ta viing toc d6 ma hoa.
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1.2. TONG QUAN CHUNG VE MA MANG

1.2.1. Pinh nghia ma mang

Dinh nghia mi mang khong don gian. C6 mot s6 dinh nghia c6 thé da duoc
dua ra va sir dung. Trong bai béo cua Ahlswede, Cai, Li va Yeung ndi rang “viéc
s dung ma hoa tai mot nat trong mang duoc coi la md mang” [17, 18]; Pay la dinh
nghia chung nhat vé md mang. Nhung né khong phan biét nghién ctu vé ma mang
tir mang hoac nhiéu thiét bi dau cudi, ly thuyét théng tin - mot linh vyuc cii hon véi
v sd cac van dé khd. Bai béo cua Ahlswede va cong sy c6 mot dic diém phan biét
n6 véi cac bai bao Iy thuyét thong tin mang 1a thay vi nhin vao cac mang tong quat
noi ma moi nat thy y c6 mot higu tng xac suat trén mdi nut khac, ching c6 cai nhin
dic biét tai cac mang bao gom céc nut lién két voi nhau bang céc lién két diém-
diém khéng c6 15i. Vi vay, mé hinh mang caa Ahlswede va cac cong su 1a mot
truong hop dic biét trong linh vuc nghién ciu ly thuyét thong tin mang, mac du nd
rat phu hop véi cac mang hién tai vi vé co ban tat ca cac mang c6 thé duoc mé hinh
hoa mot khi 16p vat 1y duoc coi nhur 1a cac dudng truyén dan khong cé 15i thyuc hién
van chuyén cac bit.

Mot dinh nghia khac vé ma mang la viéc ma héa tai mot nat trong mang c6
cac lién két khong co 16i. Pinh nghia ndy phan biét chirc ning cia ma mang tir ma
hoa kénh véi cac két ndi c6 nhidu. Pinh nghia nay thudng dugc sir dung va theo d6
nghién cau ma mang 1a mot linh vyc dic biét caa ly thuyét thong tin mang. Nhiéu
nghién ctu vé ma mang da tap trung xung quanh mot dang ma mang cu thé 1a ma
mang tuyén tinh ngau nhién. M mang tuyén tinh ngau nhién duoc gisi thiéu nhu 1a
mét phuong thic ma héa ngau nhién don gian cung cip “mot vecto cta cac hé sb
cho céc qua trinh ngudn” va duoc “cap nhat bai mdi nit ma hoa”. Néi cach khac,
ma& mang tuyén tinh ngau nhién yéu cau cac ban tin dugc truyén théng qua mang
dugc kém theo mot sb thong tin bo sung - trong trudng hop nay 1a mot vecto cac hé
s6. Trong cac mang truyén thdng ngay nay, c6 mot loai mang duoc sir dung rong rai

dé dang chura céac théng tin bd sung va ¢ céac lién két khong co 16i 1a mang goi. Véi
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céc goi tin, thdng tin bd sung hoic théng tin phu c6 thé duoc dit trong phan dau cua
goi tin (vi du: s6 tha tu thuong dugc dit trong tiéu dé goi dé theo ddi thi tu).

Mot dinh nghia thir ba cia md mang la viéc ma hoa tai mot nut trong mot
mang goi (noi dir liéu dugc chia thanh cac goi va md@ mang duogc ap dung cho cac
noi dung cua goi) hoac ndi chung la viéc thuc hién ma hoa ¢ phia trén I6p vat ly.
Piéu nay khong giéng nhu Iy thuyét thdng tin mang thudng lién quan dén viéc ma
hoa ¢ 16p vat 1y. DBinh nghia nay 1a hitu ich bdi vi nd can cir vao cac nghién curu cia

chding ta trong mot trueong hop cu thé dé cé thé trién khai thuc té.

\ //,\qu)
/ \f(\lvﬂ,\)

Hinh 1.5. M6 hinh m& mang

Tur nhitng ndi dung trén ta c6 thé hinh dung ma mang don gian nhu sau: Vi
mét bo dinh tuyén trong mang may tinh chi c6 thé dinh tuyén hoic chuyén tiép goi
tin. Mdi goi tin trén mot lién két dau ra 1a mot ban sao cua goi tin dén trude d6 trén
mot lién két ¢au vao. Ma mang cho phép mdi nat trong mang thuc hién mot s6 phép
toan nén mdi goi tin duoc giri trén lién két dau ra cua nat ¢d thé 1a mot ham hoic
“tron” ctia Cac ban tin dén trudc d6 trén cac lién két dau vao cia nat, nhu duoc
minh hoa trong Hinh 1.5 [20]. Nhu vay, m4 mang ndi chung Ia s truyén, tron (hoic
ma hoa) va tron lai (hoic ma hoa lai) cua cac goi tin dén cac nat bén trong mang,
sao cho cac goi tin dugc truyén téi dich va co thé giai ma duoc tai cac dich cudi
cung caa chung.

DPon gian hon ta c6 thé hiéu ma mang qua mot trudng hop sau: Trong céc
mang dinh tuyén truyén thong, cac goi duoc luu trir mot cach don gian va sau do
dugc chuyén tiép dén nit tiép theo trong mang. Nhu vay, néu mot nat dinh tuyén

nhan dugc hai goi tir hai ngudn riéng biét n6 s& chuyén tiép ching tuan tu, ngay ca
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khi chung dugc guri téi cing mot dich, trong khi dua vao hang doi tat ca cac gai tin
khac ma né nhan duoc trong thoi gian chd dé gui xong mot goi tin mai tiép tuc gui
tiép. Diéu nay dan dén viéc tao ra cac truyén dan riéng biét cho mdi ban tin duoc
giri di diéu nay l1am giam hiéu qua cua mang. M& mang duoc st dung dé giam thiéu
diéu nay bang cach hop nhit cac ban tin lién quan véi nhau tai mot nat chuyén tiép,
str dung mot phuong thirc ma héa da biét va sau d6 chuyén tiép géi tin sau khi hop
nhat dén nut dich, nat dich nhan dwoc goi tin va tién hanh giai ma thu dugc thdng
tin can thiét.

Khi linh vuc m3 mang dugc dua ra nghién ciu din dén nhitng phét trién
nhanh chéng va thuc day viéc st dung cac céng cu toan hoc méi, trong cac linh vuc
nhu dai s6, Iy thuyét matroid, hinh hoc, ly thuyét do thi, to hop va ly thuyét téi wu
héa phuc vu cho cac phuong phap ma hoa t6i wu hién nay.

1.2.2. M6 hinh ma mang don gian

M6 hinh mang canh budm la mot mé hinh kinh dién, dé hiéu duoc st dung dé
mo ta hé théng mang str dung ma héa mang mot cach don gian nhat [19]. Khi mot
ngudn thong tin duoc phat da hudng trén mang truyén thong diém-diém thi viéc ma

hda mang c6 thé gilp hoat dong tot hon viéc dinh tuyén.

Hinh 1.6. Mang canh buém
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Xem xét mang trong Hinh 1.6 (a). Hai bit X va Y duoc tao ra tai cc nit ngudn
s. Nhiém vu la phat da hudng cho ca hai bit X va Y téi hai nat dich t; va t,. Trong
mang, mdi canh dai dién cho mét kénh truyén dir liéu khéng cé nhidu va trén do
mét bit ¢ thé dugc truyén qua. C6 mot kénh dac biét tir ntt 3 dén nut 4; Phuong
phap tiép can dinh tuyén thong thuong cho thay rang tac vu con cua phat da huéng
X va tac vu con caa phat da hudng Y c6 thé duoc thuc hién mot cach doc lap. Dé
phéat da huong X, bit phai duoc gui doc theo cac duong dan mau do, trong do6 bit
duoc nhan ban tai nut 1. Tuwong tu, bit Y phai duoc gui doc theo cac duong dan mau
xanh va bit duoc nhan ban tai nat 2.

RG rang, ¢ mot xung dot gitra duong dan mau do va dudng dan mau xanh tai
kénh tir nat 3 dén nat 4 ma khong thé giai quyét duoc. Do dé, khong thé phat da
huéng hai bit tir nit nguon s dén cac nut dich ¢, va t, bang cach dinh tuyén don
thuan. Tuy nhién, xung dot tai kénh tir nat 3 dén nat 4 cé thé duoc giai quyét bang
cach ma héa hai bit X va Y thanh mot bit don X + Y. Pay chinh la giai phap ma hoa
mang va dugc hién thi trong Hinh 1.6 (b). R3 rang, ca hai nut dich t; va t, déu co
thé giai ma X va Y.

Trong mang canh budm, c6 hai dudng truyén riéng biét co thé truyén tur
nit nguon s dén nut dich t;, trong d6 i = 1, 2. Vi du, hai duong phan tach canh
tr s dén t, la:

DPuongl: s > 1 - t;
Duong2:s > 2-3->4->t,.

Chung ta néi rang luu lugng téi da (maximum flow) tir nGt ngudn s dén nat
dich t; 1a bang 2. RS rang, khong thé giri nhiéu hon hai bit tir nlt nguon s dén bat
ky ndt nao trong sb cac nut dich c6 thé & dang ma hoa hoic khdng ma hda. Néu
ching ta can gui hai bit tir nGt nguén s dén bat ky mot trong cac nat dich, thi hai bit
cd thé duoc dinh tuyén doc theo hai duong truyén riéng biét twong Gng véi hai
canh. N6i cach khac, sb bit c6 thé duoc giri tir nit s dén nat ¢; bang voi luu lugng

I6n nhat tir ndt s dén nat ¢;. Theo nghia nay, ching ta néi rang luu luong téi da tir
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nat s dén nat t; co thé dat duoc bang cach dinh tuyén. Néu ching ta can phat da
huéng hai bit tir nGt ngudn s dén ca hai nit dich, thi lwu luong t6i da cua hai nat
dich khong thé dong thoi dat dugc bang cach dinh tuyén. Tuy nhién, diéu nay c6 thé
dat dugc bang phuwong phap ma hda mang nhu chiing ta da thay.

Trong mot mang diém-diém, hiy xem xét phat da huéng ngudn thdng tin tur
mét ndt ngudn dén mot sé lwong ¢ dinh cac nat dich ty;ty; ...; t. Biéu thi luu
lwong t6i da tir nGt s d&én nat ¢; boi ludng téi da - maxflow (t;). Nhu da thao luan,
tbc do cuia nguon thdng tin khong thé vuot qua maxflow (t;) cho mdi i, hoic twong
duong, téc do cua ngudn théng tin khéng thé vuot qua muc toi thiéu cua maxflow
(t;) voi tit ca i = 1,2, ..., k. Dinh Iy Max-flow - Min-cut dua ra gii han trén cho
ludng thong tin va duoc goi 1a giéi han dong chay téi da (Max-flow bound) hay
cling duoc goi 1a gigi han Min-cut va n6 cé thé dat duoc bang ma héa mang.

Giai phap ma hoéa mang trong Hinh 1.6 (b) la sy chung minh dinh ly Max-flow
- Min-cut cho mang canh buém. Trong giai phap nay, co ché ma hoa chi lién quan
dén phép toan cong modulo 2 tao thanh tir mot ma trong ma mang tuyén tinh trén
truong nhi phan. Ma mang tuyén tinh 1a quan trong nhat trong thuc té vi thuat toan
ma hoa va giai ma hiéu qua co thé dugc thiét ké cho cac ma nhu vay.

Giai phap ma héa mang cho mang canh buém cho thay rang d6i vi mot van
dé ma héa mang don ngudn, thi gigi han Max-flow c6 thé dat duoc bang ma hoa
mang tuyén tinh. Piéu nay da duoc chitng minh bai Li, sau d6 Koetter va Medard
d3 chitng minh két qua tuong tu bing phuong phap ctia mot ky thuat quen thudc
hon véi cac ky thuat giao tiép do d6 mo rong hon nira linh vurc nay.

1.2.3. Mt s6 lgi ich cia ma mang

Theo cac phén tich trong [21], m& mang cho phép cac nut tao ra cac goéi dir

lieu méi bang cach két hop céc gdi nhan dugc. K§ thuat nay c6 mot sé loi ich nhu

tang thong lugng, cai thién do tin ciy va ting d6 6n dinh ciia mang.
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{a) (b (c) {d)

Hinh 1.7. Vi du co ban vé ma mang

Dé mo ta loi thé cua ky thuat ma mang, xét mang dwgc md ta trong Hinh
1.7(a). Xét mang bao gém hai ngudn s; Va s,, va hai dich t, va t,. Gia st tat ca
cac tuyén ciia mang déu cé dung lugng 1a don vi, mdi mot tuyén chi truyén mot
go6i dit lidu tai mot thoi diém. Theo céach truyén théng, cac goi dugc chuyén tiép
qua hai cay Steiner (cay Steiner 1a cay két ndi ndt ngudn véi cac dich va co thé
chira cac nat khac), cay thir nhat chuyén tiép cac goi tao boi s, va cay tha hai
chuyén tiép cac goi do s, tao ra. Tuy nhién, mang khéng bao gom hai tuyén
khong két ndi Steiner vgi hai nguon s; va s,, do d¢6 phuong phap truyén théng
kiéu multicast két néi hai nguon théng tin nay 1a khdng thé thuc hién duoc. Vi
du, nhu mo ta trong Hinh 1.7(b) va Hinh 1.7(c) chia sé nat c6 chai (v, v,).
Hinh 1.7(d) cho thay xung dot c6 thé duoc giai quyét bang ky thuat ma mang.
Giai thich nhu sau, gia stir a va b la cac gdéi do s, va s, tuong ng tao ra. Ca hai
g6i dugc guri ddng thoi dén nat vy, tai ddy né sé& tao ra géi méi a® b, va goi
méi dugc giri dén hai nat ¢, va t,. D& dang nhan thay ca hai nat c6 thé giai ma
cac goi a va b tir cac goi nhan duoc tir cac tuyén dén.

K¥ thuat ma mang c6 thé hitu ich trong viéc toi thiéu hoa tré dir liéu tir nat

ngudn dén céc nit dich.
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(a) (b) (c) (d)

Hinh 1.8. Téi thiéu héa tré bang ma mang

Vi dy, xét mang trong Hinh 1.8(a). Gia sir tai mdi thoi diém mdi tuyén chi
truyén mot goi va tré cia moi tuyén 1a mot don vi thoi gian. Hinh 1.8(b) va Hinh
1.8(c) md ta hai tuyén khong két néi cua cay Steiner thuc hién két ndi s dén cac
dich t;,t, va t5. Tuy nhién, nit t, s& nhan mot trong cac gai bi tré di 3 don vi thoi
gian. Ta thay rang bat ctr so do nao khéng ding ma mang sé gay ra tré ba don vi
thoi gian. Hinh 1.8(d) 1 giai phap ding ma mang cho thay dix liéu truyén chi tré hai
don vi thoi gian.

Ngoai ra, k¥ thuat ma mang ciing c6 thé duoc dung dé téi thiéu cac phién

truyén dan, hay la giam nang luong tiéu thy trong mang khong day.

& W ©
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(b)

Hinh 1.9. Giam tiéu thy nang luwgng véi md mang:

(a) theo céch truyén thdng (b) theo ma mang
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Vi du, xét mang khong day trong Hinh 1.9. Mang bao gém hai nit s; va s,
mudn trao doi cac goi thdng qua ndt trung gian v. Cu thé nat s, can gui goi a cho
nit s, va ndt s, can gui goi b cho nit s;. Hinh 1.9(a) 1a cach thuc hién truyén théng
va can dén 4 phién truyén. Hinh 1.9(b) 1a so d6 truyén theo m& mang ma theo d6 nut
trung gian v dau tién nhan hai géi a va b tir s; va s, sau d6 no tao ra géi mai la
a @ b rdi phat goi nay cho ca a va b, theo so dd nay thi chi can 3 phién truyén. Vi
du nay cho thay k¥ thuat ma mang c6 loi ich dé giam cac phién truyén din trong
mang v tuyén quang ba.

Véi céc vi du da néu trén day, cho thdy ma mang c6 nhiéu loi ich cho cac ung
dung bang rong trong cdc mang thdng tin cé day va khéng day. Viéc su dung k§y
thuat md mang cho thiy wu diém hon so véi cach truyén théng. Bang viéc ma hoa
tai cac nGt mang trung gian, k¥ thuat ma mang tac dong Ion dén mang truyén thong

thé hé méi bai nhiéu loi ich tiém nang cuia N6 ma cac nha nghién ciru d chi ra.

1.3. KET LUAN CHUONG 1

Viéc truyén théng tin qua mang duoc hiéu 1a mot su trao ddi dir liéu, ma
khong c6 kha ning két hop hodc tron 13n nhitng dir liéu da dwoc gui. Tir cac phan
tich trong bai bao “Network information flow ” [17] cia R. Ahlswede, Ning Cai, S.-
R. Li, va R. W. Yeung di thay d6i quan diém nay bang cach dwa ra khai niém luong
thong tin dé chirng minh rang su két hop dir liéu co6 thé 1am ting dung lugng vuot
qua gidi han ciia mot mang.

Trong mot hé théng théng tin s6, ngoai cac loai ma nhu ma héa ngudn (voi
muc dich nén dir liéu), ma bao mat, ma hoa kénh (stra sai); thi ky thuat ma mang (ky
thuat thugc 16p mang) ciing co6 thé duoc ap dung nham ting tinh 6n dinh cua mang,
giam tré, ting thong luong...

Chuong 1 d3 khai quat chung vé ly thuyét théng tin va ma hoa, ly thuyét tong
quan vé ma mang, mé hinh cach thuc thuc hién ma mang va céc loi ich khi sir dung

ma mang.
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CHUONG 2. PE XUAT XAY DUNG MA MANG TREN
MOT SO CAU TRUC PAI SO

Chuong 2 trinh bay cdc Kién thirc co ban vé co sé toan hoc vé sé hoc modulo,
CAC Cdu tric dai S0, trén co sé dé, NCS tap trung nghién cizu dé xuat xay ding mét
so phwong phdp thic hién ham ma héa mang bang cac phép céng, phép nhan cac

s6 hodc da thirc Va Cdu triic dai s6 nhdm céng cdc diém trén dweong cong elliptic.
Céc két qua nghién citu ¢ chuwong 2 da dwoc cong bé trén cac bai bao:

Bai bao 1: (2018) Pham Long Au, Nguyén Binh, Ngé Pirc Thién, Nguyén Lé
Cuong, “Md mang trén mét so Cdu triic dai 6”7, Tap chi Nghién cizu Khoa hoc va
cong nghé Quan s, trang 125-132, No 54, 4/2018).

Bai bao 2: (2019) Au Pham Long, Thien Ngo Duc and Binh Nguyen, "About
Some Methods of Implementing Network Coding based on Polynomial Rings and
Polynomial Fields,” 2019 25th Asia-Pacific Conference on Communications
(APCC), Ho Chi Minh City, Vietnam, 2019, pp. 507-510, doi:
10.1109/APCC47188.2019.9026530; (PoD) ISSN: 2163-0771, IEEE Xplore.

Bai bao 3: (2019) Pham Long Au, Nguyen Minh Trung, Nguyen Le Cuong,
“About Some Methods of Implementation Network Coding over Number Rings”,
Proceedings of the 12th international conference on advanced technologies for
communication, page 371-374, ATC 10/2019; ISSN: 2162-1039 IEEE Xplore;

Bai bao 4: (2019) Pham Long Au, Ngo Duc Thien, “About one method of
Implementation Network Coding based on point additive operation on Elliptic
curve” Journal of Science and Technology on Information and Communications,
No 1 (CS.01) 2019, ISSN 2525- 2224, page 3-6.
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2.1. MOT SO PHUONG PHAP XAY DUNG MA MANG TREN VANH SO
2.1.1. S6 hoc modulo
2.1.1.1. Sé nguyén
Tap céc s6 nguyén:
{..-3,-2,-1,0,1,2,3,..} = Z
Pinh nghia 2.1:
Choa,b € Z, alauwéc cua b néu Ac € Z: b = a.c. Ky hiéu: a|b.
Céc tinh chdt chia hét
VYa,b,c € Ztaco:
+ ala
+ Néu a|b vab|c thi a|c
+ Néu a|b va a|c thi a|(bx + cy) V6i Vx,y € Z
+ Néualbva blathia=+b
DPinh nghia 2.2:
Thuat toan chia d6i vai cac sé nguyén:
Néuavablacac sénguyen véib>1thia=qgb+1,0<r<bh,qvar la
duy nhat,
Phan du cua phép chia a va b duoc ky hiéu a mod b = r
Thuong ctua phép chia a va b dugc ky hiéu a divb = q
Tac6adivb = [%],amodb = a—b[%]
a=73,b=17 - 73divl7 =4, 73modl7 =5
Pinh nghia 2.3: Udc chung
¢ la w6c chung cuaava b néu cla & c|b

Pinh nghia 2.4: Ugc chung 16n nhat (UCLN)
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S6 nguyén duong d 1a UCLN cua cac s6 nguyén ava b (Ky hiéu d = (a, b)) néu:

-dlaudcchungcuaavab

- Néu c6 c|a va c|b thi c|d

Nhu vay (a, b) 1a 56 nguyén dwong 16n nhat wéc caa ca a va b khong ké (0, 0) = 0.

Vidu: Cac uécchung cua 12 val18la{+1,+2,43,+6} —» (12,18) =6

Pinh nghia 2.5: Boi chung nho nhit (BCNN)

S6 nguyén duong d 1a bdi chung nho nhat (BCNN) cua cac s6 nguyén a va b
(Ky hiéu d = BCNN(a, b)) néu:

(i) a|d, b|d.

(ii) Néu c6 a|c, b|c thi d|c.

Nhu vay d 13 s6 nguyén dwong nhé nhat 12 boi cua ca a va b.

Tinh chadt
a.b
BCNN(a, b) = D)
Vi du:
12.18
(12,18) = 6 - BCNN(12,18) = T = 36

Pinh nghia 2.6: Hai s6 nguyén duong a va b dugc goi 1 nguyén té ciing nhau
néu: (a,b) = 1.

Pinh nghia 2.7: S6 nguyén p > 2 dugc goi 1a s nguyén t6 néu cac udc
duong cta né chi 1a 1 va p. Nguoc lai p dugc goi 13 hop sb.

Pinh ly 2.1 (Pinh ly co ban caa s6 hoc):

Véi mdi s6 nguy@n n > 2 ta ludn phan tich dwgc dudi dang tich cua luy thia

ctia C4c s6 nguyén té.

€1 €2

n=p;p;? .0~ (2.1)
Trong d6 p; 1a cac s6 nguyén té khac nhau va e; 1a cac s6 nguyén duong. Hon

nita phan tich trén 1a duy nhat.
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DPinh nghia 2.8:

Véi n = 2, ham ¢(n) dugc xac dinh 12 s6 cac s nguyén trong khoang [1, 7]
nguyén té cting nhau véi n.

Céc tinh chdt ciia ham ¢ (n)

Néu p 1a s6 nguyén té thi p(n) = p — 1.

Néu (m,n) = 1 thi p(m.n) = p(M)e(n).

Néun = pyipy? ...p,* 12 phén tich ra thira s6 nguyén t6 cua n thi:

o(n) =n (1 - i) (1 - p—12) (1 - pik) (2.2)
Vé6ivn = 5:
p(n) > 6lnlnn

2.1.1.2. Céc thugt toan trong Z

Cho a va b 1a cac s6 nguyén khong am va nho hon hoic bang a x b = b X a.
Can chu y rang sb céc bit trong biéu dién nhi phan cua n 1a [Ign] + 1 va sé nay xap
Xi bang Ign. S6 cac phép toan bit dbi v4i bon phép toan co ban trén céc sé 1a cong,
trir, nhan va chia st dung céc thuat toan kinh dién dugc tom luoc trén bang sau. Cac
k¥ thuat tinh té hon ddi véi cac phép toan nhan va chia s& co do phic tap nho hon.

Do phurc tap bit cia cac phép toan co ban trong Z

Phép toan Do phuc tap bit
Cong a+b 0(lga + Igh) = 0(lgn)
Tru a—>b 0(lga + Igh) = 0(lgn)
Nhan a.b 0((ga). (Igh)) = 0((1gn)?)
Chia a=qb+r 0((ga). (Igb)) = 0((Ign)?)

UCLN cuia 2 s6 nguyén a va b c6 thé dugc tinh theo dinh Iy sau:
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Dinh 1y 2.2: Néu a = py*p;’ ... p*, b = P{IP? ...P,}:k trongdoe; =2 0,f; =0
Thi UCLN(a, b) = pinin(el'fl)pénin(eztfz) .“p’r(nin(ek:fk)

Va BCNN(a, b) = p;nax(ehfﬂp;nax(ez:fz) p]rcnax(ek:fk)
Vidu: Choa = 4864 = 28.19,b = 3458 = 2.7.13.19. Khi d6:
WCLN(a, b) = (4864,3458) = 2.19 = 38
BCNN(a,b) = (4864,3458) = 28.7.13.19 = 442624
Pinh Iy 2.3: Néu a va b 1a c4c s6 nguyén duong véi a > b thi:
UCLN(a, b) = UCLN(b, a mod b)
Thuat toan Euclid sau s& cho ta cach tinh UCLN rat hiéu qua ma khdng can
phai phan tich ra thira s6 nguyén to.
a) Thuat toan Euclid
Thuat toan Euclid, 1a mét thuat toan gidp tinh UCLN cua hai sé mot cach hiéu
qua. O dang don gian nhat, thuat toan Euclid bat dau voi cap sé nguyén duong va
tao ra mot cap sé nguyén duong méi bao gom s6 nho hon va phan du cua phép chia
hai s6 ban dau. Qua trinh duoc tiép tuc cho dén khi hai s6 trong cip bang nhau, gia
tri luc do6 sé tra thanh ude s6 chung 16n nhat caa cap sé ban dau. Nguyén ly chinh
cua thuat toan 1a wéc sé chung 16n nhat caa mot cap sé khong thay doi véi hiéu cua
hai s6 d6. Vi s6 16n hon trong cap s bi giam gié tri nén viéc lap di lap lai thuat toan
nay gilp tao ra nhirng sé ngay cang nho va dén mot luc ndo d6 qua trinh nay sé& két
thic - khi cap sb con lai hai s6 bang nhau (néu qua trinh duoc thuc hién thém mot

budc nira, s& c6 mot trong hai sb tra thanh s 0).

VAO: Hai s6 nguyén khong am a va b véi a > b

RA : UCLN cuaavab.

(1) While b # 0 do

r<~amodb,a < b,b«r

(2) Return (a)
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Thuat toan trén c6 thoi gian chay chirng 0(2 log, n) cac phép toan bit.
Vi du: Cho a = 4864 va b = 3458, cac budc cua thuat toan Euclid khi tinh
UCLN (a, b) nhu sau:

+b = 3458 + 0:
r = amod b = 4864 mod 3458 = 1406
a=b =3458; b =r = 1406
+b =1406 + O:
r = amod b = 3458 mod 1406 = 646
a=>b=1406; b =r = 646
+b =646 #0:
r =amod b = 1406 mod 646 = 76
a=b=646; b=r =176
+b=76 #0:
r =amodb = 646 mod 76 = 38
a=b=76, b=r =38
+b =38 #0:
r=amodb=76mod 38 =0
a=b=38, b=r=0
Két qua: UCLN(4864,3458) = 78
Thuat toan trén c6 thé dugc mo rong dé khéng nhitng chi tinh duwoc UCLN cua 2
s6 nguyén a va b ma con tinh dugc cac s6 nguyén x va y thoa man ax + by = d.
b) Thuat todn Euclid mé rong
Giai thuat Euclid mé rong dugc s dung dé giai mot phuong trinh vo dinh
nguyén (con dugc goi la phuong trinh Di-0-phang) c6 dang: ax + by = c.
Trong d6 a, b, ¢ 1a c4c hé sb nguyén: x, y 1a cac an nhan gia tri nguyén. Diéu
kién can va du dé phuong trinh nay c6 nghiém (nguyén) 1a UCLN(a, b) 1a wdc caa
c. Khang dinh nay dua trén mot ménh dé sau:

Néu d = UCLN(a, b) thi ton tai cac s6 nguyén x, y sao cho ax + by = d.
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VAO : Hai sé nguyén khéng am a va b véi a > b

RA :d = UCLN(a, b) va céc sb nguyén x va y thoa man

ax+by=d

Néub = 0thiditd « a,x « 1,y « 0 vareturn(d, x, y).

(HPbatx, « 1,x; «0,y, «0,y; « 1

(2) While b > 0 do

(21)q < la/bl,r «a—qb,x <« x, —qx1,y < ¥, — qy;

(22) a < b,b Xy <X, X1 < X,Y, <YV, Y1 <)Y

(B)batd « a,x « x,,y « y, vareturn(d, x,y)

Thuat toan trén c6 thai gian chay ¢& 0((Ign)?) cac phép toan bit.

Vi du: Bang sau chi ra cac budc cua thuat toan trén véi cac gia tri vao a = 4864

va b = 3458.
Bang 2.1. Vi du thuat toan Euclid mé rong
Q r X y a b X1 X2 Y2 Y1
- - — — 4864 | 3458 1 0 0 1
1 1406 1 -1 3458 | 1406 0 1 1 -1
2 646 -2 3 1406 | 646 1 -2 -1 3
2 114 5 7 646 114 -2 5 3 7
5 76 —27 38 114 76 ) —27 —7 38
1 38 32 —45 76 38 =27 32 38 —45
2 0 -91 128 38 0 32 -91 —45 128
Bai vay ta co:

UCLN(4864, 3458) = 38 va (4864)(32) + (3458)(-45) = 38.
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2.1.1.3. Cac sé nguyén modulo n

Pinh nghia 2.9: Néu a va b 1a cac s6 nguyén thi a duoc goi 1a dong du véi b
theo modulo (ky hiéu 1a a = bmodn) néu n|(a — b).

S6 nguyén n duoc goi 1a modulo déng du.

24 =9mod5Vvi24-9=35

—11 =17mod7 vi-11-17=-4.7

Céc tinh chat

Déi véi a,ay, b, by, ¢ € 7 ta co:

(1) @ = bmodn néu va chi néu a va b ciing c6 phan du khi chia cho n.
(2) Tinh phan xa: a = amodn.
(3) Tinh d6i xting: Néu a = b(modn) thi b = a(modn)
Tinh bac cau: Néu a = b(modn) va b = c(modn) thi a = c(modn)
(4) Néu a = a,(modn) va b = b, (modn) thi
a+b =a; +b;(modn)vaa.b = a,.b;(modn)

Lop twong duong cua mot s6 nguyén a 14 tap cac s6 nguyén dong du véi a
modulo n. Tir cac tinh chat (2), (3) va (5) & trén ta c6 thé thay rang ddi vai n ¢d
dinh, quan hé déng du theo modulo n s& phan hoach Z thanh cac 16p twong duong.

Néu a = qn +r v6i 0 < r < n thi a = r(modn).

Bai vay mdi s6 nguyén a 1a dong du theo modulo n véi mot sb nguyén duy
nhat nam trong khoang tir 0 t6i n — 1, s6 nay duoc goi la thang du tdi thiéu cua
a mod n. Nhu vay a va r ¢ thé dugc dung dé biéu thi cho 16p twong duong nay.

Pinh nghia 2.10: Céc s6 nguyén modulo n (ky hiéu Z,) 1 tap (cac 1op twong
duong) cua cac s nguyén {0,1,2,...,n — 1}. Cac phép cong, trr, nhan trong Z,

duoc thuc hién theo modulo n.
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Vi du:

Z,s ={0,1,...,24}. Trong Z,s ta co:

13+16=4va13 + 16 = 29 = 4(mod25)

Tuong tu 13.16 = 8 trong Z,.

Pinh nghia 2.11: Phan tir nghich dao

Cho a € Z,, phan tir nghich dao (nguoc theo phép nhan) cua a mod n 1a mot
s6 nguyén x € Z, sao cho: a.x = 1(modn)

Néu x ton tai thi n6 1a duy nhat, a duoc goi la kha nghich. Phan tir nghich dao
cua a dugc ky hiéu la a™ 2.

Pinh nghia 2.12:

Phép chia cua véi a cho b mod n la tich cta a va b~ 'modn tich nay duoc Xac
dinh néu b 1a phan tir kha nghich.

Pinh ly 2.4:

Cho a € Z,,, khi d6 a 1a kha nghich néu va chi néu: (a,n) = 1.

Vi du:

Cac phan tir kha nghich trong Zg 13 1, 2, 4,5, 7 va 8. Chang han 471 = 7 vi
4.7 = 1(mod9).

Pinh ly 2.5:

Cho d = (a, n), phuong trinh dong du ax = b(modn) c6 nghiém x néu va chi
néu d|b, trong trudng hop nay cé dung d nghiém nam giita 0 va n - 1, nhiing
nghiém nay Ia tat ca cac dong du theo modulo n|b.

Pinh ly 2.6:

Néu c&c sé nguyén ny, n,, ..., n, la nguyén té cing nhau ting d6i mot thi hé

céc phuong trinh dong dur:
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s& c6 nghiém duy nhét theo modulo n(n = ny, n,, ..., ).

Thuat toan Gausse

Nghiém x cta hé phuong trinh déng du trong dinh Iy phan du China c6 thé
duoc tinh bang:

k
X = Z a;N;M; modn

i=1
Trong d6 N; = n/n; va M; = N, *modn;
Céc tinh toan nay c6 thé dugc thyc hién trong 0((Ign)?) cac phép toan trén bit.
Vi du: Cip phuong trinh déng du x = 3(mod7),x = 7(mod13) cb nghiém
duy nhit x = 59(mod91).
Pinh Iy 2.7: Néu (ny,n,) = 1 thi cip phuong trinh dong du.
x = a(modn,),x = a(modn,) c6 mot nghiém duy nhit x = a(modn,, n,).
Pinh nghia 2.13: Nhom nhén cua Z,, 1a Z;, = {a € Z,|(a,n) = 1}.
Pic biét, néu n 1a sé nguyén té thi Z; = {a|1 < a <n — 1}.
Pinh nghia 2.14: Cap cta Z;, 1a s6 cac phan tu trong Z; (ky hiéu |Z5])
Theo dinh nghia cua ham Phi-Euler ta thay:
1Z3|= o (n) (2.3)
Chi y: néu a € Z;, va b € Z;, thi a,b € Z;, va boi vay Z, 1a dong dbi véi
phép nhan.
Pinh Iy 2.8: Cho p 1a mot sé nguyén to:

(1) Pinh ly Euler: Néu a € Z;, thi a®™ = 1(modn).



37

(2) Néu n Ia tich cua cac s6 nguyén khac nhau va néu r = s(mode(n)) thi
a” = a®(modn) ddi voi moi s6 nguyén a. N6i mot cach khac khi lam viéc voi
modulo n thi cac s mii c6 thé dugc rat gon theo modulo ¢(n).

binh ly 2.9:

Cho p 1a mét s6 nguyén té:

(1) Binh ly Ferma: Néu (a,p) = 1 thi a?~! = 1(modp).

(2) Néu r = s(modp — 1) thi a” = a®(modp) ddi voi moi s6 nguyén a. Noi
mét cach khac khi lam viéc véi modulo cua mot s6 nguyén té p thi cac luy thira c6
thé duoc rdt gon theo modulop — 1.

(3) Pac biét a? = a(modp) véi moi s6 nguyén a.

Pinh nghia 2.15:

Cho a € Z,. Cap cua a (ky hiéu 1a ord(a)) 14 s6 nguyén duong nho nhit t sao
cho a® = 1(modn).

Pinh nghia 2.16:

Cho a € Z;,ord(a) = t va a® = 1(modn) khi d6 t 1a wéc cua s.

bac biét t|e(n).

Vidu: Chon = 21, khidé Z3, = {1,2,3,4,5,8,10,11, 13,16, 17, 19, 20}

Chayrang ¢(21) = ¢(7).9(3) = 12 = |Z3,|. Cap cua cac phan ti trong Z3,

dugc néu trong bang sau:

a € 7 112|458 (101113 |16 |17 19| 20

ord(a) | 1|6 |3 |6|2|6[6|2|3|6][6]2

Pinh nghia 2.17: Cho a € Z,. Néu cip cua a la ¢(n) thi a duoc goi la phan tir
sinh hay phan tir nguyén thuy caa Z;,. Néu Z;, ¢ mot phan ti sinh thi Z;, duoc goi l1a cyclic.

Cac tinh chdt cia cac phan ti sinh cia Z7,
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(1) Z}, c6 phan tir sinh néu va chi néu n = 2,4, p* hoic 1a 2p*, trong d6 p 1a mot
s6 nguyén t6 1é va k > 1. bac biét, néu p 1a mot sé nguyén t6 thi Zz c6 phan tir sinh.

(2) Néu o 12 mot phan ta sinh cuaa Z2; thi:

Z;, = {a'modn|0 < i < @ (n) — 1} (2.4)

(3) Gia sir rang a 1a mot phan tir sinh cua Z;, khi d6 b = a’modn ciing 1a mot
phan tir sinh cua Z;, néu va chi néu (i, p(n)) = 1. Tir d6 ta rit ra rang néu Z;, 1a
cyclic thi s6 cac phan ti sinh 13 ¢ (@ (n)).

(4) a € 7, 1a mot phan ti sinh cua Z;, néu va chi néu a®™/? = 1(modn) ddi
véi mdi nguyén té p caa ¢ (n).

Vi du: Z3, khdng la cyclic vi n6 khéng chita mot phan tir c6 cap @(21) = 12
(Cha y rang 21 khong thoa man diéu kién (1) & trén).

73 1a cyclic va c6 mot phan tir sinh a = 2.

Pinh nghia 2.18: Cho a € Z;,, a duoc goi la thang du bac hai modulo n (hay
binh phwong cta modulo n) néu ton tai x € Z sao cho x? = a(modn). Néu khong
t6n tai X nhu vay thi a dugc goi 1a thing du khéng bac hai mod n. Tap tat ca céc
thang du bac hai modulo n dugc ky hiéu 1a Q,, con tap tit ca cac thang du khong
bac hai duoc ky hiéu 12 Q,,. Can ch( y ring theo dinh nghia 0 & Z. Boi vay 0 € Q,,
vao ¢ Q,.

Pinh Iy 2.10: Cho p 1a mot s6 nguyén t6 va a 1a mot phan ti sinh cua Z;,. Khi
d6 a € Z 1a mot thang du bac hai modulo p néu va chi néu a = a‘mod p, trong dé

i A mot s6 nguyén chan. Tir d6 rut ra:

|Qp| = | p|
tirc 14 mot nira s6 phan tir trong Z;, la cac thing du bac hai va nua con lai
thang du khong bac hai.
Vi du: @ = 6 12 mot phan ta sinh cua Z;,. Céc luy thira cia a dugc liét ké ¢

bang sau day:
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i 1123|456 |7 |89 1051112

a'mod13 | 6 |10 | 8 | 9 | 2 | 12| 7 | 3 |5 | 4 |11 1

Bai vay Q3 = {1,3,4,9,10,12},0,5 = {2,5,6,7,8,11}

Pinh Iy 2.11: Cho n Ia tich cua hai s6 nguyén té Ié khéc nhau q va p, n = p.q,
khi d6 a € Z;, 1a mot thing du bac hai modulo n néu va chi néu a € Q, va a € Q.
Diéu d6 dan tai:

-1 -1
04l = laglloy] = =212
Va
0] = 3 — 1i(q — 1

Vidu: Chon =21.Khido:
Q. ={1,4,16}; Q,; ={2,5,8,10,11,13,17,19, 20}
Pinh nghia 2.19: Cho a € Q,, néu x € Z;, thoa man x? = a(modn)thi x
duoc goi la can bac hai cia amodn.

Pinh ly 2.12: Néu p 1a mot s6 nguyén té 1é va a € Q, thi a duoc goi 13 can
bac hai theo modulo p.

Tong quét hon, cho n = p;'p;? ... p.~, trong d6 p; 1a cac sb nguyén t6 1¢ phan
biétva e; > 1. Néu a € Q,, thi c6 dung 2 cin bac hai khac nhau theo modulo n.

- Cac can bac 2 cua 12 mod 37 la 7 va 30.

- Cac can bac 2 cua 121 mod 315 la 11, 74, 101, 151, 164, 214, 241 va 304.

2.1.1.4. Mgt sé thugt toan trong Z,,

Cho n 12 mét s nguyén duong. Cac phan tir cia Z,, sé duoc biéu thi boi cac sb
nguyén Q,, = {1,0,1,2,...,n — 1}.

Tathay rang, néu a, b € Z,, thi

a+b vodia+b<n
(a+b)m0dn{a+b—r vbia+b>n
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Bai vdy phép cong (va trir) theo modulo ¢6 thé thuc hién dugc ma khdng can
phép chia dai. Phép nhan modulo cua a va b ¢6 thé dugc thuc hién bang cach nhan
cac sb nguyén thong thuong roi lay phan du cua két qua sau khi chia cho n. Cac
phan tir nghich dao trong Z,, c6 thé duoc tinh bang cach dung thuat toan Euclid ma
rong (nhu mo ta tai muc 2.1.1.2).

a) Thuat toan tinh sé6 nghich dao trong Z,,

Trong ly thuyét sb, vanh Z,, dugc dinh nghia 14 vanh thuong cua Z véi quan
hé dong du theo modulo n (12 quan hé twong duong) ma cac phan tir cua nd 1a cac
l6p ddng du theo modulo n (n 12 s6 nguyén duong 16n hon 1). Ta ciing c6 thé xét Z,,
chi véi cac dai dién cua no. Khi do:

Z,={0,1,..,n—1}

Phép cong va nhan trong Z, la phép toan thong thuong duogc rat gon theo

modulo m:
a+b=(a+b)modn
axb = (a*b)modn

Phan tir a caa Z,, duoc goi la kha nghich trong Z,, hay kha nghich theo modulo
n néu tén tai phan ti a' trong Z, sao cho axa’ =1 trong Z, hay a*a' =
1(modn). Khi d6 a’ dugc goi 1a nghich dao modulo n cua a. Trong ly thuyét s da
ching minh rang, sé a l1a kha nghich theo modulo n khi va chi khi UCLN cua a va n
bang 1.

Khi d6 ton tai cac sé nguyén x, y sao cho

nxx+axy=1 (2.5)

Dang thac nay lai chi ra y 1a nghich dao cua a theo modulo n. Do d6 c6 thé

tim dwoc phan tir nghich dao cua a theo modulo m nho thuat toan Euclid mé rong

khi chia n cho a.

VAO :a€Z,

RA - a”'modn (néu ton tai)
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(1) Dung thuat toan Euclid mo rong dé tim cac sé nguyén x va y sao cho:
ax +ny = d trong d6 d = (a, n).

(2) Néu d > 1 thi a~'mod n khdng ton tai.

Nguoc lai return(x)

Phép luy thira theo modulo c6 thé duoc thyuc hién c6 hiéu qua bang thuat toan
nhan va binh phuong c6 1ip. Pay 1a mot thuat toan rat quan trong trong nhiéu tha

tuc mat ma. Cho biéu dién nhi phan cua k I:

t
2 k;2! trong d6 mdi k; € {0, 1}
i=0
Khi do:
t

ak = 1_[ akioi = (az")ko(azl)kl (azt)kt

i=0

b) Thuat toan binh phwong va nhan cé lap dé lay luy thira trong Z,

VAO: a € Z, va s6 nguyén k, (0 < k < n) c6 biéu dién nhi phan:

t
k = z k2!
i=0

RA - a¥modn

(1) Pat b « 1. Néu k = 0 thi return(b)
2)bat A < a
(3)Néuk,=1dith «a
(4) Forifromltotdo
(4.1) bat A « A’modn.
(4.2) Néu k; = 1 thi dat b « A.bmodn
(5) Return (b)

Vi du: Bang sau chi ra cac budc tinh toan 559mod1234 = 1013
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i 0 1 2 3 4 5 6 7 8 9

k, 0 0 1 0 1 0 1 0 0 1

5 25 625 681 1011 369 421 779 947 925

o| >

1 1 625 625 67 67 1059 | 1059 1059 1013

S6 cac phép toan bit dbi voi phép toan co ban trong Z,, duoc tom lugc trong

bang dudi day.
Phép toan Do phuc tap bit
Cong modulo a+b 0(Ign)
Trir modulo a—b 0(Ign)
Nhan modulo ab 0((Ign)*)
Nghich dao modulo a~'modn 0((1gn)?)
Lu¥ thtra modulo a®*modn, k <n 0((1gn)®)
Nhan xét

Cho p 1a mot sé nguyén té 16. Mic du da biét raing mot nira cac phan ti trong
Zy, la cac thiang du khong bac hai theo modulo p nhung khong c6 mét thuat toan xac
dinh theo thoi gian da thirc nao duoc biét dé tim.

Mot thuat toan ngau nhién tim mot thang du khong bac hai la chon ngau nhién
cac s nguyén a € Z;, cho téi khi s6 d6 thoda mén (g) = —1. Phép lap dbi vai sd
dugc chon trude khi tim dugc mot thang du bac hai la 2 va bai vay thuat toan duoc
thuc hién theo thoi gian da thac.

2.1.2. Mot so cau tric dai so
2.1.2.1. Nhom: (G,*)
Nhom (G,*) 12 mot tap hop G gdm cac phan tir véi mot phép toan 2 ngdi, ky

hiéu * (1a mot anh xa tir tap G X G — G) thoa man céc tinh chat sau:
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- Tinh d6ng: Néua,b € G s a* b = c € G;

- Phan tir don vi (trung hoa): Trong G ton tai mot phan tir duoc goi 1a phan tu
donviesaochovsiVa € Gthi:axe=exa = a,

- Phan tir nghich dao: V&i mdi phan tir a € G ton tai mot phan tr a™, goi la
phan tir nghich dao ciaa, saocho: a ' *a=a*a™ ! = e;

- Tinh két hop: (a * b) * ¢ = a * (b * ¢) Vi Va,b,c € G

Néu a * b = b * a thi nhém duogc goi 1a nhém giao hoan.

Vi du: Tap céc sé nguyén Z véi phép toan cong (+) tao nén mot nhém giao
hoan véi phan tir don vi la 0.

Nhoém G goi 14 hitu han néu nhu tdp G ¢6 sb luong phan tir hitu han va truong
hop con lai goi la v han.

S6 lwong phan tir cua tap hitu han G duoc goi 1a bac cia G, dugc ky hiéu 12 |G].

Néu H € G va (H,*) tao nén mot nhom thi H dwoc goi 12 nhoém con cua G. Cap
cua H 1a wéc cua cap cua G.
2.1.2.2. Nhom cyclic

NGi mot cach don gian, nhdm c¢é biéu dién vanh thi duoc goi 1a nhém vanh.

Nhom G duogc goi 12 nhém cyclic, néu nhu ton tai phan tir a € G, sao cho ddi
V6i Vb € G ton tai s6 nguyén i > 0, thoa man diéu kién b = a'. Phan tir a goi la
phan tir sinh ciia nhém G. Néu nhom G sinh ra bai a, thi ky hiéu G =< a >.

Vi du: Xét nhom nhan: Z3, = {1,2,3,4,5,6,7,8,9, 10}

Ta co:
2°=1 25 =10
2t =2 26=9
22 =4 27 =7
28 =8 28 =3
2* =5 2°=6

Ta c6 thé viét: Z;, = {2'mod11}.
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Phan tir & duoc goi 1a c6 cap k néu n 1a s6 nguyén dwong nho nhat thoa man
a® = 1modn.

O vi du trén ta c6 ord(2) = ord(8) = ord(7) = ord(9) = 10.
2.1.2.3. Vanh: (R, +,*)

Vanh R 1a mot tdp hop cac phan tir véi hai phép toan trong hai ngdi (Phép
cong (+), phép nhan (*)) thoa man céc tinh chat sau:

- (R, +) 1a mot nhém giao hoan d6i vai phép cong. Phan tir don vi ddi voi
phép cong (khéng) dugc ky hiéu 0;

- (R,*) ¢6 tinh phan phéi ddi véi phép cong:

Va,b,c ERiax(b+c)=axb+ax*c
(b+c)xa=bxa+cxa

- (R,*) 0 tinh két hop: Va,b,c € R:(a*b) *c = a * (b *c)

- Péi véi phép * vanh R phi hop theo cac tién dé dong kin, két hop. Phan tu
don vi d6i véi phép nhan (don vi) duoc ky hiéu 1, voi 1 # 0.

Vanh giao hoén 1a vanh R trong d6 phép nhan cé tinh chét giao hoan.

Vanh trong d6 phép nhan c6 phan tir don vi duoc goi 1 vanh c6 don vi.

Tap con A cua R duoc goi 12 vanh con cua R néu chinh A 1a mot vanh voéi hai
phép cong va nhan trén R.
2.1.2.4. Truwong (F, +,*)

Néu cac phan tir khac khong cia vanh tao thanh nhom twong wng véi phép
nhén thi goi vanh d6 la truong [11, 63].

Truong F 1a mot tap hop cac phan tir véi hai phép toan trong hai ngdi thoa man:

- (F, +) 1a mot nhém cong;

- (F*,*) 12 mot nhom ddi véi phép nhan.

Trong do: F* = F\{0}.

Vi du: Truong nhi phan GF(2): Truong nay chi ¢é hai phan tir 0 va 1.
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2.1.3. Pé xuit xay dung ma mang trén cac vanh sé

Xét md hinh giao tiép gitta c4c ndt trong mot mang khong diy thong thuong.
Néu cac nit ¢ xa viéc truyén thdng tin cay 1a kho khan, ngay ca khi méd hda kénh
duoc st dung. Xét md hinh truyén tin thong thuong giira hai nat 13 A va B trong
Hinh 2.1.

>

A g B
b

Hinh 2.1. M6 hinh truyén tin giira hai n(t

Trén thuc té, dé dam bao viéc truyén tin tin cay gitra A va B ngudi ta c6 thé
ding hé théng vo tuyén cong tac (cooperative radio - CR). Hé thong nay cho phép
cung cap téc do truyén dan cao hon trén hé théng truy nhap vé tuyén ciing nhu kha
nang tao ving pha rong hon. Xét hai ntt A va B ctia mot mang khdng day, hé théng
CR sur dung thém mét nut chuyén tiép C (nam gitra A va B), véi qua trinh truyén tin

trai qua 4 pha nhu mo ta trong Hinh 2.2.

a  phasel phase2 b
A  c ¢ B
< P
b phase3 phase4 a

Hinh 2.2. M@ hinh truyén théng vo tuyén cong tac

Trong do, a, b 1a thong tin twong tng cua A va B.
Theo ¥ twong cia Ahlswede, phuong thirc md mang don gian c6 thé duogc thuc

hién trén khdng gian tuyén tinh, nhu mé ta & Hinh 2.3:

< | ch:E—(;
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b=c¢c—

Hinh 2.3. M6 hinh truyén thdng sir dung ma mang
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Véi mé hinh nay, qua trinh truyén thong giita A va B s& duoc thuc hién qua 3
pha nhu sau:

- Pha thtr nhét; thdng tin truyén tir A, B t6i C. NGt A, B 1an luot gui d@, b t6i nit C

- Pha thir hai: NGt C thyc hién phép tinh ¢ = a + b sau d6 nat C truyén ¢ tgi
cho ca ndt A vanat B

- Pha thtr ba; NGt A va B nhan sau khi nhan duoc ¢ sé& tién hanh giai ma ¢
khoi phuc thong tin: b = é¢— dvad= é— b

Thong tin cua A va B (q, 5) duoc coi la chudi bit hoic vecto nhi phan n bit
trong khéng gian tuyén tinh n chiéu. Phép toan hoc trong mé hinh nay l1a phép cong
vector nhi phan bit.
2.1.3.1. M mang dwa trén phép céng ciia vanh sé

Tiép tuc phat trién phuong thuc trén, nghién ctiu sinh di dé xuat phuong thic
ma héa thdng tin tir A va B bang cac sb trong cac vanh s (Z,,).

Xem xét mot s6 nguyén duong p, tap hop cac s6 nguyén tir 0 dén p - 1 tao mot
vanh s Z, = {0,1,2,...,p — 1}. C6 hai phép toan trong Z,, d6 la phép cong va
phép nhan modulo cua p. Trong hai phép toan nay, phép cong tao thanh mot nhém
day du. Chung ta c6 thé sir dung nhém cong nay dé thuc hién ma mang. M6 hinh c6

thé duoc thuc hién nhu sau:

A C B

aeZ, —» c=(atb)modpe——beZ
oz,

b=(c—a)modp <« | » b= (c—a)modp

Hinh 2.4. Ma mang dua trén phép cong cta céc vanh sé
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Gia st théng tin cua cac bén A, B biéu dién bang cac con sé trong vanh sb
L,. a,b € Z,. Qua trinh truyén tin gitta 2 nit A, B theo ma mang duoc thuc
hién nhu sau:
- Pha 1: Truyén thdng tin: C nhan a, b twong tng tir A va B.
- Pha 2: C tinh
c=(a+b)modp (2.6)
va sau d6 C truyén quang b c téi cho ca A va B.
- Pha 3: A va B tai tao lai thdng tin can thiét a va b sau khi giai mé c.
Tainut A: b = (¢ — a)modp
Tainut B: a = (¢ — b)modp
Vidy,Chop = 17 > Z;, = {0,1,2, ..., 16}
a =13; b = 11.
Tacod:c = (13 + 11)mod17 =7
A va B khoi phuc thong tintirc = 7:
b= (c—a)modl7 = (7 — 13)mod17 = —6mod17 = 11mod17
a=(c—b)modl7 = (7 — 11)mod17 = —4mod17 = 13mod17
cha y:
— Phuong phép nay hi¢u qua nhu phuong phap Ahlswere, nhung thong
tin cia A, B va C duoc thé hién bang cac sb trong Z,,.
— Bat ky sd (-n) nao c6 thé duoc tinh don gian bang phép tinh:
—n modp = (p — n)mod p.
2.1.3.2. Ma mang dwa trén phép nhan trén vanh sé
Xét mot sé nguyén to p, khi d6 vanh sb Z, trs thanh mot truong (Z, =
GF (p)). Hai phép cong va phép nhan trén Z, 1 cac nhém day di. Ching ta c6 the

sir dung phép nhan dé thuc hién ma mang, nhu dugc mé ta trong Hinh 2.5.
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A C B

aEZp—P ¢ = abmod p <+ bEZP

b=ca 'modp <« » a=cb ' 'modp
Hinh 2.5. M& mang dya trén phép nhan cua céc vanh sé
Xét s6 nguyén to p, a, b € Z,,. Trong d6: a, b twong tng 1a thong tin cia A, B.
- Pha 1: Truyén thdng tin: Nut C nhan a va b tir A va B.
- Pha 2: Nat C thuc hién phép tinh:
¢ = a.bmodp (2.7)
sau d6 truyén quang ba c tGi cho ca hai nat A va B.
- Pha 3: A va B lay lai théng tin can thiét a va b sau khi giai mi c.
Tainit A: b = c.a " 'modp
Tainit B: a = c. b~ 'modp
Trong d6, a=*, b~ la cac sé nghich dao twong wng cua cac sé a, b. Cac sd do
c6 thé dugc tinh theo thuat toan Euclid ma rong.
Vi du: Xét Z,,(p = 17)
- Pha 1: Truyén thong tin:
Gia sir A mudn truyén ban tin a =3 dén B va B muén giri ban tin b = 5 dén A.
NUt C nhan duoc ca hai ban tin a va b.
- Pha 2: Nat C thuc hién phép tinh:
¢ =a.bmodp = 3 X 5mod17 = 15
sau d6 nut C gui ¢ = 15 cho ca hai nut A va B.
- Pha 3:
Tai nat A phuc héi ban tin b tir c:
b =c.a *modp = (15 X 6)mod17 =5
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Tai nat B phuc hoi ban tin a tir c:
a=c.b modp = (15 X 7)mod17 = 3

Trong d6: a™* = 37'mod17 = 6 va b~ = 5"'mod17 = 7 14 cac sé nghich
dao cua a vab.

Chu y: trong phuong thic nay a™! va b~! dugc tinh truéc theo thuat toan
Euclid mé rong tai muc 2.1.1.2.
2.1.3.3. Ma mang Affine trén vanh sé

Xét Z,, trong d6 p 1a s6 nguyén to, Z, = GF(p). Chling ta c6 thé sir dung ca
phép cong va phép nhén trong trudng dai s6 dé thuc hién mi mang Affine, nhu

duoc mod ta ¢ Hinh 2.6:

A C B

el —> c=[ab+(a+b)modp «— beL,

b=(c—a)(a+1)" modp « » a=(c—b)(b+1)"modp

Hinh 2.6. M& mang Affine trén vanh s
- Pha 1: Truyén thdng tin:
NGt A gui atoi C vatinh [a + 1]7?1
Tuong tuy nhu vay, n(t B giri b téi C vatinh [b + 1]72.
Chuy:a,b#p—1
- Pha 2: Nut C tinh:

¢ = [ab + (a + b)]modp (2.8)

VA truyén ¢ t6i cho ca hai nit A va B.
- Pha 3: Nt A va B nhan duoc thong tin can thiét bang cach thuc hién phép tinh:
Tai nit A:

c—a=ab+b=>b(a+1)
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L, ¢
a+1
Hoac:
b=(c—-a)(a+1)? (2.9
Tai nut B:
c—b=ab+a=alb+1)
Sa=o_ b
b+1
Hoac:
a=(c—b)b+1)? (2.10)
Vi du:

Xét Z,, vé&ip =17 1a sd nguyén to.
- Pha 1:
Giasta=7;b=2,(a,b€Z;)
Nut A tinh trudc:

(a+1)"'mod17 = (7 + 1) *mod17 = 8 'mod17 = 15
Nt B tinh trudc:

(b+ 1)"'mod17 = (2 + 1) 'mod17 = 37'mod17 = 6
- Pha 2: NGt C nhan duoc a, b tir hai nat A, B va thuc hién phép tinh:

¢ =la.b+ (a+ b)Jmod17
=[7%x2+ (7 + 2)]Jmod17
= 23modl7 =6
Sau d6 C truyén quang b ¢ = 6 cho ca hai ndt A va B.
- Pha 3: Khoi phuc théng tin:
Tai nut A (khéi phuc b):
b=(c—-a)la+1)tmodp = (6 —7).8 mod17
= (-1 x 15)mod17 = —15mod17 = 2
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Tai nit B (khoi phuc a):
a=(—b)(b+ 1) modp
= (6 —2).37'mod17
= (4 X 6)mod17 =7
ch y:
- Béi vai viéc thuc hién phép tinh céc sb nghich dao, ching ta c6 thé st dung
thuat toan Euclid m¢é rong.
- Trong céc vi dy, ching tdi st dung Z, = GF(p), p = 17 (s6 nguyén to nho).
Muc dich ctia cac vi du nay 1a dé biét co ché thuat toan va d& dang trong tinh toan.
Trong ma mang truyén théng, thdng tin truyén trong mang 1a cic vecto nhi
phan. Thong tin trong cac nut dugc ma hda va giai ma bang cach thém céc vecto nhi
phan n — bit trong khong gian tuyén tinh n chiéu. Trong md hinh m4 héa mang dya
trén Z,, thdng tin trong mang dugc thé hién bang sé nguyén. Viéc ma hoa va giai
ma ban tin duoc thuc hién bang cach cong hoic nhan cac sé vai modulo caa p. Hiéu
qua trong viéc giam s phién truyén cioa hai phuong phap trén 1a nhu nhau nhung

khac nhau vé phép toan.
2.2. MA MANG TREN VANH PA THUC, TRUONG PA THUC
2.2.1. Vanh da thic
2.2.1.1. Khai ni¢m vanh da thirc

Néu R 12 mot vanh giao hoan thi vanh da thic R[x] 1a mot vanh duoc tao boi
tap tat ca cac da thuc cua bién x c6 cac hé sé trong R. Hai phép toan la phép cong va
phép nhan da thirc theo modulo x™ + 1.

Trong truong hop cac hé s6 cua da thuc nam trong truong nhi phan GF(2),
vanh da thire duoc ky hiéu Z, [x]/x™ + 1.

Phép cong hai da thiac: Xét hai da thuc a(x) = Y a;x' va b(x) =

Yt bxt, dathic c(x) la téng cua hai da thirc nay va duoc tinh nhu sau:
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c(x) =alx) + b(x) (2.11)
Trong d6: c(x) = X3 cixt vac; = a; + b;.
O day phép cong cac hé sé a; va b; dugc thuc hién trén truong GF.
Bac cua c(x) dugc xac dinh:
degc(x) = max(dega(x), degh(x))

Phép nhan hai da thirc:

Xét 2 da thirc a(x), b(x) tich cia hai da thirc nay dugc tinh nhu sau:
c(x) = alx).b(x) = C a;x) O, a;x)modx™ + 1 (2.12)
2.2.1.2. Vanh da thirc c6 2 lép ké cyclic
Pinh nghia 2.20: Vanh da thuc theo modulo x™ + 1 duoc goi la vanh da thtc
c6 hai 16p ké cyclic néu phan tich cia x™ + 1 thanh tich cua cac da thirc bat kha quy
trén truong GF(2) cé dang sau [2, 3, 4, 5, 6]:
x"+1=(x+1) X4 x (2.13)
Trong d6 (x + 1) va Z?:_Ol x' 1a cac da thirc bat kha quy.
Bo dé 2.1 (biéu kién ctia vanh c6 hai 16p ké)
Vanh da thirc theo modulo x™ + 1 1a mot vanh da thic ¢6 hai 16p ké cyclic
néu n thoa man:
- n phai 1a mét s6 nguyén té;
- Phan tir thi hai phai thoa diéu kién 22M/? =1 mod n véi mdi wdc nguyén td
p cua ¢(n). (Trong d6 ¢(n) la ham phi Euler).
Chirng minh:
Néu vanh da thtrc theo modulo x™ + 1 13 mot vanh da thirc ¢6 hai lop ké cyclic thi
Z,, = Co U C;. Trong d6 Co={0}, s6 luong cac phantircia C, séla: |C;| = n — 1.
Ta thay ring Ci chinh 12 mét nhém nhan cyclic cap n — 1 ¢ phan ta sinh
bang 2. Khi n 1a mét hop s6 thi nhém nhan Z;, cia Z, s& khéng chira hét cac phan

tir khac khong cua Z,,. Boi vay n phai la mot sé nguyén t6 [6].
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Tir dinh nghia trén, ta thay rang ord"2 = m;<n - 1. Bé phan tir 2 ¢c6 cap n - 1,
ta thdy rang phan tir thtr hai phai thoa diéu kién 27"P = 1 mod n, véi mdi p 1a uéc
nguyeén té cua o(n).

Véi g(n) = n - 1 khi n 12 mot sé nguyén to.

Cin ctr vao dic diém trén cta vanh da thic cd hai 16p ké cyclic ta s& xay dung
thuat toan xac dinh diéu kién dé vanh da thirc ¢d hai 1op ké cyclic.

Thuét toan xac dinh gié tri n [2]

Vao: sé nguyén té n

Ra: Gia tri n thoa man.

(2): Tim phan tich cta (n - 1); xéc dinh cdc wéc nguyen t p; ctia phan tich nay.
(2): Vi mbi p; tinh 2n~1/Pi

(2.1) Néu ton tai p; sao cho 2" /i = 1(modn) thi n khéng thoa man.

(2.2) n thoa man trong cac truong hop con lai.

Theo thuat toan nay ta xac dinh duoc mot sb gié tri sau cia n dam bao vanh da
thirc theo mod x™ + 1 12 mot vanh da thtc ¢6 hai 1op ké cyclic.
2.2.1.3. Quan hé giita vanh da thirc c6 hai lép ké cyclic va trwong sé theo modulo
Xét vanh da thic ¢6 hai 16p k& Z,[x]/(x™ + 1). Trong vanh da thirc nay ton
tai nhém nhan cyclic c6 cap cuc dai [13, 14]:
G = {[a(®)]'mod(x™ + 1),i = 1,2,3, ..., k} (2.14)
Vai [13, 14];
k = maxorda(x) =21 -1 (2.15)
Xét mot so nguyén t6 p véi p ¢d dang p = 2™ — 1. Khi d6 vanh s6 modulo Z,,
s& tro thanh truong hitu han GF(p) va trén trudng nay ton tai mot nhém nhan cyclic
Zy = Z,/{0} c6 cap |Z;

— Ly * -1 * -1 —
=2"-2,v6iVa€eZ, > 3Ia"" €Z,:aa”" = 1lmodp.
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Xét a(x) € Z,[x]/(x™ + 1) v&i W (a(x)) lé. Khi @6 Fa~1(x) voi W(a 1(x))
I¢ thoa man:
a(x)a 1(x) = 1 mod(x™ + 1)
Do vay, c6 thé xay dung phép twong ¢ng sau [3]:

a(x) = Efixi € Z,[x]/(x™ + 1)

iel
>a= Zfi 2t ez
iel
va coi ey(x) = Z::lei = 0.

Khi d6 ta co6 thé coi day 1a mot anh xa 1-1 gira cac phan tir ciia vanh da thuc
Z,[x]/(x™ + 1) véi cac phan tir cua GF(p). Nhu vay, vanh da thac ¢6 hai 16p ké
cyclic va truong GF(p) véi p = 2™ — 1 (la sb nguyén té) duoc goi la tira dang cau
(quasi-isomorphism) [3].

Quan hé tya dong cau chi xay ra ddi véi mot s6 vanh da thiuc 6 hai 16p ké
cyclic dac biét, cac vanh da thirc nay dugc liét ké dudi day.

- S6 nguyén té6 Mersenne: p = 2" — 1

n=23,5 7,13, 17, 19, 31, 61, 89, 107, 127, 52, 607, 1279, 2203, 3217,
4253, 9689, 9941, 19937,... , 74207281.

- Vanh da thirc ¢6 hai 16p ké cyclic Z,[x]/x™ + 1:

n=>5,11, 19, 29, 37, 53, 59, 61, 67, 83, 101, 107, 131,... , 523, 613, 1277,
2213, 3203, 3253, 4253, ..., 9941.

Ta c6 thé so sanh viéc thuc hién cac phép toan cong va nhan trén hai cau tric

nay nhu bang bén dudi.
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Bang 2.2. Phép toan cong va nhan trén vanh da thic va trudng sb.

Phép tinh Vanh da thuc Z,[x]/(x™ + 1) Truong sé GF(p)

a(x) = Yiercz aix'; b(x) = Yiejez bix’t a,b € GF(p)

= b
Phép cong c(x) =alx) +b(x) = Z cpx’ c=at
kejczy, = (a + b)modp
K=(Uuj))-dUn))

c(x) = a(x)b(x) c=a.b

Phép nhan .
= a(x)b(x)mod(x™ + 1) = (a.b)modp

Nhan xét: C6 thé str dung quan hé tua dong ciu nay dé xay dung maot s6 hé
mat trén vanh da thirc c6 2 16p ké cyclic.

- Mt s6 wng dung cia vanh da thirc c6 2 16 ké cyclic:

+ Tao m-day va m-day 16ng ghép trén vanh da thirc c6 hai I6p ké cyclic [15].

+ Xay dung ma cyclic va cyclic cuc bo [2, 6, 12, 13, 14]

+ Mot sb hé mat ma [4, 5]...
2.2.2. Thuat toan tinh lity thwra da thic

Théng thuong cac hé mat str dung bai toan logarit roi rac déu phai thuc hién
lity thira cAc s6 theo modulo trén truong sé va nguoi ta thuong st dung thuat toan
binh phuong va nhan (nhu trinh bay tai muc 2.1.1.4).

Tuong ty, Voi cac da thuc, dya vao mot tinh chat dic biét cua da thice sau day,

cd thé thuc hién thuat toan tinh lity thira cho da thtc nhu sau [5].

Xét da thuc a(x) € Z,[x] /(x™ + 1):
a(r) =a’ +a1' +a,7" +..+a, 2" (2.16)
Biéu di&n dang s6 mii (chi cho cac a, =1):
a(z) > a=(a,0, a1, 4,2,..., a,_,(n—1)) (2.17)

vai a, €[0,1].
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+ Néu mot sé & 6 dang & =2" khi do:

[a(x)]k = [a(a:)]y = iaﬁxQ’LimOd" (2.18)

1=0

Dang mii:

(4)" =(a,0.2"modn, a,1.2"modn, ...,a,_,(n—1).2" modn) (2.19)

Chaeng minh:
[a(@)]" =[a@)]" = ((([a(2)]*)*)*)
Ma :

n-1 n—1
2 2 _.24mod i+ d
[G/(LC)] — § a’z i Mol n+2 2 : aiajm(7+/)m0 n
i=0

0,j=0;
1#])
Tathay véi i = j:
2aiaja:(”])m°d” _ ai&jﬂf(ﬁj)mOdn +aiaj$(z+j)modn -0

do phép cong da thuc la cong modulo 2.

n—1

Vithé: 23 aa g™ =
1,7=0;
1#]
n—1 ‘
Vay ta co: [CL($)]2 - Za?xmmodn
=0

Tuwong tw nhu thé ta tinh dugc:
n-l n—1
(@] = (@) = X (a'a" ™) =Y als" ™"
=0 i=0
Tong quat:

n—1 n—1
2" 2% 2"imodn 2" imodn
[a(2)]" = E a, - "M = E a,x- """ (2.20)
i=0 i=0
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Chay: do a, €[0,1] nén o’ =aq,
Piéu phdi chitng minh
Vidu: xét n=5; a(z)=1+2"+2' ©d=(0,2,4)
- Néu % =2 thi (tinh theo dang da thirc):
[a(x)] =1+ 2™ 4+ 2>*™ =14 2% 4+ 2*
- Néu k£ =2° =8 thi (tinh theo dang mi):

(6)° = (0*8mod5, 2*8mod5, 4*8mod5)
=(0,1,2)
Tiee la dé tinh iy thira [a(x)]?" ta chi viéc nhan cac sé mii cua tirng don thirc

z trong a(x) véi 2% roi lay modulo theo n nhuw biéu thic (2.18), (2.19).

Dua vao tinh chat ndy cua da thic ta ¢ thé tinh iy thira bat ky cho da thirc

a(z) nhu sau:

Cho s6 & nguyén duong va c6 phan tich nhu sau:

k=Y2"=>F (2.21)

Vidy: £=19=2"+2"+2"=1+2+16
4=(0,1,4); k =[k,1=[1,2,16]
Khi d6 phép lity thira [a(x)]" mod(z" +1) ¢6 thé tinh nhu sau:

[a@)] = Tla@)]" =] Tla@T" (2:22)

Thuat toan tinh lliy thira ctiia da thirc theo modulo z" +1 nhu trong bang 2.2.
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Bang 2.3. Thuat toan tinh lliy thira cac da thic theo modulo 2" +1

Vao: n, a=(a,,a,,....a),, .k =k, k. ...k,

Ra: b=(a)" mod(z" +1)

[1] b« (0), if =0 then return b
[2] For ¢+ from 1 to ¢ do:
[2.1] for 7 from 1 to r do:

A, < a;.k,modn
[2.2]: b« b.A
[3] Return (5)

Cha thich
+ S6 n dam bao Z,[x] /(x™ + 1) 1a vanh da thuc c6 2 lép ké cyclic va
p=2"—1 lasé nguyén té (nhu mo ta trong bang 2.1).
+ Pa thuc a(x) € Z,[x] /(x™ + 1); dang s6 mil a(z) <> a=(a,,a,,...,a,), do
daialar <n.
+ S6 nguyén k, (0<k<2""-1); k duoc biéu dién thanh mot vector bao gom t
s thap phan k =[k,, ky,....k,1,.,; trong do k. =2":
k= Zkt k= [kt]lxt
t
+ Muc[1]: b = (0) & b(x) =2° = 1;
Muc [2.1] tap c4c so 4; la biéu dién dang mi cua da thuc A(x);
A(z) & A= (A, A,,...,A). Trong mot s6 ngdn ngir lap trinh (nhu Matlab) c6
thé dé dang tinh duoc ngay toan b cac phan tir trong A ma khéng can phai
ding vong lap. Tuac 1a ta ¢ thé tinh tryc tiép
(4;) < (a;.k;modn): j=1,2,...,7
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+ Muc [2.2] |a phép nhdn da thirc theo modulo, day l1a phép nhan binh thuong
trén vanh da thirc duoc lay theo modulo cia x™ + 1 (tinh nhu ¢ng thic 2.2).

+ Két qua dang mil: b = (3)" mod(z" +1)
* Vi du:

Xét n=>5; a(r)=1+2"+1' <4 =(0,2,4),,va
k=13=1+4+8=2°+22+2° biéu dién & nhu sau: E=[1,4,8]1X3.
Taco: r=3;t=3
Khi d6 b = a3 duoc tinh nhu sau:
[1] b« (0)
[2] For 2 from 1to 3 do:
n =1 (v6i k =1)
+A=(A,4,A)=(0*1mod5, 2*1mod5, 4*1mod5)
=(0,2,4)
+b < (0)%(0,2,4) = (0,2,4)
n =21 (V6i k,=4)
+A=(A,4,A)=(0*4mod5, 2*4mod5, 4*4mod5)
=(0,3,1)
+ b (0,2,4)*(0,3,1) =(0,1,4)
= =3 (Vi k, =8)
+A=(A,4,A)=(0*8mod5, 2*8mod5, 4*8mod5)
=(0,1,2)
+ b« (0,1,4)*(0,1,2)=(1,3,4)

[3] Return b=(1,3,4)
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Vay két qua c6 duoc Ia:
(1+2° +2")’ mod(z’ +1) =z +2° + 2" < (1,3,4)

2.2.3. M&@ mang dwa trén nhoém cgng cia vanh da thirc
Theo y tudng cua Ahlswede, thdng tin tir A va B ¢6 thé coi nhu da thic a(x)
va b(x) trong mot vanh da thic Z,[x]/x™ + 1. Trong truong hop nay ching ta thuc

hién ma mang nhu bén dudi:

A C B

a(z) € Ljz]/ " +1 —» c(z) = a(z) +b(z) <— b(z)c Z,[z]/ " +1
(C(ib”) CL,x|/ =" + 1)

b(z) = c(z) —alz) - | » a(z) = c(z) — b(z)

Hinh 2.7. M& mang trén vanh da thtrc
- Pha thtr nhat: Truyén théng tin:
NUt C nhan thong tin a(x) tir nat A va théng tin b(x) tu nat B.
a(x),b(x) € Z,[x] /(x™ + 1)
- Pha thir hai: Tai nat C thuc hién phép tinh:
c(x) = alx) + b(x) (2.23)
sau do truyén c(x) cho ca ndt A va nit B.
- Pha tha ba: Tai Nat A va B khoi phuc théng tin a(x) va b(x) sau khi
giai ma c(x):
TainGt A: b(x) = c(x) —a(x)
Tai nlt B: a(x) = c(x) — b(x)
Chu y: cac phép cong va trir ¢ day la cho cac da thuc.
Vi dy: Xét vanh da thac Z,[x] /x> + 1, véin = 5.
Gia thiét:

a(x) =1+ x%+x3 «— (023),
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b(x) =1+ x?+x* — (024)
Suyra: c(x) = a(x) + b(x) = x3 + x* — (34)
NGt A va B khoi phuc thdng tin tir c(x) bang cach thuc hién phép tinh:
b(x) = c(x) —a(x) = (34) — (023) = (024),
a(x) =c(x) — b(x) = (34) — (024) = (023)

Cha y: Ky hiéu a(x) = (023) 14 biéu dién dang sé mil cua da thic: a(x) =
1+ x? + x3, nd c6 nghia 1a: (023) & x° + x? + x3 =1 + x? + x3. Tuong tu Voi
cac da thirc khac.

Nhu vay, ching ta thay phuong phap nay hiéu qua nhu phuwong phéap cua
Ahlswere. Tuy nhién, thong tin ctia A, B va C dugc trinh bay baéi cac da thac trong

vanh da thuc.
2.2.4. Ma mang trén trwong da thic
Xét mot da thirc nguyén thuy £(x) c6 bac m véi cac hé so6 trong GF(2), tir d6
Z,[x]/f (x) la mot truong da thirc [62].
2.2.4.1. Ma@ mang s dung phép nhdn trén truwong da thirc

Qua trinh ma mang c6 thé dugc mo ta nhu Hinh 2.8 bén dudi:

A C B

a(r) € Z,[z]/ f(z) —» c(z) = a(z)b(z) «— O(z)c Z,[z]/ f(x)
(c(x) € Z,[z]/ f(z))

bz) = c(x)a () | > a(z) =c(z)p ()

Hinh 2.8. M@ mang trén truong da thirc

- Pha thtr nhat: Truyén thong tin

Nut C nhan thong tin 1a cac da thirc a(x) va b(x) tir nat A va B.
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Trong d6, a(x),b(x) € Z,[x]/f(x); f(x) la mot da thac nguyén thuy;
degf(x) = m; dega(x) < m; degb(x) < m.

- Pha thtr hai: Tai nat C thuc hién phép tinh:

c(x) = a(x).b(x)mod f(x) (2.24)

roi sau d6 phat quang ba c(x) t6i ca nit A va B.

- Pha tht ba: Tai nat A va B khdi phuc dugc théng tin a(x), b(x) sau khi giai
ma c(x):

Tai nGt A: b(x) = c(x).a 1 (x)mod f(x)

Tai nlt B: a(x) = c(x). b~ (x)mod f(x)

Chay: a~t(x) va b~1(x) 1a da thic nghich dao twong (tng cta a(x) va b(x).

Vidu: Xét f(x) =1+ x% + x5 < (025) véi degf(x) = m = 5.

- Pha thir nhat: Gia sir a(x) = (023) va b(x) = (024). NGt C nhan duoc ca
a(x) va b(x). Sau d6 chuyén sang pha 2.

- Pha thir hai: Tai nat C thuc hién phép tinh:

c(x) = a(x).b(x)modf(x) = (023)(024) = (14)

réi sau d6 phat quang ba c(x) t6i ca nit A va B.

- Pha thur ba:

Tai nat A khoi phuc thong tin b(x) tir c(x):

b(x) = c(x).a " (x)modf (x) = (14)(0123) = (024)
Tai nt B khoi phuc thong tin a(x) tir c(x):
a(x) = c(x).b~*(x)modf (x) = (014)(134) = (023)

Trong do, a=*(x) = (0123) va b~1(x) = (134) la da thuc nghich dao twong
ung cua a(x) va b(x).
2.2.4.2. M@ mang Affine trén truwong da thirc

Trong mé hinh m& mang nay, NCS st dung ca phép cong va phép nhan da

thire trén trudng da thire dé thyc hién ma mang.
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A C B

a(z) € Z,[z]/ flz) —> c(z) = a(z)b(z)  <— b(z) € Z,[z]/ f(x)
+la(z) + b(z)]

_c(z)—a(r) alz) — c(z) — b(z)
bla) = a(z) +1 > o) b(z) +1

Hinh 2.9. M& mang Affine trén truong da thirc
- Pha thir nhat: Truyén thong tin
NUt C nhan thong tin 1a cac da thuc a(x) va b(x) tir nat A va B.
Trong d6, a(x),b(x) € Z,[x]/f(x); f(x) la mot da thicc nguyén thuy;
degf(x) = m; dega(x) < m; degb(x) < m.
- Pha thtr hai: Tai nat C thuc hién phép tinh:
c(x) = a(x).b(x) + [a(x) + b(x)] (2.25)
réi sau d6 C phét quang bé c(x) t6i ca nit A va B.
- Pha thtr ba: Tai nat A va B khéi phuc duoc théng tin a(x), b(x) sau khi
giai ma c(x).
Tai nat A:
c(x) —a(x) =a(x).b(x) + b(x) = b(x).[la(x) + 1]

= b(x) — c(x)—-a(x)

a(x)+1
Hoac:
b(x) = [c(x) — a(x)].[alx) + 1] (2.26)
Tai nat B:
c(x) — b(x) = a(x).b(x) + alx) = a(x).[b(x) + 1]
= a(x) = T8

Hoac:
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a(x) = [c(x) = b(x)].[p(x) + 1] (2.27)

Vi dy: Xét truong da thirc Z,[x]/f(x) véi f(x) =1+ x3 + x> < (035) la

mot da thirc nguyén thuy va degf (x) = m = 5.

c(x)

- Pha thir nhat:
NGt A chon a(x) = 1+ x + x2 € Z,[x]/f (x), a(x) = (012)
véi dega(x) = 2 < m; Sau do6 A tinh trudc:
[a) + 1] P =[1+x+x2+ 1] =[x +x?] 1 =x% + x3 & (23)
NUt B chon b(x) = x% + x* € Z,[x]/f (x), b(x) = (24)
v6i deg b(x) = 4 < m; Sau d6 B thyc hié¢n phép tinh:
[b(x)+ 1] P =[x*+x*+1] 1 =1+ x3+x* & (034)
- Pha thir hai: NGt C nhan a(x) va b(x) tir nit A va B, rdi C thuc hién phép tinh:
=a(x)b(x) + [a(x) + b(x)] = (012)(24) + [(012) + (24)] = (2)
Sau khi tinh dugc c(x), nit C phat c(x) = x? < (2) chocanit A va B.
- Pha thtr ba: Khoi phuc théng tin
Tai nat A:
b(x) = [c(x) — a()][alx) +1]7*
= [(2) — (012)](23)
= (01)(23) = (24)
Tai n(t B s€ thyc hién phép tinh:
a(x) = [c(x) = b()][b(x) + 1]7*
= [(2) — (24)](034)
= (4)(034) = (012)
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2.3. MA MANG TREN PUONG CONG ELLIPTIC

2.3.1.1. Dwong cong elliptic

Ly thuyét duong cong Elliptic (EC- Elliptic Curve) dugc xac dinh trén truong
s6 hitu han va &ing dung trong linh vuc mat ma. Ly do co ban cua nd 1a duong cong
elliptic trén truong hitu han di cung cip cho ching ta mot co so xay dung thuat toan
khong thé ding thuat toan vét can dé tham ma caa nhém Abelian [63].

DPuong cong elliptic [54, 55] 1a tap hop cac diém c6 toa do (x, y) thoéa man
phuong trinh ¢6 dang sau day :

Y2+ axy + azy = x3 + a,x® + ayx + ag (2.28)
Hinh 2.10 sau mo ta cac duong cong EC:
y2=x3+2x+5vay’=x3>-2x+1

10

—
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Hinh 2.10. Céc duong cong y° =2° +2z+5 va y> =2° -2z +1

Xét duong cong elliptic trén trudng nguyén t6 hitu han F, (p 1a s6 nguyén 6, p
> 3) véi cong thic bién d6i nhu sau:

a, a;x + as
X>2X——,y >y —————
377 2

Khi d6 phuong trinh Weierstrass c6 dang:

x}>+ax+b
Vay trong truong F,, phuong trinh tro thanh:

y2=x3+ax+b (2.29)
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Gia str K 1a mot truong co dac sé khac 2, 3 va xét da thuc: x3 + ax + b véi
a,b € K. Khi 46 duong cong elliptic trén truong K: y? = x3 + ax + b 1a tap hop tat
ca cac diém (x,y) Véi x,y € K sao cho phuong trinh khong c6 cac nghiém boi tirc
la 4a3 + 27b? # 0 theo mod p cung véi phan tir O - diém O nay dugc goi la diém
v0 han. Vay duong cong elliptic 1a tap hop S:

S={(x,y):y*=x3+ax+b; x,y € K}U {0}

Véi a, b € K cho truéc sao cho 4a® + 27b% # 0 theo mod p.

Néu K 1a truong dic s6 2 thi ta dinh nghia:

S={(x,y):y*+y=x3+ax + b} U {0}
Néu K 1a truong dic s6 3 thi ta dinh nghia:
S={(x,y):y*=x3+ax+ bx + c} U {0}

Tinh chat

- Néu hai diém P, (x4, y;) Va P,(x,, ¥,) VOi x; # x, nam trén duong cing mot
duong cong EC, thi duong thang qua hai diém P, va P, s& cat mot diém duy nhat
P; (x5, ¥3) €0 thé xac dinh thdng qua P; va P, nim trén duong cong EC.

- Tiép tuyén tai diém bat ky P(x,y) trén duong cong EC ciing cat EC tai mot
diém duy nhat, diém nay ciing c6 thé xac dinh dugc théng qua P.

Dua vao nhirng tinh chat d6 nguoi ta d3 nghién ctru va phat hién ra mot kha
nang mai cho ky thuat ma bao mat mai do la ky thuat mat ma duong cong
elliptic (ECC).

Nguoi ta di chi ra rang cac hé mat duong cong elliptic c6 6 bao mat cao hon
nhiéu so véi cac hé ma hoa cong khai khac nhu RSA, Elgamal. D6 bao mat dya trén
d6 kho phan tich s6 nguyén thanh cac thira s6 nguyén tb ciing nhu bai toan logarit
roi rac, do dai khoéa giam di nhiéu lan va do d6 toc do thuc hién ciing s& nhanh hon
rat nhiéu. Chinh vi vay nguoi ta 4p dung k¥ thuat mat ma duong cong elliptic vao
nhiéu linh vuc khac nhau dic biét 1a viéc xay dung cé&c giai phap bao mat thong tin

cho céc thiét bi dién tir c6 kha nang tinh toan va khong gian bd nhd han ché.
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2.3.1.2. Puwong cong elliptic trén trwong Galois
buong cong elliptic y* = x* + ax + b trén truong hitu han Z, (véi p la
nguyén tot) dwoc dinh nghia 1a tap hop tat ca cac diém (x,y) € Z, théa méan
phuong trinh [56, 57, 59, 60, 62]:
y? = x3 + ax + b(modp) (2.30)
Véi x € Zy, a, b: nguyén duong.
Pieu kién ton tai la:
A = 4a®+ 27b*(mod p) # 0 (2.31)
CA&c phép toan cgng va nhan trén cdc nhém EC
Gia sir P(x4,y1), Q(x,, y,) 1a cac diém trong nhom E,(a,b), O(o, ) la diém
v6 cuc. Céc quy tic dbi voi phép cong trén nhém con E,(a, b) nhu sau:
(1) P+0=0+P+P.
(2) Néux, = x; vay, = —y,

tac 1a P(x1,y1) vaQ(xy,y,) = Q(xy,—y;) = —PthiP+Q =0
(3) NéuQ # —P thitong P + Q = K(x3,y3) voi toa dd x5, y; ciia K xéac dinh

nhu sau:
z, =A% —x,—x,modp (2.32)
Yy = ﬂ,(a:l —x3)—yl mod p
Trong do:
umodp, néu P #(Q
T, T
VR (2.33)

3z, +a

mod p, néu P =()
2y,

* Cach xay dung nhom cong trén duwong cong elliptic
Céc phan tir cia nhém duge tinh nhu sau:
- Phan tir zero: 0(o0, ) nam ngoai tap hop.

- Cac phan tir khac tinh theo quy tic phép cong cac diém trén dudng cong
Elliptic nhu trinh bay trén day.



Vi du:

Xay dung nhém E, (a, b) = E;,(1,1) tir phan tir nguyén thiy P(0,1) va tim tat

ca cac phan tr nguyén thiy ciia nhom.

Theo nguyén tic tinh cac diém ¢ biéu thie (2.32) va (2.33) ta tinh dugc cac

di€m ctia nhém cong nhu sau.

+Piém P(0,1)

+Diém 2P=P+P

P 30+1 27 mod17 =9mod17 = z, =81mod17 =13,y, =1

2.1
Vay 2P(13,1)

Chu y: s6 2 va 9 13 hai s6 nghich ddo, c¢6 nhiéu cach tinh nghich déo, sau day

1 mot cach tinh theo nhém nhan Z;, c6 phan tir sinh 1 3.

Béng 2.4. Nhém nhan Z., véi phan tir sinh o =3

i 112|134 |56 |78 9 (10|11 |12|13 14|15 | 16
3imod173 9 11013 | 5 |15|11 |16 |14 | 8 7 4 (12| 2 6 1
+Diém 3P =P+2P
0 r, =—13modl1l7 =4
A=—=0=>
12 Yy, =—1mod17 =16
= 3P(4,16)
+Diém 4P =P +3P
le=15.4‘1mod17=15.13mod17=8:> Y=
4 Yy, =12
= 4P(9,12)
+Diém 5P =P +4P
15 . z, =16
A=—=15.9"mod17 =15.6mod1l7 =5
9 Yy, =4
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= 5P(16,4)

+Diém 6P =P +5P

3 » z, =10
A=—=316"=3.16mod17 =14 =
16 Y, =12

= 6P(10,12)
+Diém 7P=P+6P

;=6

A= e =11.10"=11.12mod17 =13 =
10 Y, =6

— 7P(6,6)

+Diém 8P=P+7P

5 " r, =15
A=—==56"=53modl7=15=

6 Yy, =12
= 8P(15,12)

+Piém 9P =P +8P

~11
A= 11151 2118mod17=3=1"
15 Y3 =0

= 9P(11,0)
Tur diém 10P tré di c6 thé tinh theo quy tdc sau: P(z,y)=—P(z,~y)
+ Diém 10P = -8P =10P(15,-12) =10P(15,5).
(Chay: —12mod17 =5mod17)
+ Diém 11P = —7P =11P(6,—6) =11P(6,11).
+ Diém 12P = -6P =12P(10,-12) =12P(10,5).
1 Diém 13P = 5P =13P(16,~4) =13P(16,13) .
+ Diém 14P = —4P =14P(9,~12) =14P(9,5).
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+ Piém 15P = -3P =15P(4,-16) =15P(4,1).

+Piém 16P =—-2P =16P(13,-1) =16P(13,16) .

+ Piém 17P =—P =17P(0,-1) =17P(0,16).

+ Piém 18P =0.

Céc diém nguyén thity ctia nhom nhan duge xac dinh nhu sau:

Néu P lamgt diém nguyén thay thi iP s¢ la nguyén thiy voi (i,|E, (a,b)|) =1

Trong vi du nay ta cé ‘Eﬂ (l, l)‘ =18 vay cac diém nguyén thay iP co:

(i,18) = 1 hay i = (1,5,7,11,13,17).

Céc diém nguyén thay la: P,5P, 7P, 11P,13P, 17P (6 diém)
2.3.1.3. Phwong phdap ma mang dwa trén dwong cong elliptic

Xét duong cong elliptic dang Weierstrass trén Z,, (v6i p nguyén t4) duoc mod
ta boi phuong trinh (2.22) nhu sau:

y? = x3 + ax + b modp

Véia,b € Zy, (nhom nhan trén Z,,).

Chay: a va b ¢ day 1a hé s6 cia duong cong elliptic trong biéu thirc.

Xét nhom E,(a, b) bao gom tat ca cac diém c6 toa do (x,y) théa méan phuong
trinh (2.22) va diém zero 0. Nhém E,(a,b) 1a mot nhém cong, cac diém cua
E,(a,b) ky hi¢u la P(x,y).

Quy tic thuc hién phép cong cac diém trén duong cong EC nhu trinh bay ¢
muc 2.3.1.2.

Bang cach ding phép cong cac diém cia EC, NCS da tién hanh thyc hién ma

mang trén duong cong elliptic nhu mé ta trong hinh 2.11.
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A C B

phase 1 phase 2
A(Ia:ya) —_— > O(ch“yc) 4 B(xbryb)

B=C-A «—— 0=A+B —» A=C-B
phase 3 phase 3

Hinh 2.11. Ma mang dua trén duong cong elliptic

Néu ta coi thong tin can truyén la cac diém ciia nhom cong E,(a, b) trén
duong cong elliptic, thi y tuang thyc hién ma mang ta c6 thé xay dung mot hé théng
CR nhu Hinh 2.2.

Gia s nit A mudn guri thong tin (1a 1 diém) A(x,, y,) cho B, va B mubn gui
diém B(x,,y,) cho A. Thi tuc truyén duoc thuc hién nhu sau:

Nut A, B, C chon mot duong cong elliptic theo dang (2.30) véi a, b thoa mén
(2.31) va tinh E,,(a, b)

+ Giai doan 1: A phat A(x,,y,) cho C

+ Giai doan 2: B phat B(x;,y,) cho C

+ Giai doan 3: NGt C nhan thdng tin A(x,,v,), B(x,, y,) Va tinh téng:

CCxe,ye) = Alxa, ¥a) + B(xXp, ¥p) (2.34)
Va C phat quang ba C (x,, y.) cho bén A va B.
Nt A nhan C(x,, y.) va tinh:

B(xb; yb) = C(xc: yc) - A(xa; ya) (235)
Nut B nhan C(x,,y.) va tinh:
A(xq,¥4) = C(xe, ) — B(xp, yp) (2.36)

Vi du:
Xét duong cong EC: E;5(1,1) véip = 13;a=1;b = 1.
y? =x3+x+ 1 (mod 13)

Xét diéu kién ton tai theo (2.23):
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A=(413+271)mod 13 =5 %0
Vay A théa man diéu kién ton tai.
Tat ca c4c phan tir cua E;5(1,1) c6 thé tinh nhu sau:
Xéttap Q.5 = {1,3,4,9,10, 12} la tap cac thang du bac 2 cua Zj; (theo dinh
nghia 2.18), ta c6 thé tinh Q5 bang cach binh phuong tit ca cac phan tir cua Z:,.

Bang 2.5. Cac phan tu 12 thiang du bac hai cua 7, .

i 1 2 3 4 5 6 7 8 9 10 | 11 | 12

i2 1 4 9 3 12 | 10 | 10 | 12 3 9 4 1

MJi phan tir ciia Q,5 c6 hai can bac 2 (dinh ly 2.10):
V1=1{1,12}; V3={49} Vv2={211}
V9 ={3,10}; V10 ={6,7}; V12 = {5,8};

Bang 2.6. Gia tri cic diém cua E,(1,1)

x 0|1 |2 3|4 |5|6|7[8]9][10]11]12
) L3 |1l |54 |1 |2|0|1|11]{10] 412
yYe,? | Y|Y|N|N|Y|Y|N|N|Y|[N|Y|Y|Y
Y, 1|4 2 |1 01 6|25
Y, 1219 11|12 0|12 7118

(Y =yes, N=n0; /¥ = (y1,7,)
Tur bang 2.4, ta co:
E;;(1,1) = {(0,1),(0,12),(1,4),(1,9), (4,2), (4,11),(5,1),(5,12), (7,0),
(8,1),(8,12), (10,6),(10,7), (11,2),(11,11), (12,5), (12,8), 0}
Véi tong s6 18 phan tu: |E;5(1,1)] = 18
Chuy::
(@) Véi x = 7 thi y = 0, mac du y = 0 khéng phai la thang du bac hai nhung
né 1 cian bac hai d6 1a: /0 = 0.

(b) Biém O c6 toa do 0 (oo, 00) dy la diém v clng, thoéa man:
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P+(-P)=0
Thu tuc truyén tin giira hai nat A va B theo mé hinh ma mang nhu sau:
Gia stir bén A chon A(1,4), bén B chon B(8,12)
+ Giai doan 1: Agui A(1,4) choC
+ Giai doan 2: B gui B(8,12) choC
+ Giai doan 3: C tinh C(x,,y,) = A(1,4) + B(8,12) theo (2.24) va (2.25):

A=22m0dp =22 mod 13 =871 =3
Xp—Xq 8—-1

x, = (A% —x, —x,)mod p
=((3%2-1-8mod13 =0
Ve = [A(xq — xc) — yolmod p
= [3(1 = 0) — 4]mod 13

= —1mod 13 = 12
Sau d6 C gui €(0,12) cho ca A va B.
Chu y: trong nhom nhan Z3; = {1,2,3,...,11,12} c¢6 7 cap s nghich dao nhu

sau: (1,1); (2,7); (3,9); (4,10); (5,8); (6,11);(12,12).
Co6 nghia 1a: 2 = 771 (va duong nhién 7 = 271) vi 2.7 mod 13 = 1, tuong tu
Vvé6i cac cap sd nghich dao khac.
- Nat A khoi phuc ban tin:
B(xp, yp) = C(xe, ye) + [—A(xa, ¥a)]
Theo tinh chat cua nhém nhan:
Néu A(1,4) thi —A(1, —4) hay —A(1,9) ,chiy: —4 =13 —4mod 13 =9
Toa do diém B(x,, y,) dugce bén A tinh nhu sau:
p=2 Lt ed13=—3=10
1-0
x, = (A% —x, —x,)modp = (10— 0—1)mod 13 =8
v, = [A(x, — x.) — y,]Jmod p = [10(0 — 8) — 12]mod 13

= —92mod 13 =12

Vay A di khoi phuc duoc ban tin B(8,12) duoc g tir B.
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Tuong ty, nat B khéi phuc ban tin:

A(xq, Ya) = C(xc, ye) + [=B(xp, yp)]
Do B(8,12) nén —B(8,—12) hay —B(8,1)
Toa do (x4, y,) duoc khoi phuc tuong tu, nhu sau:

1-12
~ 8-0
x, = (102 -0—-8)mod 13 =1

mod 13 = 10

¥, = [10(0 — 1) — 12]mod 13 = —22mod 13 = 4
Nut B khdéi phuc chinh xac A(1,4)

2.4. KET LUAN CHUONG 2

Céc nghién ctru trong chuong 2 dua ra duoc cac dé xuat md hinh thuc hién ma
mang trén c4c céu tric dai s6 cu thé, d6 1a: nhom cong va/hoic nhém nhan trén
vanh s, truong sb. Dac biét, tir cac nghién ctiru vé vanh da thire, vanh da thie ¢6 hai
l6p ké cyclic va céc ang dung tiém ning, NCS ciing di dé& xuét xay dung mé hinh
mM& mang trén cac vanh da thac va truong da thuac.

Céac nghién ctru dé xuat nay 1a mot hudng nghién ciru tiém nang va 1a co sé
dé &p dung dugc nhiéu ciu tric dai sé khac nhau cho ham mé héa trong hé thong
mé& mang.

Vé téc do xur ly: Khi &p dung cac dé xuit ¢ sir dung phép cong trén vanh sb,
vanh da thirc ¢6 thé ndi gan twong dwong véi phép toan duoc sir dung trong ma
mang thong thuong. Con khi st dung cac phép nhan thi téc d6 xir Iy s& cham hon.

Phan cudi cua chuong 2 13 cac nghién ciru Vé cdu trac dai sé6 nhdm cong cac
diém trén dudng cong elliptic trén trudng hitu han va dé xuat xay dyng ma mang
trén nhom cong nay. Pay chinh 1a mot huéng mé dé tiép tuc nghién cau ap dung
c4c hé mat tién tién vao ma mang nham hudng t6i xay dung cac md hinh ma mang

an toan va hiéu qua.
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CHUONG 3. MO HINH MA MANG AN TOAN

Trong Chuong 3, nghién curu sinh tdp trung nghién ciu bai toan logarit roi
rac trén truong hitu han, hai hé mdt khéa cong khai Omura-Massey va ElGamal két
hop Véi dé xuat xay dwng ma mang trén vanh sé, trucong sé ¢ chirong 2 d@é dé xuat
xay dung mgt mo hinh ma mgng an toan.

Két qua nghién citu & chirong 3 dwoc thé hién tai Bai bao 5: (2021) Pham
Long Au, Nguyén Binh, Ngé Buc Thién, “Md mang an toan dia trén hai hé mdt
Omura-Masey va Elgamal trén vanh sé”, Tap chi Khoa hoc Cong nghé Théng tin
va Truyén thdng, Hoc vién Cong nghé Buu chinh Vién thong, sé 02 (CS.01)2021,
ISSN 2525- 2224,

3.1. BAl TOAN LOGARIT ROl RAC

3.1.1. Bai toan logarit trén truwong sé thuc R

+ Bai toan thugn: Ham sb y = a* Véi a, x € R, viéc tinh toan ham mii ndy c6
thé duoc thuc hién dé dang béng thuat toan binh phuong va nhan.

+ Bdi todn ngwoc: nhu ta da biét phép tinh nguoc ctia ham mi chinh 13 ham
logarit y = log, x, viéc tinh toan ham nguogc logarit nay s& khé khian hon nhiéu so
v6i ham thuan. Tuy nhién, ca hai phép him mii va logarit déu 13 cac ham dong bién

cho nén co thé xac dinh gia tri twong ddi ciia ham logarit duoc (nhu Hinh 3.1).

y=log, x
1
7 /

Hinh 3.1. D6 thi ham y=a" va y=log, =
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Mot sb tinh chit cua ham logarit.
+ y=log,bc=log,b+log, c
+ y= Iogagz log,b—log, c
+ log,1=0
+ y=log, ' =-log, z
3.1.2. Bai toan logarit trén trwong hiru han
Bai toan logarit roi rac (DLP) 1a mét trong céac bai toan mot chiéu dung dé xay
dung cac hé mat khoa cong khai. Phép tinh xu6i la ham ldy thua roi rac, thuong la
phép tinh dé, duogc danh cho cac bén ma hda va giai ma hop phap. Con phép tinh
nguoc la phép tinh logarit roi rac, 1a bai toan kho, dugc danh cho cac bén tham ma
(giai ma) bat hop phap.
TOm tat bai toan logarit roi rac nhu sau [9, 58]:
Xét mot vanh s6 Z,, néu p la nguyén t6 thi Z, 1a mot truong (Z, = GF (p)).
Tap tat ca cac phan tir khac 0 ciia truong s& tao nén mot nhém nhén cyclic Z;,.
Ly =T, /{0} = {1,2,..,p — 1}
- Cho g € Z,, lamot phan ti sinh (nguyén thuy) ciia nhém nhan.
- Cho y € Z3, yéu cau hdy tim x (néu ton tai) sao cho:
g* =y tacla:x =log,y
Nhan xét: Vy € Z,, thi:
- Bai toan c6 nghiém khi g 1a phan tir nguyén thuy.
- Bai toan c6 thé khong cd nghiém khi g bat ky.
Mot s6 tinh chat cia ham logarit roi rac.
+ y=log, bc=(log, b+log, c)modp—1
+ y= Ioga% =(log, b—log, ¢c)mod p—1

+ log ,z=-log,z=p-1-log,x
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+ log,1=0=p—1 (coi 0=p-1)

Vi du:

Xétp = 19, a = 2 ta cl céc gia tri bai toan thuan y = a* nhu trong bang 3.1.

Bang 3.1. Cac gia tri cia y =2" mod19 trén Z,,

T 1 2 3 4 5 6 7 8 9 |10 |11 (1213 /14| 15|16 | 17 | 18
2t | 2 | 4 8 |16 13| 7 (14| 9 |18 |17 |15 |11 | 3 6 12| 5 |10 1
cha y:

+ Néu a la mét phan tir nguyén thity thi a® sé di qua tdt ca cdc phan tir ciia

nhom L.

+ Néu a la phan tir nguyén thiy thi a* ciing la nguyén thiy véi (i,p—1)=1.

Trong vi du ndy cic gia tri ciia 7 thoa man (4,18)=1 la 1=(1,5,7,11,13,17).

S6 lugng céc gid tri ciia ¢ bang gia tri ham ¢(p—1).

N, = qo(p—l) = g0(18) =6

Cach tinh ham Phi-Euler ¢ nhu trinh bay tai dinh nghia 2.8.

Nhu vay trong nhom Z, c6 6 phan tir nguyén thiy:

2=2" 13=2° 14=2"; 15=2%

3=2";, 10=2"

Céc phan tir nguyén thily nay tao thanh céc cip nghich dao nhu sau:

(210)¢>2=10"; (13,3) >13=3"%; (14,15)«>14=15"

+ Bai toan nguwotc: y = log, x

Tu bang 3.1 ta tinh dugc ham nguoc log, z nhu trong bang 3.2.

Bang 3.2. Giatri log, z(mod19) trén Zj,

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

2.’1?

16

13

7

14

9

18

17

15

11

3

12

10
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log,z |18 |1 (13| 2 16|14 6 3|8 171215 5 7 11 4 109

Tuong tu ta c6 thé tinh logarit roi rac cia cac phan tir nguyén thuy con lai cia
Z;4 nhu bang 3.3.

Bang 3.3. Bai toan logarit roi rac trén 7

T 12 (34|56 |7 |8|910|11|12|13|14|15|16|17 |18

o+ | 2|48 |16|13|7 (14| 9 (181715113 |6 (125 |10|1

log,z |18 1132 |16 /1416 |3 |8 1712|155 |7 |11 4|10 9

log,,» |18 17| 5|16 2|4 112/15/104 1|6 |3 13|11 )7 |14/ 8 |9

13° 1311712 4 |14|11|10|16|18| 6 | 2 | 7 |15/ 5 |8 |9 |3 |1

log,,z |18 |11 |17| 4 14110112 15|16 7|6 |3 | 1|5 13|18 2|9

log,z |18 71|14 4 /8632 |11/12|15/17|13|5 10|16 9

14" 14|16 |8 |17|10| 7 | 3 | 4 |18| 5 |13 11| 2 |9 (1216|151

log,z |18 (137 8|10 2|6 |3 145 12|15|11| 1171164 |9

log,z |18 5 11|10 8 |16 112 15| 4 (13|16 | 3 | 7 |17) 1|2 149

Nhén xét: T cac Bang 3.1 va Bang 3.3 ta thay hai ham thuan va nguoc déu
khong phai ham ddng bién, khi biét bai toan thuan thi moi tim duoc bai toan
nguoc. Do d6 viéc giai bai toan nguoc giéng bai toan vét can, phai thir lan luot
cac truong hop.

Viéc xac dinh logarit cia mot phan tir bat ky trong Zy, la bai toan kho gidi khi

p 1a s nguyén t6 16n.

3.2. HE MAT OMURA - MASSEY
Hé mat Omura-Massey (O-M) dugc dé xuat bai James Massey va Jim. K.

Omura lan dau tién vao nim 1982 dugc xem nhu mot cai thién tich cuc trén giao
thaee Shamir [59], [60], [61].
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Bén qiri A Bén nhan B

/-‘é@ A mé héa ban rd M thanh Ca @ a

(béng khoéa Ka) va glri cho B

-
<
L J

M

B ma héa Ca thanh Cag
(bdng khoa Kg) va gtri lai cho A

-
<
¥

’ A gidi m& Cag thanh Cs N

5 q¥i lai cho B
va guwl lal ¢cno > M

B gidi ma Cg dé lay
laibanro M

Hinh 3.2. Minh hoa hoat dong cia hé mat O-M
Hoat dong cua hé mat O-M dugc mo ta nhu trong Hinh 3.1. Hai bén lién lac A

va B s& ty tao cho minh céc khoa bao mat riéng (K,, K3), bén A can gui ban rd M
cho bén B, qué trinh truyén tin thuc hién theo cac budc sau:

Budc 1: A ma hoa ban rd M thanh ban ma C, bang khoa cua A 1a K, va gui
C, cho B.

Budc 2: B nhan C, va ma hda tiép bang khoa cua B (K5) thanh ban ma C,; va
gui lai cho A.

Budc 3: A giai ma C,5 dugc Cy roi gui lai cho B.

Budc 4: B nhan Cp va giai ma dé nhan M.

+ Hé mat O-M xay dung trén bai todn DLP

* Tao khoa
Khoa cong khai: chon p 1a mot s6 nguyén té lon.
Khoa riéng caa A: A chon cap s6 ngau nhién (m, n) thoa man:

m.n=1mod(p —1) (3.2)
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Khoa riéng caa B: B chon cip s ngau nhién (u, v) thoa man:
u.v=1mod(p — 1) (3.2)
Chu y: vi (m,n), (u,v) la cac cip s6 nghich ddo nén m,n,u,v € Z;,_y, Z;_,
la nhom nhan trén vanh s Z,_,. Nhém nhan nay la tap cac phan tir 1a nguyén t6
cing nhau véi (p — 1), cu tric Z;,_, nhu sau:
Zyp—q ={,i<(p—1),gcd(i,p—1) =1} (3.3)
* Qua trinh truyén tin bdo mat
Bén A mudn giri mot ban rd M t6i bén B.
+ Budc 1: A tinh C, va gui cho B:
C, = M™mod p (3.4)
+ Budc 2: B nhan C, vatinh C,p roi giri cho A.
Cop = (M™)* modp (3.5)
+ Budc 3: Anhan C,p vatinh:
Cg = (M™)" modp = M¥ mod p (3.6)
va gui Cgz cho bén B.
+ Budc 4: B nhan Cg va giai mé:
(M*)Y modp =M (3.8)
* Nhan xét
Dé thu dugc ban rd thi hé mat phai co tinh dang lily va ¢ tinh giao hoan. Vi
hé mat O-M cac ham ma héa va giai ma déu 1a ham mi, véi cac s6 mil 1a nghich
dao ctia nhau nén thoa man.
Viéc tham ma hé mat O-M lién quan téi bai toan logarit roi rac day 1a bai toan
kho véi sb p 16n.
Vi hé mat O-M khong c6 tinh nang xac thyuc, nén dé tranh loai hinh tan cong “Ké

ding gitta” (Man in the middle) c6 thé st dung thém cac phuong phap xéc thuc khac.
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3.3. HE MAT ELGAMAL

Hé mat ElGamal 1a mot hé mat khéa cong khai dya trén trao d6i khéa Diffie-
Hellman, do Taher ElGamal dua ra vao nam 1985. M0 ta van tit hé mat nhu sau
[59, 60, 62]:

+ Tqgo khéa: Bén lién lac A tao cho minh mot cap khoa cong khai va bi mat,

theo cac budc sau:
Budc 1: Chon p languyén té 16n, g € Z;, 1a phéan ti nguyén thuy.
Budc 2: Chon mot sé x théamin 1 < x < p — 1 vatinh g* mod p.
Budc 3: Khéa cong khai cua A: (p, g, g%)
Khoéa bi mat cua A la: x
+ M4 hoa: B can gii ban tin m cho A (m < p)
Budc 1: B nhan khoa cong khai caa A: (p, g, g%)
Budc 2: B chon y ngau nhién (1 < y < p — 1) vatinh:
y =g” modp (3.9)
d =m(g*)Y modp (3.10)
Buéc 3: B giri banma € = (y,6) cho A

+ Gigi m&: A nhan ban ma C va giai mé:

Budc 1: A tinh
y*=9g"Ymodp (3.11)
= (g”)P"" " mod p
(y™* =yP~*mod p)
Budc 2: A tinh

S.yP 1™ =m.g"g ™ modp =m (3.12)
+ Nhdn xét: Pé giai ma thi tham ma phai biét x (khda bi mat) tac la phai giai
bai toan logarit roi rac (tinh x = log, g*) véi p 16n khong thé giai duge, do d6 hé

mat la an toan.
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+ Hiéu qua truyén tin thap, do hé s6 mé rong ban tin E =2 (Ban mi C =

(y,8) c6 do dai bang 2 lan do dai ban rd m).

3.4. XAY DUNG MA MANG AN TOAN

3.4.1. M6 hinh m& mang an toan

Trong md hinh ma mang hai nat nhu Hinh 2.2, thong tin truyén trén mang
(x4, X5, X¢) chua duoc bao mat va xac thuc. Noi dung nay nghién ciru sinh dé xut
ap dung hai hé mat khda cong khai két hop véi md hinh ma mang, véi muc dich tan
dung vu diém cia md mang va c6 thém chirc ning xac thuc va bao mat théng tin.

M6 hinh ma mang an toan dé xuat van duoc xay dung nhu Hinh 2.2. Gia st A
can gui ban tin x,, cho B; Bén B can gui ban tin xz cho A. Qua trinh truyén tin theo
hai giai doan sau:

Giai doan 1: Truyén tin bao mat tir A, B dén C, ding hé mat EIGamal.

Bang 3.4. Truyén tin bao mat bang hé mat ElGamal

A C B

Giai ma 13y lai x4, x5 Va tao x:

ElGamal _ ElGamal
Xq — Xc = XaXp «— Xp

(hOé,C Xc = Xy + xB)

+ A va B dung khoa cong khai ciia C ¢é ma hoa cac ban tin x, va xz, sau do
truyén cac ban ma cho C.

+ Bén C nhan cac ban ma va giai ma dé lay lai x,, x5, sau d6 két hop ching lai
thanh ban tin mai x.

Giai dogn 2: St dung k¥ thuat md mang két hop hé mat Omura-Massey. Bén
C tao ban tin x. tir viéc két hop céac ban tin x, va x5, c6 thé két hop theo cac céach
khac nhau ciia ma mang. Thong thuong, cd thé thuc hién bang phép nhan hoic phép
cong ba tir C dén A, B.
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Bang 3.5. Truyén tin ma mang bao mat biang hé mat Omura-Massey

Bén A

Bén C

Bén B

M4 hda x. bang khoa k.
quang ba

4—'—?

M4 hoa C, bang k:
CC,A =f(xC; ké‘: k,lq)
va gui C¢ 4 cho C <

M4 hoa C, bang kj:
CC,B =f(xCJ ké‘; kIB)
< va gui Cc 3 cho C

Giai ma (go k¢):
1 Cy = f(xc ky)

Cp = f(xc, kp):

+ Gial ma:
_ -1
xc =f " (xc, kpy)
+ Tai tao ban r6 xp
_ -1
Xp = XcXa

(hodc xp = x¢c — x,)

+ Gial ma:
_r-1
xc =f*(x¢, kp)
+ Tai tao ban rd x,
_ -1
X4 = XcXp

(hOéC Xqg = Xc — xB)

- Buoc 1:

+ Bén C ma hda ban tin x, — C, = E(x., k.) bang khoa ki cia C, roi phat

quang ba cho A va B.

- Buoc 2:

+ Bén A nhan C, ma hoa C, — C. 4 bang khoa kj, va guri tra C:

Cea= E(CCr ki) = E(xc, ke, ki)

(3.13)

+ Bén B nhan €, m& hoa C, - C 5 bang kha kp va giri tra C:

Cep = E(Cc»ké) = E(x¢c, k¢, kp)

(3.14)
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- Buoc 3:
+ Bén C nhan C. 4, va giai ma C; , — C, (théo khoa k), va gui C, cho A:
Cs = D(Cca ki) = E(xc, k) (3.15)
+ Bén C nhan C. 5 va gidi ma C. 5 — Cy (thao khoa k), va guri Cy cho B:
Cpy = D(Cep ki) = E(xc, kp) (3.16)
- Buoc 4:
+ Bén A nhan C, va giai ma tai tao ban r6 xp:
Xc = D(CA! k;l)
Xp = Xc. x5t (3.17)
+ Bén A nhan C va giai ma tai tao ban ro x,:
Xc = D(CBr kl,3)
Xq = Xc.Xg1 (3.18)
Cht y: E(.) va D(.) la cac ham m& hda va giai ma. Dé thuc hién ma hoa va
giai ma khong theo quy tic "boc banh" nhu biéu thuc trén tic 1a c6 thé thyuc hién
khong theo thi tu, thi phép ma hda va giai ma thuong duwa trén tinh chat dang liy
cua phép tinh liy thura.
3.4.2. Ma mang an toan sir dung bai toan logarit roi rac

Hoat dong ciia ma mang an toan dé xuat xay dung trén bai toan DLP thuc hién

nhu sau:
* Tao khoa
+ Tham sb chung: Cac bén A, B, C chon:
p - sb nguyén tb 16n;
g- phan t nguyén thuy, g € Z3;
+ Tham sb bi mat: cac bén chon sé bi mat nhu sau:

Bén A:
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-Séngaunhiénk,: (1 <k, <p—1)

- Cap s6: my,ny myn, = 1 mod (p — 1)
Bén B:

-Séngau nhiénkz: (1 < kz <p—1)

- Cip s6: mp, ng: meng = 1 mod (p — 1)
Bén C:

- S6 ngau nhién kq: (1 < k. < p —1); Tinh g*c mod p va céng khai gkc
cho A va B.

-Cap sé:u,v:uv = 1mod (p — 1)

Ch thich: cac s6 bi mat kg, kg, ko st dung cho hé mat ElGamal; cac cap sd
(my,n,), (mg,ng), (u,v) st dung cho hé mat O-M (twong ung véi cac khéa
kj,, kg, ki trong muc 3.4.1).

* Qua trinh truyeén tin:
Giai dogn 1.

Truyén tin bao mat tir A, B dén C, ding hé mat EIGamal. Ban rd cua A 1 x,,

vacua B la xp.
Bén A tinh (theo (3.9), (3.10)):
Ya = g*4 mod p
5a = x4(g"“e)*4a mod p
va gui C; = (y,,6,) cho C.
Bén B tinh:
Ys = g*® mod p
8 = x5(gc)*® mod p
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Bén C giai ma theo (3.11), (3.12):

- Gial mé x,
YA_kC — yE—l—kc — g—kAkC mod p
Ya ¢ 8y = x(ghcla)ghake = x,
- Giai ma xg
y‘;kc — yg—l—kc — g—kBkc mod p

-k _
VB ¢ 8p = xp (gkaB)g kpkc = Xp

Giai dogn 2: Truyén tin bao mat quang ba tir C dén A, B bang hé mat Omura-
Massey. Sir dung ky thuat ma mang: Bén C tao ban tin x, tir viéc két hop céc ban tin
X, VA xp, cO thé két hop theo cac cach khac nhau caa ma mang. Thong thudng, co

thé thuc hién bang phép nhan hoic phép cong.
- theo phép nhan: x. = x,xz; mod p
- theo phép cong: x. = (x, + xg) mod p

+ Buoc 1: Bén C méa hda ban tin x. (theo phép nhan) va phat quang ba ban ma
cho A, B:
Cc =x¢modp

+ Buoc 2:

Bén A nhan C, ma héa C; — C¢ 4 bang khda riéng cia A va gui Cc 4 cho C:
Ceu=Cp?modp =x."4modp

Bén B nhan C, ma héa C, — C. 5 bang khoa riéng caa A va giri C; 5 cho C:
Ccp = Co®modp =x.""F modp

+ Buoc 3.

Bén C nhan C¢ 4, gidi md C; , — C, va gui lai C, cho A:
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_ v _ L uvmgy _ my
Ca = Cl g =x, mod p = x;“ modp

Bén C nhan C; g, gidi ma C; 3 — Cp va gui lai Cp cho B:
Cp =Clp=x:""F modp = x;* mod p
+ Buoc 4.
Bén A nhan C, va giai ma lay lai x
CiA =x.4" modp = x¢
tai tao ban rd x:
- Theo phép nhan: xz = x.x;*
- Theo phép cong: xg = xc — x4
Bén B nhan Cy va giai ma ly lai x
Cy? = x. 2" mod p = x¢
tai tao ban rd x,:
- Theo phép nhan: x, = x. x5!
- Theo phép cong: x4, = x; — xp
Vi du:
* Tao khoa
+ Tham sé chung: Cac bén A, B, C chon:
p = 23 - sb nguyén té;
g = 5 la phan tr nguyén thay, g € Z3.;
Bén C chon k. = 9 1a tham s6 bi mat caa C va tinh:
gk =5%mod 23 = 11

+ Tham sé bi mdt:
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Bén A chon:
- S ngau nhiénk, = 7: (1 < 7 < 30)
- Cap s6: (my,ny) = (7,19) thoa man:
7X19mod 22 =1
Bén B chon:
- S ngau nhién ky = 15 : (1 < 15 < 22)
- Cap s6: (my,ng) = (5,9) théa man:
5X9mod22=1
Bén C chon:
- S6 ngau nhién k. = 9: (1 < 9 < 22)
- Tinh g*c = 5°mod 23 = 11 va cong khai g*c cho A va B (nhu & trén).
- Cap s6: (u, v) = (13,17) thoa man:
13 X19mod 22 =1
Tém lai:
Tham s6 cong khai: p = 23; g = 5, g° = 11
Tham s6 bi mat;
~ BenA:k, =7; (myn,) = (7,19)
— BénB: kg = 15; (mg,ng) = (5,9)
— BénC: k. =9; (u,v) = (13,17)
* Qua trinh truyeén tin:
Giai doan 1: Truyén tin bao mat tir A, B dén C, dung hé mat ElGamal.
GiasurbanrécuaAlax, =3,vaciaBlaxg = 12.

Bén A tinh:
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Y4 = g% = 5"mod 23 = 17
8, = x4(gkc)ka = 3.11"mod 23 = 21
vagui C, = (17,21) cho C.
Bén B tinh:
¥s = g¥8 = 5% mod 23 = 19
8p = xg(gkc)*e = 12.11%mod 23 =5
va gui Cz = (19,5) cho C.
Bén C giai ma:
_ Giai ma x, C tinh:
y K¢ = 1779 = 1713 mod 23 = 10
v € 8, = 10.21 mod 23 = 3 = x,
- Giai ma xp
Vs € =19 mod 23 = 7
Vi€ 85 = 7.5mod 23 = 12 = xp
Chly: y ke = yp=l-kc = 52279,
Giai dogn 2: Truyén tin bao mat két hop m& mang.
+ Buéc 1: Bén C két hop ban tin theo phép nhan:
Xc = Xyxg = 3.12mod 23 = 13
+ Buoc 2: Bén C ma hoa ban tin x, va phat quang ba ban ma cho A, B:
Cc=x¢modp =13 mod23 =8
+ Buoc 3.
Bén A nhan C, = 8 vamé hda C, — C¢ 4, sau dé gui C¢ 4 cho C:
Cca = C.* mod p = 8" mod 23 = 12

Bén B nhan C¢, mé héa C; — C. p sau d6 gui C¢ g cho C:
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Ccs = Co® mod p = 8°mod 23 = 16
+ Buoc 4.
Bén C giai méd C. 4, — C, va gui lai C4 cho A:
C,=Cly =127 mod 23 =9
Bén C gidi md C. 5 — Cp va gui lai Cz cho B:
Cp = Cly =16 mod 23 = 4
+ Buoc 5:
Bén A nhan C, va giai mi lay lai x.
C,4 =9 mod 23 = 13
tai tao ban rd xj:
xp = xcx; 1 =13 *8mod 23 = 12
Bén B nhan C; va giai ma lay lai x,.
Cz® = 4°mod 23 = 13
tai tao ban rd x,:
X4 = xcxgl =13 x2mod 23 =3

Cha y: 3 'mod 23 = 8; 127'mod 23 = 2 la cé4c cip sé nghich dao. Dé
tinh phép liiy thira cac sé I6n theo modulo, cé thé si dung thuat toan binh
phuong va nhan.
3.4.3. Panh gia mé hinh m& mang an toan

Nghién ctru sinh dd d& xuat mot md hinh ma mang két hop wu diém cua viéc
giam phién truyén dan (caa ma mang) véi cac hé mat ma cong khai, dé tao ra mot
m& mang an toan. Cac budc ciia md hinh nay tom tit nhu sau: Budc 1: xac thuc bao
mat ding hé mat ElGamal; Budc 2 giai ma va xac thuc, két hop (che giau) ban tin
bang mit na cong hoic nhan; Budc 3 phat quang béa bang hé mat O-M.

Uu diém ciia md hinh dé xuat d6 1a: (1) Sir dung duoc uu diém caa md mang la

giam s6 phién truyén dan giita cac ndt truyén trén mang (ting thong luong), ting do
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6n dinh cua viéc truyén tin; (2) thoéng tin truyén trong mang duoc bao mat an toan
nho cac hé mat khoa cong khai. PO an toan cua cac hé mat khoa cong khai dua trén
bai toan logarit roi rac, da dwoc chirng minh 1 bai toan an toan véi truong hop sb
nguyén té 1on.

Céc dé xuat ap dung cac hé mat két hop vao md mang nhu trong luan an nham
tao ra m& mang c6 kha ning bao mat. Cac dé& xuat nay moéi 1a budc dau dé cé céc
nghién ciru tiép theo 13 &p dung céc hé mat co do an toan cao hon vao mé hinh ma

mang an toan.

3.5. KET LUAN CHUONG 3

Tir cac nghién ctru dé xuat & chuong 2, NCS nhén thay c6 thé &p dung viéc
thuc hién bao mat thong tin trén ma mang, vi ldc nay thong tin trong mang da co thé
dugc md ta bang cac con sb (trén vanh sé, truong sb), hoic cac da thic, hoic cac
diém trén duong cong elliptic.

Két qua nghién ctru ¢ chuong 3 da dua ra mot mé hinh thyc hién ma mang
an toan (c6 bao mat) két hgp mé hinh ma mang theo kiéu truyén théng hop tac
(gitra 2 nt ¢ xa) vdi 2 hé mat khoa cong khai 1a Omura-Massey va EIGamal. Co
thtr nghiém tinh toan véi truong hop hai hé mat xay dung trén trudng sé va trén
bai toan logarit roi rac.

Tuy nhién, cac nghién cttu mai dirng & mirc dé xuat méd hinh va phuong phap
thuc hién, do an toan bao mat caa phuong phap dé xuat dat dugc theo do an toan cua
bai toan logarit roi rac, cho dén nay bai toan nay van la an toan khi sir dung sb

nguyén té lon.
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KET LUAN

* Cac két qua chinh cua lugn an:

Vi sy dinh huéng va huéng dan cua hai huéng dan khoa hoc, nghién cau
sinh da tién hanh thyuc hién luan an: “M4 mang trén mot sé ciu trac dai s6” véi cac
két qua chinh dat duoc nhu sau:

- D& xuét phuong phap thuc hién ma mang trén vanh s, truong sb, vanh da
thire, trudng da thuc bang cach sir dung cac nhém cong (phép cong), nhém nhan
(phép nhan) va két hop ca nhdm cong va nhom nhan dé thuce hién ham ma hoa/giai
mé& cho ma mang.

- Pé xuat phuong phap thuc hién ma mang bang cau tric nhém cong cac diém
trén dudng cong elliptic cua truong sb.

- Pé xuat mot md hinh ma mang an toan: nham két hop cac vu diém cta ma
mang voi do an toan cua cac hé mat ma cong khai dé thuc hién mot ma mang c6
bao mat thong tin.

* Hwéng phat trién cua lugn an:

Tiép tuc nghién ciru, phén tich sdu hon dé co thé danh gia day du tinh hiéu qua
cac phuong thuc, thuat todn ma mang ma NCS d3 dé xuat. DBac biét 1a xay dung hé
thong kiém thir thong qua md phong hé théng bang cac phan mém mé phong trén
may tinh nham danh gia hiéu nang, d6 an toan bao mat cia mo hinh d& xuat, rdi tién
ti thyc nghiém trong thyc té dé cé thé dua cac phuong thirc ma mang hiéu qua.

Tiép tuc nghién ctru, trao ddi hoc thuat dé c6 thé dwa ra dugc nhiéu phuong
thae, thuat toan md@ mang méi hiéu qua hon.

Trén co sé cac dé xuat cua luan an, hudng phat trién tiép theo cd thé 1a nghién
ctru ap dung cac hé mat ma nhu cac hé mat trén bai toan logarit roi rac, cac hé mat
duong cong elliptic, cAc hé mat trén vanh da thirc ¢6 hai 16p ké... vao mé hinh ma
mang nhim tao dugc cac mo hinh ma mang an toan.

Ha Ngi, thang 6 néim 2022
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