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MO PAU
1. Ly do chon dé tai
Cac thiét bi tinh toan nhing (goi tat 1a cac hé théng nhing) dang dwoc (ng dung rong
rdi trong nhiéu linh vuc, dién hinh nhu trong cac thiét bi 10T (Internet of Things),
thiét bi di dong, thiét bi cam tay, may tinh bang, thé théng minh, cac bo diéu khién
trong xe 0 t6, cac bo cam bién méi trudng, cac hop ki thuat sb,... Theo thong ke, céc
thiét bi st dung hé théng nhdng chiém téi 90% cac thiét bi tinh toan hién nay. Do
chang loai va méi truong két néi da dang, nhu cau bao d¢am an toan va bao mat thong
tin cho céc thiét bi di dong noi chung va céc hé théng nhing noi riéng dang tré nén
cap thiét. Mot Iy do nira la nhing thiét bi nay thuong 1a khong day, kha ning truy cap
vat Iy moi luc - moi noi, van dé an toan bao mat dix liéu va bao vé truy cap dé ngan
chin tan cong nghe 1én va ro ri thong tin ca nhan 1a rit quan trong.
Pic diém chung cua cac hé thong nhing 1a c6 han ché vé tai nguyén va nang luc Xt
ly. Mic du cu hinh cua nhiéu thiét bi da duoc cai thién dang ké, song so vai cac may
tinh ¢6 nang lyc xt ly manh, cac hé thong nhung thuong c6 kich thudc nho hon, kha
nang xir Iy yéu hon, bé nhé nho hon va yéu cau tiéu thu it nang luong do st dung
ngudn pin. Viéc trién khai cac giai phap an toan bao mat théng tin cho cac hé thong
nhdng c6 thém nhiéu thach thirc so vai cac hé thdng may tinh truyén thong. Céc giai
phap mat ma st dung cac nguyén thuy mat ma truyén théng nhu RSA trong cac giao
thire trao d6i khéa nhu IKE, TLS, OpenVPN khong con phu hop. Trén céc hé thong
nhang cé han ché tai nguyén va niang luc xu ly, khong thé 4p dung céc hé mat ma véi
yéu cau tinh toan cao, tiéu thy nhiéu tai nguyén ciing nhu ngudn niang luong Ién. Do
nang luc xt Iy cia CPU va kha ning luu trit han ché cua bo nhé, can co cac giai phap
an toan bao mat théng tin hang nhe cho céc thiét bi nhing. Nghién ciru dé xuat cac
lugc dd mat ma hang nhe dat hiéu qua cao trén céc thiét bi nhing dang 1a cha dé
nghién ctu rat cap thiét, duoc quan tdm nhiéu va c6 y nghia thuc tidn cao do céc thiét
bi nhung dang dugc (ng dung rat rong réi.
Céc giai phap bao mat thuong dua trén nén tang mat ma khoa cong khai va mat ma

khoa dbi ximg. Do do phirc tap tinh toan cao, cic giai phap nay khong thé ap dung



cho c4c hé thong nhiing véi tai nguyén han ché. Hé mat duong cong Elliptic (ECC —
Elliptic Curve Cryptography) da dugc dé xuat cho cac hé thong nhtng do kich thuéc
khoa nho hon nhiéu so véi cac hé mat khéa cong khai khac. Céc luoc d6 ma hoa ECC
da duoc dé xuit dién hinh 13 lugce dd thoa thuan khoa Diffie Hellman trén duong cong
elliptic (ECDH) va thuat toan chit ky sb trén duong cong elliptic (ECDSA). Céc luoc
d6 nay cha yéu xay dung trén nén ECC véi phép tinh mat ma co ban |a phép nhan vo
hudng caa mot diém trén dudng cong véi mot sd nguyén.

Nhiéu nghién ciu vé hé mat duong cong Elliptic trén thiét bi nhang da duoc thyc
hién trong nhimg nim qua. Cac nghién cttu chi yéu tap trung vao véan dé lua chon
tham s6, s6 modulo an toan va phl hop véi méi trudng cé tai nguy@n han ché. Ba co
mét s6 cai tién thuat todn cing véi viéc sir dung nén tang hd trg phan ciing (FPGA,
GPU, NEON...) ciing nhu mot s6 cai tién cac phép toan co ban. Véi cac cai tién dua
trén lya chon tham s, han ché Ion nhat 1a viéc lya chon céc tham sé dic biét s& khong
phu hop cho cac wng dung mat ma cé yéu cau d6 mat cao. Viéc s dung cac thanh
phan hd trg nhu FPGA, GPU hoic céc chip hd tro tinh toan ciing con han ché do
nhitng khé khan trong trién khai cai dat thuat toan va ciing khé thay d6i tham sé
thuong dugc dat ¢ dinh. Do vay, nhiéu nghién ciru tap trung vao cai thién cac phép
toan co ban, vi du cac phép toan s hoc dya trén dic diém thiét bi cu thé va cac tham
sb dac biét. Tuy nhién, cac hé mat nay c6 han ché khi ap dung cho céc thiét bj khéc,
hoac khi can st dung cac tham s khac.

ECC c¢6 nhiéu uu viét va phi hop cho bao mat dit liéu trén cac thiét bi nhang. Tuy
nhién, nhiéu nghién ctru da chi ra ECC van con mét sé han ché khi str dung cho céc
hé théng nhing. Tuong ty nhu cac hé mat khda céng khai, viéc tinh toan trén ECC
cling kha phurc tap va tén kém lién quan dén mot s thuat toan nhu: cong diém, nhan
d6i diém va thoi gian tinh todn hoan toan ciing bi chi phdi bai cac phép nhan modulo
trong trudng hitu han. Thyc hién mat ma duong cong Elliptic vé ban chat 1a thuc hién
phép nhan diém va day ciing 1 phép tinh tiéu ton thoi gian va tai nguyén nhat trong
ECC. An toan cua hé mat duong cong Elliptic dua trén bai toan khé do 1a tim logarit

roi rac trén d6 (ECDLP — Elliptic Curve Discrete Logarithm Problem). Céc phép toan



trén ECC duoc thuc hién tir su két hop cua cac phép toan co ban trén trudng hitu han,

trong d6 phép nhan s hoc 1a phép tinh quan trong nhat. Hiéu qua caa hé mat ECC

phu thudc vao lua chon cac tham sé mién dudng cong elliptic, treong hitu han co ban

va cac thuat toan thuc hién tinh toan. Rat khoé c6 dugc su lya chon c6 tinh tdi wu, dic

biét trong méi truong han ché cua cac hé théng nhang. Tich hop cac phép toan mot

cach hiéu qua vao céc luoc d6 ECDH va ECDSA ciing chwa duoc nghién ctru day du.

Nghién ctru dua ra cac thuat todn an toan va hiéu qua cho ECC trong céc hé théng

nhang c6 tai nguyén han ché van dang 1a van dé cé nhiéu thach thuc.

Vi nhitng Iy do néu trén, luan &n chon chu dé nghién ctu 1a nghién ctu va dé xuat

"Giai phap nang cao hiéu qua sir dung mat ma duong cong Elliptic trén cac thiét bi

tinh todn nhang".

2. Muc tiéu nghién cwu

Nghién ctru, dé xuat cac giai phap dé nang cao hiéu qua thuc thi mot s6 thuat toan

mat ma duong cong elliptic trén nén hé théng nhing st dung vi xt Iy ARM, dam bao

hiéu qua vé téc do tinh toan, tai nguyén sir dung va an toan trong sir dung.

3. Péi twong nghién ciru

Péi twong nghién ciru caa luan &n 1a cac thuat toan mat ma duong cong Elliptic an

toan va hiéu qua trén méi treong tinh todn nhung.

4. Pham vi nghién ciru

Pham vi nghién ciru cua luan an la cac k¥ thuat, thuat toan, an toan va hiéu qua cua

mat ma duong cong Elliptic trén moi treong tinh todn nhadng st dung vi xi ly ARM.

5. Phuwong phap nghién ciu

— Phuwong phap nghién ctru ly luan: Nghién ctu, phan tich, tng hop cac thng tin
lien quan. Lya chon céc cach tiép can da duoc &p dung thanh cong. Tién hanh
nghién ciru sau hon vé giai phap cai tién co thé co dé xay dung va dé xuat duoc
c4c thuat todn mat ma dudng cong elliptic ma can bang gitra yéu t6 an toan va
hiéu qua, phu hgp cho méi truong tinh toan nhang.

— Phuong phap nghién ctru thuc nghiém: Nghién ciru, tich hop cac giai phap dé xuat

vao nén tang phan cang dé minh chiing cho két qua nghién cau Iy thuyét.



6. Noi dung

- Nghién ctru co ban vé hé théng nhung, dic diém cua hé théng nhing va vi xir ly
ARM str dung trén hé théng nhing

- Nghién ctru co s ly thuyét va cac thuat toan caa hé mat duong cong Elliptic, ung
dung céc giao thuc cua hé mat duong cong elliptic dé bao dam an toan dix liéu trén
thiét bi nhing. Nghién ctru, dé xuit phuong phap danh gia chi phi cua thuét toan nhan
s6 16n ma chi phu thudc vao phép cong co ban.

- Nghién ctru, dé xuat cai tién thuat toan sé hoc trén truong hitu han va céc thuat toan
cuia hé mat duong cong Elliptic nham nang cao vé hiéu qua thuc thi, tai nguyén st
dung. Tich hop cac giai phap dé xuat vao thuat toan ECDH va ECDSA trén nén vi xu
Iy ARM.

7. Y nghia khoa hoc va thuc tién

- Y nghia khoa hoc: Qué trinh nghién ctru luan an hudéng téi nghién ciru, dé xuat cac
k¥ thuat méi nham cai tién thuat toan va ang dung mot s nguyén thiy mat ma vao
bai toan bao mat théng tin trén hé thong nhing, cu thé:

+ Nghién ctru, & xuat phuong phap danh gia chi phi cua thuat toan nhan sé 16n ma
chi phu thugc vao phép cong co ban

+ Nghién ctu, dé xuét ki thuat nang cao hiéu qua cho cac luoc dd trén duong cong
elliptic khoa cong khai nhu thuat toan chit ky sé trén dudng cong elliptic (ECDSA)
va luoc d6 thoa thuan khéa Diffie Hellman trén duong cong elliptic (ECDH).

- Y nghia thuc tién: Cac thiét bi IoT, di dong (thoai thdng minh, may tinh bang) c6
sir dung thiét bi nhiing dang trd nén rat pho bién va tng dung rong réi. Céc giai phéap
dugc dé xuat trong luan an s& gop phan ting cuong kha nang bao mat thong tin trén
c4c thiét bi nhung, dap @ng nhu cau cap thiét trong thuc tién hién nay vé bao mat dix
liéu, ngan chan tan cong nghe 1én va ro ri thdng tin ca nhan. Giai phap dugc dé xuat
trong luan an dugc ap dung cho céc thiét bi phé bién trong thuc tién.

8. Bo cuc caia luan an

Ngoai phan m¢ dau, phan két luan va phan phu luc, luan &n gom ba chuong véi bd

cuc nhu sau.



Chuwong 1. Téng quan cac vin dé nghién ciru

Chuong 1 di sau phén tich cic yéu cdu cn bao mat dit liéu trén nén thiét bi nhung,
cac giai phap ning cao hiéu qua hé mat khoa cong khai Elliptic trén nén cac thiét bi
nhing (cai tién thuat toan, st dung cac tham s6 dic biét; st dung cac thanh phﬁn tinh
toan nhanh GPU, DSP, FPGA; sir dung cac dong xtr 1y ...). Trong cac giai phap nay,
luan 4n cling d3 phan tich nhitng wu diém va han ché cua timg phuong phap. Trén co
sO d6, luan 4n sé& tap trung vao dé xuat huéng nghién cru cta ludn an.

Chuwong 2. Ning cao higu qud cia phép nhan sé hoc trong treong nhj phan trén
vi xie ly ARM

Noi dung thir nhat ctua chuong 2 1a s& nghién ciru, phan tich va danh gia vé mat hiéu
nang ctia mot s6 phuong phap dé thuc hién phép tinh nhan trong truong hiru han (ca
truong nhi phan va truong nguyén to).

Noi dung chinh cia chuong nay s& nghién ciru va dé xuat: a)Nghién ctru, dé xuat
phuong phap danh gia chi phi ctia thuat toan nhan sé 16n ma chi phu thudc vao phép
cong co ban, b) Phuong phap nhan hai s6 hang trén truong hitu han, goi 1a phuong
phap phan ting. V&i phuong phap phéan tang, ta c thé xay dung duoc thuat todn nhan
c6 chi phi tét nhat trong cac trudong hop cu thé. Dua trén thuat toan nhan phan tang
dé xuat, cac dé xuat ap dung cu thé dé nhan hai da thirc trong trueong nhi phan dwa
trén két hop gitta thuat toan Karatsuba, bo nhan 128-bit va bo nhan 192-bit trén vi xu
ly ARMv7 va ARMVS.

Chwong 3. Ning cao hiéu qud phép nhan vé hwong cua hé mdt ECC trong truong
nguyén té trén vi vie Iy ARM

Chuong 3 cta luan &n tap trung cac giai phap cai tién hiéu niang cho cac thuat toan
mat ma dua trén duong cong Elliptic trén trudng so nguyén t6 dya trén hai cai tién
la: D& xuat cai tién thuat toan NAF va giai phap nang cao hiéu qua cua cac phép toan
s6 hoc (cong, nhan d6i va nhan vo hudng) trén duong cong Elliptic trong truong sd

nguyén té bang phuwong phap song song hai phép nhan dong thoi.



CHUONG 1. TONG QUAN CAC VAN PE NGHIEN CUU

1.1. Hé théng nhiing
Hé thong nhing (Embedded System) la mot thuat ngir thuong dung dé chi mot thiét
bi tinh toan dic biét, ¢ tich hop ca phan ciing va phan mém phuc vu cac tng dung
chuyén dung trong nhiéu linh vuc cua doi séng hién nay. Khac véi cac hé théng phéd
bién khac, vi du nhu cac may tinh da ning hay nhiéu hé théng may tinh trong diéu
khién cong nghiép, cac hé thong nhiing thudng ¢ kich thudc nhod hon, kha ning xir
ly yéu hon, bd nhé nhé hon va yéu cau tiéu thu it nang lwong [10, 11].
M6t hé théng nhing gom ba thanh phan chinh:

e Phan cting

e Phan mém tng dung

e Hé diéu hanh hoic mot hé théng thoi gian thuc (RTOS)

Phan cirng hé théng nhing:

- o - -

Hinh 1.1: Cdc thanh phan chinh trong mét phan cimg nhiing

Phan cirng cua mot hé thdng nhung thong thuong gdom céc thanh phan chinh sau:

e Quan ly ngudn (Power Management): Chtrc ning ctia thanh phan nay 1a cung
cAp ngudn dién va diéu khién ché do cap ngudn nham muc dich téi wu trong
tiéu thu nang luong. Thanh phan nay c6 thé chira mot bo dong ho thoi gian
thuc RTC (Real Time Clock)



e Vi xir Iy nhung (Embedded Processor): Day 1 trung tdm cua bat ky mot vi
diéu khién nao (microcontroller) dya trén hé théng nhing. Céc vi xt ly nay
duoc toi wu vé kich thude cling nhu chirc ning riéng biét cho tirng san pham.
Da phan trong 16p vi xt ly nay s& tich hop mét vai chire ning DSP co ban gém
bd nhan/chia bang phan cang.

e B0 nhs (System RAM, ROM, Embedded Flash): Thanh phan nhé RAM trong
mot hé théng nhing nén c6 thoi gian truy cap thap. Mot vai vi diéu khién
nhing gém thanh phan ROM dé luu thanh phan phan mém khoi tao
(bootloader), va c6 bo nhé Flash cho phép lap trinh chwong trinh.

e Ngoai vi (Peripherals) va 1/0: Cac ngoai vi la céc thiét bi vao va ra duoc két
ndi dén cong ndi tiép hoic song song cua hé thong nhing. Mot vi diéu khién
truyén théng véi cac ngoai vi str dung maot giao tiép ¢ thé 1ap trinh.

e Pong ho thoi gian (Timers) va Watchdog: Mot bo vi diéu khién s& gom bo
dém thoi gian khac nhau dé xac dinh sy kién theo thoi gian, vi du cho phép hé
théng vao ché do tiét kiém niang luong va thoat khoi ché do nay. Mot b dém
thoi gian dac biét goi 1a “watchdog timer” khéc, 1a mot phan thiét yéu caa bat
ky hé thong nhing duoc sir dung dé phat hién va khoéi phuc chuong trinh khi
chay mot doan ma gap su cd.

e Thanh phan cam bién (Sensors) va tuong tu (Analog): Mot hé théng nhing
thuong gdm nhiéu cam bién nhu cam bién nhiét do va cac thanh phan tuong
tu nhu bd chuyén doi twong tu - sé (ADC), bo chuyén d6i s6 - twong tu
(DAC). ..

e Ngoai ra, trong thiét ké phan cting hé thong nhiing con cé cac thanh phan khac
nhu: diéu khién khoi dong hé thong (Reset control), diéu khién ngat (Interrupt
control), thanh phan lién quan dén tng dung (Application Specific) ...

Phan mém ng dung va hé diéu hanh:

Do khéng c6 thiét bi 6 cing trong hé théng nhung, nén ma chuong trinh duoc luu &
trong bd nhé Flash hoac bo nhd ROM. Trong qué trinh thuc thi mot chuong trinh,
khong gian nhé cho cac bién dugc cap phép trong bo nhd RAM.



Cac ung dung hoat dong trén hé didu hanh co s& hoic trén mét hé diéu hanh thoi gian
thuc RTOS (Real-Time Operating System).

Cac hé théng nhing rat da dang, song c6 dic diém chung 1a duoc cdu thanh tir mot
bo xtr Iy nhing chuyén dung, phan mém sun (Firmware) luu trong thanh phan nhé
ROM, hoic Flash va cac thanh phan dau vao, dau ra [1, 10].

Kién tric ciia mot hé thong nhung duoc tap trung xung quanh mot vi diéu khién
(microcontroller), con dugc goi 1a MCU (MicroController Unit) dugc tich hop trén
mot mach chaa bo xtr Iy, RAM bd nhé Flash, va céc thanh phan 16i khéac. Trén thi
truong cung cap nhiéu sy lya chon khac nhau lién quan dén kién tric, hang, khoang
gia, dac diém va cac ngudn tai nguyén duoc tich hop. Nhiing thiét ké thong thuong
c6 dic diém 1a khong dat, tiéu thu nang lwong thap, ngudn tai nguyén thap va hé théng
trén mot mach tich hop don, vi nhitng 1y do nay ma chung thuong duoc goi la Hé
théng trén Chip (SoC).

C6 nhiéu ho vi xtr Iy duoc dung cho cac hé théng nhing téi nay, song cac bo vi xt ly
ARM la pho bién nhét cho tsi nay [1][2]. Theo théng ké ciia Arm Holdings, da co
trén 184 ty vi xur Iy dua trén ARM di duoc st dung trén toan thé gioi tinh dén nam
2020 [2]. Cac vi xur Iy nay dugc ding cho cac thiét bi di dong, thiét bi 10T, thiét bi
nhang, hé thong diéu khién thoi gian thyc... Mt khac, nhu d3 trinh bay ¢ trén, phan
mém nhung duoc thiét ké can pht hop véi kién triic phan cang cu thé. Do vay, hé
mat ma trong luan an nay duoc phat trién dua trén bo xt Iy ARM, 1a nén tang phan
cting cho céc hé théng nhung dang duoc st dung phé bién cho cac thiét bi nhdng hién
nay. Trong phan tiép theo, luan an trinh bay vé dic trung cua kién trac ARM lam co
s& cho viéc xay dung va trién khai cac thuat toan cua luan an.

1.2. Bd vi xir ly ARM trong hé théng nhing

1.2.1. Kién trtc ARM (Advanced RISC Machine)

ARM la viét tit cua Advanced RISC machines, thuc chat 1a mot kién trac bo xu ly st
dung tap lénh rit gon (RISC = Reduced Instructions Set Computer). Kién triic RISC

t61 wu hoa cac duong dan trén mach, gidp giam muc tiéu thu dién nang, tiét kiém dién



tich, yéu cau tan nhiét thap, cung cap mac hiéu suit vuot troi, 1y tueng cho céc thiét

bi nho gon c6 tai nguyén han ché. ARM duoc phat trién boi Arm Holdings, Ltd.

Kién tric ARM c6 mot sb dac diém chinh sau [3]:

Vi xir Iy ARM c¢6 muoi sdu thanh ghi 32 bit (r0-r15).

HG tro céc chi lénh c6 diéu kién. Cac co ma diéu kién N, Z, C, V tuong tng N
= Két qua am tir ALU; Z = két qua zero tir ALU; C = nhd ra tir thao tac ALU;
V = tran tu phép toan ALU.

H6 tro hai tap chi 1énh 1a ARM va Thumb2.

Puoc tich hop don vi xt ly SIMD va VFP (Vector Floating Point) hd tro tap
chi Iénh NEON va VFPv3 tuong utng.

1.2.2. Céc vi xi ly ARM trong theec té
Céc phién ban ARM da duoc phat trién trai rong tr ARMv1 (ndm 1985) dén ARMvS
(nam 2012) [5], va hién nay méi nhat ARMv9 (ndm 2021).

Céc bo vi xir Iy cao cip ARMv7 da chiém linh thi trudng dién thoai di dong va may

tinh bang. Cortex-A9 dugc sur dung rong réi trong SoC cua cac dién thoai di dong,

gom 2 18i vi xir ly Cortex-A9, b tang téc dd hoa, modem 3G/4G, cac thiét bi ngoai

vi khac. Hinh 1.2 thé hién so do khéi cua dong vi xt ly Cortex-A9. Cac giai doan

pipeline cua vi xir Iy loai nay gom: giai ma chi 1énh, thuc hién doi tén thanh ghi, thuc

thi chi 1énh ¢ dang khong theo trat ty.

CoreSight
DebugAccess Port

Virtual to
physical
register pool

‘ Profiling Monitor Block ‘

Instruction queue
and
Dispatch

Branch
Monitor

.| |8
53| |83
28 5%
27 g7
= Auto-prefetcher
Load-Store Unit
Fast-loop Branch prediction [Store Buffer | L [ T ]
mode Quad-slot with forwarding
Global History Buffer
Instruction BR-Target Addr Cache
cache Return Stack Data Cache

Hinh 1.2: So' do khéi ciia vi xir Iy Cortex-A9
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Kién trac ARMv8 la kién tric 64-bit. Cac dong vi xu ly Cortex-A53 va Cortex-A57
¢6 co ché pipeline twong tu nhu Cortex-A7 va -A15 twong ang.

1.2.3. Kién trac mé réng NEON cho ARM

Kién trac tinh toan song song don lénh-da dir liéu (SIMD = Single Instruction
Multiple Data) dugc dua vao cac bo vi xir ly ARM tir phién ban 6 (ARMvV6). Tt phién
ban 7 (ARMv7), b vi xtt [y ARM hd trg engine tich hop mot sb thuat toan da duoc
ctring hda san duoc goi 1a thanh phan NEON. ARM NEON la thanh phan mé rong
kién triic SIMD cho cé4c b vi xtr Iy ARM ho Cortex-A nham ting cudng hd tro cho
cac ung dung da phuong tién, dic biét trong cac thiét bi di dong. NEON thuc chat 1a
thanh phan dong xir Iy duoc tich hop vao trong cac dong vi xt Iy ARM [4], dién hinh
nhu Cortex-A8, Cortex-A9, Cortex-Al5, Cortex-AS3...

NEON hd tro céc chi lénh SIMD dic biét trén cac phan ti vector ¢6 cung kiéu dit liéu
va mdi chi 1énh s& thuc hién ciing mot phép toéan trén tat cac cac lan (lane) caa vector
d6 [19].

31 2423 16 |15 87 0
R2 | ‘ Vector

31 24123 16 |15 8 7 v
R1 | | |

DAIONOCHO

31 2423 v 16 |15 ¥ 8|7 0

RO

—/

Lane 3 Lane 2 Lane 1 Lane 0

Hinh 1.3: Phép todn cong 8 bit trén 4 lan su dung 1 chi lénh SIMD trén ARMv6
Hinh 1.3 biéu thi vi du mot phép cong 8 bit trén 4 lan sir dung 1 chi [énh SIM trén
ARMVG.
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1.2.3.1. NEON trong ARMv7

ARMV7 c6 13 thanh ghi 32 bit cho muc dich chung dugc ky hiéu la tir RO — R12.
Thanh phan NEON trong kién tric ARMV7 sir dung céc thanh ghi dic biét, nhiing
thanh ghi nay tach biét véi cac thanh ghi muyc dich chung va duoc biéu dién & dang
thanh ghi D hai tir (64-bit) hoic thanh ghi Q 128-bit (bdn tir). Hinh dudi day minh
hoa c4u trdc thanh ghi trong ARMV7.

Qo Q1 Q2

DO D1 D2 D3 D4 D5

SO S1 S2 S3 S4 S5 S6 57 S8 S9 510 | s11

Hinh 1.4: Cdu triic ciia cac thanh ghi NEON trén ARMv7

Doi véi ARMV7 hoic cac bo vi xir Iy ARM c6 phién thap hon v7, ¢6 16 thanh ghi
128-bit dugc ky hiéu 1a tir Q0 dén Q15; hoic ta cd thé coi 1a 32 thanh ghi 64-bit duoc
ky hiéu DO-D31. Thanh ghi QO twong urng véi DO-D1, thanh ghi Q1 twong (ng vai
D2-D3, ... NEON str dung céc chi lénh dé tai/luu dix liéu va xir Iy di liéu trong nhirng
thanh ghi nay. C4c chi Iénh NEON c0 kha nang thyc hién truy cap bo nhé, sao chép
dir liéu gitri thanh ghi NEON va thanh ghi muc dich chung. NEON con c¢6 thé thuc
hién chuyén doi kiéu dix liéu va xtr Iy dit liéu trong cac thanh ghi D hoic Q.

1.2.3.2. NEON trong ARMv8

ARMVS c6 kién tric 64-bit, kién triic nay c6 tap chi Iénh méi (AARCHS64). Kién tric
ARMV8 c6 31 thanh ghi muc dich chung (X0-X30), day l1a nhitng thanh ghi 64-bit va
nira thap caa mdi thanh ghi nay duoc ky hién 13 W0-W30, duoc biéu didn nhu hinh

Sau.

A
>
>
yY__v_

Hinh 1.5: Cdc thanh ghi trong kién triic ARMvS
Sy khac nhau chinh trong céc chi 1énh gitra ARMv7 va ARMvS8 duogc thé hién trong

bang sau:
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Bang 1.1: Sy khac nhau giita chi lénh trong ARMv7 va ARMvS

Architecture

Instructions Type

A32

Ao4

Arithmetic instructions

ADD Rd, Rn, #9

ADD Wd, Wn, #9

ADDS Rd, Rm, LSL#2

ADDSWd, Wn, LSL#2

MULRA, Rn, Rm

MULWd, Wn, Wm

Load/Store

MOV Rd,#imm MOV Wd, #imm
PUSH r0—rl STP x0, x1, [sp,#16]
POP rQ—rl LDP x0, x1, [sp|,#16

LDMIA r0O!, r1, 12

LDP x0, x1, [x0], #16

STMIA r0!, rl, 12

LDP x0, x1, [x0], #16

MOV PC, LR
Subroutine return POP PC RET
BX LR
. SUBS PC, LR, #4
Exception return MOVS PC. LR ERET

Kién tric ARMVS8 c6 tap cac thanh ghi NEON riéng biét khac véi tap cac thanh ghi
ARMv7. NEON m¢ rong thanh ghi trong ARMv8 khéc vai tap thanh ghi chinh trong
ARM va chira tap cac thanh ghi vector ¢6 d6 rong 32 x 128 bit hoac céc thanh ghi
vector c6 do rong 32 x 64 bit chinh 1a 64-bit thap caa mdi thanhghi 128-bit. Kién tric
ARMVS hd tro tap chi 1énh gidng nhu AArch32 st dung céch 1ap trinh goi ham noi
tai (intrinsic), diéu nay twong dwong vdi ARMV7 va AArch64 ma hd tro trén chinh
thanh ghi NEON nay. Hinh 1.6 minh hoa cau tr(ic caa thanh ghi vector trén ARMVS.
Vn biéu dién thanh ghi vector 128-bit, Dn c6 thé dugc sir dung dé truy nhap téi 64-
bit thip cua thanh ghi Vn va Sn biéu dién 32-bit thap nhat cua Dn.

Vo V1 V2

DO D1 D2

© | | =l [ ] =] |
Hinh 1.6: Cdu triic thanh ghi NEON trong ARMvS

Bang 1.2: Quy woc tén va do rong vector trong ARMvS

Shape (bits x 8bx8 | 8bx16 16b x 4 16b x 8 32bx 2 32b x4 64bx1 | 64bx2
lanes)
Tén Vn8b | Vn.16b Vn.4H Vn.8H Vn.2S Vn.4S Vn.1d Vn.2d

Bang trén giai thich vé cac thanh ghi vector duoc st dung trong ARMv8. Nhiing
vector nay c6 thé c6 do rong 128-bit vai hai hoic nhiéu phan tir; hoac 1a thanh ghi co

d6 rong 64-bit véi mot hodc nhidu phan ti.
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8b7 | 8b6 | 8b5 | 8b4

8b3 | 8b2

8bl | 8b0

Vn.2s[1]

Vn.2s[0]

16b15 | 16b14 | 16b13 | 16b12

16b11 | 16b10| 16b9 | 16b8

16b7 | 16b6 | 16b5 | 16b4

16b3 | 16b2

16b1 | 16b0

Vn.4s[3]

Vn.4s[2]

Vn.4s[1]

Vn.4s[0]

vn.2d[1]

Vn.2d[0]

Vn.8b

Vn.2s

Vn.16b

Vn.s

Vn.2d

Hinh 1.7: Truy nhdp trén thanh ghi ARMvS
Tap chi Iénh NEON cua kién tric ARMv8 Aarch64 khac so véi kién tric ARMV7,
dang chi I1énh nhu sau:
{<prefix>}<op>{<suffix>}vd. <T>Vn<T>Vm.<T>
Trong d6 cac tham sb duoc thé hién trong bang sau
Bang 1.3: Chi lénh NEON trong ARMv7 va ARMvS

Definition

Parameters | meaning

<prefix> prefix S/U/F/P represents signed/unsigned/bool data type

<op> Operation Such as ADD, SUB.

P is “pairwise” operations, such as ADDP.
<suffix> Suffix V is the new reduction operations, such as FMAXV.
2 is new widening/narrowing. Such as ADDHN?2, SADDL?2.
Such as 8B/16B/4H/8H/25/4S/2D.
B represents byte (8-bit).
<T> Data Type H represents half-word (16-bit).
S represents word (32-bit).
D represents a double-word (64-bit).

1.2.4. Ldp trinh NEON trén kién tric ARM

GNU GCC cung cap céc tiy chon vector cho ma C dé sinh ra ma NEON. Trinh bién
dich GCC phai téi wu dé sinh ra ma thuc thi. Dé cai thién hiéu suét thuc hién cua hé
thdng duya trén NEON, c6 hai phuong phap dé viét ma lap trinh 12 sir dung chi lénh
noi tai NEON (intrinsic) hoac lap trinh truc tiép bang ngdn ngir Assembly [19]. Cac
budc co ban dé viét doan ma st dung tinh toan trong NEON Ia: tai di liéu, thuc hién
tinh toan va luu dir liéu.

1.2.4.1. Ldp trinh su dung phwong phap NEON intrinsic

Ngbn ngit NEON ngi tai cung cip cac phuong phap dé cac ham tya C tuong tac voi
cac phép toan trong NEON, céac phép tinh toan nay duoc sir dung dé goi cac chi Iénh
NEON trong ma ngudn cia ngén ngit C. Trinh bién dich c6 thé sinh ra cé4c chi Iénh

NEON thich hop dwa trén cac tép dbi twong va roi méa thuc thi chay trén ca kién tric
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ARMV7-A hoic ARMv8-A. Tat ca cac ham noi tai duoc dinh nghia trong
“arm_neon.h”.

1.2.4.2. Ldp trinh NEON truc tiép bang ngén ngiz Assembly

Lap trinh ngén ngit bac thap (assembly) trén NEON c6 thé dugc viét theo kiéu “inline
assembly” st dung khai bdo “asm volatile();” hodc Viét truc tiép bang ngon ngit bac
thip trong tép c6 dudi .s. Cac chi Iénh NEON 1a khac nhau nhu d3 trinh bay ¢ muc
trén.

Thanh phan NEON c6 kha ning chuyén dit liéu bo nhé co do rong 128-bit. Thao tac
doc va luu dir liéu sir dung cung mot don vi Load/Store trong md hinh pipeline cia
kién tric ARM Cortex-A nhu hinh 1.8. Tap chi lénh NEON cung céap chi lénh VLD

dé tai dir liu va VST dé luu dit liéu.

Rename Integer
—>
Loop Execute
Buffer
. Dispatch Stages —
\g;tua.ﬂtlo | ,| NEON Writeback
Decode ysica VFP
Register
Pool
T 1 | | LOAD LTLB Data
. . STORE STLB Cache
Instruction CP14 Register
Fetch CP15 File
Instruction ITLB L2-TLB
Cache

Hinh 1.8: Kién triic Pipeline trén vi xir Iy ARM
1.3. An toan va bao mat théng tin trén hé théng nhing
1.3.1 Céc thach thec khi xay deng hé théng nhing
Céc thach thirc trong xay dung hé théng nhang:
Nguoi thiét ké hé théng nhing phai xay dung mat trién khai dé dap (ng cac chuc
ning mong mudn, nhung mot thach thirc kho khin 1a xay dung mét trién khai dam
bao tdi wu hoa dong thoi nhiéu thudc tinh trong thiét ké hé théng nhing.
Tat nhién, viéc thiét ké hé théng nhing phai xay dung mét trién khai dap ang céac

chtc ning mong mudn, nhung maot thach thirc khé khan 1a xay dung mét trién khai
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thoa man ti wu hoa ddng thoi nhiéu thudc tinh trong thiét ké. Hinh duéi day thé hién
mot vai tham sb can tinh toan khi thiét ké hé théng nhing.

e thud

Chi phi (Cpst)

Thuec thi
(Performance)

Tiéu thu nang Iwy

(Power
Consumption)

Hinh 1.9: CAc thdch thitc trong thiét ké hé thong nhiing.
Nhitng tinh cht caa thiét ké trén bi rang budc va ddi nghich nhau: Cai thién mot
thudc tinh nay lai thuong dan dén tra gia mot thudc tinh khac.

e Thuyc thi (Performance): Thuc thi cia hé théng nhing khong chi 1a toc do cua
vi xir 1y, van dé quan trong thuc sy 1a hiéu suat thoi gian thuc. Chang han nhu
hé thdng s& phan tmg nhanh nhu thé ndo vai céc su kién cu thé. Mot hé théng
nhing thuong chay hé diéu hanh xu ly thoi gian thuc (RTOS) dam bao mot
phan tng xay ra trong mot cira s6 thoi gian xac dinh. Pay 1a mot dic tinh khac
S0 V&i yéu cau PC thong thuong.

e Tiéu thy ning lugng: Tiéu thu nang lwong thap 1a mot tham sé quan trong cho
c4c hé thdng nhang. So sanh voi méay tinh dé ban PC hay may tinh xach tay,
thi nhiéu hé thong nhiing hoat dong dua trén nguén PIN. Mot hé thong nhiing
thuong c6 yéu cau ddi nghich nhau: Yéu cau nang luong tiéu thu thap nhung
hiéu nang cao. P& giam tiéu thy nang luong, nhiéu hé théng nhing duoc cap
ngudn theo ché do khéac nhau: Ché do hoat dong, ché do cha, ché do ngu...

e Ngoai ra con nhiéu thach thirc khac trong xay dung hé thdng nhing: kich
thuge, chi phi thiét ké, cong nghé sir dung, bd nhé (ROM, RAM, Flash)..
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Nhan xét :

Tai nguyén cuaa hé thng nhiing bao gom: b vi xt ly, bé nhé trong (RAM, ROM),
bo nhé Flash, ngudn pin... Trén nén thiét bi nhing, viéc trién khai cac giai phap bao
dam an toan, bao mat con gap nhiéu han ché do phai déi mat véi nhiéu thach thuc:
thue thi cua vi xt Iy, han ché bo nhé, ngudn PIN, dap tng xt Iy thoi gian thyc... Do
vay, viéc thé trién khai cac md hinh mat ma da phat trién cho cac may tinh PC can
phai thay d6i cho phd hop véi hé théng nhing. Ngay ca hé mat ma duong cong
Elliptic d& dugc cho 1 hiéu qua thuc thi tét cling khé dé trién khai kha thi trong moi
treong thiéu bo nhé, hiéu nang xu Iy CPU thap va yéu cau phan tng thoi gian thuc.
Hoat dong ctia ham mat ma tiéu tén niang luong ciing c6 thé 1am can pin cua thiét bi
trude khi dat két qua ma hoa/giai ma thanh céng.

1.3.2 M4t ma trén hé théng nhing

Dé bao dam an toan va bao mat dit liéu cho hé thong nhing, cac thuat toan ma hoa
str dung ma khdi va hé ma hoa cong khai ciing dugc st dung, song can duoc phat
trién phi hop trong méi trudng thiét bi nhing.

e MA4 khdi: Nhiéu nghién ciru trén thé gigi da tap chung nghién ctru vé ma khoi
hang nhe (Lightweight Block Ciphers), va t6i wu nhitng thuat toan nay cho
nhitng thiét bi nhdng.

e Ma khoa cong khai 1a mot cong cu khdng thé thiéu dé thuc hién cac tinh ning
an toan, bao mat khac nhau can thiét trén cac nén tang nhung nhu trao doi
khoa, ky s6, ma hoa dir liéu... Tuy nhién, viéc tinh todn trén hé mat khoa cong
khai 1a rat ton kém, bai vay viéc cai dat cac thuat toan thuc hién cac hé mat
RSA, ECC hiéu qua 1a mot thach thire ddi vai bat ky mot hé théng, thiét bi ma
c6 ngudn tai nguyén han ché.

ECC 1a mot hé mat phd bién duoc cai dat trén cac thiét bi tinh toan nhing do kich
thugc khda nho hon nhiéu so véi cac hé mat khoa cong khai khéc (vi du d6 an toan
tuong dwong 128-bit, d6i v4i hé mat RSA can khoa cé do dai 3072-bit, trong khi d6
ECC chi can khoa c6 d6 dai ¢ 256-bit). Bang dudi day dua ra mot s6 so sanh gitta

hé mat RSA va hé mat dudng cong elliptic theo khuyén céo cua NIST [53].
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Bang 1.4: D6 an toan theo kich co khoa cua ECC va RSA.

Nam Do an toan Kich co khéa ECC Kich co khdéa RSA
(tinh theo bit) (tinh theo bit) (tinh theo bit)
2016-2030 112 224 2,048
> 2030 128 256 3,072
>> 2030 192 384 7,680
>>> 2030 256 512 15,360

Tuong tu nhu cac hé mat khéa cong khai, thi viéc tinh toan trén ECC ciing kha phic
tap va ton kém lién qua dén mot s thuat toan nhu: cong diém, nhan d6i diém va thoi
gian tinh toan hoan toan ciing bi chi phéi béi cac phép nhan modulo trong trudng hitu
han.

Mat ma ECC di c6 nhitng tinh chat wu viét hon vé yéu cau bd nhd, ning luc tinh toan
so Vi cac hé théng mat ma khac. Tuy nhién, d6i voi céc thiét bi nhiing c6 nén tang
phan ciing va tai nguyén han ché, viéc nghién ctru cac giai phap nham trién khai hiéu
qua hé théng mat ma ECC trén moi truong thuc té ndi chung va trén nén céc thiét bi
tinh toan nhing néi riéng van con ¢ nhiing han ché va vin dang 13 chu dé duoc quan
tam trong cong dong nghién ctru cling nhu trong thuc té trién khai trén thé gioi.
Nghién ctru dua ra cac thuét todn an toan va hiéu qua cho ECC trong cac hé thong
nhang, cu thé 1a cac thiét bi nhing c6 tai nguyén han ché van dang 1a van dé c6 nhiéu
thach thuc.

Trong phan tiép theo, luan &n trinh bay khai quat vé hé mat duong cong Elliptic 1am
co s& cho nghién ciru dé xuat cac giai thuat méi trong luan an.

1.4. H¢ mat dwong cong Elliptic va &ng dung

Hé mat duong cong Elliptic (ECC - Ellicpic Curve Cryptography) 1a mét hé mat pho
bién duoc cai dat trén cac thiét bi tinh toan nhung do kich thuéc khda nho hon nhiéu
so vai cac hé mat khac [6]. Trong phan nay, luan 4n tém luoc nhitng dic diém co ban
cua hé mat ECC.
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1.4.1. Cach biéu dién diém trén trwong hiru han

Co ba dang tao do co ban thuong duoc su dung. Do 1a toa d6 quan hé (Affine
coordinate), toa do chiéu (Projective coordinate) va toa o nén [7].

1.4.1.1. Toa do quan hé (toa do Affine)

Mot diém hitu han P trén (E) dugc xac dinh boi hai phan tir x, y trong GF(p) thoa
man phuong trinh ctia dudng cong:

(E): Y?=X3+aX+Db; a,b € F; 4a® + 27b* # 0 (mod p)

Chung duoc goi 1 cac toa d6 quan hé cua diém P. Biém & vd cuc oo khdng cd toa do
Affine. Vi muc dich phuc vu cho viéce tinh toan ngudi ta thuong biéu dién oo boi mot
cap cac hé s (x, y) khéng nam trén (E).

LUAT NHOM

Goi E 1a mét duwong cong elliptic dwoc dinh nghia trén truong ®p boi phuong trinh
y?2=x3+AXx + B Vdi A, B € @p va 4A° + 27B% = 0 mod p. Goi P1 = (X1, y1) va P2 = (X2,
y2) la cdc diém trén E véi P1, P2 # oc. Dinh nghia P1+ P2 = P3 = (Xs, Ya) nhuw sau:

1. Néu x1 # Xz thi

X3=M2 — X1 — X2, Y3=M(X1 — X3) —y1, & ddy m = 222, (1.1)

Xo2—X1
2. Néu X1 = X2 nhung y1 # Y2 thi P1+ P2 = .
3. NéuP1=P,vay; #0 thi

3x2+4
2y,

X3=mM2—2X1, Y3=mM(X1—X3) —Y1, &ddym = (1.2)

4. NéuP1=P,vayr=0thi P1+Ps=cc.
1.4.1.2. Toa d¢ chiéu (toa dé Projective)
Dé tranh phép tinh chia trong treong, ngudi ta dua ra viéc biéu didn diém theo toa do
chiéu (toa d6 ¢ dang phan sd). C6 hai loai hé toa do chiéu co ban 13, toa do chiéu
chuan va toa d6 chiéu Jacobian.
Trong hé tea d¢ chiéu chudn, mot diém duoc biéu dién dudi dang (X, Y, Z) véi Z =
0, twong duong vai toa do Affine 1a (X/Z, Y/Z). Phuong trinh duong cong Elliptic
toa do chiéu chuan s& c6 dang:

Y2Z = X3 + aXZ? + bZ3
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Trong hé toa do chiéu Jacobian, mot diém (X, Y, Z) trén toa d6 chiéu Jacobian s&
tuong duong véi diém (X/Z2, Y/Z3) trong hé toa d6 Affine. Phuong trinh duong cong
(E) co dang:
Y2=X3+aXZ*+bZ®
Chuing ta c6 thé bién ddi mot diém cd toa do chiéu Jacobian sang toa do Affine. Cong
thic bién d6i nhu sau:
XY.Z)=>(x=y=7
Nguoc lai, chling ta c6 thé doi mot diém & toa do Affine sang toa do chiéu Jacobian.
Cong thuc bién d6i nhu sau:
xy)=2X=xY=y,Z=1)
Trong cac phép tinh cong va nhan ddi diém & hé toa do chiéu, khdng can sir dung
phép tinh nghich dao (phép chia). Céng thirc xac dinh phép tinh cong va nhan d6i hai
diém dbi véi toa do chiéu co thé nhan duoc bang cach chuyén cac diém sang toa do
Affine, sau d6 sir dung cdng thirc cong va nhan doéi cac diém & hé toa do Affine, cudi
cuing bod di mau sb ching ta s& nhan duogc cong thire tinh cho hé toa do chiéu.
Phép cong
Cho 2 diém P(xy:y1:21), Q(x5: y,: 2,) thudc dudng cong E véi P, Q # oo, P # +Q,
ta dinh nghia diém P + Q = (x5: y5: z3) nhu sau:
Pt
a=xz2, b=x,z, =75
d=y,z3, e=b—a, f=d-c
Thi
x;=—e3—2a-e+ f?
ys=c-e’+f(a-e®—x3)
Z3 =2, Z,-€
Phép nhan doi
Cho 2 diém P (x;: y;: z;) thudc dudng cong E véi P # oo, ta dinh nghia diém [2]P =
(x3:y3: z3) nhu sau:

Dit
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wl=4x,y?, w2 =3x?+A-z{
Thi

X3 = —2wl + w22

y; = —8yf + w3(wl — x3)

Z3 = 2y4174

Bdng 1.5: S6 lwpng cdc phép todn dwoc thuc hién dé cdng va nhéin déi diém

Hé toa do Phép cong thong thuong | Phép nhan doi
Afin 11,2M 11,2M
Hinh chiéu chuan (X/Z,Y/Z) 13M 7™
Hinh chiéu Jacobi (X /Z2, Y /Z3) 14M 5M

Nhan xét: Trong bang trén, thuc hién mat ma duong cong Elliptic chinh la thuc hién
phép nhan diém va day ciing 1a phép tinh tiéu tén thoi gian va tai nguyén nhat trong
ECC, ban chét cua viéc thuc hién phép nhan diém chinh 1a thuc hién cac phép
toan cua biéu thuc (1.1) va (1.2), trong d6 phai thuc hién céc phép toan trén
trrong co s¢ nhu: nhan, chia, nghich dao, cong, trir cac sb nguyén

1.4.2 Ung dung cia hé mat duwea trén dwong cong Elliptic

C6 nhiéu tng dung duoc phat trién trén nén mat ma duong cong elliptic, trong s d6
phai ké dén 1a thuat toan chix ky s6 ECDSA, thuat toan trao d6i khéa ECDH, ECMQV,
ECHMQV, thuat toan ma héa ECIES... Céc ting dung nay déu xay dung trén nén
ECC vai phép tinh mat ma co ban 1a phép nhan v6 hudng caa mot diém trén duong
cong vai mot s6 nguyen.

1.4.2.1. Thudt todn trao doi knéa ECDH

Thuat toan trao doi khoa Diffie-Hellman trén duong cong Elliptic (ECDH) [7] twong
tu thuat toan trao doi khoa Diffie-Hellman thong thuong trén truong hitu han. ECDH
cling dua vao nguyén ly cua bai toan logarit roi rac nhung ap dung trén nhom cac
diém cua duong cong elliptic [8]. Thuat toan nay dung dé thiét 1ap mot hoic nhiéu
khoa chung gitta hai ddi tac A (Alice) va B (Bob). Qué trinh trao d6i khoa dung
ECDH duoc thuc hién nhu sau:
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Alice va Bob thoa thuan cung st dung mot duong cong Elliptic (E) trén trudong
F, sao bai toan logarithm ro6i rac 1a kho trong E(F,). Ho cling thong nhat mot
diém cong khai P sao cho nhém con sinh boi P ¢6 cap 1a mot sé nguyén t6 16n.

Alice chon mét s6 bi mat a va tinh khoa cong khai cia minh 1a P, =a.P va gui
P, cho Bob.

Bob cling chon cho minh m¢t khoa bi mat b va tinh P, =b.P va gui P, cho

Alice

Alice tinh dugc khod chung 14 a.R, =ab.P

Bob tinh dugc khoé chung 1a b.P, = ab.P

1.4.2.2 Thudt toan ky sé ECDSA

Ta tém tét thuat toan nhu sau:

Alice mudn ki mét van ban m, vai m duoc xem nhu 1a mot s6 nguyén (thyc té, thong

thuong co ta ki gia tri bam caa van ban). Alice chon mot duong cong elliptic trén mot

truong hitu han Fq sao cho #E(Fq) = fr, & day r 1a mot s6 nguyén té 1én va f 1a mot s6

nguyén nho, thdng thuong 1a 1, 2, hodc 4 (f nén 1a mot sé nho dé thuat toan 1a hiéu

qua). C6 ta chon mot diém co s& G trong E(Fq) cap r. Cudi cung, Alice chon mot sb

nguyén bi mat a va tinh Q = aG. Alice tao cdng khai cac thong tin sau:
Fe, E, 1, G, Q.

(Khdng can phai gitr bi mat f; n6 cé thé suy ra duogc tir g va r st dung dinh ly Hasse

theo ki thuat trong céc Vi du 4.6 va 4.7). Bé ki van ban m Alice thuc hién nhu sau :

1.
2.

Chon mét sé nguyén ngau nhién k voi 1 <k < rvatinh R = kG = (x, y).
Tinh s = k=1(m + ax) (mod r).

Van ban duoc ki la
(m, R, s).

Pé kiém tra chit ki, Bob thuc hién nhu sau.

1. Tinh ur =sm (mod r) va uz = s *x (mod r).
2. TinhV=u1G + u2Q.

3.

Khang dinh chit ki 12 ¢é hiéu luc néu V = R.
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Néu vin ban duoc ki mot cach chinh xac, phuong trinh kiém tra s& dung:

V=uiG + uQ =s'mG + sxQ = s}(mG + xaG) = kG = R.

1.4.3 Ung dung ECDH va ECDSA trong bdo mdt truyén di ligu trén thiét bj
nhang.

IKEv2 [57] va TLS [58] 14 hai giao thirc trao ddi khoa phd bién hién nay ma sir dung
giao thirc trao ddi khoa ECDH va giao thirc ky s ECDSA. IKEv2 1a mét giao thirc

trao d6i khoa cho IPSec VPN, trong khi d6 TLS duoc sir dung 1am giao thiic trao d6i
khéa cho OpenVPN.
1.4.3.1 Giao thuc TLS

TLS la giao thirc cung cap két ndi an toan trén mang Internet, nd gan lién véi giao

thirc HTTPS. Dé thiét 1ap mot két ndi an toan, c6 ba giao thirc con dugc st dung trong

TLS:

Giao thirc bat tay (Handshake): Giao thirc nay dugc st dung dé thiét 1ap khoa
phién, cac tham s6, x4c thuc may chu va trinh khéch.

Giao thic ChangeCipherSpec: Gom chi mét thong bao, n6 dugc sur dung dé
chi thoi diém bat dau st dung khoa phién

Giao thirc canh bao (Alert): Pugc sir dung dé giri cac canh béo.

Application Layer

A Y
Change

Cipher Spec
protocol

= mx =

Record Layer Protocol

Handshake
Protocol

Alert
protocol

Record (=TLSPlantext in the standard)

| Content
Type

version | length | fragment |

Transport Layer

Hinh 1.10: Cdc thanh phén trong giao thirc TLS

Cac budc bit tay cia giao thirc handshake nhu sau:
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Trinh khach Trinh chd

ClientHello

ServerHello;
[Certificate;]
[serverKeyExchange;]
[CertificateRequest;]
ServerHelloDone

ClientKeyExchange;
[Certificate;]
[CertificateVerity;]
ChangeCipherSpec;
{Finished}

ChangeCipherSpec;
{Finished}

{ApplicationData}

{ApplicationData}

[ . |
Hinh 1.11: Cdc budre bdt tay trong giao thirc TLS

Trong cic budc bit tay & trén, thi thanh phan ServerKeyExchange va
ClientKeyExchage dugc st dung dé trao doi khoa, trong bude nay c6 thé sir dung dén
giao thitc ECDH. Cac buéc ServerKeyExchange va CertifcateVerify ¢ thé chira chir
ky s6 dé xac thyc may chi va trinh khach. Cac bude nay c6 thé st dung dén giao thirc
ECDSA.
1.4.3.2 Giao thirc OpenVPN
OpenVPN [59] 1a kiéu SSL VPN, né cho phép thiét 1ap cac duong ham trén nén giao
thirc TCP hodac UDP. OpenVPN cung cép xac thuc, ma hoa, bao dam tinh toan ven
clia g6i tin trong nd. OpenVPN sir dung giao thirc TLS dé thuc giao doan trao doi
khoa.
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Establishment of secure channel (including TLS)
Optional HMAC authentication

Client Server

Contrlchanne DRy UDPrumel

Hinh 1.12: Kién triic ciia giao thitc OpenVPN
Céc budc trao dbi khoa trong OpenVPN xem hinh 1.13.

Client Server

=\
P_CONTROL_HARD_RESET_CLIENT V2——————————p|

New OpenVPN session
l¢——————————————P_CONTROL_HARD_RESET_SERVER_V2

P_ACK_V1

\

TLS 1.2 handshake,
“~— Secrets exchanged, —_— >N
Data canal cryptographic material generation

TLS 1.2 handshake. Random
numbers (differs in V1/V2 modes),

= P_CONTROL_V1 cryptographic keys
derivation
P_ACK_V1 »
P_DATA_V2 » —,  Ethernet framesor IP
packets are exchanged
< P_DATA_V1
[..] =
< P_CONTROL_SOFT_RESET_V1 ™
P_CONTROL_SOFT_RESET_V1 > Key renegotiation
request triggered
< P_ACK_V1
_/

TLS 1.2 handshake,
“ Secrets exchanged, — P

Data canal cryptographic material generation =
New TLS handshake and
< P_CONTROL_V1 .
keys negotiation
P_ACK_V1 o
P_DATA V2 » ) Ethernet frames or IP
packets are exchanged with

* P_DATA_VI _ the new negotiated keys

Hinh 1.13: Cdc budc trao déi khéa trong giao thirc OpenVPN
1.4.3.3 Giao thurc IKEV2
Giao thirc trao d6i khoa IKEv2 [57] dugc sir dung dé thoa thuan khoa trong bo giao

thire IPSec. Giao thirc ndy gém hai giai doan:
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e Giai doan |: Thuc hién ddi khoa va xac thuc thuc thé (IKE_SA_INIT va
IKE_AUTH)

e Giai doan II: Thuc hién tao cac khdéa con con tz‘ing giao thuc IPSec

(CREATE_CHILD_SA)

Khéi tao Tra 1oi
(Initior) (Responder)
HDR, SAi1, KEi, Ni
@ >
HDR, SArl, KEr, Nr, [CERTREQ]
¢ @
HDR, SK {IDi, [CERT,] [CERTREQ,] [IDr,] AUTH, SAi2, TSi, TSr}
© >
HDR, SK{IDr, [CERT,] AUTH, SAr2, TSi, TSr}
$ @

Hinh 1.14: Cdc budc trong giai doan 1 cua giao thirc IKEV2.

Viéc trao d6i khoa duoc thuc hién ¢ trong budc 1 va 2 cua so do trén, trong do:

e KEIi: Giatri DH cua bén khai tao

e KEr: Giatri DH cua bén tra loi
Xéc thuc dbi duoc thuc hién trong budc 3, 4 (thanh phan AUTH). C6 ba co ché xac
thuc: xac thuc béng khoa chia sé trudc, xac thuc dung chir ky s6, xac thuc mo rong.
Khi x4c thuc bang chit ky s6 thi c6 thé sir dung giao thirc ECDSA.
1.5. Hiéu qua sir dung mat ma dwong cong Elliptic trén thiét bi nhing va céc
nghién cru lién quan
1.5.1. Siz dung mdt ma dwong cong Elliptic trén thiét bi nhang
An toan cua hé mat duong cong Elliptic dua trén bai toan khé do 1a tim logarit roi rac
trén d6 (ECDLP — Elliptic Curve Discrete Logarithm Problem), tic 1a cho mét duong

cong E trén truong hitu han Fq, mot diém P eE(F,) co cip 1a n va mot diém

Qe E(Fq ) tim mot s6 nguyén K € [0, n —1] sao cho Q = k.P . Thuét toan nhan diém
duogc thuc hién bai phép cong va phép nhan déi, vi du 7P=2((2P)+P)+P, ddi voi ECC
ta xem xét nhitng diém nay thudc trong vai truong hiru han. Phép tinh Q=kP duoc goi
13 phép nhan diém v6 hudng, day phép tinh nay tiéu thy thoi gian thuc hién trong cai

dat ECC. Phan cap caa cac phép toan s6 hoc co ban trén EC nhu hinh dudi day:



26

Nhan diém v6 hudng

Q=kP
EC - Nhén d6i diém EC - Cong diém
P=2P R=P+0Q
FF - Cong/Trr FF - Nhan FF - Binh phuong / FF-Chia || FF-Nghichdao 1\\
(Add/Sub) (Multiplication) (Square) \ (Division) (Inversion) L)

b

Hinh 1.15: Cdu triic ciia phép todn trén EC
Nhu hinh trén cac phép toan trén EC duoc thuc hién tir su két hop cua cac phép toan
co ban trén truong hitu han (finite field — FF).
Trudce khi cai dat mot hé thdng ECC, mét s lwa chon can phai duoc thuc hién, bao
gom lua chon cac tham s6 mién dudng cong elliptic (truong hitu han co ban, biéu
dién truong, duong cong elliptic) va cac thuat toan vé sb hoc truong, so hoc trén
duong cong elliptic va sb hoc giao thirc. Cac lya chon nay c6 thé duoc thuc hién dua
trén cé4c tinh todn can nhic vé van dé an toan, nén tang tng dung (phan mém, phan
sun hodc phan cang), cac rang budc cua moi truong may tinh cu thé (vi du: tbe do xu
1y, kich thugec ma (ROM), kich thudc bo nhé (RAM), sé cong, muc tiéu thy dién nang
va cac rang budc cua moi trudng truyén théng cu thé (vi du: bang thong, thoi gian
phan hoi). Viéc quyét dinh mot tap hop cac su lya chon “t6t nhat” duy nhat 1a rat kho,
néu khéng mudn néi 1a khong thé thuc hién duogc, vi du: cac lua chon tdi wu dbi véi
mét ng dung trén PC c6 thé hoan toan khac vai lua chon téi wu ddi vai tng dung
trén thé théng minh hay trén thiét bi nhing.
1.5.2. Cac nghién ceru lién quan
Céc nghién ciru lién quan cd thé duoc phan chia thanh 3 nhém chinh, duoc trinh bay
cu thé trong phan tiép theo.
1.5.2.1. Cadi tién thudt toan va lya chon tham sé phu hop
a) Mgt sé cdi tién thugt toan trén ECC
Trén thé gigi c6 nhiéu nghién cau vé ly thuyét dé téi wu va danh gia hiéu qua thuc

hién cac thuat toan nhan diém nhu cong trinh ctia cac tac gia Darrel Hankerson, Alfred
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Menezes, Scott Vanstone (2004) [7]; Praful Kumar Singh, Mrityunjay Kumar
Choudhary (2013) va [47] da nghién ctru va so sanh danh gia hiéu qua thuc hién mot
s6 thuat toan nhan diém nhu: nhan diém theo phwong phap nhi phan, nhan diém theo
phuong phap trién khai mot s6 nguyén dwong theo thuat toan NAF... C4c cai tién va
danh gia thuat toan nhan trén moi truong nhiing dwoc nghién ciru trong [20].

Phép nhan diém Q = kP c6 thé duoc thuc hién theo céc phuong phap khac nhau. Hinh
dué6i day tom tit cac phuong phap khac nhau khi thuc hién phép nhan diém vé hudng,
cac thuat toan khac nhau duoc sir dung dé thuc hién phép nhan. Ngoai ra ¢ cac su

két hop da dang gitra biéu dién trong truong hiru han va hé toa do cho cac diém duong

cong.
Biéu dién cia k vo hudng (Binary, NAF)
Upper La_lyer: The binary Addlon_/ Montgomery Comb Window
kP Algorithm method Substraction

] e Y

E(GF(p) E(GF(2"m))
Affine Projective Affine Projective
Coordinates Coordinates Coordinates Coordinates
Middle Layer:
The finite field
and the
coordinates Standard Jacobian Standard Jacobian
system
ECC Double ECC Double
(P+P) (P+P)
ECC Add ECC Add
(P+Q) (P+Q)
v v
ECC Double| |ECC Double| |ECC Double ECC Double| |ECC Double| |ECC Double
(P+P) (P+P) (P+P) (P+P) (P+P) (P+P)
ECC Add ECC Add ECC Add ECC Add ECC Add ECC Add
(P+Q) (P+Q) (P+Q) (P+Q (P+Q (P+Q
Lower
T'Ea>;?fit MUTIPLY || INVERSE || SQUARE |[ ADDITION |[ DIVISION | [MUTIPLY || INVERSE |[ SQUARE || ADDITION || DIVISION |
e Tinite
field
arithmetic

Hinh 1.16: Cdc phirong phdp khdc nhau khi thuc hién phép nhdn diém vé hwéng

Céc phép toan trén dudng cong elliptic duoc cai dat thong qua ba ting nhu hinh trén:
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- Tang trén cung (Upper Layer): La cac thudc toan thuc hién phép toan nhan vo
huéng k.P, trong d6 s6 nguyén duong k ¢ thé duoc biéu dién dudi cac dang
khac nhau nhu dang nhi phan (Binary) hoic dang khong lién ké (NAF). C6 rat
nhiéu thuat toan thyuc hién phép nhan, mot sb thuat toan nhan vo hudng dién
hinh gom: Thuat toan nhi phan (Binary), thuat toAn Montgomery, thuét toan
Comb...

- O tang trung gian (middle layer): Tang nay lién quan t&i cac phép toan trén
duong cong elliptic gom cong diém va nhan d6i diém. Trong ting nay, cac
thuat toan duoc cai dat dya trén nhiéu su két hop khac nhau cua biéu dién
treong hitu han va hé toa do cho duong cong. Su két hop thich hop cua cac
thuat toan khac nhau c6 thé anh huéng dang ké dén hiéu suét cua phép cong
diém, nhan d6i diém. Trong tang nay co thé chia thanh 2 nhanh chinh 12 nhanh
cac phép toan duong cong elliptic trén truong nhi phan (E(GF(2™))) va trén
truong nguyén td (E(GF(p)). Trong mdi nhanh lai chia thanh 2 loai 1a: sir dung
hé toa do affine va hé toa do xa anh (projective).

- Tang thap nhat (lower layer): Lién quan téi cac thuat toan sé hoc trén trudng
hitu han (cong, trir, nhan, binh phwong, nghich dao, modulo ...). Mot s6 thuat
toan nhan nhanh modulo phai ké dén 1a: Phuong phap Barrett [7], Phuong
phap Montgomery [7], [44, 45].

b) Lwa chen tham sé cho ECC

Ngoai chu d& t6i wu va hiéu qua & muc thuat toan trén ECC trong moi trudng ngudn
tai nguyén han ché thi nhiéu nghién ciu cé tinh hé thong tap trung vao véan dé lya
chon tham sé va sé modulo an toan va phi hop véi méi trudng ¢ tai nguyén han ché,
trong d6 c6 két qua tét nhat phai ké dén thuat toan cua Barrett (xem Algorithm 2.14
trong [7]), trong cac nghién ctu nay cé thé ké dén viéc tim ra cac loai modulo dic
biét hd tro cho viéc tinh toan nhanh dién hinh 1a cac s nguyén t6 NIST (National
Institute of Standards and Tecnology) duoc dua vao chuan FPIS-186-2 [9] dé dung

cho céc tng dung trén hé mat duong cong elliptic.
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1.5.2.2. Ap dung céc ky thudt dac thu cho thiét bi nhing

a) S dung ngdn ngé Idp trinh béc thap (ASM)

Trong mét s6 truong hop thi viét ma bang ngdn ngit bac thap (assembly) c6 thé mang
lai hiéu qua hon so v6i ma assembly dwoc sinh ra tir trinh bién dich. Nhung ciing
khong nén ky vong rang lap trinh thuat toan bang ngén ngir assembly thi ludn ludn
thuc hién hiéu qua hon ma ma sinh ra bai trinh bién dich ngdén ngit bac cao. Trong
thue té, cac bo tdi uu duogc tich hop trong céc trinh bién dich hién dai thuong ciing
hiéu qua khi bién dich ngén ngir bac cao. Mot sb nghién ciru cai dat thuat toan bang
ngdn ngit assembly tiéu biéu nhu [41].

b) Sir dung ky thudt song song gii#a cac CPU: OpenMP

Cac bo vi xir Iy ¢6 nhiéu 16i (core) thudng khong tu dong phan bé tai cuaa mot chuong
trinh vao trong céc thanh phan 16i caa vi xtr Iy d6. Nguoi 1ap trinh phai thém cac khai
bao dé hd trg hoat dong da 18i (multicore) vao trong ma nguon cua chuong trinh do.
Cac vi xtr Iy ARM hién nay thuong cé nhiéu 16i. Vi du, ARM Cortex A9 c6 hai i,
va ARM Cortex A15 c6 bén 18i. Mot chuong trinh yéu cau hiéu ning cao nén st
dung tat ca cac 16i caa vi xur 1y. Bé thuc hién diéu nay, nguoi 1ap trinh phai thém cac
khai bao vao trong ma& nguon cua chuong trinh dé c6 thé phan bd cac nhiém vu dén
nhiéu tién trinh cing thyuc hién dong thai thdng qua ky thuat chia sé bo nhé. Thong
thuong, s6 luong cac tién trinh s& bang vai s6 16i cua vi xir ly, nham muc dich mdi
tién trinh c6 thé chay trén mot 16i vi xt ly khac nhau. OpenMP [60] 14 mot phuong
phap dé nguai lap trinh cd thé song song mot chuong trinh theo cach nay.

1.5.2.3. Gidi phép si dung phan citng dac th trén thiét bj nhing

Ngoai cac giai phap thong thuong néu trén thi nhiéu hé théng nhiing ciing nhu chipset
SoC d tich hop cac bo dong xir ly (co-processors) nhu GPU (Graphical Processor
Units), DSP (Digital Signal Processor) hoiac FPGA (Field Programmable Gate
Arrays) dé thyc hién nhiing kiéu tinh toan chuyén dung ma nhanh hon so vai tinh
toan trén vi xir 1y thong thudong. Do cac dong vi xtr 1y duoc coi 1a mot thiét bi ngoai

vi ctia bo vi xir Iy chinh, nén nguoi 1ap trinh phai viét cac doan ma riéng cho bd déng
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xtr Iy d6, ngoai ra con phai xir Iy cac van dé khac nhu didu khién, giao tiép, quan Iy
bo nhd va dong bo...

a) GPU

Thanh phan xir Iy ¢ hoa (GPU) duoc phd bién vao cudi nhitng ndm 1990, cho phép
ngudi dung trai nghiém hinh anh 3D do nét cao. Ngay trudc, cac mach xu Iy do hoa
thuong cb dinh, tuy nhién sau nay cac GPU bit dau duoc cai tién dé co thé 1ap trinh
lai dugc, gitp cho kha nang linh hoat cao. Do céc tinh toan trén GPU ngay cang tang,
nén nhiéu hudng nghién ctru vé tinh toan 16n da lya chon nén tang GPU.

Nham muc dich dé truy nhiap d¢én GPU, OpenCL duoc sir dung. Pay 1a mot ha tang
ding ngbn ngit 1ap trinh dya trén C, dé viét chuong trinh va thuc thi nd trén cac nén
tang ma c6 CPU va GPU.

b) FPGA

Céc cong trinh thuc hién cing hoa phép nhan diém nhu cac tac gia Moncef Amara,
Amar Siad (2011) [12]; Sandeeps, Hameen Shanavas | (2012) [13] d¢é tang toc cho
viéc thuc hién phép nhan diém trén ECC nhiam ting nhanh thoi gian trao doi khoa
giita c4c lién két trong hé théng. Mot s6 luan an trong nudc dé ting hiéu qua phép
nhan diém cua hé mat ECC duoc thuc hién trén nén tang FPGA [42].

c) DSP

Cac bo xu ly tin hiéu sé (DSP) dugc thiét ké dé nang cao hiéu qua cac thuat toan xu
ly tin hiéu nhu FFT (Fast Fourier Transform), cac bo loc FIR/IIR (Finite/Infinite
Impulse Response). Cac ung dung thong thuong hay sir dung DSP la: b ma va giai
ma tiéng noi va hinh anh, diéu khién dong co, nhan dang tiéng n6i. ARM cung cap
mot sb cac chi lénh DSP cho nhitng muyc dich nay. Cac chi 1énh DSP gém nhan, cong,
nhan tich ldy...

d) NEON trén ARM

Ngay nay, thanh phan NEON [19] duoc tich hop trén cac vi xir Iy ARM nham song
song hda mot sé phép tinh st dung ky thuat SIMD, NEON la mot mé rong ISA cho

cac bo vi xtr Iy ARM. Cac vector trén thanh phan nay c6 d6 dai 128-bit, va c6 phép
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thue hién cing mét phép tinh trén nhiéu lan di liéu (lane). Cong nghé NEON da duoc

trinh bay k¥ trong muc 1.2 & trén. Mot s6 nghién ciru sir dung NEON trong mat ma:

Bernstein and Schwabe [14] 3 mo ta cai dat hiéu qua dbi véi cac nguyén thay
mat ma phi chuan sir dung NEON engine trén bo xir Iy Cortex-A8 ¢ mic an
toan 128-bit, bang cach sir dung dudng cong Montgomery and Edwards trén

truong nguyeén to F nhitng nguyén thiy mat ma nay c6 thé khang tin

2%%6_19)?
cong kénh ké. Két qua ho dat duoc 527 Keycles dé tinh khoa bi mat chia se.

Hamburg [15] da cai dat hiéu qua cho cac nguyén thay mat ma phi chuan trén
CortexA9 ma khong sir dung NEON véi muc an toan 128-bit, sir dung duong
véi kha nang

cong Montgomery and Edwards Curves trén truong F( 252y

khang tan coéng kénh ké. Két qua dat duoc 616 Kcycles dé tinh khoa bi mat
chia sé.

Polyakov [59] da cai dat GHASH vai NEON, mé xac thuc duoc su dung baoi
GCM, cho dy &n OpenSSL. Hiéu suat thu duoc 12 15 cpb trén Cortex-A8.
Gan day nhiéu bo vi xt ly hién dai da tich hop thanh phan NEON dé xu ly
song song kiéu SIMD (don chi thi da dit liéu). ARMV7 hd tro cac phép toan
VMULL.p8 dé nhan dong thoi 8 da thic 8 bit vai chi mot chi leénh. Trong [17],
c4c tac gia da dé xuat ky thuat cai dat hidu qua dé xay dung bo nhan 64-bit
bang phép toan VMULL.p8, sau d6 st dung thuat toan nhan Karatsuba dé ap
dung cho cac da thuc co bac I6n hon 64 bit trén cac truong F,2s1, F,2ss va
Fsm.

Céc vi xtr ly ARMVS8 hd trg phép toAn PMULL, chi lénh nay s& nhan 2 da thuc
64-bit bang mot chi Iénh. Bai bao [18] di khai thac bo nhan da thic 64-bit
(PMULL) duoc hd tro trén cac vi xa Iy ARMvS va két hop véi thuat toan
Karatsuba dé tao thanh cac phép nhan c6 d6 dai khac nhau 128-bit, 256-bit va
512-bit. Cudi ciing, céc tac gia da ap dung phuong phap dé& xuét cho duong
cong B-251. Két qua phuong phap dé xuat nhan da thtc trén ARMv8 nhanh
hon 5,5 14n so voi cac ki thuat trén ARMV7.
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1.5.3. Panh gid, nhan xét

1.5.3.1. Han ché cua cac gidi phap an toan bao mdt trén thiét bi nhiing

CAc giai phap an toan bao mat trén thiét bi nhang rat da dang, song c6 thé nhém
thanh hai dang chinh nhu sau.

Dang 1: An toan bdo mdt dé ligu truec tuyén (online)

C6 nhiéu ¢ng dung trén nén thiét bi nhing, thiét bi di dong hoic cac thiét bi loT gom:
TLS, OpenVPN, IPSec bao mat tng dung VolIP, hop truc tuyén (E2E) (MIKIEY,
SDES, ZRTP). Van d¢ dat ra d6i v6i san pham yéu cau bao mat dit liéu trén duong
truyén trong trién khai thuc té d6 1a viéc dam bao d6 an toan va hiéu ning khi hoat
dong trén nén thiét bi nhing. Cac ung dung yéu cau bao mat di liéu tryc tuyén (giao
thac TLS, IPSec, bao mat dir liéu VolIP...) c6 hai giai doan chinh anh huong téi do
an toan va téc do thuc thi:

v Giai doan thiét lap, trao doi khda (TLS handshake, IKEv2): Thiét lap cac tham
sb an toan, cac thuat toan ma hoa, giai ma, xac thuc va trao doi khoa.

v' Giai doan ma hda va giai ma goi tin (IPSec, OpenVPN): Str dung céac thuat
toan ma khéi véi ché @6 ma an toan dé bao mat di liéu

C4c giao thirc trao d6i khoa thuong sir dung cac nguyén thiy mat ma khoa céng khai
nhu RSA hoic Elliptic. Vi dy, trong cac giai doan trao doi khéa cua TLS va IKEv2,
thi giao thirc trao d6i khoa hay dugc sir dung 1a: ky s6 (ECDSA, RSAPSS), trao doi
khéa (ECDH, DH) ...

Dang 2: An toan bdo mgt di liéu ngogi tuyén (offline)

Mot s6 tng dung hoat dong offline nhu (ma tép, ma dir liéu luu trit...) cling thuong
co 2 budc:

- Tao va ma héa/giai ma cac mam khoa: Trudc tién, cadc mam khoa duoc sinh
ngiu nhién, sau d6 dé bao mat cho nhitng mam khoa nay can sir dung céc thuat
toan mat ma khoa cong khai dé ma hoa va ky sé trén nhitng théng tin nay.

- M4 dix liéu: Cac mam khoéa sau d6 duogc giai méa, kiém tra chit ky s6... va dan
Xuit thanh céc khda cho thuit todn ma hoa khoa ddi xang (AES, DES...)

Nhat xét:
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Thoi gian thuc thi cua giai doan 1 cua hai kiéu ung dung yéu cau bao mat 1a rat quan
trong trong doi sdng thuc té cdn ddp irng thoi gian thuc, vi du giao thic trao doi
khoa can thoi gian di nhanh dé cho ung dung hoat dong muot ma (trén hé diéu hanh
Android) hodc d6i voi giao thic trao d6i khoa lién quan dén ¢ng dung VolIP yéu cau
ngit nghéo hon: nguoi dung khéng thé cho qua 10 gidy dé thiét 1ap cudc goi co bao
mat. ..

Viéc su dung cac nguyén thuy mat ma thong thuong nhu (RSA) trong nhitng giao
thire trao doi khoa nhu IKEv2, TLS, OpenVPN trén nén thiét bi nhing (vi xt Iy ARM)
la khéng phu hop. Do vay hé mat duong cong Elliptic 1a mot chon lya phu hop cho
moi truong nhung.

Cac nghién ctru dé nang cao hiéu qua caa hé mat dudng cong Elliptic trén nén thiét
bi nhung ARM kh4 da dang (duoc trinh bay & trong muc 1.5.2) nhu cai tién ban than
thuat toan, st dung ngdn ngit bac thap, st dung cac dong xir ly (FPGA, GPU,
NEON...) . Mt s6 han ché cua nhitng phuong phap d6 1a:

a) Danh gia hiéu qua thuat toan vé mit toan hoc:

Theo hiéu biét ciia nghién ctru sinh thi cho dén nay viéc danh gia cac thuat todn nhan
s6 16n chi dwa vao tiéu chi “Thudt todn dwoc coi 1a hiéu qua hon néu cd so phép nhan
Co ban it hon”. DO Vay, Viéc phan rd, danh gia bai toan thuong chi tinh dén phép nhan
ma bo qua phép cong (nguyén nhan do cac vi xir 1y trude day cé thoi gian thyc hién
phép nhan lén hon nhiéu 1an so véi thoi gian thuc hién phép cong).

b) Vé mat céng nghé:

e Vi cac nghién ctu cai thién hiéu qua dwa trén cac tham sé dac biét [14, 15,
FOURGQ], tuy nhién trong mot tng dung mat ma yéu cau dé6 mat cao thi viéc
sir dung cac tham sb dic biét nay khdng phl hop, nhat 1a trong linh vyc an
ninh quéc phong.

e V6i nhitng nghién ciru sir dung thanh phan FPGA [12, 13, 46], GPU [42] hoic
chip hd trg tinh toan mat ma chuyén ding, thi nhitng giai phap nay kha kho
khan khi cai dat thuat toan. Cac chip ho tro tinh toan mat ma chuyén dung thi

kho @é thay d6i tham sb ciing nhu thuat todn mat ma cai dic dwoc b dinh.



34

e Hau hét cac nghién ctu vé linh vuc nay thuong tap trung nghién ctu cai thién
cac phép tinh toan co ban (cac phép tinh s hoc) dua trén dic diém cua mot
vai thiét b cy thé [41], hodc dua trén cac tham sb dic biét [43]. Do vay n6 kho
cd thé ap dung cho nhitng nén thiét bi khac hoic khi str dung cac tham sb khac.
Ngoai ra, viéc nghién ctu tich hop dy da nang cao hiéu qua vao trong giao
thire ECDH, ECDSA ciing con thiéu.

e Céac nghién ctiu cai tién vé thuat toan s& c6 ngudng téi han [44, 45] va khdng
thé c6 nhitng dot pha khi sir dung két hop gitra phan cing va phan mém

Cac han ché nay c6 thé duoc cai thién trong cac ndi dung nghién ciu cua luan an.
1.5.3.2. Pinh huéng nghién cizu, phét trién cua lugn an

Dé nang cao hiéu qua cho cé4c thuat toan ECDH, ECDSA trén thiét bi nhing, luan &n
dinh huéng nghién ctru, dé xuat mot s giai phap dé nang cao hiéu suat, toc do tinh
toan gom:

a) Dé xudt phwong phdp danh gid hiéu qud thudt toan:

+ Tur thuc té 12 trong thuat toan nhan sé I6n khdng chi c6 mat cac phép nhan co ban
ma con c6 cac phép toan khéc, chang han nhu phép cong co ban, vay nén néu dua ra
dugc cdng thie tinh chi phi mot thuat toan nhan sé 16n chira ca s phép nhan va sé
phép cong thi viéc danh gia tinh hiéu qua ciia mot thuat toan s€ chinh xac hon. Thém
vao do, trong céc thiét bi vi xir Iy hién dai thi thoi gian thuc hién gitta phép nhan va
phép cong s& khong con chénh 1énh nhiéu nhu trén cac vi xir 1y trude day. Do vay,
néu ta xac dinh dwoc ti s6 gitra thoi gian thuc hién phép nhin co ban trén thoi gian
thuc hién phép cong co ban thi ta s& thu duoc mot cong thirc chi phy thudc vao sé
phép cong co ban.

+ Nghién ctru, d& xuat md hinh toan hoc cho thuat toan nhan phan tang dé nhan hai
s6 hang trén trudng hitu han véi chi phi thap nhat: Xay dung mé hinh dé danh gia chi
phi tong thé cua thuat toan va dé xuét thuat toan nhan vai chi phi thip nhat.

b) Nghién cizu, dé xudt cac giai phap nang cao hiéu qud thugt toan ECDH va ECDSA
st dung trong hé mdt Elliptic trén vi xur ly ARMv7 va ARMV8 trong truong nhi phan

va trieong NQuyén té, dam bdo an toan va dé dang khi theec thi trén nén thiét bi nhang.
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M6 hinh thuc hién nhu sau:

Ky s6/Kiém tra chit ky s6 Trao doi khoa
(ECDSA) (ECDH)

Phép toan thong thuong
(cong trur, nhan...)

VMULL.p8, VMULL.U32, VLD, VST, VADD...

Hinh 1.17: M6 hinh cdc tang trong mdt ma ECC
Cac nghién ctru trong luan an tap trung cai thién tbc do thuat toan da trén sy két hop
giita thuat toan tang cao (phép toan trén dudng cong Elliptic, phép toan sé hoc) va
thuc thi phép toan song song caa thanh phan NEON trong tang thap (phu thudc vao
vi xtr ly). Trong tang thap, luan an chon str dung cdng nghé song song nhiéu phép
tinh trong mat chi lénh (SIMD) diing thanh phan NEON vi ly do sau:

- Thir nhat, thanh phan NEON hién nay dugc tich hgp vao trong cac vi xu ly
thong thwong ARMv7, ARMV8. Hai dong vi xt ly nay hién dugc tng dung
phd bién trong céc thiét bi 10T, thiét bi dién thoai thdng minh, cac thiét bi
nhang chuyén dung

- Thu hai, cac thuat todn mat ma can dugc ban dia hda, do vay viéc sir dung
phép toan song song c6 thé giup cai dat cac thuat toan dwoc téi wu va khong
can cing nhic vao mot thudt toan da cai dit san c6 (vi du nhu AES duoc cing
hoa trén cdc CHIP chuyén dung)

- Thuc ba, viéc nang cao hiéu qua dya trén thanh phan NEON la kha mém déo
hon céc cong nghé khac nhu FPGA, DSP, GPU...

¢) Luwa chon céc nén tang phdn cing vi xi Iy nhiing  phu hop Véi xu huéng si dung
trong thuc té. Theo thong ké, da phan céc vi xir Iy ARM ung dung trong céc thiét bj
hién nay dwa trén nén tang ARMv7 va ARMVS.

Trong luan &n s& chon cac nén vi xir Iy SoC dugc ding trong cac thiét bi thong thudng

nhu duoc su dung trong dién thoai thong minh va may tinh bang, 10T, sir dung trong
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cac thiét bi nhing. Céc thiét bi phan cang lwa chon déu c6 vi xtr Iy dya trén kién trac
ARMv7 va ARMVS; ca hai kién triic déu hd tro thanh phan NEON.

Vi nhixng ndi dung nghién ctu trén, luan an gop phan giai quyét mot sé han ché va
nang cao hiéu qua tinh todn cua mot sé thuat toan mat ma cho yéu cau bao mat dix
liéu truyén thdng trén nén thiét bi nhang.

1.5.4 Céc nén ting phan cing siz dung trong lu@n an

Hién nay, cac san pham bao mat cdng nghé thong tin trén nén thiét bi nhung duoc
thiét ké va phét trién manh & trong nuéc néi chung ciing nhur trong linh vuc an ninh
qudc phong néi riéng. Hau hét cac san pham nay déu sir dung vi xir [y ARM phién
ban v7 (ARMv7) va v8 (ARMVS), do vay dé trién khai thuc nghiém cac két qua dé
xuat trong luan an nghién ciu sinh chon hai Kit phét trién dai dién ma hd tro hai dong
vi xir ly nay. Cu thé, luan an chon ZesBoard (ZYNQ 7000) dé mo phong két qua trén
dong vi xir ly ARMv7 va Kit NXP IMX8M dé mo phong két qua trén dong vi xi
Iy ARMVS.

1.5.4.1 Kit phét trien ZesBoard

Kit ZesBoard dua trén nén tang ZYNQ 7000 [49] 4 nén tang lai ghép giita mot
ARM dualcore Cortex-A9 (ARMV7) véi mot FPGA Artic7 caa Xilinx tich hop nhiéu
ngoai Vi truyén thdng manh nhu hai ngoai vi truyén théng mang Gigabit MAC
10/100/1000.
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Hinh 1.18:Kit ZesBoard (ZYNQ 7000)
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Mic di Zyng 7000 1a mot hé théng manh cho 1ap trinh FPGA, tuy nhién bén
trong CHIP zynq nay c6 tich hop san mét vi xtir Iy ARM Cortex A9 (ARMV7)
vé6i hiéu ning vira phai nham muc dich thuc thi cac phan mém diéu khién, trong
do6 cac thuat toan mat mé khéa cong khai (ECDSA, ECDH) thuong dugc chay
trén vi xr ly ARMV7 nay.
1.5.4.2 Thiét bj phat trien NXP IMX8M
NXP I.MX 8M [47] dugc thiét ké trén vi xa Iy ARMvS (Cortex A53) 1a mot dong
san pham tap trung vao viéc mang lai trai nghiém am thanh va video, két hop céc tinh
nang danh riéng cho phuong tién truyén théng véi xtr ly hiéu suét cao duoc tdi uu
hoa cho muc tiéu thu dién ning thap.
L6i phan cieng ARM Cortex-A53
Cac bo vi xtr ly tng dung ho i.MX dua trén nén tang ARM Cortex-A53, c6 cac dic
diém sau:
e Vixir ly Cortex-A53 4 13i véi dac tinh:
o B0 nhd cache L1 cho chi Iénh: 32 KB
o BO6 nhé cache dir liéu L1: 32 KB
o Module chuyén dung sir Iy da phuong tién (MPE)V&i hd tro cong
nghé NEON
o Floating Point Unit (FPU) hd trg kién tric VFPv4-D16
e Hotro 1 vi xtr Iy ARM Cortex-M4
e HJ tro kién tric Armv8-A 64-bit
e BJ) nhd cache L2: 512 KB
e Tansb 1.8 GHz
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Hinh 1.19: Kit phat trien IMX8M

1.6. Két luan chwong 1

Céc thiét bi IoT, di dong (thoai thong minh, may tinh bang) dang trd nén pho bién.
Nhirng thiét bi nay thuong bi han ché & mot s6 khia canh nhu dién nang ti€u thy, tdc
d6 xur 1y, tai nguyén sir dung... Do ddc diém cua nhitng thiét bj nay thuong 1a khong
day va yéu cap dap tng thoi gian thuc, van dé bao mat dir liéu duong truyén dé ngin
chan tan cong nghe 1én va rd ri thong tin c4 nhan 1a rat quan trong. Vi vy, viéc nghién
ctru trién khai phan mém bao mat hiéu qua trén cac thiét bi ndy trd nén rat quan trong.
Céc giai phap bao mat thuong dua trén nén tang mat ma khoa cong khai va mat ma
khoa dbi xung. Péc biét, cac lugc dd, thuat toan dua trén hé mat duong cong elliptic
thudong duogc sir dung do c6 hiéu qua cao (kich thudc khéa nhoé hon nhiéu so véi cac
hé mat khoa cong khai khac) nhu thuét toan chit ky sd trén duong cong elliptic
(ECDSA) va luoc dd thoa thuan khoa Diffie-Hellman trén duong cong elliptic
(ECDH).

Chuong 1 d3 di siu phén tich cac yéu cau can bao mat dit liéu trén nén thiét bj nhing,
cac giai phap ning cao hiéu qua hé mat khéa cong khai Elliptic trén nén céc thiét bi
nhung (cai tién thuat toan, sir dung cac tham s6 dic biét; sir dung cac thanh phén tinh
toan nhanh GPU, DSP, FPGA; sir dung cac dong xtr 1y ...). Trong cac giai phap nay,
luan an cling da phan tich nhitng wu diém va han ché cia timg phuong phap. Trén co

sO d6 luan 4n sé tap trung vao giai phap cai tién thuat toan két hop véi st dung dong
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xtr Iy (NEON) ma duoc tich hop san trén cac vi xtr Iy tir ARMV7 trd di. Tir d6 dit ra

cac ndi dung can giai quyét:

Tt thuc té 12 trong thuat todn nhan s 16n khong chi c6 mit cac phép nhéan co
ban ma con c6 cac phép toan khéac, chang han nhu phép cong co ban, vay nén
néu dua ra duoc cong thuc tinh chi phi mot thuat toan nhan sé 16n chira ca s6
phép nhan va sb phép cong thi viéc danh gia tinh hiéu qua ciia mot thuat toan
s& chinh x4c hon. Thém vao d6, trong cac thiét bj vi xu 1y hién dai thi thoi gian
thuc hién gitra phép nhan va phép cong s& khdng con chénh 1énh nhiéu nhu
trén céc vi xu Iy trude day. Do vay, néu ta xac dinh duoc ti s6 giira thoi gian
thuc hién phép nhan co ban trén thoi gian thuc hién phép cong co ban thi ta sé
thu dugc mot céng thic chi phu thudc vao sé phép cong co ban

Nghién ctru mé hinh, thuat toan nhan hiéu qua méi véi chi phi thap nhat va dé
xuat cac thudt toan cai tién nhim ting hiéu niang xur 1y dya trén hd tro tinh toan
song song cua thanh phan NEON trén trudong nhi phan. Cac thuat toan dé xuét
dugc minh chuing va dugc tich hop vao giao thue ECDH, ECDSA (ni dung
cu thé dugc trinh bay trong chuong 2)

Céc ung dung bao mat thuc té thudng hay str dung cac tham s mién cua duong
cong ellitpic trén trudng nguyén t6, do vy viée nghién ciru nang cao hiéu qua
ctia thuat toan ECDSA va ECDH trén cac trudng nguyén td 1a can thiét. Cac
dé xuét cai tién va nang cao hiéu qua ciia cho thuat toan nhan vo hudéng dua
trén két hop giita cai tién NAF va st dung phép nhan kép duoc trinh bay trong

chuong 3.
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CHUONG 2. NANG CAO HIEU QUA CUA PHEP NHAN SO HQOC
TRONG TRUONG NHI PHAN TREN VI XU LY ARM

Chuong 2 cua ludn 4n trinh bay vé giai phap dé ning cao hiéu qua cua phép nhan sb
hoc trén vi xir Iy ARM bao gém: nghién ctru mé hinh, thuét toan nhan hiéu qua méi
v6i chi phi thip nhét va dé xuét cac thuat toan cai tién nham tang hiéu nang xtr Iy dua
trén su két hop cua thuit toan dé xut va sy hd tro tinh toan song song ctia thanh phan
NEON trén trudong nhi phan. Cac két qua chinh ciia chuwong 2 dugc trinh bay trong
ba cong trinh céng b [J1, C1, C2].

Trudc day, viéc danh gia cac thuat toan nhan s6 16m chi dua vao tiéu chi “Thudt todn
dige coi la hiéu qud hon néu cé sé phép nhdn co ban it hon”. Do viy, viéc phan 14,
danh gia bai toan thuong chi tinh dén phép nhan ma bo qua phép cong. Ly do nay
bdi vi thoi gian thyuce hién phép nhan 16n hon nhiéu 1an so v6i thoi gian thue hién phép
cong (trén vi xtr 1y cii). Cu thé:

- Dbi v6i phép nhan pho thong nhan hai s6 16n t ky tu thi do phuc tap thuat toan
la O(t?) , tirc 1a can dén ¢& t? phép nhan va khong quan tim dén phép cong

- DPbi véi phép nhan Karatsuba, dé nhan hai sb 16n t ky tu thi d§ phuc tap cua
thuat toan 1a 0(t!°823) = 0(t>%9).

Y tuong:

- Pé giam di 1 phép nhan so v&i thuat toan nhan pho thong thi thuét toan
Karatsuba lai phai thém mot vai phép cong trur.

- Trong céac thiét bi vi xur 1y hi¢n dai thi thoi gian thyc hién gitra phép nhén va
phép cong s& khong con chénh 1énh nhiéu nhu trén cac vi xir Iy trudc day
(thuwong trén vi xir Iy méi thoi gian thuc hién phép nhan gip 2-3 1an thoi gian
thuc hién phép cong).

- Tu thuc té 1a trong thuat toan nhan s6 16n khong chi c6 mat cac phép nhan co
ban ma con c6 cac phép toan khac, chang han nhu phép cong co ban, viy nén
néu dua ra duoc cong thure tinh chi phi mot thuat toan nhan s6 16n chira ca s
phép nhan va s6 phép cong thi viéc danh gia tinh hiéu qua ciia mot thuat toan

s€ chinh xac hon. Ngoai ra, néu ta xac dinh duoc ti s6 gitra thoi gian thuc hién



41

phép nhan co ban trén thoi gian thuc hién phép cong co ban thi ta s€ thu dugc

mot cong thirc chi phu thude vao sé phép cong co ban. Nhu vay, kha dé dang

dé so sanh danh gia d6 phirc tap cua thuat toan ap dung cho timg trudng hop.
Trén co s¢ ¥ tuong nay, trong chuong 2 NCS thuc hién hai ndi1 dung (gidi han trong
2 phép nhan: phd théng va Karatsuba):

- D& xuit thuat toan nhan phén ting co chi phi thdp nhit dua trén 2 thuit toan
nhan co s& 1a phép nhan pho thong va nhan Karatsuba.
- Ap dung thuat todn nhan phan tang nay trén hai nén tang ARMv7 va ARMvS.

2.1. Phép nhan va phép céng sé hoc co ban trong trwong hiru han
Trong muc nay s& mé ta vé cac ki thuat nhan sb 16n phu hop cho cac kién tric dung
vi xir Iy hién dai. Pé mo ta cac phuong phap nhan s 16, ta sir dung céc ky hiéu sau.
Goi A va B la ky hiéu hai s6 hang c6 do dai m-bit va dugc luu ¢ trong mang gom
nhiéu tr (word). MJi sé hang luu trong mang duoc Ky hiéu nhu sau A =
(Alt — 1], ..., A[2], A[1], A[0]) va B = (B[t — 1], ..., B[2],B[1], B[0]). Ta goi w la
s6 bit cua tir, thuong dugc chon gan véi vi xir ly (8, 16, 32, 64bit) va t = [m/w] la
s6 tir dé biéu dién sé nguyén A va B. Ta ky hiéu két qua phép nhan € = A4 = B duoc
biéu dién trong mang ¢ = (C[2t — 1], ..., C[2], C[1], C[0]).
2.1.1. Phép nhan phé théng
2.1.1.1. Nhan bang phwong phdp quét sé hang (Operand-Scanning)
Day 1a phuong phap don gian nhat (con goi la nhan phé thong [25]) dé tinh phép nhan
s6 1én ma co hai s6 hang A va B ¢ t tir. Phuong phép nay duoc thyc hién théng qua
hai vong lip 16ng nhau: ¢ vong lap bén ngoai (vong lap i), cac gia tri A[i] duoc nap.
Trong khi vong lap bén trong (vong lap j) s€ nap cac gié tri B[j] va dugc nhéan vaéi
A[i] v6i j = 0, ..., t — 1. Tich thanh phan duoc tich lity vao trong cot két qua trung

gian C[i + j] clng véi phan du cua cot trude do.
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A[7]B[7] A[0]B[0]

A[0]B[7]

Hinh 2.1: Minh hoa cdch tinh cdc tich thanh phan. Phirong phdp nay sir dung quan
diém huong hang (row-wise), trong dé luong tinh todn theo hwéng mili tén.

S6 chi lénh dé nap va luu dir liéu ciia phuong phap nay nhu sau:

+ O mdi hang: Chi Iénh nap trong mdi vong lap bén trong la 2t (dé tai dit liéu B[j],

C[i+j]); Chi lénh luu trong mdi vong lap bén trong 1a t (dé luu C[i+j]). Do vay tong

chi 1énh & mdi hang la 3t

+\V0ng lap bén ngoai can nap t sé hang A[i], va chira gia t gia tri C[i+t]. Tong chi

Iénh 1a 2t.

Do vay, tong chi phi ciia phuong phap nay I tai dit liéu 1a 2t2+t, chi phi luu di lidu

t2 + t. Nhu vay can ¢& 3t + 2t chi Iénh tai va luu dit liéu.

V61 phuong phap nay, thi kha nang thuc hién song song trong thuat toan la kho thuc

hién do dir liéu phu thuoc vao nhau theo tirng hang.

2.1.1.2. Nhan bdang phirong phdp quét tich (Product-Scanning)

Nguoc véi phuong phap quét sb hang, phwong phap nay tinh nhan s nguyén Ién theo

quan diém dya trén cot. Pugce dé xuat bai Comba [26] 1a mot cach dé giam s luong

truy nhap b nhé. Bai vi trong mat méa, sé lugng cot can nhan khong vuot qua 2%, do

bo tich lity co d6 Ion 1a 3 tir, nén nd co thé chira tong cua tat ca cac phép nhan thanh

phan cua mot cot ma khéng phai chira két qua trung gian, boi vi t < zz—: = 2%, trong

d6 w ky hiéu 1a do dai bit cua mot tir. Dau tién tat ca cac s hang cua mdi cot dugc

nhan vaéi nhau va dugc cong tich lily (trong mdt phuong phap nhan va tich liy). Sau

qua trinh xir ly mot cot, thi tir dau tién cua bo tich liy duoc luu trong bd nhé 1a mot
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phan cua két qua cudi cung. Do vay, khong c6 két qua trung gian can duoc luu hodc
duoc tai trong giai thuat. Hon nita, viéc xt ly lan truyén phan du 1 kha d& boi vi phan
du s& dugc cong véi két qua caa cot ké tiép. Ngoai ra, chi cin nim thanh ghi dé thuc
hién phép nhan: hai thanh ghi dé luu s6 hang dau vao, ba thanh ghi 1am bo tich liy.
Dy la phwong phép rat phi hop cho céc thiét bi co ngudn tai nguyén han ché.

Cong thirc dé tinh cac tich trong phuong phap quét tich nhu sau:

C=A%B=Y2"*2 irj=k A;*B)W¥. Trongddé W = 2" goi la co sb.
0<i,jst—-1

C[14] C[7] C[o]

A[O]B([7]

Hinh 2.2. Nhdn s6 I6n theo phwong phdp quét tich.
Trong hinh thoi thé hién xt Iy céc tich thanh phan theo huéng cot thay cho theo
quan diém hudng hang, can chi mot phép luu trit dé chira tir cua két qua cudi cing.
Chi phi trong toan bd phép nhan nhu sau:
+ Do vong ldp ngoai c6 kich thudc 2t va vong lap trong thay doi dén tir 0 dén t nén
chi Iénh tai dit liéu (can nap A[i], B[j] trong mdi vong lap) la: 2t2
+ Chi Iénh Iuu dit liéu 1a: 2t (mdi budc caa vong lap ngoai chi can luu mot gia tri)
+ Tong chi 1énh tai di liéu va luu dix lidu 1a: 2t% + 2t
2.1.2. Phép nhan sé nguyén |én trong trwrong nguyén té
Trong cai dat phan mém, phép nhan trong truong nguyén t dugc thuc hién trong cac
bo nhan hd tro san trong vi xir ly (ALU) hoic bo bang phan cing duoc nhing vao

trong cac vi xu ly nhung.
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Bdng 2.1: Tom tdt chi phi chi lénh nap va heu dir liéu

Phuong phap Chi lénh tai dir Chilénh lwudir | Tong sé chi lénh

liéu liu truy cap bo nho
Quét sb hang 2t2 4t t2 4+t 3t2 + 2t
Quét tich thanh 2t2 2t 2t% + 2t
phan

2.1.3 Phép nhdin trong trwong nhi phan

Trén phan mém, phép nhén trong trudong nhi phan sir dung két hop giira phép toan
EOR (exclusive-or) va phép toan dich bit. Do céc vi xir ly khong ho tro cac bo nhan
nhi phan chuyén dung, nén thuc hién phép toan nhan trén treong nhi phan sé cham
hon thuc hién phép nhén trén trudng nguyén té. Tuy nhién, trong mot sé thuat toan
cai dat bang phan mém c6 thé nang cao hiéu qua cua phép toan bang cach giam sé
luong tich thanh phan va thay thé phép toan dich bit bang phép tra bang tinh truéc.
Dudi day sé& trinh bay mot s6 thuat toan nhan nhi phan thuong st dung trong phan
mém.

Cach lwu trit da thirc trong truwong nhi phan trén vi xar ly ARM

S6 hoc truong nhi phan thuong duge cai dat bang phan mém bang cach sir dung biéu
dién co so da thirc, trong d6 cac phan tir ciia F,m duoc biéu dién dudi dang da thirc
c6 bac 16n nhat 1a m — 1 trén F,. Gia st trén mot nén tang c6 kién tric W-bit (W =
32 d6i véi ARM), mot phan tir trén truong nhi phan a(z) = ay,_z™ ' + -+
a,z> + a;z +a,c6 thé duwoc biéu dién biang mot vecto nhi phan a =
(A1) e » Az, A1, 0g) ¢6 40 dai m. Pat t = [m/W] va s = Wt —m. Trong phan
mém, a duogc luu trir trong mot mang gom céc tir W-bit: 4 = (A[t — 1],..., A[2],
A[1], A[0]), trong d6 bit ngoai cung bén phai cua A[0] la a, va s bit ngoai cing bén
trai ciia A[t — 1] khong duoc sir dung (ludn duoc thiét 1ap 13 0).

- Phép cong co ban trong trwong nhi phan: Trén nén kién tric ARM hd tro chi
lénh EOR dé thuc hién phép cong hai phan tir 32 bit trong trudng nhi phan.

- Phép nhan:
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Ban than tap lénh caa vi xtr [y ARM khong hd tro chi 1énh dé thyc hién phép nhan co
ban trong truong nhi phan. Bé thuc hién diéu nay trén phan mém thudng st dung két
hop gitra chi Iénh dich bit va chi 1énh XOR.

Phép nhan trén [F,m (phép nhan trén truong) duoc thuc hién theo modulo da thirc rut
gon f(z) = z™ + r(z) - mot da thirc nhi phan ¢ dinh ¢ bac bang m. Phép nhan nay
c6 thé duoc thuc hién theo hai bude: dau tién, phép nhan da thic cua cac toan hang;
thur hai, rdt gon modulo theo da thuc f(z).

Phuong phap dich va cong (thuat todn 2.1) ddi véi phép nhan trén trudng dua trén
quan sat ring a-b = a,_1x™ 'b + -+ a,x?b + a,xb + ayb. Buéc lap i cua
thuat toan tinh toan x‘b mod f(x) va thém két qua vao b tich liy c néu a; = 1.
Luu y rang b - x mod f(x) c0 thé dugc tinh toan mot cach dé dang bang cach dich
trai biéu dién vecto cua b, sau d6 cong thém r(x) vao b néu b,,, = 1.

Thuat toan 2.1. Thuat toan nhan dich-va-cong tir phai dén trai [7]

Pau vao: Cac da thirc nhi phan a(x) va b(x) c6 bac Ién nhat lam — 1.

Pau ra: c(x) = a(x) - b(x)mod f(x).

1. Néu a, = 1 thi c « b; néu khong thi ¢ « 0.

2.Vé6i it 1dénm— 1 thuc hién:

21b < b-xmod f(x).

22Néua; =1thic«c+b.

3. Tra vé (c).

Mic du thuat toan 2.1 phu hop voi cai dat trén phan cang vi ¢6 thé thuc hién dich
vecto trong mot xung nhip, nhung s6 lugng Ién cac phép dich theo Ky tu 1am cho viéc
trién khai bang phan mém tré nén khong dat hiéu qua nhu mong mudn. Phan tiép theo
day sé trinh bay cac phuong phap nhanh hon dé thuc hién phép nhan trén trudng.
Phép nhan da thic theo comb

Phuong phap comb cho phép nhéan da thirc dua trén quan sat rang néu b(x) - x* da
duogc tinh cho mot gié tri k € [0,31] nao do, thi co thé dé dang tinh dugc b(x) -
x32/%k bang cach ndi j tir 0 vao bén phai biéu dién vecto ctia b(x) - x*. Thuat toan

2.2 xem Xeét cac bit cuia cac ky tu ctia A tur phai sang tréi, trong khi Thuat toan 3 xem
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Xét cAc bit tir trai sang phai. Ky hiéu sau duoc st dung: néu € = (C[n], ..., C[2], C[1],
C [0]) 1a mét vecto, thi C{j} biéu thi vecto chat cut (C[n], ..., C[j + 1], C[j].
Thuat todn 2.2. Thuat toan nhan da thirc comb tir phai sang trai [7]

Pau vao: Cac da thirc nhi phan a(x) va b(x) c6 bac Ién nhat lam — 1.

Pau ra: c(x) = a(x) - b(x).

1.C « 0.

2. Véi k tir 0 dén 31 thyc hign

2.1 Véi j tir 0 dén t - 1 thuc hién

Néu bit thi k cua A[j] bang 1 thi cong thém B vao C{j}.

22Néuk =31thiB « B - x.

3. Tra vé (C).

Thuat todn 2.3. Thuat toan nhan da thicc comb tir trai sang phai [7]

Pau vao: Cac da thirc nhi phan a(x) va b(x) c6 bac Ién nhat lam — 1.

Pau ra: c(x) = a(x) - b(x).

1.C « 0.

2. V6i k tir 31 dén 0 thuc hién

2.1 Véi j tir 0 dén t - 1 thuc hién

Néu bit thir k caa A[j] bang 1 thi cong thém B vao C{j}.
22Néuk # 0thiC « C-x.

3. Tra vé (C).

Thuat todn 2.2 va 2.3 déu nhanh hon thuat toan 2.1 vi c6 it phép dich vecto (nhan véi
x). Thuat toan 2.2 nhanh hon thuat toan 2.3 vi phép dich vecto trong thuat toan 2.2
lién quan dén vecto B c6 d6 dai ¢ tir, trong khi phép dich vecto trong thuat toan 2.3
lién quan dén vecto C c6 do dai 2t. Theo [7], thuat toan 2.3 ¢6 thé dugc tang toc dang
ké bang cach tinh trudc u(x) - b(x) Vi tit ca cac da thirc u(x) bac nho hon w, trong
d6 w 1a do dai cua tir va xem xét cac bit w cua A[j] tai mot thoi diém. Tuy nhién,
phuong phap nay doi hoi phai danh d6i chi phi luu trit. Phuwong phép da duoc chinh

sua nay voi w = 4 duogc trinh bay dudi dang Thuat toan 2.4.
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Thuat toan 2.4. Thuat toan nhan da thirc comb tir trai sang phai véi cira s6 c6 do dai
w = 4[7]

Dau vao: Cac da thirc nhi phan a(x) va b(x) c6 bac Ién nhatlam — 1.

Pau ra: c(x) = a(x) - b(x).

1. Tinh toan B, = u(x) - b(x) V&i tat ca cac da thirc u(x) cd bac 16n nhat bang 3.
2.C « 0.

3. V6i k tir 7 dén 0 thuc hién

3.1 Véi j tir 0 dén t - 1 thuc hién

batu = (us, uy, uq, up), trong dé u; labit (4k + i) cua A[j]. Cong thém B, vao C{j}.
3.2Néuk # 0thi C « C-x*.

4. Travé (C).

2.1.4. Xdc dinh ty sé gi@a phép nhan va phép cgng trén vi xi Iy ARMv7/v8

Muc nay sé& xac dinh ty sb giita chi Iénh nhan va chi lénh cong trén vi xu ly
ARM. Viéc xac dinh duogc ty sé gitra phép nhan va phép cong gilp cho viéc
xay dung duoc thuat todn nhan phan tang vai chi phi thap nhét (chi tiét trinh
bay & muc 2.2).

2.1.4.1 Ty sé giira chi Iénh nhan va céng trong trieong nguyén té

a) B4i véi chi 1énh co ban cia ARM

Tap lénh trén vi xir ly ARMv7,v8 hd tro chi ¢6 l1énh nhan co ban cho phép cong va
phép nhan 32 bit théng thudng st dung chi lénh: ADD, ADC, SUB, MUL, SMULL,
UMULL. Theo phu luc B (Instruction Cycle Timings) [27], d6i véi tap Iénh co ban

SMULL _

trén ARM thi ty s6 giita phép nhan va phép cong e

b) Di vai chi 1énh trén thanh phan NEON cia ARM
Ngoai ra chi lénh trén vi xir Iy ARM thi thanh phan dong xir Iy NEON cung cép chi
lénh dé thuc hién song song nhiéu phép nhan thong thuong:

e Chilénh VMULL.U32: Nhan song song hai cap s nguyén khong dau (32bit)

¢ dang vector
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e Chilénh VMLAL.U32: Nhan va cong tich lily song song hai cip sé nguyén
khong dau (32bit) & dang vector
e VADD: Cdng song song cé4c cip sé nguyén khong dau & dang vector
Thaoi gian thuc hién chi 1énh trén NEON trén vi xir Iy ARM Cortex A9, dugc néu tai
muc 3.3 [28], theo théng sb trong tai liéu nay thi ty s thoi gian thyuc thi giita

VMULLu32 _
VADD

VMULL.U32 va VADD:

2.1.4.2 Ty sé giira chi 1énh nhan va chi Iénh céng trong trirong nhj phan
a) Déi vai chi 1énh co ban cua ARM
Tap lénh co ban trong vi xi Iy ARM khong hd tro phép nhan trong trudng nhi phan
va chi hé trg phép cong trong truong nhi phan la chi lénh EOR
b) B4i véi chi 1énh trén thanh phan NEON cua ARM
Déi véi vi xtr Iy ARMV7/v8 c6 tich hop thanh phan NEON, hd trg chi lénh nhan va
cong song song trén trueong nhi phan la:
e VMULL.p8: Nhén nhi phan 8 da thurc 8bit
e VEOR: Thuc hién phép todn EOR trén vector.

Trong tai liéu [28] chi ra ty sb thoi gian thuc thi gita VMULL.P8 va VEOR:
VMULL.P8 _
VEOR

Ghi chi: Kién trdc ARMVS la kién tric 64-bit. Cac dong vi xir ly Cortex-A53 va

Cortex-A57 ¢6 co ché pipeline twong tu nhu Cortex-A7 va Cortex-A15 twong tng
(xem muyc 1.2.3 - chuong 1).

2.2. Nhan phan ting trong trudng hiru han

2.2.1. Sé nguyén Ién va viéc xi ly trén cac sé nguyén lgn

Trong nhitng thiét bi c6 hd tro cac phép tinh s6 hoc co ban thi cac phép tinh nay
thuong bi han ché boi cau hinh caa thiét bi. Cu thé chling chi thyc hién duoc véi cac
s6 nguyén trong pham vi [0, 2%) (hay con duoc goi la cac s6 nguyén W-bit) véi mot
gia tri W xac dinh nao d6. Viéc thuc hién cac phép toan véi cac sé nguyén lén hon
W-bit (con duoc goi 1a cac sé nguyén lén, hay don gian 12 sé I6n) s& duoc xu Iy nhu

Sau:
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— Dau tién, khai b&o cac sé én nhiwr la mét mang cac sé nguyén W-bit theo
cach thirc sau: Gid i x 1a mét so I6n 6 trién khai B-phan, ¢ ddy B = 2V,
la

X=x4B" 1+ +x,0<x,<B,i=0,..,t —1,x,_, >0
dirge twong Mg Vo Mdng X,_q, ..., Xo. Gia tri t & trén duwoc goi 1a 56 ky tu cua x.
Luc nay ta viét
X = Xp_q, s Xg

— Tiép dén thuc hién viéc tinh toan céc so I6n thdng qua cac thudt todn twong
ng cu thé.

Thuat toan cong va thuat toan trir hai s6 t ky tu thuc hién theo Algorithm 2.5 va
Algorithm 2.6 trang 30 trong [25]. Ca hai thuat toan trén déu can dén t phép cong co
nhé hodc tuong tu t phép trir co muon (hai phép toan trén c6 chi phi nhu nhau).

Ky hiéu a 1a thoi gian trung binh dé thyc hién mét phép céng hai ky tu véi nhau va
A(t) 1a chi phi tinh toan cta phép cong (trir) hai s6 t ky tu theo hai thuat toan nay
thi

A(t) = ta. (2.1)
Chay 1. Bai lirong a 1a mét gia tri xdc dinh phu thugc vao thiét bj tinh todn dwoc
su dung.
2.2.2. Thudt todn nhan sé lgn
a) Thudt todn nhan theo phwong phdp phé thong
Cho hai s6 t ky tu c6 biéu didn 12 x = x;_q, ..., Xo VA& Y = Yi_1, oo, Yo VOi X;, 7,0 <
i <t —11acac sé W-bit. Thuat toan nhan pho thdng thuc hién viéc tinh tich caa x
va y theo cong thac

x*y =YLP(X ivj=s Xy)B°. 2.2)

0<i,jst—1
Theo cong thirc trén thi thuat toan nhan can thyc hién t2 phép nhan hai s6 W-bit. Do
ta dang xét cac s6 theo dang khai trién B-phan cia nd vay nén téng cua t s6 hang
XoVo + X1V1 - B? 4+ -+ 4 x4_1y,_1 - B2 12 khong can phai tinh. Khi day trén thyc

té ta phai cong thém t2 — t céc s6 hang x;y; con lai vao téng nay.
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Khi d6, ky hiéu Mg[t] 13 thuat toan nhan phd thong hai sé t ky tu, Ms(t) la chi phi
cua nd va m 1a thoi gian trung binh dé thuc hién mét phép nhan hai ky tu véi nhau,
do x;,y;,0 < i <t —1lacécsd 2 ky tu nén luan an ude luong dugce (Mot cach xap
Xi)
Mg(t) = t?>m + 2(t? — t)a. (2.3)
R rang chi phi nay ciing dugc xac dinh phu thudc vao thiét bi st dung.
b) Thuat todn nhan theo phwong phap cua Karatsuba
Xuat phat tir nhan xét 1a trong tong Y, j— x;y; Neu i # j thi tong nay ludn chia
cac cap sb hang x;y; va x;y;. Hon nira, ta co
Xy + Xy = (2 + xj)()’i + }’j) —XiVi — XY (2.4)
Thay tong x;y; + x;y; trong (2.2) bang vé phai ctia (2.4) ta nhan duoc cong thic tinh
tich Karatsuba (xem muc 2.2.2 [7]). Thuat toan thuc hién viéc tinh tich theo cdng
thire Karatsuba dugc goi la thuat toan nhan theo phuong phap Karatsuba. Bay gio, bo
qua viéc trinh bay chi tiét thuat toan nhan theo phuong phap Karatsuba, luan 4n xac
dinh chi phi dé thuc hién thuat toan thdng qua viéc phan tich sy thay déi dya theo
cong thic (2.4) o trén.
Dé y rang mi mot thay doi theo (2.1) s& 1am cho sé lugng sé hang cua cong thic
Karatsuba tang thém 1 va do d6 x;y;, x;y; ciing can duoc tinh trong cong thuc (2.2)
nén dé c6 vé phai cua (2.4) chi phat sinh thém viéc tinh (x; + x;) (v; + ;). tic 1a
thém 2 phép cong cac ky tu va 1 phép nhan cac ky ty. Diéu nay c6 nghia 14 vé phai
can dén 2 phép cong sé 1 ky tu, 2 phép trir cac s6 2 ky tu cing véi 1 phép nhan cac
ky tu trong khi vé trai can 2 phép nhan cac ky tu va 1 phép cong cac sb 2 ky tu. Nhu
vay, mdi thay d6i theo cong thic (2.4) s& 1am cho viéc thuc hién cong thirc Karatsuba
tang thém chi phi 1a
-m+ 4a

Dé thyc hién toan bo thuat toan nhan theo phuong phap Karatsuba, ta ¢ tong cong

—t(tz_l) su thay doi theo cong thuc (2.4). Tir d6 nhan dugc tong chi phi ting thém so

Vi thuat toan nhan theo phuong phap pho théng 1
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t(t—1)
2
Ky hiéu M [t] 1a thuat toan nhan theo phuong phap Karatsuba hai s6 t Ky tu va My (t)

(—m+ 4a)

la chi phi ctia nd. Tur chi phi tang thém ¢ trén va cong thic (2.3) ta tinh duoc

M (£) = t2m + 2(¢2 — a + @ (—m + 4a)

(2.5)
t?—t
=— m+4(t? —t)a
Tir cac cong thuc (2.3) va (2.5) ta dé dang nhan duoc két qua sau.
B6 dé 1. Ta co:

1. V6imoit > 1taco Mg(t) > 4A(t), M (t) > 4A(0).

2. Thudt todan nhan theo phwong phdp Karatstuba chi hiéu qud hon thudt toan
nhan phd thong khi va chi khi % > 4.
Ching minh. Str dung cac cong thuc (2.1), (2.2) va (2.5) dé so sanh, tinh toan truc
tiép cho ta khang dinh di néu.
2.2.3. M0 td thugt toan phan tang
Cho t = u - v véiu, v > 1. Khi d6 cac s6 t ky ty B-phan c6 thé dugc hiéu nhu 1a cac
s6 u ky tu BY-phan. That vay, xét x 1a mot s6 nguyén 16n biéu dién dudi dang B-phan
x=x,_ B 1+ x,_,B" %+ -+ x,B' + x,,
véi t = u - v. Ta viét lai biéu dién cua x thanh
x=x,_(B" 1 (BY)* 1+ x, ,B" 2 (BY)“ 1+ .+ xt_(v_l)Bv—(v—n . (BY)¥1
+ Xy BV (B P 4y "BV 4+ x - B + x
= (1 B" P42y B" 24 b xe ) (BY)Y 4 Xy BT 4 g
‘B + x,
Ta lai bién doi twong tu
Xe—y_q "BVl 4+ x - B+ x,
= (Kpmpo1 "B+ Xy "BV At X py) t (BY)Y TP+ X gy
B2l 4.+ x, - B + x,

Cr tiép tuc thuc hién nhu trén, cudi cing ta nhan duoc biéu dién cua x 1a
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X = (x—1B""h 4+ X1 - B+ xep) - (BY)YT

+(Xpp—1B ™+ X gpaq - B+ Xpy) - (BY)H A

+o+ (o um2yp—1 BT+ + xpyq B+ x,) - (BY)

+(xy_1B*" 1+ -4+ x, - B+ xy).
Nhu vay ta thiy x dugc biéu dién thanh mot mang gom u ky tu BY-phan, va mdi ky
tu trong mang lai chinh 1a mét s6 gom v ky tu B-phan.
Véi cach biéu dién mot sé t = u - v ky ty B-phan nhu mot s6 gdm u ky tu B”-phan,
trong d6 mdi ky tu nay lai 12 mot s6 gom v ky tu B-phan, ta c6 thé xay dung phép
nhan hai s6 nguyén t ky tu B-phan théng qua thuat toan nhan hai sé c6 u ky ty B?-
phan va thuat toan nhan hai sé ¢6 v ky tu B-phan. Luan &n goi phuong phap nay la
phuong phap nhan “phdn 2 tang u: v ”, trong d6 phan tinh toan vai cac s c6 u ky tu
BY-phan duogc goi 1a tang cao, va phan tinh toan con lai dugc goi 1a tang thap.
Mot cach tong quét, néu t = t,_; " tg_, ..to VOi t; > 1,0 < i < s — 1 thi ta c6 thé
xay dung thuat toan nhan hai s6 t ky tu B-phan tir s thuat toan nhan hai sé t; ky tu

B"i-phan, trong d6 r; dugc xac dinh nhu sau:

1o = 1.
n =t

Thuat toan téng quat nay duoc goi 13 “Thugdt todn phan s tang t,_q: ..: t;: .1 t,”, cac
chi sé i duoc goi 1a chi sé tang cua thuat toan. Ta ky hiéu 4, [t;, ;] 1a thuat todn nhan
hai s6 t; Ky tu B"i-phan. Do r; ludn dugc xac dinh theo cong thirc (2.6) nén dé don
gian, ta ky hiéu 4; [t;] 1a thuat toan sir dung tai ting thir i va ldc nay, Thuat toan phan
Stang to_q:..:t;:...: t, MO ta & trén duoc ky hiéu 1a

Ag_qts_1]: i Ailti]: o n Ag[to]
Ky hieu (A[t)* = A[t]: ...: A[t].
Néu ky hiéu chi phi cho thuat toan 4;[¢t;] 1a 4;(t;) thi chi phi cho thuat toan
Ag_q[te_q]: i At ]: . A [to] dugc Ky hiéu la
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Trong luan &n nay chi xét hai thuat toan nhan sb 16n, hoic 1 thuat toan theo phuong
phap nhan phé théng, hoic 13 nhan theo phuong phap Karatstuba vay nén cac thuat
toan dung tai tang thar i caa Thuat todn phan s tang chi 1a mot trong hai loai 4;[t;] =
Mg[t;] va A;[t;] = Mg[t;]. Do vay sé lugng cac thuat toan c6 thé phan thanh s tang
dung bang 2° va dé xay dung duoc Thuat todn phan s tang cu thé c6 chi phi tinh toan
thap ching ta chi cin xem xét va lwa chon thuat toan twong tng V4i gid tri chi phi nho
nhat trong 25 thuat toan c6 thé.
2.2.4. Mgt sé tinh chdt vé chi phi cia thudt toan phan tang
Thuat toan phan tang luan &n trinh bay & muc trudgc c6 mot sé tinh chét thé hién qua
ménh dé sau.
Ménh dé 1. Chot = u - v Vvdiu,v > 1. Khi dé ta c6

1. Ms(u): Ms(v) = Ms(s): Ms(u) = Ms(t).

2. Mg(u): My (v) = M (v): Mg (1) < M (t).

3. Myg(u): Mg(v) — Mg (v): Mg(u) = t(uz_v) (—m + 4a).
4. My(u): My (v) = Mg(0): Myc(u) = =2 (=m — 4a).
t(u-v)

5. M¢(u): Mg(v) — Mg (u): Mg(v) =

. m+t(u—1)(v—3)a=0.
Chizng minh. 1. Theo céac céng thirc (2.3) va (2.1) ta cd
Mq(u): Mg(v) = u*Mg(v) + 2(u? — u)A(w).

=u?(v*m+2W? —v)a) + 2(u® —wva.

= (wv)’m+ 2W?*(@? - v) + W? — wv)a.

= (uv)?m + 2((uv)? — uv)a.

=t’m+ 2(t? - t)a.

= Mq(t).
Doi vai tro cua u va v trong bién doi & trén, ta thu dugc

Mg(v): Mg(u) = Ms(t).
Diéu niy c6 nghia 13
Mg(u): Mg(v) = Mg(s): Ms(u) = Ms(t).

2. Theo (2.5) ta co
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utu Mg (v) + 4(u? — u)A(v).

M (): My (v) ==

2 2
= %(%m + 4(v? — v)a) + 4(u? — u)va.

_ WP+ uw)(v?+v)

” m+ 2((w? + w)(w? —v) + 2((w? —wv)a.

_ 2 +t(utv)

T m+2(82 + t(u+v) - 20a. (2.7)

Biéu thirc cudi cung 12 mot biéu thire ddi xung gitra u va v, cho nén néu doi vai tro
cta u Va v ta cling s& nhan két qua nhu vay. Piéu nay c6 nghia la

My (W): My (v) = My (v): Mg ().
Bay gio, tir cac cong thac (2.5) va (2.7), ta co

MK(t) _ MK(u): MK(U) _ (t22+t _ t2+tiu+v))
+21%2-t) — (2 + tlu+v) —2t))a
_tP+t—t(u+v)
B 4

Theo gia thiét cac s6 nguyén u, v > 1 nén

m+2(t? — t(u +v))a.

t2 —t(u+v) = (uv)? — (wv)(u +v)

= uv(uv —(u+ v)).

=uwwulv-1)-w-1)-1).

= uv((u - Dwv-1) - 1).

> 0.
Tir ddy ta nhan dugc khang dinh

My (W): Mg (v) = Mg (v): Mg (W) < M (8).

3. Tur cac cbng thue (2.3) va (2.5) ta co

u?+u
2

My (w): Mg(v) = Ms(v) + 4(u? — w)AW).

u?+v? 2 2 2
= T(v m+ 2(v° —v)a) + 4(u* — w)va.
_ (w+u)v?

——m+ ((W? + w)(W? —v) + 4(u? —wvv)a.

24t

=——m+ (t? + t(3u + v) — 5t)a. (2.8)

Doi vai tro cua u va v trong cong thic (2.8) ta nhan duoc
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t2+tu

My (v): Mg (w) =

m+ (t* 4+ t(3v + u) — 5t)a. (2.9)
Lay (2.8) trir di (2.9) ta duoc

My (u): Mg(v) — Mg (v): Mg(u) =

t(v—u)

m+ 2t(u — v)a.

t(u V)

(—m + 4a).

4. Tuong tu nhu trén, tir c&¢ cOng thuc (2.3) va (2.5) ta co
Ms(u): Mg(v) = u?Mi(v) + 2(u? — w)AW).

=u (v +vm+4(v —v)a)+2(u —u)va.

u?(w?+v)

=———m+ 22u* (v —v) + (W? —wv)a.

_ ti+ty

m+ 2t(2t —u — 1)a. (2.10)

Déi vai tro cua u va v trong cong thuc (2.10) ta nhan dugc

t?+tu

Ms(v): Mg (u) =

m+ 2t(2t —v — 1)a. (2.11)
L4y (2.10) trir di (2.11) ta duoc

Ms(U): MK(‘U) — MS(U): MK(U) — t(v—u)

m+ 2t(v — u)a.

o v)( m — 4a).

5. Tir cong thirc (2.8) va tinh chat 1 ta c6
Mg(u): Mg(v) — Mg (u): Ms(v) = t?m + 2(t%? — t)a.
(t +tv

m+ (¢2 + t(Bu + v) — 5t)a).

__ t(t-v)
T2

m+tlu—1)(v—3)a. (2.12)
Néuv > 3thidou > 1, t = uv nén tir (2.12) ta c6 ngay
Mg (u): Mg(v) — My (u): Mg(v) = 0.
Nguoc lai, néu v < 3, thi tir gia thiét v > 1 suy ra v = 2. Khi d6 cong thuc (2.12)
tré thanh
Ms(u): Mg(v) — Mg (u): Mg(v) = 2u(u—1)(m—a) >0
do ta ludn c6 u > 1 vam > a. Tir day ta nhan dugc khiang dinh can chitng minh.

Nhu vay ta d3 chimg minh duoc cac tinh chat caa thuat toan phan tang.
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2.2.5. Thudt todn nhan sé nguyén lén c6 chi phi thdp nhat

Véi thuat toan phan tang va tinh chét cua né trinh bay trong hai muc trudc luan an
chang minh mot két qua quan trong sau.

Pinhly 1. Chot = t,_; ..t; .ty VGi t;,0 < i < s — 11 cac sé nguyén té va

t;_, = t;. Khi d6 thudt todn nhan hai sé nguyén t ky tw c6 chi phi thap nhat 1a

(i) Mg[ts_1]: ...t Mg [to] néum > 4a.

(i) My [ts_1]: o: M [t,]: Mg[t,y] trong truong hop nguroc lai.

Ching minh. Véi moi thuat todn nhan hai s nguyén c6 k = t,_, ki kg Ky tu
duoc phan thanh r tang Kr_q . kj .. kg la
Ar_qlky_q]t ot AjK;]: ..t Ag[ko], néu k; 1a hop s6 thi bang cach phan tang thuat toan
Aj[u;] theo cling mét phuong phép nhu thuat toan nay thi tir tinh chét 1 va tinh chét
2 trong Ménh dé 1 ta sé& thu duoc thuat toan c6 chi phi khéng 16n hon thuét toan ban
dau. Do d6 & day ta chi can xét truong hop thuat todn phan tang véi sb tang tdi da.
Diéu ndy c6 nghia 1a véi t nhu trong gia thiét dinh ly, ta xét thuat toan duoc phan
thanh s tang.

Tir bo dé 1 ta thay rang trong thuat toan phan tang véi sé tang téi da 1a s thi:
Truwong hop m > 4a: Néu ton tai thuat toan tai ting thr j, 0 < j < s — 1 1 thuat
toan theo phuong phap pho thdng thi bang cach sir dung thuat toan theo phuong phap
Karatsuba dé thay thé ta s& nhan dwoc mot thuat toan mai hiéu qua hon. Diéu nay c6
nghia 1a thuat toan phan tang vai s6 tang toi da dung phurong phép Karatsuba cho moi
tang s& cd chi phi thdp nhat va theo tinh chit 2 trong ménh dé 1 thi cac thuat toan
trong tang c6 thé hoan doi vi tri cho nhau dé dugc thuat toan voi chi phi khong doi.
Nhu vy ta d3 ching minh dugc khang dinh (i) caa dinh ly.

Véi truong hop m < 4a: Theo bd dé 1 thi thuat toan dung cho tang thap nhat cua
thuat toan phan tang véi sb tang toi da sé la thuat toan Ms[t;] véii € {0,1,...s — 1}
nao d6 (do viéc phan tang khong nhat thiét phai theo ding tht tu nhu phan tich cia
t) con thuat toan sir dung cho céc tang con lai theo Karatsuba s& c6 chi phi thap nhat
trong c4c thuat todn phan ting cd tang thap nhat 12 nhan hai sé ¢; ky tu theo nhu céac

tinh chat 5 va 2 trong ménh dé 1.
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Néu t; = t, thi ta nhan dugc khang dinh (ii).
Nguoc lai thi t; < t,, do s — 1 thuat todn & céc ting trén déu la thuit toan theo
phuong phap Karatsuba nén theo tinh chét 2 trong ménh dé 1 ta c6 thé hoan doi thuat
toan M [t,] Vé tang ngay sat ting thap nhat. Khi d6 hai ting thap nhat cua thuat toan
s& 1a My [to]: Ms[t;] . Theo tinh chat 3 trong ménh dé 1, ta c6
Mic(to): M (6) = Myc(8): Ms(tg) = =2 (=m + 4a) 2 0,
Diéu nay c6 nghia 1a thuat todn phan tang c6 chi phi thap nhat trong truong hop nay
la thuat todn phan ting ma st dung thuat todn Mg[t,] tai ting thap nhat va céc tang
con lai sé str dung thuat toan nhan theo phuong phap Karatsuba. Noi cach khac, thuat
toan sir dung dé nhan hai sé nguyén Ion 6 t ky tu trong truong hop nay l1a
My [to_q]: ...t Mg [ty]: Mg[t,].
Tong hop tat ca cac lap luan & trén, ta nhan duoc khang dinh da phat biéu trong dinh
1y.
Tiép sau day luan an dua ra mot két qua b trg dé xac dinh chi phi mot thuat toan
nhan céc so t Ky tu vai t ¢ dang t = 27 x d. Ky hiéu (M[2])" la thuat toan phan r
tang My [2]: ...: Mg[2].
Ménh dé 2. Cho d > 1 1a mét s6 nguyén. Khi dé thudt toan (My[2])": M[d] c6 chi
phi tinh toan la
(M [2D))": M[d]) = 3"M(d) + 8(3" — 2")A(d), (2.13)
trong dé M(d) la chi phi cua thugt toan nhan hai sé d ky tw M[d] va A(d) 1a chi phi
céng hai sé d ky tuy.
Chuing minh. Ta s& ching minh khang dinh nay bang phuong phap quy nap.
Tur cOng thirc (2.5) ta co
My (2):M(d) = 3M(d) + 8A(d)
= 31M(d) + 8(3' — 21)A(d).
Nhu vay cong thic (2.13) dung voi r = 1.
Gia sir cong thuc (2.13) dung véi r > 1, ta s€ chi ra cong thirc nay cling ding voi
r + 1. That vay, vi (Mg [2])"+1: M[d] = M [2]: (M [2])": M[d]) nén ta c6 chi phi
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(Mg (2))7 1 M(d) = Mg (2): (Mg (2))": M ().

=3(3"M(d) + 8(3" — 2")A(d) + 8- 2" A(d).

= 3"1M(d) + 8(3-3" —3-2" + 2")A(d).

= 3"1M(d) 4+ 8(3"+! — 2"t 1) A(d).
Ta c6 diéu can chirng minh.
2.2.6. Tim thudt toan nhan téi wu cho mét sé gia tri t véi gid thiét m = 2a.
Trong muc nay truéc hét luan an dua ra thuat todn nhan toi wu trong pham vi cac
thuat toan dugc trinh bay trong cac muc trudc va trén gia thiét m = 2a cho céc sé t ky
tu 32-bit cho céc gia tri t < 16 va mot sb t riéng ré khac thuong dugc sir dung trong
cac ung dung mat ma.
Vi moi gia tri t dugc xem xét, luan an duyét toan bo cac thuat toan di duoc gidi
thiéu trong cac muc trudc, tinh chi phi cua ching roi chon thuat toan tbi vu, ky hiéu
MIt], 1a thuat toan c6 chi phi thap nhét, ky hiéu M(t).
2.2.6.1 Vi dy ddnh gid chi phi cua thudt todn nhan hiéu qud dai véi mét sé kich
thudc thuong gap
Trong muc nay luan an gigi han viéc xay dung thuat toan nhan sé 1én trén nhitng thiét
bi véi nhitng s6 nguyén 32-bit va véi gia thiét ty s giita phép nhan va phép cong ps,
= 2 (hay tuong duong m =~ 2a). Khi d6 theo dinh Iy 1 thi thuat toan nhan hai s t ky
tu hiéu qua nhat 12 thuat toan dugc dua ra trong phan (ii).
Trong céc tng dung mat ma ta thuong gap viéc thuc hién phép nhan giita cac s6 c6
kich thudc boi t cua 32 nhu:

— 192 =2x%x3x%x32,224=7x32,256=23x%x32,384=22x3x32va
512 = 2* x 32 cho mat ma dudng cong elliptic.

— 1536 =2%*x3x 32,2048 = 2% x 32,4096 = 27 x 32,8192 = 28 x 32
va 15360 = 2° x 3 x 5 x 32 cho cac hé mat RSA hoic cac hé mat dua trén
bai toan logarit roi rac trén treong hitu han.

Vi du 1. Thuat toan hiéu qua nhat dé nhan hai s6 192 bit s& 1a thuat toan nhan hai s6
2 x 3 ky tu 32 bit. Khi d6 theo phan (ii) cta dinh Iy 1 s& 1a M[2]: Mg[3]. Tir cac
cong thic (2.3), (2.5) vaty sb ps, = 2 tacd
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My (2): My(3) = 2

- M(3) + 4(22 — 2)A(3)

=3(3’°m + 2(3%2 — 3)a) + 24a.
= 27m + 60a.
=~ 114a.
2.2.6.2. Thugt todn nhan téi wu cho cdc s6 tky tur
a) Véit=1, ..., 16 véi gia thiét m = 2a.
Trong muc nay ta ky hiéu quan hé giita cac thuat toan phan tang la dau “e” thay cho

ky tu “:”. D& dang ta c6 duoc hé qua 1 va cac sb liéu tinh toan duoc tai cot 4 bang

2.2 sau.
Hé qud 1. Néu m = 2a, tir (2.3) va (2.13) ta co
Mg (t) = 2(2t> —t)a.

Badng 2.2: Thudt todn nhan t6i wu cho cdc s6 t ky twvdit = 1, ..., 16 véi gid thiét m

(Mg(2))":M(2) = 4(7 x 3" — 4 x 2")a.

(2.14)
(2.15)

= 2a.
M[t] | Thuat toan Cong thirc M(t) (a)
M[1] 2(2x12 - 1). 2
M[2] | Mg[2] 2(2x22 - 2). 12
M[3] | Mg[3]. 2(2x32 - 3). 30
Mg[1 + 2] 2M(2) + M(1) + 4x3. 38
M[4] | Mg[2]eM[2] 4(7 x 31 — 4 x 21). 52
Mg[2 +1+1] 3M(2) + 3M(1) + 8x4. 58
M[5] | Mg[5]. 2(2x52 - 5). 90
Mg[2 + 3]. 2M(3) + M(2) + 4x3. 92
Mg[1+ 2+ 2] 5M(2) + 1M(1) + 8x5. 102
M[6] | Mg[2]eM[3] 3M(3) + 8A(3). 114
Mg[7]. 2(2x7% - 7). 182
M[7] | Mg[3 +4]. 2M(4) + M(3) + 4xT. 162
Mg[3 +2 + 2] 3M(3) + 3M(2) + 8x7. 172
M[8] | (Mg[2])2eM[2]. 4(7 x 3% — 4 x 22). 188
Mg[2 4 3 + 3]. 5M(3) + M(2) + 8x8 226
M[9] | Mg[3]eM[3]. 6M(3) + 24A(3). 252
M[4 + 5]. 2M(5) + M(4) + 4x9. 268
M[2]eM[5]. 3M(5) + 8A(5). 380
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M[10] | Mg[4 + 3 + 3]. 3M(4) + 3M(3) + 8x10. 326
Mg[11]. 2(2x112 - 11). 462

M[11] | M[5 + 6]. 2M(6) + M(5) + 4x11. 368
Mg(3 + 4 + 4]. 5M(4) + M(3) + 8x11. 378

M[12] (MK[ )ZeM[3]. (21) véir=2,d=3. 390
s[13]. 2(2x13? — 13). 650

M[13] MK[6 +7]. 2M(7) + M(6) + 4x13. 490
Mg[5 + 4 + 4]. 3M(5) + 3M(4) + 8x13. 530

M[14] | Mg[2]eM][7]. 3M(7) + 8A(7). 542
Mg[4 + 5 + 5]. 5M(5) + M(4) +8x14. 614
Mg[3]eM[5]. 6Ms(5) + 24A(5). 660

M[15] | Mg[7 + 8]. 2M(8) + M(7) + 4x15 598
M[16] | (Mg[2])3eM][2]. 4(7 x 33 — 4 x 23). 628
Mg[6 + 5 + 5]. 3M(6) + 3M(5) + 8x16. 676

Theo két qua thu dugc trong bang trén thi thuat toan t6i wu M[t] 1a thuat todn duoc

to dam tai cot tha hai trong bang nay.

b) Thuat toan nhan t6i wu cho mét sb gia tri t

CAc gia trj t ma luan &n dé cap dén & day bao gébm t = 25, 3x24, 26, 27, 28 va 15x2°
(twong ng V6i cac modulo 1024, 1536, 2048, 4096, 8192 va 15360 bit). Dé xac dinh
thuat toan tbi uu cho cac gid tri t néu trén, trudc hét luan an thuc hién xac dinh thuat
toan tdi vu cho mot s gia tri t bd tro bao gom t = 17, 21, 22, 28, 29, 42, 43, 85 va 86.

Két qua thu duoc cho boi bang 2.3 dudi day.
Bang 2.3: Thudt toan t6i uu chot =17, 21, 22, 28, 29, 42, 43, 85 va 86.

M[t] | Thuat toan Codng thirc M(t) (a)
M[17] Ms[17] 2(2x17% - 17). 1088
Mg[13 + 14]. 2M(9) + M(8) + 4x17 760
Mg[5 + 6 + 6]. 5M(6) + M(5) + 8x17. 796
M[21] | Mg[3]eM[7]. 6M(7) + 24A(7) 1140
Mg[10 + 11]. 2M(11) + M(10) + 21x4 1146
M[22] | Mg[2]eM[11]. 3M(11) + 8A(11) 1192
Mk[8 + 7 + 7]. 3M(8) + 3M(7) + 22x8 1226
M[28] | (Mg[2])%eM][7]. 32M(7) + 8(3%2 — 22)A(7). 1738
Mg[10 4+ 9 + 9]. 3M(10) + 3M(9) + 8x28 1958
M;[29]. 2(2x29% - 29). 3306
M[29] | Mg[14 + 15]. 2M(15) + M(14) + 4x29 1854
Mg[9 + 10 + 10]. 5M(10) + M(9) + 8x29. 2114




61

M[42] | Mg[2]eM[21]. 3M(21) + 8A(21) 3588
Mg[43]. 2(2x43? — 43). 7310
M[43] | Mg[22 + 21]. 2M(22) + M(21) + 43x4 3696
Mg[15 + 14 + 14]. 3M(15) + 3M(14) + 8x43. 3764
Mg[5]eM[17]. 15M(17) + 80A(17). 12760
Mg[42 + 43]. 2M(43) + M(42) + 4x85. 11320
M[85] | Mg[29 + 28 + 28]. | 3M(29) + 3M(28) + 8x85. 10980
M[86] | Mg[2]eM[43]. 3M(43) + 8A(43). 11432
Mg[28 + 29 + 29]. 5M(29) + M(28)_+ 8x86. 11540

Cudi cuing cé4c thuat toan tbi wu cho cac gia tri t can xét dugc cho trong bang 2.4 sau

day.
Badng 2.4: Thudt todn téi wu cho t = 32, 48, 64, 128, 256 va 480.
M[t] | Thuéattoan Cong thac M(t) (a)
M[32] | (Mg[2])*eM][2]. 4(7 x 3* — 4 x 2%). 2012
Mg[10 + 11 + 11]. 5M(11) + M(10) + 8x32 2422
M[48] | (Mg[2])*eM][3]. 3*M(3) + 8(3* — 2%)A(3). 3809
M[64] | (Mg[2])5eM]2]. 4(7 x 35 — 4 x 2°). 6292
Mk([22 + 21 + 21]. 3M(22) + 3M(21) + 8x64 7508
M[128] | (Mg[2])¢eM][2]. 4(7 x 35 — 4 x 2°), 19388
Mg[42 + 43 + 43]. 5M(43) + M(42) + 8x128 23092
M[256] | (Mg[2])7eM][2]. 4(7 x 37 — 4 x 27). 59188
Mk[86 + 85 + 85]. 3M(86) + 3M(85) + 8x256 69284
M[480] | (Mg[2])>eM[15]. 35M(15) + 8(35 — 25)A(15). | 147874

2.3. Nhan phan tang trong trwong nhi phan trén vi xir ly ARMv7

2.3.1 Chi Ignh nhan nhj phan trong thanh phan NEON trén vi xi ly ARMv7

Mot su tién loi rd rang cia NEON SIMD cho mat ma dé 1a né cung cap nhiéu khong
gian trong cac thanh ghi, giam s 1an tai (load) va luu (store) tir bo nhé. Thay vi 4
phép toan s6 hoc 32-bit thi véi NEON SIMD c6 thé thuc hién chi véi 1 phép toan sb
hoc 128-bit.

Phan nay tap trung vao cac lénh NEON quan trong duoc minh hoa trong Hinh 2.10.
Lénh VMULL c6 thé thuc hién mot sé phép nhan song song; phién ban VMULL.P8
ldy dau vao 14 hai vec-to 64-bit A va B cua 8 da thic nhi phan 8-bit va tra vé vecto
dau ra C 128-bit cua tam da thirc nhi phan 16-bit, trong d6 phan tir thir i cia C la tich

cua hai phan tt thtr i dau vao.
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Hinh 2.3: Hoat dong cua lénh VMULL.PS.
Lénh VEXT, d6i voi hai thanh ghi 64-bit va mot sé nguyén i tac thoi, tao ra mot gia
tri 64-bit, 1a su két hop cua 8i bit thip cua thanh ghi A va 64-8i bit cao cua thanh ghi
B. Luu y rang néu cac dau vao la cing mét thanh ghi thi 1énh VEXT s& chinh 12 phép
dich vong phai 8.i bit.
2.3.2. Tham sé ciia dwong cong NIST trén cdc trwong nhi phan
Cac duong cong elliptic cia NIST trén [F,2s3 duoc liét ké trong bang 2.5. Ta str dung
Ky hiéu sau dugc st dung: Cac phan tir ciia F,2ss dugc biéu dién bang mot biéu dién
co s& da thirc véi da thirc rit gon f(x), trong d6 f(x) = x283 + x12 + x7 + x> + 1.
Taky hidu f(x) = x28 + r(x) v&i r(x) = x*2 + x” + x> + 1. Buong cong elliptic
E trén F,2ss duoc xac dinh bai cac hé s6 a, b € F,2ss ciia phuong trinh dinh nghia
y% + xy = x + ax? + b. Sé diém trén E duogc xac dinh trén F,2ss 1a nh, trong d6 n
la s6 nguyén t va h duoc goi 1a mot dong thira s6. Puong cong ngau nhién trén Fzss
dugc ky hiéu la B-283, trong khi duong cong Koblitz trén F,zss dugc ky hiéu la K-
283.
Bdng 2.5: Tham s6 dwong cong elliptic theo khuyén nghi ciia NIST trén F 2ss.

B-283:a = 1,h = 2,

b = Ox 027B680A C8B8596D ASA4AFSA 19A0303F CA97FD76 45309FA2
AB581485A F6263E31 3B79A2F5

n = Ox 03FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFEF90 399660FC
938A9016 5B042A7C EFADB307

K-283:a =0,b = 1,h = 4,

n = Ox O1FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFE9AE 2ED07577
265DFF7F 94451E06 1E163C61

2.3.3. Mgt phwong phdp méi dé nhan nhanh da thirc trén vi xi Iy ARMv7

Trong muc nay, luan an dé ang dung thuat toan nhan phan tang dé xuat & muc 2.2 dé
nhan nhanh hai da thic trén truong nhi phan GF(2283) trén vi xie ly ARMv7. Phuong
phap dé& xuat méi ¢ day (MNKv7) 1a két hop giira thuat toan Karatsuba véi bo nhan
co ban 64bit va 32bit trén nén vi xir Iy ARMv7 dé tao thanh thuat toan nhan day du
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trén hai truong GF(2%83). Trong dé xuat nay luan an khong thuc hién cai tién thuat
toan giam module ma su dung thuat todn giam modulo theo thuat toan 2 trong [29].
2.3.3.1. Thudt toan Karatsuba véi 5 khéi (sé hang)
Goi t = | ™|, sir dung t — 1 khdi 64-bit va 1 khdi 32 bit dé biéu dién céc phin ti
cua da thic a(x) va b(x). Trong phan mém, a duoc luu trit trong mot mang gom t —
1 céc tir 64-bit va mot tur 32bit (A;—1): A = (Ai_q ..., Ay, A4, Ap),trong d6 bit ngoai
cung bén phai cua A4, la a, va s bit ngoai cung bén tréi cua A,_, khong duoc st dung
(ludn dugc thiét 1ap 12 0)
Thuét toan 2.5: Nhan Karatsuba hai da thirc véi 5 khoi trén GF(2%83)
PAiu vao: Hai da thirc a(x) va b(x) véi T = x°*; A, B; (0 < i < 4) la cac khdi da
thirc con 64-bit; A,, B, 1a cac khdi 32-bit.
Pau ra: c(x) = a(x) * b(x)
1. a(x) = A(T) = A, T* + A;T3 + A, T? + A, T + A,T°
2. b(x) = B(T) = B,T* + B;T3 + B,T? + B,T! + B,T°
vO = (Ag+ A, + Ay + A3+ A,) * (By+ B, + B, + B + B,)
vl = (4p+A; +As+A,) * (By+B; +B;+B,)
v2 = (A3 +A,) * (Bs + B,)
v3 = (A4, + A4, +4,) * (By+ B, + B,)
vd = (A +4,) * (B2 +By)
vS = (44) * (Bs)
9. v6 = (A + A, +A43) *x (By+ B, + B3)
10.v7 = (43) * (B3)
11.v8 = (4y + A4,) * (By + B;)
12.v9 = (4,) * (B,)
13.v10 = (4y+ A,) * (By + B;)
14.v11 = (4,) * (By)
15.v12 = (4y) * (By)
16.¢, = v12

© N o a b~ w
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17.¢; = v10 +v11 +v12
18.c; = v8 +v9 +vl1l +vl12
19.¢c; = vO+v1+v4+v5+v6 +v7 +v9 +vl2
20.c, = vO+v2+v3+v5+v6+v7+v10+vll+vl2
2l.cs = v0O+v1+v3+v5+v8+v9+vll+vl2
22.c¢ = V4 +Vv5+Vv7 +V9
23.¢; = v2+v5+v7
24.cg = V5
Khi d6, thuc hién phép nhan a(x) * b(x), ta nhan duoc két qua dau ra la
c(x) =C(T) = cgT® + ¢;T7 + cgT® + csT> + c4,T* + c3T3 + ¢,T? + ¢, T* +
co T, trong d6 mdi ¢; 1a khbi 128-bit.
Nhdt xét:
- V6i phép nhan hai da thirc bac khong qué 283 trong thuat toan 2.5 thi sé hang
Az va Bas 1a hai da thirc bac khdng qua 32 nén thuat toan 2.5 duoc xay dung
dua trén 2 phép nhan co ban 64 bit (vmull64) va 32bit (vmull32).
- Chi phi phép nhan a(x) * b(x) & trén st dung 12 phép nhan 64-bit va 1 phép
nhéan 32bit. Viéc xay dung bo nhan 64bit sé duoc trinh bay ¢ muc 2.2.3.2
- O dong tht 8 cua thuat toan 2.5, tinh v5 = (4,) * (B,), do A; va B4 1a sb
hang 32bit nén dé t6i wu chi can sir dung phép nhan 32 bit 1 da (mac du ta van
c6 thé sir dung phép nhéan 64bit d6i vai phép toan nay). Viéc xay dung bo nhan
32-bit dugc trinh bay ¢ trong muc 2.3.3.2.
2.3.3.2. Xay dung phép nhdn cdc da thuc bac khong qua 64 trén GF(2)
Trong phan nay luan 4n xay dung mot thuat toan nhan hai da thirc bac khong qué 64
trén GF(2), ky hiéu 1a vmull64, trén céc thiét bi ARMV7 hd tro hai 1énh “vmull.p8”
va “vext”. Thuat todn thyuc hién vmull64 dugc thyuc hién theo phuong phap nhan pho
théng, tirc 1a néu:
A=Y7,a;x% hay (a,,ae, as, as, as, a,, a,, a,) Va

B = Zl?=0 bxg'i hay (b7, b, bs, b, b3, b, bl' bo)
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Véi a; va b; 1a cac da thic bac nho hon 8 thi tich ctia A va B Ia C dugc xac dinh theo
cong thuc dudi day:

C = Zgz(l)4(2j+k=i,osj,k<8 a;. bk) (2.16)
Thuat toan duogc thuc hién qua cac budc sau:

Budéc 1. Lap bang chira tat ca cac tich ¢;, = a;. by V6i 0 < j, k < 8.

Ky hiéu 4;, Bi 1a véc to thu duoc tir A, B bang phép xoay vong bén phai i vi tri va
Co, = vmull. p8(4, B), C; = vmull. p8(4, B,), C, = vmull. p8(4,, B),

C; = vmull. p8(4, B,), C, = vmull. p8(4,, B), Cs = vmull. p8(A4, B3),

Ce = vmull. p8(43, B) va C, = vmull. p8(4, B,)

Ky hiéu c;, = ajb, v6i 0 < j, k < 8thigiatri cac toa d6 cla cac véc to C; dugc
cho trong bang sau.

Bdng 2.6: Bang chira tdt cd cdc tich Cix = a;.b V610 < j, k <8.

Co C7,7 Ce,6 Cs,5 Ca,4 C33 C2,2 C11 Co,0
Gy C7,0 Ce,7 Cs,6 Cas €34 €23 C1,2 Co,1
G Co,7 C7,6 Ce,5 Cs,4 €43 C3,2 C21 C1,0
Cs C71 Ce,0 Cs,7 Ca6 C35 €24 €13 Co,2
Cy C1,7 Co,6 C75 Co,4 Cs,3 Cap2 C31 C2,0
Cs C7,2 Ce,1 Cs,0 Cq,7 C36 C25 C1,4 Co,3
Ce C2,7 C16 Co,5 C7,4 Ce,3 Cs,2 Cs1 C30
¢y €73 Ce,2 Cs,1 Cs,0 C3,7 C26 C15 Co,4

D& dang nhan ra rang cac phan tir trong bang 1 chtra toan bo céc tich a;. by, v6i 0 <
j, k <8.

Budc 2. Thuc hién tinh C theo cong thic (2.16).

Bién d6i cac véc to C; thanh D; sao cho chi s6 j + k dung bang chi s6 mo ta trong
bang sau

Bdng 2.7: Bién doi cdc véc to C; thanh D;

j+k |15 |14 |13 |12 | 11 | 10 9 8 7 6 5 4 3 2 110

Eo Dq C7,7 Ce,6 Cs,5 Ca,a C3,3 C2,2 C1,1 Co,0
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D, Ce,7 Cs,6 C4,5 C34%C70 €23 C1,2 Co,1
Bt | D, C76 Ce,5 Cs4 C43FCo,7 C3,2 C21 C1,0
Ds Cs,7 Cap C35+C71 C2,4FCe0 €13 Co,2
E D, C75 Co4 C53+Cy7 CapFCo6 C31 C20
Ds Ca7 C361C72 C2,51Ce1 C14FCsp Co,3
Es Dg C7.4 Ce31Ca7 Cs52%C16 C4,1%Co5 C30
E4 D, C37%C73 C2,6%Ce2 C1,5FCs51 CoatCap

Cudi cung ta c6

A.B=Dy+D,+D,+Ds+D, +Ds+Dg +D,. (2.17)
Nhan xét: Néu ky hiéu D; = T(C;), tir su tring nhau vi tri caa cac cap Caj-1,Ca5 (1 =
1,2,3)néntacod Dy;_y + Dy; = T(Cyj_q + Czj) va diéu nay c6 nghia:

A B=Dy+T(C,+C,)+T(C3+C,)+T(Cs+ Cg)+ D,. (2.18)
Céch thyc hién ting thanh phan nhu sau:

- E, =D, = C,.
- Ky hiéu E;l, E;h 1a nira thap va nira cao cua Ei. Cac cap (Dy, D,), (Ds, D),

(Ds, Dg) va D, dugc tién hanh cling mét thao tac nhu sau:

1. E; =Dyj_yxor Dy (j=1,2,3)

2. E;l = E;jh xor E;l (nira thap cua E;j bang nira cao ciia Ej XOR véi nira

thap cua E;)

3. Ejh = E;hand M[k]. (6 day k = |=2))

4. E;l = Ejh xor Ejl.

5. Ej=E <8k
Véi M[k] 1a thanh ghi 64-bits, trong d6 16.k bit cao nhat bang 0, céc bit thap con lai
bang 1.
2.3.3.3. Xay dung phép nhdn cdc da thuc bac khong qua 32 trén GF(2).
Trong phan nay luan &n xay dung mot thuat toan nhan hai da thirc bac khdng qué 32
trén GF(2), ky hiéu 1a vmull32, trén céc thiét bi ARMV7 c6 hd tro hai 1énh “vmull.p8”
va “vext”. Thuat todn thyuc hién vmull32 dugc thuc hién theo phuong phap nhan phd

théng, tirc 1a néu:
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AL =Y¥3  a;x® hay (a3, a,, a4, a,) Va

BL = ¥3_,bx%" hay (b3, b, by, by)

VGi a; va b; 1a cac da thirc bac nho hon 4 thi tich cua AL va BL 1a C dugc xac dinh
theo cOng thac dudi day:

C = Y52 k=io<)k<s 4 bi) (2.19)
Thuat toan dugc thuc hién qua cac budc sau:

Budc 1. Lap bang chira tat ca cac tich ¢;, = a;. by v6i 0 < j, k < 4.

Ky hiéu A 1a vector 64 bit, do vay AL duogc biéu dién thong qua A Ia
(0,0,0,0,a3,a,,a,,a,)

Ky hiéu B la vector 64 bit, do vy BL duoc biéu dién théng qua B Ia

(0,0,0,0, b3, b,, by, by)

Goi A, Bi thu duoc tir A, B (1a véc to 8 phan tir, mdi phan tu 8 bit) bang phép xoay
vong bén phai i vi tri va

Co, = vmull. p8(4, B), C; = vmull. p8(4, B,), C, = vmull. p8(4,, B),

C; = vmull. p8(4, B,), C, = vmull. p8(4,, B), Cs = vmull. p8(A4, B3),

Ce = vmull. p8(4;, B)

Ky hiéu c;, = ajb, v6i 0 < j, k < 8thigiatri cac toa d6 cla cac véc to C; dugc
cho trong bang sau.

Bdng 2.8: Bang chira tdt cd cdc tich Cix = a;.b V610 < j, k <8.

Co €33 C2,2 C11 Co,0
C €23 C1,2 Co,1
¢ C3,2 C21 C1,0
C3 €13 Co,2
C, C31 €2,0
Cs Co,3
Ce C3,0

Do céc phan tit ¢;, v6i 4 < j, k < 8 labing 0, do vay ta ¢ bang chura tat ca cac

tich Cj,k = Clj.bk voi 0 < j, k < 4.
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Bdng 2.9: Bang chira tdt cd cdc tich Cix = aj. b Vo1 0 < j, k < 4.

Co C33 C22 €11 Co,0
(1 0 €23 C1,2 Co,1
o 0 C3,2 C21 C1,0
Cs 0 0 €13 Co,2
Cy 0 0 €31 C2,0
Cs 0 0 0 Co3
Ce 0 0 0 C30

Buac 2. Thuc hién tinh C theo cong thic (2.19).

Bién d6i cac véc to C; thanh D; sao cho chi s6 j + k dung bang chi s6 mo ta trong
bang sau

Bang 2.10: Bién déi cdc véc to C; thanh D; trong 2 da thirc bdc khdng qua 32

j+k |7 6 5 4 3 2 1 0
Ey | Do C33 C2,2 C1,1 Co,0
D, €23 C1,2 Co,1
Ey | D, €32 €21 €10
D, C1,3 Co,2
E; | D, €31 €20
Dg Co,3
Es | Dg C3,0

Cubi ciing ta c6
A.B=Dy+ D, + D, + D3 + D, + Ds + Ds. (2.20)
Nhan xét: Néu ky hiéu D; = T(C;), tir su tring nhau vi tri cua céc cip Crj—1,Ca (=
1,2,3)néntacod Dy;_y + Dy; = T(Cyj_1 + Cy;) va diéu ndy c6 nghia
A.B=Dy+T(C, +C)) +T(Cs + C,) +T(Cs + Cp). (2.21)
Céch thyc hién ting thanh phan nhu sau:
- E,=Dy=C,.
- Ky hiéu E;l, E;h 1a ntra thap va nira cao cua Ei. Cac cap (D4, D,), (Ds, D),

(Ds, D) duoc tién hanh ciing mot thao tac nhu sau:
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1. Ej =Dyj_yxor Dy (j=1,2,3)

2. E;=E «<8.k.
Nhgt xét: Thuat toan dé& xuat ¢ day hiéu qua hon so véi thuat toan nhan 64 bit trinh
bay & muc trén, thuat todn nay giam di 3 phép tinh (hai phép xor va mot phép and) ¢
mdi cap (Dy,D,), (D3, D,), (Ds, Dg) va giam di 1 phép tinh vmull.p8.
2.3.4 Thuc nghiém, ddnh gid thudt todn dé xuit
Luan &n st dung ngbn ngit Assembly/C va thu vién mat ma GMP dé cai dat thuat
toan nhan 64bit da dé xuat. Sau do6 két hop giira thuat toan nhan 64bit, thuat toan 32
bit co ban véi thuat toan Karasuba dé thuc hién phép nhan hai da thiac day dua trén
GF (2%83) —thuat toan ddy du nay goi la MNKv7. Bé kiém tra hiéu qua cua phép nhan
da dé xuat trong muc 2.3.3, luan an sir dung thuat toan mat ma ECDSA. Cac chuong
trinh duoc bién dich va chay trén hai nén tang thiét bi nhdng la: Xilinx Zyng-7000
SoC ZC702 (Linux) [49] va IMX6Q-SABRE (Linux) [50]. Ngoai ra, dé danh gia
duogc tde d6 thyuc hién cua thuat toan cai tién, luan an c6 so sanh su thuc thi giira thuat
toan cai tién véi su thyuc thi trong @ng khi sir dung cac ham mic dinh caa thu vién
GMP [61] va thu vién OpenSSL [55]. Cac két qua lan luot duoc thé hién trong Bang
2.11, Bang 2.12, Hinh 2.7 va Hinh 2.8 dudi day.
Bang 2.11: Két qua danh gid trén Xilinx Zyng-7000 SoC ZC702 (Linux)

Thuat toan OpenSSL-1.1.1 GMP-5.1.3 MNKv7
Ky ECDSA (NIST-B283) 34771922 ns 4521351 ns 973160 ns
Kiém tra chir ky ECDSA 67183606 ns 21786237 ns 2517141 ns
(NIST-B283)
Ky ECDSA (NIST-K283) 31328528 ns 4494423 ns 913152 ns
Kiém tra chir ky ECDSA 60183606 ns 10760133 ns 1273322 ns
(NIST-K283)
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Hinh 2.4. Hiéu qua ciia thudt todn dé xudt trén phan citng Xilinx Zyng-7000 SoC
ZC702 (Linux)
Bdng 2.12: Két qua dénh gid trén IMX60Q-SABRE (Linux)

Thuat toan OpenSSL-1.1.1 GMP-5.1.3 MNKv7

Ky ECDSA (NIST-B283) 22207513 ns 3066908 ns 627888 ns
Kiém tra chir ky ECDSA 43556776 ns 14889229 ns 1669725 ns
(NIST-B283)
Ky ECDSA (NIST-K283) 20099884 ns 3090268 ns 616321 ns
Kiém tra ch® ky ECDSA 39185785 ns 7582955 ns 870943 ns
(NIST-K283)

45000000 =

40000000 -1

35000000

30000000

25000000 = _

15000000 =

15000000 = II I- o ® OpenSSL-1.1.1

5000000 T | e o | L = GMP-5.1.3
N o8 N o8 MNKv7
R N A
&(_y & e &
& RS
Q Q

Hinh 2.5. Hiéu qua cuia thudt todn dé xudt trén phan cimg IMX60-SABRE (Linux)
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2.4. Nhan phan ting trong trwdong nhj phan trén vi xir ly ARMvS

Trong muc ndy, luan an dé xuat thuat toan nhan phan tang trén truong nhi phan
GF(2283), GF(24%), GF(25"%) duya trén thuat todn nhan phan ting dé xuat & muc 2.2 ¢
trén, bang viéc két hop giita ba thanh phan chinh: thuat toan Karatsuba, bo nhan 128-
bit vd bd nhan 192-bit trén nén vi xir ly ARMv8 64-bit (AArch64) va 32-bit
(AArch32). Goi 1a phan tang do: tang thir nhat 14 cAc b nhan co ban 128-bit va 192-
bit 1ap trinh bang ngdn ngit may (assembly) duoc cai dit theo thuat toan nhan phé
thong; tang tha 2, 3.. s& sir dung hai bo nhan co ban (128-bit va 192-bit) trong thuat
toan karatsuba dé thyuc hién phép nhan véi s6 hang c6 do dai thich hop. Mot sb dic

diém cua thuat toan dé xuat 1a:

Thuat toan dé xuat duoc coi 1a mot trong nhitng thuat toan nhan trong truong
nhi phan hiéu qua nhat trén vi xir Iy ARMv8

- Pon gian trong trién khai cai dat va tich hgp. Thanh phan reduced modulo s&
stir dung thuat toan 2 trong [29].

- La dé xuat dau tién tich hop day du phép nhan trong trudng nhi phan st dung
thanh phan NEON vao trong tng dung ECDSA, ECDH va ECMQV trén vi xir
ly ARMv8 32-bit (AArch32) va 64-bit (AArch64)

- Panh gi4, so sanh giita thuat toan dé xuat vai thuat toan duoc coi 1 nhanh nhat
LD [29] trén cing mot nén tang phan ciing (Samsung Galaxy Tab S2 cho
AArch32, NXP IMX8M KIT cho AArch64): Két qua, thuat toan dé xuat nhanh
hon so voi LD lan luot 1a 4; 5; 5 lan trén truong GF(2283), GF(24%9), GF(257%).

2.4.1 Hé tro nhan da thirc nhj phan trén vi xi Iy ARMvS

2.4.1.1 Bo nhdn da thuc trén vi xu ly ARMv8

Khi sir dung ARMV7, chi lénh VMULL.P8 rat quan trong dé cai dat hién qua phép
nhan trén tredng nhi phan, tham khao [17]. Dau vao cua chi 1énh nay 1 cac thanh ghi
NEON 64-bit, & d6 mdi mot thanh ghi duoc coi 1a tdm da thirc nhi phan 8-bit va dau
ra 12 mot thanh ghi NEON 128-bit va dugc coi 1a 8 da thirc nhi phan 16-bit chira két

qua la phép nhan cua tam cap.
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AArch32 cung cip chi 1énh méi 1a VMULL.P64, n6 nhan dau vao 1a hai thanh ghi
NEON 64-bit va dugc coi 1a da thic nhi phan 64-bit, dau ra dugc luu trong mot thanh
ghi NEON 128-bit la két qua caa phép nhan nhi phén hai da thwc. B&i vy, chi can
mot chi 1énh ta c6 thé thuc hién phép nhan nhi phan 64 x 64-bit.

AArch64 cung cap hai chi 1énh [a PMULL va PMULLZ2, ca hai chi Iénh déu thuc hién
phép nhan 64x64-bit. Trong ca hai chi Iénh, dau vao la céc thanh ghi 128-bit, sy khac
nhau giita chiing d6 1a: trong PMULL s& str dung thanh phan 64-bit thap lam dau vao,
trong khi d6 PMULL2 st dung thanh phan 64-bit cao 1a dau vao. Hoat dong cua
PMULL va PMULL2 dugc minh hoa trong hinh 2.13.

| a1 | ao | A Register

| by | bo | B Register

| ag+bo | C Register
PMULL(A,B)

| 9 | | a | ao | A Register

X X
| by | | by | bo | B Register
| ao+bo | | a+by | C Register
VMULL.P64(A,B) PMULL2(A,B)

Hinh 2.6: Hoat dong ciia VMULL.P64, PMULL va PMULL? trén vi xir [y ARMvS
2.4.1.2. Panh gid ti o gida chi phi giiza chi 1énh nhan va chi Iénh céng trén thanh
phan NEON
Theo muc 2.1.4.2 (ty sé gitra chi Iénh nhan va chi lénh cong trong truong nhi phan),
d6i vai vi xtr Iy ARMV7/v8 cé tich hop thanh phan NEON. Ty sé thoi gian thuc thi
gitra VMULL.P8 va VEOR:

VMULL.P8 _
VEOR

Kién tric ARMVS Ia kién trlc 64-bit. Cac dong vi xir Iy Cortex-A53 va Cortex-A57

¢6 co ché pipeline tuong ty nhu Cortex-A7 va Cortex-A15 twong tng (xem muc 1.2.3

- chuong 1). Do vay,

PMULL _
EOR

1.
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2.4.2. Xay dung thudt todn nhdn da thirc nhj phan phan tang trén vi xi ly
ARMv8

Trong muc nay, ludn an dé xuit thudt todn nhan phan tang trén truong nhi phan
GF(2283), GF(2%%%), GF(25"") bang viéc két hop giita ba thanh phan chinh (goi 13
MKNvVS): Thuat toan Karatsuba, by nhan 128-bit va bd nhan 192-bit trén nén vi xur
ly ARMv8 32-bit (AArch32) va 64-bit (AArch64). Phuong phap nhan phén ting
trong trudng nhi phan dugc mo ta trong muc 2.2:

- Tang thtr nhat 13 cac bo nhan co ban 128-bit va 192-bit duoc lap trinh bang ngdn
ngir may (assembly) theo phuong phap nhan phd théng;

- Tang tht 2 dugc trién khai bang ngén ngir bac cao (C/C++): st dung bd nhéan co
ban (128-bit va 192-bit) theo phwong phap nhan karatsuba ¢ tang khac nhau dé thuc
hién phép nhan cac s6 hang c6 do dai thich hop trén truong GF(22%), GF(24%9),
GF(2°™).

2.4.2.1 Pé xudt thugdt todn nhan phan tang

Bay gio luan an sé& ap dung thuat toan phan tang dé thuc hién phép nhan trong céc
truong hitu han GF(2283), GF(2499) va GF(2°571) trén vi xtr ly ARMVS.

- Két qua dau tién (va ciing 13 quan trong nhat) d6 1a tham s % (ty 1€ chi phi
cho phép nhan va phép cong co s& voi gia thiét chi phi thuc hién Iénh “veor”
va “vmull.p64”; tuong tu “eor” va “pmull” hodc “pmull2” 1a nhu nhau) trong
phép cong va nhan da thuc sé bang 1 trong AArch32 va AArch64.

- T2 =1 (xem danh gia ty s6 tir muyc 2.4.1.2), 4p dung danh gia (i) ctia Dinh

a
Iy 1 trong muc 2.2.5 ta c6 néu phép nhan dugc phan thanh nhiéu tang thi ting
thap nhit dugc thuc hién theo phuong phap nhin phd thong, con céc tang tiép
sau dugc thuc hién theo phuong phap Karatsuba.
Gidi han cho céc thuat toan nhan nhi phan ¢ day la hai thuat toan, mét theo phuong
phéap nhan pho théng (ky hiéu la Mg[t;]) va mot theo phwong phap Karatsuba (M [t;])

cho tang thr t;. Phan tich cu thé cho cac truong can khao sat nhu sau:
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- Pbi voi GF(2283) thi mdi da thirc bac < 282 duoc tach thanh 5 da thic bac 63.
Khi ndy phan ting tét nhat c6 thé duoc xét dén la 2x3 ky hiéu la
M [2]: Mg[3] hodic 3x2 ky hiéu 1a My[3]: M,[2]
- D& voi GF(2%9%) thi mdi da thuc bac < 408 dugc tach thanh 7 da thirc bac 63.
Khi nay phan tang tét nhat 12 2x2x2, ky hiéu 1a My [2]: M [2]: Mg[2]
- D&i voi GF(25™) thi mdi da thuc bac < 570 duge tach thanh 9 da thirc bac 63.
Khi nay phan tang tt nhat 1a 3x3, ky hiéu 1a M [3]: M[3].
Nhu véy, dé thuc hién phép nhan phan tang trong trudong nhi phan GF(228%), GF(24%9)
va GF(257%) thi ta can xay dung 2 bo nhan 1a: bo nhan 128-bit va bo nhan 192-bit bang
phuong phap nhan pho thong. Cac b nhan nay duoc trinh bay & cac muc tiép theo.
2.4.2.2 Xay dung bg nhdn co ban trén vi xu ly ARMv8 32-bit (AArch32)
a) Thuat toan nhan khéi 128-bit trén vi xir Iy ARMv8 32-bit
Dé nhan nhi phan hai da thic 128-bit trén vi xa Iy ARMv8 32-bit sir dung chi lénh
vmull.p64. Dau vao hai da thic a va b ¢6 bac 127 duoc luu vao hai thanh ghi 128-bit
tuong ung. Cu thé, da thuc a duoc luu vao thanh ghi 1a a va da thirc b dugc luu vao
thanh ghi b. Két qua caa phép nhan hai da thirc a va b 1a r (r0, r1) theo phuong phap
nhan phd thong duoc mo ta trong hinh dudi s dung 3 thanh ghi tam 12 tO, t1.
ro ri
alb0 albl

alb1

albo

Hinh 2.7: B6 nhan 128-bit theo phirong phdp nhdn phé thong
Thuat todn 2.6: Macro (aarch32_mull28 p64) nhin hai da thuc 128-bit trén
AARCH32
Pau vao: 128-bit da thirc a (al, ah), b (bl, bh); Cac thanh ghi tam 128-bit t0, t1
DPau ra: Tra vé két qua r (r0q, r1q) cé do dai 256-bit (phan thap r0q, phan cao 1a riq)
1: vmull.p64 \rOq, \al, \bl /Ir0 = a0 * b0

2: vmull.p64 \rlq, \ah, \bh /Irl=al*bl
3: vmull.p64 \t0q, \ah, \bl  /t0 =al * b0
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4: vmull.p64 \tlq, \al, \bh  /t0 =a0 * bl

5: veor \tlq, \tOq //(a1*b0)+(a0+b1)
6: veor \rOh, \t1l [IrOh = rOh + t1l
7: veor \rll, \tlh [Irll =rll + t1h

b) Thuat toan nhan khéi 192-bit trén vi xir ly ARMVS8 32-bit

Dau vao hai da thirc a va b c6 bac nhé hon 192-bit dugc phan thanh 3 thanh phan c6
bac 64-bit, mi thanh phan 64-bit duoc luu vao mot phan caa thanh ghi 128-bit twong
ng. Cu thé, da thuc a dugc luu vao 3 thanh ghi 13 a0l, aOh, all va da thic b dugc luu
vao 3 thanh ghi bOl, bOh, bll. Két qua ciia phép nhan hai da thic a va b la r (r0, ri,
12) theo phuong phap nhan phé thong dugc md ta trong hinh 2.15 dudi sir dung 3
thanh ghi tam la t0, t1, t2.

ro rl r2
a0bo albl a2b2

a0b1l azbl
t0 t1
albo alb2

a2b0

alb2

Hinh 2.8: B nhan 192-bit theo phwrong phdp phé thong

Thuat todn 2.7: Macro (aarch32 mul192 p64) nhin hai da thuc 192-bit trén
AARCH32

Pau vao: 192-bit da thire a (a0l, aOh, all), b (b0l, bOh, bll); Cac thanh ghi tam 128-bit t0,
t1, t2

Pau ra: Tra vé két qua r (r0q, r1q, r2q) c6 do dai 384-bit (phan thap r0qg, phan cao la r2q)
: vmull.p64 \rOq, \aOl, \bOl /Ir0 = a0*b0

: vmull.p64 \t0q, \aOl, \bOh /It0 = a0*b1

s vmull.p64 \rlq, \aOl, \b1l /Ir1 = a0*b2

: vmull.p64 \t2q, \aOh, \bOl /It2 = a1*b0

:veor \tOq, \t0q, \t2q /lt0 = a0*b1 + al1*b0

: vmull.p64 \t2q, \aOh, \bOh /It2 = al*bl

s veor \rlq, \rlqg, \t2q /Irl = a0*b2 + al*bl

o N o O B~ W N P

s vmull.p64 \t1q, \aOh, \b1l /It1 = al*b2
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9: vmull.p64 \t2q, \all, \bOl /It2 = a2*b0

10: veor \rlg, \rlg, \t2q /Ir1 = a0*b2 + al*bl + a2*b0

11: vmull.p64 \t2q, \all, \bOh  //t2 = a2*bl

12: veor \tlq, \t1q, \t2q /It1 = al*b2 + a2*bl

13: vmull.p64 \r2q, \all, \b1l [Ir2 = a2*h2

14: veor \rOh, \rOh, \tOl [[Thwc hién céng vao céac vi tri thich hgp theo hinh 2.15
15: veor \ril, \rll, \tOh

16: veor \rlh, \rih, \t1l

17: veor \r2l, \r2l, \t1h

2.4.2.3 Xay dung bé nhdn co ban trén vi xur ly ARMv8 64-bit (AArch64)

a) Thuat toan nhan hai da thac 128-bit trén AARCH64

Dau vao hai da thic a va b ¢6 bac 127 duge luu vao hai thanh ghi 128-bit twong tng.
Cu thé, da thirc a duoc luu vao thanh ghi 13 a va da thire b dugc luu vao thanh ghi b.
Két qua ciia phép nhan hai da thirc a va b 1a r (10, r1) theo phwong phap nhan pho
thong dugc mo ta trong hinh 3 sir dung 3 thanh ghi tam Ia t0, t1, z.

Thuét toan 2.8: Macro (aarch64_mul128 p64) nhéan hai da thic 128-bit

Pau vao: 128-bit da thic a, b; Cac thanh ghi tam 128-bit t0, t1, z (zero)

Pau ra: Tra vé két qua r co do dai 256-bit (phan thap r0, phan cao 1a rl)

1: pmull \rO\().1q, \a\().1d, \b\().1d /Ir0 = a0 * b0

2: pmuli2 \r1\().1q, \a\().2d, \b\().2d /Irl=al*bl

3: ext \t0\().16b, \b\().16b, \b\().16b, #8 /1t0 = b0 || b1

4: pmull \t1\().1q, \a\().1d, \t0\().1d /ltl=a0*bl

5: pmuli2 \t0\().1q, \a\().2d, \t0\().2d /It0 =al* b0

6: eor \t0\().16b, \t0\().16b, \t1\().16b /It0 = (a0 * b1) + (al * bO)
7: ext \t1\().16b, \z\().16b, \t0\().16b, #8 /it1=0]| tOL

8: eor \r0\().16b, \r0\().16b, \t1\().16b /lr0 =a0 * b0 + (0 || tOL)
9: ext \t1\().16b, \t0\().16b, \z\().16b, #8 /It1=tOH || O

10: eor \r1\().16b, \r1\().16b, \t1\().16b /Irl = al*bl + (tOH || 0)

b) Thuat toan nhan hai da thac 192-bit trén AARCHG64
Dau vao hai da thirc a va b c6 bac nho hon 192-bit dugc phan thanh 3 thanh phan c6
bac 64-bit, mdi thanh phan 64-bit dugc luu vao thanh ghi 128-bit twong wng. Cu thé,

da thirc a dugc Iuu vao 3 thanh ghi la a0, al, a2 va da thuc b dugc luu vao 3 thanh
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ghi b0, b1, b2. Két qua cua phép nhan hai da thic ava b lar (10, r1, r2) theo phuong

phap nhan phé thong duoc mé ta trong hinh 4 st dung 3 thanh ghi tam 14 t0, t1, t2.

Thuat toan 2.9: Macro (aarch64_mul192 p64) nhan hai da thac 192-bit trén

AARCH64

PAu vao: 192-bit da thuc a (a0, al, a2), b (b0, b1, b2); Cac thanh ghi tam 128-bit t0, t1, t2

Pau ra: Tra vé két qua r (10, r1, r2) c6 d6 dai 384-bit (phan thap r0, phan cao 14 r2)

: pmull \rO\().1q, \a0\().1d, \bO\().1d

: pmull \t0\().1q, \a0\().1d, \b1\().1d

: pmull \r1\().1q, \a0\().1d, \b2\().1d

: pmull \t2\().1q, \a1\().1d, \b0\().1d

: eor \t0\().16b, \t0\().16b, \t2\().16b

s pmull \t2\().1q, \a1\().1d, \b1\().1d

s eor \r1\().16b, \r1\().16b, \t2\().16b

: pmull \t1\().1q, \a1\().1d, \b2\().1d

: pmull \t2\().1q, \a2\().1d, \b0\().1d

: eor \r1\().16b, \r1\().16b, \t2\().16b
11: pmull \t2\().1q, \a2\().1d, \b1\().1d

12: eor \t1\().16b, \t1\().16b, \t2\().16b
13: pmull\r2\().1q, \a2\().1d, \b2\().1d

14: movi \t2\().16b, #0

15: ext \t2\().16b, \t2\().16b, \t0\().16b, #8
16: ext \t0\().16b, \t0O\().16b, \t1\().16b, #8
17: ext \t1\().16b, \t1\().16b, \t2\().16b, #8
18: eor \r0\().16b, \r0\().16b, \t2\().16b
19: eor \r1\().16b, \r1\().16b, \t0\().16b
20: eor \r2\().16b, \r2\().16b, \t1\().16b
2.4.2.4 Nhan Karatsuba

© 00 N O o A W N P

=Y
o

//r0 = a0 * b0
/It0=a0 * bl

/Irl =a0 * b2

/It2 =al* b0

/It0 = a0*b1 + a1*b0
/2 = al*bl

/Irl = a0*b2 + al*bl
/1t1 = al*b2

1t2 = a2*b0

/Ir1 = a0*b2 + al*bl + a2*b0
IIt2 = a2*bl

/Itl = al*b2 + a2*bl
IIr2 = a2*h2

h2=0

/lt2 =0 || tOL

/1t0 = tOH || t1L

/ML =t1H|| 0
/Ir0O=r0 + (0| tOL)
/lIrl =rl + (tOH || t1L)
/Ir2=r2+ (t1H || 0)

a) Nhan Karatsuba trén treong GF(22%%)

Déi v6i GF(223) thi mdi da thic bac < 282 dugc tach thanh 5 da thuc bac 63. Luan
an st dung thuat toan phan tang xét dén 12 2x3 ky hiéu 1a My [2]: Ms[3]. Nhu vay, 4p
dung thuat toan nhan Karatsuba & dy sé la: Nhan hai da thirc, mdi da thirc c6 hai

khéi dé biéu dién cac phan tir cia da thirc (mdi khdi c6 do dai 192-bit).
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Trén vi xt ly ARMVS, céc hé sb cua da thire a (twong tu da thirc b) duoc luu trong
mot mang gom 6 phan tir 64-bit1a: A = (As ..., A,, A;, A,), trong d6 bit ngoai cling
bén phai cua A[0] la a, va s bit ngoai cung bén trai caa A, khong dugc su dung (ludn
duoc thiét Iap 12 0), phan tir A5 duoc thiét 1ap bang 0
Thuét toan 2.10: Nhan Karatsuba hai da thirc véi 2 khdi (192-bit) trén GF(2283)
PAiu vao: Hai da thic a(x) va b(x) v6i T = x1%2; 4;,B; (0 < i < 2) 1a cac khbi da
thtre con 192-bit;
Pau ra: ¢(x) = a(x) * b(x)

25. a(x) = A(T) = AT + 4,

26.b(x) = B(T) = B,T + B,

27.10 = A; % B,

28.t1 = (4Ag+4;) * (By + By)

20.12 = A, * B,

30.c0 = t2

3l.cl = t0O+tl +t2

32.c2 = t0

33.¢c(x) = C(T) = c;T? + ¢,T* + ¢, T°
b) Nhan Karatsuba trén truong GF(24%°)
D6i vai GF(24%9) thi mdi da thire bac < 408 dugce tach thanh 7 da thirc bac 63. Khi
nay phan tang tét nhat 12 2x2x2, ky hiéu 1a M [2]: M [2]: Ms[2]. Nhu vay, s& phai
ap dung thuat toan Karatsuba v4i 2 muc dé quy.
Murc 1: Tuong ty nhu thult toan 5 nhung 4p dung véi T = x128
Mtrc 2: Tuong tw nhu thuét todn 5 nhung 4p dung véi T = x2°¢
¢) Nhan Karatsuba trén truong GF(2°'%)
Dbi vai GF(257) thi mdi da thirc bac < 570 duoc tach thanh 9 da thic bac 63. Khi
nay phan tang tét nhat 12 3x3, ky hiéu 1a My [3]: Mg[3]. Nhu vay, ap dung thuat toan
nhan Karatsuba ¢ day sé 1a: Nhan hai da thirc, mdi da thirc c6 ba khoi dé biéu dién
cac phan tir ciia da thire (mdi khéi co d6 dai 192-bit).

Thuét toan 2.11: Nhan Karatsuba hai da thirc c6 3 khdi (192-bit) trén GF(2°71)
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PAu vao: Hai da thirc a(x) va b(x) véi T = x1°2; 4;,B; (0 < i < 3) la cac khdi da
thare con 192-bit;
Pau ra; c(x) = a(x) * b(x)

1. a(x) = A(T) = A,T? + A;T + A,
2. b(x) =B(T) =B,T?+ BT+ B,
3. t0 = (A +4;3)* (B + By)

4. t1 = (Ag+A4A,) * (By +By)

5. t2 = A, * B,

6. t3 = (4p+4,) * (Bo+By)

7. t4 = Ay * By

8. t5 = Ay * By

9. c0 =1t5

10.c1 = t3 +t4 +t5

[EEN
=

.C2 = t1+t2+t4+1t5

=
N

.3 = t0+t2 + t4

13.c4 = t2

14. c(x) = C(T) = 4T*+c3T3 + c;T? + ¢, T + ¢, T°
2.4.3. Thuc nghiém va dinh gid thudt todn dé xudt
Luan &n sir dung thu vién RELIC [54] dé tich hop cai dat thuat toan dé xuat (MKNv8)
mo ta & trong muc trén. Tiép theo dé danh gia tinh hiéu qua cia MKNV8, luan an sir
dung thuat toan mat mé la ECDSA, ECDH va ECMQV. Cac thir nghiém dugc thuc
hién trén hai nén tang la Samsung Galaxy Tab S2 (AArch32) chay hé diéu hanh
Android 7 va NXP IMX8M Kit (AArch64) chay hé diéu hanh Linux nhing (hoic
Android 9).
M4 thuc thi duoc viét bang ngén ngit C va ngbn ngir assembly st dung thu vién
RELIC [54]. Mdi chtic nang dugce do nhd st dung hai vong lap 16ng nhau, véi n lan
lip cia mdi vong: trong d6 vong lap bén ngoai, thi cac dau vao duogc sinh ngau nhién
va vong lap bén trong s& thuc hién phép tinh todn can thiét vai dau vao lay tir vong
lip bén ngoai. Thoi gian tong cong duoc thuc hién béi tha tuc nay, duoc do bai ham

clock_gettime theo don vi nano gidy (nanosecond), s& duoc chia cho n? dé tao két qua
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thoi gian trung binh cua phép toan. Chang ta chon n = 128 dé do cac phép toan ma
c6 thoi gian thyc thi nhanh (nhu phép cong, nhan... trong sb hoc truong hitu han), va
n = 32 cho céc phép toan c6 thoi gian thuc hién 1au nhu phép nhan diém.

V¢ trinh bién dich va c4c tham sé khi bién dich:

e Dbi vai thiét bi Samsung Galaxy Tab S2 (AArch32) chay hé diéu hanh
Android 7, luan an st dung trinh bién dich arm-linux-androideabi-gcc phién
ban 32bit véi tiy chon dugc thiét 1ap khi bién dich nhu sau:
arm-linux-androideabi-gcc -D_GNU_SOURCE -pipe -std=c99 -Wall -02 -g -
march=armv8-a -mfpu=crypto-neon-fp-armv8 -mtune=cortex-a53 -pie

e Dbi voi thiét bi NXP IMX8M Kit (AArch64) chay hé diéu hanh Linux nhing,
luan an str dung trinh bién dich aarch64-linux-gnu-gcc phién ban 64bit véi cac
tdy chon duoc thiét 1ap khi bién dich nhu sau:
aarch64-linux-gnu-gcc -D_GNU_SOURCE -pipe -std=c99 -Wall -02 g -
march=armv8-a+crypto+crc -mtune=cortex-a53

Ngoai ra, dé danh gia duoc téc d6 thuc hién cua thuat toan dé xuat, luan an thyuc hién
so sanh tdc do thyc thi gitra thuat toan dé xuat voi thuat toan LOHAD [29] trong thu
vién RELIC. Céc két qua lan luot duoc thé hién trong bang 2.13, bang 2.14 dudi day.
Badng 2.13: Két qua danh gia¢ ECDSA trén NXP IMXSM Kit

Algorithm LOHAD [29] MKNv8
(nanosec) (nanosec)
Sign ECDSA (NIST-B283) 2157937 504856
Verify signature ECDSA 10463561 2426928
(NIST-B283)
Sign ECDSA (NIST-B409) 4740125 1042230
Verify signature ECDSA 22585278 4920991
(NIST-B409)
Sign ECDSA (NIST-B571) 9947431 2051932
Verify signature ECDSA 46434713 9791679
(NIST-B571)
Bdng 2.14: Két qua danh gia ECDH va ECMQV trén NXP IMX8M Kit
Algorithm LOHAD [29] MKNv8
(nanosec) (nanosec)
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ECDH (NIST-B283) 7949461 4631675
ECMQV (NIST-B283) 10392029 2402613
ECDH (NIST-B409) 17122435 10343700
ECMQV (NIST-B409) 22685284 4850183
ECDH (NIST-B571) 37713264 22220776
ECMQV (NIST-B571) 45770904 9633735

2.5. Két luan chwong 2

Phép nhan sb hoc 1 phép tinh quan trong nhat trong cac phép toan sb hoc trén trudng
hitu han. C6 nhiéu phuong phap dé thyuc hién cai dat bang phan mém cho thuat toan
nhan trén trén trudng hitu han. Do trong cac thiét bi vi xir Iy hién dai thi thoi gian
thue hién gitta phép nhan va phép cong sé khdng con chénh Iénh nhiéu nhu trén cac
vi xtr 1y trude day (thuong trén vi xa ly mai thoi gian thuc hién phép nhan gap 2-3
lan thoi gian thuc hién phép cong), nén viéc dé xuat thuét cai tién hiéu qua phép nhan
s6 hoc cho nhiing vi xir Iy maéi 1a can thiét.

Dua trén hai thuat toan nhan hai s hang co ban 1a thuat toan nhan theo phuong phap
phd thdng va thuat toan nhan theo phuong phéap Karatsuba, chuong nay da dé xuat
mot phuong phap nhan hai s6 hang trén truong hitu han, goi 13 phuong phap phan
tang. Véi phuong phap phan tang, luan an di xay dung dugc thuat todn cé chi phi tot
nhét trong cac truong hop cu thé (tly thudc vao do dai sé hang) ciing nhur dua ra cong
thire dé xac dinh chi phi caa thuat toan do.

Cac két qua chinh ciia chuwong 2 duoc trinh bay trong ba cong trinh céng bé [J1, C1,
C2] véi hai két qua chinh 1a:

- P& xuét thuat todn nhan phan tang vai chi phi thap nhat va phuong phap danh gia
hiéu qua thuat todn nhan nay.

- Ap dung thuat toan nhan phan tang két hop véi bo nhan trén trong thanh phan NEON
dé nang cao hiéu qua cua phép nhan s hoc trong truong nhi phan trén vi xu Iy
ARMvV7 va ARMVS.

Két qua thuc nghiém cho thay thuat toan dé xuat nhanh hon cac k§y thuat trudc d6 1an
luot 12 4, 5, 5 lan trong truong GF(2283%), GF(24%9), GF(257) khi thuc hién trén cung
mét nén tang phan citng ARMv7 hoic ARMVS.
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Trong chuong 3 cua luan &n s& dé xuat cai tién thuat toan nhan v6 huéng (nhan gitra
mot diém va mot s nguyén duong) cuia mat ma dudng cong Elliptic trén truong
nguyeén tb, biang cach nang cao hiéu qua cua thuit toan tim NAF, cling nhu ning cao

hiéu qua caa phép cong diém va nhan déi diém.
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CHUONG 3. NANG CAO HIEU QUA PHEP NHAN VO HUONG CUA
HE MAT ECC TRONG TRUONG NGUYEN TO TREN VI XU LY
ARM

Céc tng dung bao mat thuc té thuong hay st dung cac tham s6 mién cua dudng cong
ellitpic trén truong nguyén td, do vy viéc nghién ciru ning cao hiéu qua cua thuat
toan ECDSA va ECDH trén céc trudng nguyén tb 1a can thiét. Trong chuong 3, luin
an s& dé& xuat mot sé giai phap nham cai tién va nang cao hiéu qua thuc hién phép
nhan diém trén dudng cong ECC trong truong nguyén té dua trén két hop giira cai
tién NAF va cai tién phép cong va nhan doi diém nho sir dung phép nhan kép. Céc
két qua chinh ciia chuong 3 dugc trinh bay trong hai cong trinh cong bd [J2, J3].
3.1. Co s& dé nang cao hiéu qua cia phép nhan diém vo hwéng trén ECC trong
truong Nguyén ts.
3.1.1 Nang cao higu qud ciia phép tinh sé hec trong trirong nguyén té trén vi xi
ly nhdng
Pé trién khai trén nhitng nén tang phan ctng c6 ning luc xir Iy han ché hozc trén céc
nén tang phan cang véi cac bo vi xu ly thé hé mai, thuat toan sé hoc can duoc cai
tién nham khai thac ti da cac tinh ning mdi ctia phan cimg nhu da chi ra trong mot
s6 nghién ciru nhu [6, 16, 30, 31, 33]. Trong truong nguyeén to, viéc thay do6i thuat
toan s6 hoc duya trén khai thac cac tinh nang méi (vi du nhu tng dung NEON trong
vi xir Iy ARM Cortex-A) s& gap phai kho khin trong van dé xu 1y lan truyén phan du.
Dé xtr ly lan truyén phan du khi thay doi thuat todn s hoc, thudng c6 hai phuong
phap:

a) Phuong phép biéu dién co s6 khong du thira

b) Phwong phap biéu dién co sd du thira
Tuy nhién, biéu dién co sb rit gon (con goi vai tén khac 1a biéu dién du thira) s& yéu
cau tinh toan céc tich trung gian nhiéu hon, do dé s& phai thuc hién nhiéu phép nhan
hon so véi biéu dién chinh tic (biéu dién khong du thira). Cho vi dy, néu ta sir dung
mot biéu dién véi co sb 1a 224 (tic 1a st dung 24bit trén mét tir 32bit) cho sé hang

192-bit, thi tong sé cac tich trung gian can tinh 1a 8 x 8 = 64. Nguoc lai, néu ta sir
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dung mét biéu dién khéng du thira véi co sb 1a 232 thi sé phép nhan trung gian can
tinh chila 6 x 6 = 36

D3 c6 mot sb cong trinh nghién ciru khai thac céc chi 1énh NEON trén bo vi xur ly
ARM dé cai dat cac thuat toAn mat ma nham tang téc do, dién hinh nhu [14, 37, 39,
17]. M6t sé nghién ciru méi day nhu trong [31, 33, 34, 35] di chi ra nhirng hiéu qua
nhét dinh khi ung dung kién trac SIMD véi NEON vao trién khai cac phép toan sb
hoc trén ECC. C4c chi 1énh NEON, cu thé 1a viéc phan ra thuat toan dé thuc hién song
song trong SIMD d3 mang lai hiéu qua tot. Tuy nhién, van con ton tai mot s6 van dé
can giai quyét nhu con nhiéu tich trung gian 1am giam hiéu ning, kha ning xi Iy phan
du trén truong nguyén té, kha niang giam bét cac phép tinh trung gian du thira trong
tinh toén.

3.1.2 Nang cao higu quad cia cac phép toan sé hec diém

Phép toan co ban cia ECC 1a phép nhan diém vo huéng kP, trong d6 k la mot sd
nguyén, P 1a mot diém trén duong cong elliptic. Dé thuc hién phép nhan diém vo
huéng, ta co thé sir dung cac phép cong diém (point addition) va nhan déi diém (point
doubling multiplication). Trong cac phép toan sb hoc diém, thi phép nhan diém vo
huéng c6 d6 phic tap cao hon, chiém nhiéu thoi gian tinh toan nhat. Hiéu qua cua hé
mat ECC phu thudc chu yéu vao do phic tap va tée do cua cac phép toan nay [40].
Viéc giai quyét hai muc tiéu c6 tinh doi lap nay 1a mot thach thirc do hiéu qua con
phu thudc vao ning luc tinh toan cua nén tang trién khai, dic biét 1a d6i véi nhitng
nén tang phan cing vai cac bo xt ly ¢6 hiéu nang thap.

Nhitng nghién ctu ly thuyét vé nang cao hiéu qua céc phép toan sé hoc diém trén
duong cong elliptic thudng tap trung vao cac cha dé: 1) giam sb phép toan cong va
phép nhan d6i diém can trong phép nhan vo hudng; 2) ting hiéu qua cng thic cong
va nhan d6i diém qua khai thac cac phuong phap biéu dién diém cua duong cong
elliptic; 3) giam thiéu chi phi tinh toan bang cach nang cao hiéu qua caa phép tinh sé
hoc [33, 35]. Trén thyc té, ta c6 thé két hop cac phuong phap nay véi nhau dé dat
hiéu qua tot hon trén bat ky mot nén tang phan ciing nao. Do vay, mét sé nghién cau

di theo hudng két hop cac phuong phap néu trén, vi du nhu trong [16, 36, 37].
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Trong chuong 3 cua luan an, s& két hop ca 3 phuong phap nay dé nang cao hiéu qua
cua phép tinh sé hoc diém cu thé:
a) Trong muc 3.3 s& trinh bay vé phuong phap biéu dién eNAF dé giam sb phép cong
va nhan dbi diém
b) Trong muc 3.4 s& két hop ca phuong phap 2 va 3 d6 1a nang cao hiéu qua cua phép
toan nhan s6 hoc (phép nhan kép) va dé xuét tich hop trién khai cho phép cong diém
va nhan ddi diém.
3.2. Mgt s6 thuat toan nhan diém vo hwéng trén dwong cong Elliptic.
3.2.1 Thudt toan nhi phan Right — to — Left.
Thuat toan nhi phan 1a thuat toan duoc biét dén dau tién dung dé thuc hién phép nhan
v6 huéng. Gia str k ¢6 biéu dién nhi phan (k;_1k;_,... ko), Vi k; € {0,1} thi k =
Y1k, 28 Khi @6 véi diém P nam trén duong cong Elliptic ta co:
kP = ¥igk;2'P
= koP + k 2 P + k,22P+...+k,_,2'71P
= koP + 2 (klP +2 (k2P+. +2(ki_,P + 2(kl_1p))) 5 )
Thuat toan luy thtra nhi phén tir phai qua trai duoc thuc hién nhu sau:
Thuat toan 3.1:
INPUT: k = (ky_1k;_5... ko), P € E(F,)
OUTPUT: Q = kP
1.Q = oo
2.For(i=0)tol—1do
211 (k;=1)Q=0Q+P
2.2Else P = 2P
3. Ouput Q.
3.2.2 Thugt toan NAF (non-adjacent form)
Theo dinh nghia, néu diém P c6 toa do (x, y) trén (E) thi diém —P s& ¢6 toa do (x, —
y). Nhu vay, phép trir hai diém ciing thuc hién gidng nhu phép cong. Do d6 ta co

mot cach biéu dién c6 dau sd nguyén k (signed digit representation - SDR): k =
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Yk, 28 véi k; € {—1,0,1}. Biéu dién nay gitip ta tinh todn nhanh hon phép nhan vé
hudng kP. Mot biéu dién SDR dic biét hitu ich d6 1a dang non-adjacent form (NAF).
Biéu di&n nay c6 tinh chat: khéng c6 hai hé sé lién tiép trong biéu dién cua k 1a khac
khong, c6 nghia 14 k;k;., = 0, VO < i < 1 — 1. Moi s6 nguyén k lubn c6 duy nhat
mot biéu din NAF, ching ta ky hiéu 12 NAF(K). Hon nita, NAF(K) c6 céc hé sb khéc
khong it nhat trong tat ca cac cach biéu dién cd dau cua k. NAF(K) cd thé duoc tinh
theo thuat toan 3.4 trong muc 3.3.1.

3.2.3 Thugt todn NAF ci#a sé trwet cho tinh phép nhin vé hwdéng trén dwong
cong Elliptic.

Thuat toan nay tac dong tir trai qua phai cac bit cua k véi ¢& cira s6 16n nhat 12 w,
trong d6 ctra s6 nhan gia tri 1é. Nguoc lai v&i phuwong phép cira s0, phuwong phéap nay
khong dua ra chinh xac ¢& ctra $6, tuy nhién phwong phap nay ciing c6 diém chung
Vv6i phuong phap cira s6 d6 1a loai bo di cac bit 0. Thuat toan nay két hop thuat toan
ctra SO trugt vai biéu dién NAF(K) cua k. Do d6 chung ta can tinh trudc cac gid tri
P, = [i]P,i < I véigiatri | ndo d6. Ta s& tim | nhu sau: véi ¢& cira s6 w bat ki, mot
day céc bit cua k chi cé thé nhan 2 dang 1a 101010...10101 hodc 101010...101001
(w bit), twong rng vai gid tri w 1a 1é hay chan. Vi vay s6 cac day bit ¢d thé nhan dugc

. 2W+1 2W+
N (

1), . 1-5) L A . f A T 2Y (-1
. hoac — Do d6 so cac budc can tinh truéc la] = 2——— —

| 1.

Thuat toan duoc thuc hién nhu sau:
Thuit toan 3.2: Thuat toan NAF cira s6 truot
INPUT: C& ctra s6 w, NAF(k) va mét diém P € E(F,).
OUTPUT: kP
1. Tinh P, = P, P, = [2]P
G

2. For (i=3) to 2 ZW_T —

1
P,=P_,+P,

3.Q = =, i = length(NAF(k)) — 1

4. While (i = 0) do
A411f(k; =0)thent=1,u=0

4.2 else
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421t=1,j=w
4.2.2 While (t=1vaj>1) do
If (Koo ki jpr) 18 6= = (kpeoo ki jyq)
43Q=2%Q
441f(u>0)thenQ =Q + P,
elseif(u<0)thenQ =Q —-P_,
45i=i-t
5. Return Q
3.3. Mé réng cho dang biéu dién NAF cia sé6 nguyén dwong
Trong muc nay, luan an dé xuat mot thuat toan cho viéc tim dang biéu dién khong
lien k& NAF caa mot s6 nguyén k cho truge. Thuat toan nay tiét kiém duoc ba phép
tinh s6 hoc so vai thuat toan nguyén thity. Tiép theo, véi dang biéu dién hau khong
lien ké aNAF méi cua s6 k, ching ta da rat gon mot phép tinh binh phuong khi thyuc
hién phép “binh phuong — nhan” ddi voi phép tinh lity thira k trén cac truong hitu
han, hoic twong (tng mot phép tinh gap doi khi thuc hién phép “gap doi - cong” trong
phép nhan diém trén duong cong elliptic.
Biét rang néu k = Y11 k; 2" voi k,_, # 0 vak; € (0, +1) thi dé tinh g€ mod p ta co
thé thuc hién theo thuat toan sau.
Thuat toan 3.3. (tinh g€ mod p theo phwong phap “binh phuong-nhan”)
Input: S6 nguyén duong k = Y4 k; 21 véi k; € (0, +1), (3.1)
g € GF*(p),g’' = g”'mod p.
Output: g mod p.
l. a< 1.
2. Forifrom £ — 1 downto 0 do
2.1 a < a?mod p.
2.2 ifk; = 1thena « a* gmod p.
2.3 ifk; = —1thena « a* g mod p.

3. return a.
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Theo thuat toan trén thi chi phi tinh toan s& bang dung ¢ — 1 phép binh phwong va w
— 1 phép nhan, trong d6 w 13 s6 céc ky tu k; # 0 trong ¢ng thirc 1. Nhu vay bai toan
tim biéu dién cua k theo cong thire (1) sao cho £ + w bé nhat dugc dat ra mot cach tu
nhién nhim giam chi phi tinh toan cho thuat toan 3.3.

Trong muc nay sau khi gigi thiéu lai khai niém NAF va céc két qua da c6 vé no trong
muc 3.3.1 thi tai muc 3.3.2 luin &n dua ra mot thuat toan mai dé tinh NAF(K). Thuat
toan moi dua ra dugce danh gia qua ménh dé 4 13 hiéu qua hon thuat toan da cé. Cudi
cuing, tai muc 3.3.3, dua ra mot khai niém méi cho dang biéu dién, ky hiéu 1a aNAF,
V&1 cac y nghia quan trong do la:

e Tongw + £ cia aNAF(k) ludn khong vuot qua cia NAF(K).

Zf—l

e SO céc giatri k trong [2¢71, 2%) voi € > 1 1a khong dudi —.
3.3.1 Dang khong lién ké (NAF)
Tai muc nay luan an sé trinh bay lai khai niém NAF va cac két qua di co vé NAF
theo (xem trang 98 trong [7])
A. Khai ni¢gm NAF va céc tinh chat cia NAF(K)
Pinh nghia 1. (xem [7]) Dang NAF (non-adjacent form) caa mét s6 nguyén duong
k 1a biéu thuc k = $i23 k; 21 ¢ day k,_; # 0,k; € (0,41) va khong c6 hai ky tu k;
lién nhau nao déu khac 0. Khi nay ¢ duoc goi 1 d6 dai caa NAF con k,_,k;_, ...k,
duoc goi la biéu dién NAF cua k, ky hiéu la NAF(K).
Pinh ly 1. (xem [7]) (tinh chét cia cac NAF)

(i)  Véi moi k c6 duy nhat NAF(K).

(i) NAF(K) c6 sb ky tu khéc 0 1a nho nhat trong moi biéu dién nhi phan c6 dau

cua k.
(iii))  Néu 2¢1 < k < 2¢ thi do dai NAF(K) bang € + & v6i 8 € {0,1}.

2€+1

’ ?
(iv) Néu do dai NAF(k) = ¢ thi 2; <k<

—.
(v) S céc ky tw khac 0 trung binh trong tat ci cac NAF d6 dai € la xap xi g

B. Thudt toan tinh NAF (k)

Ciing trong [7], thuat toan tim NAF(k) duoc trinh bay nhu sau.
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Thuat toan 3.4. (xem [7])
Input: S6 nguyén duong k.
Output: NAF(k).
1. 0<0.
2. Whilek>1do
2.1 ifkisoddthen: k, « 2 — (kmod 4), k « k — ky;
2.2 else: k, « 0.

2.3 k<—‘§,e<—£+1.

3. return k,_1k,_, ... Kq.
3.3.2 Thugt toan mgi tim NAF(k)
Trong muc nay luan an dua ra thém mot thuat todn méi (thuat toan 3.5) d@é tinh
NAF(K).
A. Thugt toan tim NAF (k) mgi
Thuat toan 3.5:
Input: S6 nguyén duong k.
Output: NAF(K).
1. k,_;ky_, ...ky < Binary(k).
2. J< 0.
3. While j<Ido:
3.1 Whilek; = 0doj«j+1.
32 ifj=0-1)or(kj; =0)thenj «j+1;
3.3 else:
331 kj« -1,
332 je<j+ 1.
3.3.3 while (kj = 1) do: k; « 0,j «j+ 1.
334 ki, < 1.
335 If(=0)f < £+1.

4. return k,_1k,_, ... Kp.



90

O trén Binary(k) 1a biéu dién nhi phan khdng dau cua k.
B. Tinh diing dan cua thugt toan 3.5
Tinh dtng d4n cua thuat toan 3.5 duoc cho boi két qua sau.
Ménh dé 2. Thugt toan 3.5 la diing ddan tirc 1a day k,_1ko_, ... ko thu dieoC tai budc
4 chinh 13 NAF(K).
Chirng minh. Truéc hét ta co day k,_; ky—; ... ko thu dugce sau buéc 1 thoa man k; €
{0,1} v6imoij=0, ..., £ — 1 va sy thay doi cac gié tri nay chi xay ra tai 3.3.1, 3.3.3
va 3.3.4 ma céc gia tri dugc thay d6i twong ttng trong cac budc nay l1a—1, 0 va 1 nén
day ky_;1Kkp_; ... ko thu dugc sau budc 3 thoa man k; € {0, +1}. Nhu vay dé ching
minh ménh dé nay ta chi can chi ra rang khong ton tai hai ky tu khéc 0 lién nhau caa
day dau ra.
Biét rang trong diy dau ra thi ky tu k; # 0 chi Xuat hién ngay sau buéc 3.1. Ta co:
Néu diéu kién cua bude 3.2 duoc thoa man thi:
o Hoic la ta da xét dén j = ¢ — 1 va khi ndy day k,_,k,_, ...k, = 10k,_5 ... k.
e Hojc 1a doan ...kjy1kjkj_q ... kg = -~ 010 ...k, va do kj,, s& van bang 0 theo
budc 3.1 cuia vong sau nén ky tu k; = 1 nay khong c6 ky tu bén canh nao ciing
khac 0.
Nguoc lai, theo cac budc cua 3.3 thi néu ¢o t > 1 ky tu lién tiép (tinh ti k;) bang 1
tic 18 Kjyr—1Kjseoz .. kj = 11...1 thi buéc nay s& bién doi doan day trén thanh

Kitt-1Kjst—z - kj = 10...0 — 1 nhu vay truéc Ky tu k; = —1 c0 it nhat t — 1 ky tu
t—-1

bang 0. Lai do néu j = 0 thi khong ton tai ky tu sau k; con nguoc lai thi theo 3.1 thi
ky tu ngay trudc k; phai bang 0. Tom lai ta ciing c6 k; khong lién ké véi mot ky tu
khéc 0 nao.

T6m lai ménh dé da duoc ching minh. m

Ngoai ra chiing ta dé dang kiém tra duoc rang thuat toan 3.5 c6 tinh chat sau.

Tinh chat 3.1. Véi moi j, sau khi xdc dinh dwoc Ky tie thir j ciia NAF(K) thi tdt ca cac
Ky tw k; Vi i > j van dwoc gis nguyén chi trir ra j 1a vi tri cugi ciing cua vong lgp 3.3
(khi nay k;,, phdi la 0 va duoc doi thanh 1).
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C. So sanh tinh hiéu qua cua hai thugt toan 3.4 va 3.5
Viéc so sanh tinh hiéu qua gitra hai thuat toan 3.4 va 3.5 dugc cho trong két qua sau.
Meénh dé 4. Thudt toan 3.5 1 hié¢u qud hon thudt toan 3.4.
Chirng minh. Hai thuat toan déu phai thuc hién x4c dinh € gid tri k; =0, ..., £ - 1).
bdi vai thuat toan 3.4 can:
e Mot phép tinh k mod 4, mot phép trir 2 cho k mod 4 (k; = 2 — (kmod 4)),
mat phep trir k cho k; trong truong hop K 1€.
e Mot phép chia k cho 2 cho moi truong hop.
bdi véi thuat toan 3.5 can:
e Mot phép chia k cho 2 cho moi trudng hop (dé tim khai trién nhi phan cua k).
e Mot phép dit k; = —1 khi j bat dau vao vong 3.3, mot phép déo bit (0 thanh 1
hodc nguoc lai) khi j & budc tiép theo cho dén khi ra ngoai vong 3.3.
Nhu vay néu k; = 0 thi ca hai thuat toan déu c6 chi phi tinh toan nhu nhau. Nguoc
lai thi thuat toan 3.4 can thuc hién thém ba phép tinh sé hoc so véi thuat toan 3.5.
T6m lai ménh dé da duoc chang minh. =
D. Vi du
Tinh NAF(348).
*Cac buadc thuc hién theo thuat toan 3.4.

Bang 3.1: Cac buoc thuc hién theo thudt toan 3.4

il K k=(k—kj)/2 j ki | k=(k—k)/2
010 174 5 -1 6
110 87 6 0 3
2| -1 44 7 -1 2
310 22 8 0 1
410 11 9 1 0

*Céc budc thuc hién theo thuat toan 3.5.

Budc 1. Binary(348) = 101011100, ¢ = 9.

Budc 3.

Bang 3.2: Cac budc thuc hién theo thudt toan 3.5

| | Cac buéc thuchien | k, .k, , ... kg j | ¢ |
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vong 1 3.1 101011100 2

3.3 101100100 5 9
vong 2 3.3 110-100-100 / 9
vong 3 3.3 10-10-100-100 8 |10
vong 4 3.2 10-10-100-100 10 |10

3.3.3. Dang biéu dién hau khéng lién ké

Trong phan nay, luan &n dua ra mot dang biéu dién mai cho mét sé nguyén duong k,
duoc goi hau khdng lién ké, duoc ki hiéu 1a aNAF(K). Chd y, trong dang biéu dién
nay, sé gitr nguyén dang biéu dién cua NAF cua k chi c6 mot sy diéu chinh khi dang
biu dién NAF(K) c6 mau k;_, k;_,k;_5 c6 dang mau 10 — 1 khi d6 dugc thay thé bai
11. Cu thé, dugc dinh nghia nhu sau:

Pinh nghia 2. Cho k 1a mét s6 nguyén dwong. Khi dé ta goi khai trién NAF mé réng
cua k, ky hi¢u la aNAF (k), dwoc xdc dinh theo cdng thiic sau

11k, g ko khi NAF(K) = 10 — 1kp_y, ... kg
NAF (k) trong trueong hop con lai -~

Nhu vay, dang aNAF(K) s& khong 1a NAF(K) khi k;_,k;_,k;_3 c6 dang mau

aNAF (k) = (3.2)

10 — 1. Tuy nhién, ta van thay c6 quan hé 1-1 trong dang biéu dién aNAF va NAF.
Hon nixa, ta ¢6 tinh chat nhu sau.
binh ly 2.
(i)  Vdimoi 6 nguyén dwong k thi sé ky tw khac 0 cia aNAF(K) va NAF(K) 1a
bang nhau.

(i) V6i 281 < k < 28t >1) thi 56 cdc aNAF (k) c6 dg dai nhé hon dé dai cua

2[1

NAF (k) la khong dudi

—.
Ching minh. Tir dinh nghia 2 ta thay két qua (i) 1a hién nhién.

Véi £ =2. Tacod 2 gid tri k théa man 271 < k < 2¢ @6 1a2 va 3.

NAF(2) =10, NAF(3) =10 -1 . Day sau c6 do dai lon hon day aNAF, trong khi

Zf—l

— == < 1 vay (ii) da thoa mén.

Vé6iL=3.Tacé4 gidtrikthoamin 21 <k < 2/ d61a 4,5, 6 va 7.

K 4 5 6 7
NAF(K) 100 101 10-10 100-1
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22

4 - . f_l -
S0 cac NAF(k) c6 d6 dai 16n hon diy aNAF(k) 1a 1, trong khi ZT = = 1 vay (ii)
da théa mén.

Voi b =4.Taco4 giatrikthéamin 2" <k <29 d61a8,9, 10, 11, 12, 13, 14 va
15.

k 8 9 10 11

NAF(K) 1000 1001 [1010 |10-10-1

k 12 13 14 15

NAF(K) [10-100 [10-101 [100-10 1000-1
S cic NAF(K) 6 do dai 16n hon day aNAF(k) 1a 3, trong khi 2 = 2 < 3 vay (ii
da théa man.
Véi £ > 4.
Xét tap hai tap sau
R(#) = {k: 27! < k < 2¢ va Binary(k) = 1011k,_s ...k, }. (3.3)
S(£) = {k:2°7! < k < 2¢ vaBinary(k) = 1100k,_s ...k }. (3.4)

2{—1 A , R X , .
. phan tir cho nén néu ta chi ra dugc moi

phan Kk tir thuoc cac tap trén déu thoa man NAF(k) c¢6 do dai Ién hon diy aNAF(k)

Ta c6 hai tap trén déu c6 dung

thi (ii) da dugc chirng minh.

Néu k € R, tc 12 Binary(k) = 1011k,_s ... k,. Theo tinh chat 3.1 thi khi sau
khi xac dinh duoc k,_s thi do ky tu k,_, (v6n bang 1) nén budc £ — 5 chi xay ra mot
trong hai kha nang sau:

e Labudc trung gian caa vong 3.3 , didu nay chi xay ra véi k,_s = 1. Khi nay
buéc cudi cing cua 3.3 s& (g véi j = ¢ — 2 va sau vong nay day tro thanh
1100K,_s ... ko. Tiép day sé& 1a budc tiép theo cua 3 vai vong lap 3.3 dé thu
duoc diy dau rala 10 — 100k,_s ... k.

e Labudc cudi cia 3.1, diéu nay chi xay ra vai k,_s = 0. Khi nay day chinh la
10110k,_g ... ko va budc tiép theo cua 3 chinh 1 3.3 chling s& chuyén day trén
tré thanh 10 — 101k, ... k.

T6m lai cho du k thudc R hay S thi do dai NAF(k) déu 16n hon d6 dai aNAF(K).
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Tuong tu, néu k € S, tic 1a Binary(k) = 1100Kk,_s ...k,. Theo tinh chat 3.1
thi khi sau khi xac dinh duoc k,_s thi ky tu k,_, (vn bang 0) nén trong moi trudng
hop nd s€ nhan gia tri trong {0, 1} cho nén tir k,_; = 0 gia tri k,_, va k,_5 sé khéng
thay doi tir 6 vong 1ap tiép theo ciia budc 3 s& bat dau tir 3.1 cho dén khi j = £ — 2.
Tiép dén s& 1a budc lap 3.3 (diéu kién cua 3.2 khong dugc théa man) s& bién
k,_1ky_; = 11 thanh 1 0 1 tirc 1a d6 dai NAF(k) dai hon d6 dai aNAF(K).

Qua trén ta c6 sb cac gia tri k co do dai NAF(k) 16n hon do dai aNAF(K) 1a

2{7—1 2{7—1

khong dudi #R + #S = 2

= vay dinh ly da duoc chirng minh.

3.4. Nang cao hiéu qua cia phép toan sé hoc diém trén hé mat ECC trong
truedng nguyén td

Trong phan ndy, s& trinh bay mot phuong phap nang cao hiéu qua céc phép toan sé
hoc (bao gom phép cong, phép nhan ddi, phép nhan diém vo hudng) trén dudng cong
elliptic. Phwong phap nay tap trung khai thac tdi da dic diém phan cing SIMD trén
nén vi xir Iy ARM c6 tich hop thanh phan NEON nham ting téc do cac phép toan sb
hoc. Céc dic trung chinh cia phuong phap gom: 1) két hop phép nhan thong thuong
(phuong phap quét s6 hang) véi thuat todn nhan Karatsuba cho cac sé hang dai; 2)
thuc hién nhan song song (nhan kép) trén trudong sé nguyén té két hop vai ghép cap
dé giam thiéu chi phi doc, ghi dit liéu gitra bd nhé va thanh phan NEON; 3) sir dung
cac thu vién s6 tinh toan 16n c6 sin RELIC [54] nham tang toc d6 tinh toan. Phuong
phap di dé xuat da dugc tich hop day du vao tinh toan cua cac giao thiec ECDH
(Elliptic Curve Diffie Hellman) va ECDSA (Elliptic Curve Digital Signature
Algorithm) trén truong GF(p) c6 kich thudc la 256, 384, va 521-bit.

M6 hinh thuc hién nhu sau:
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Ky s6/Kiém tra
chir ky so

Phép toan thong thuong
(cOong trtr, nhan...)

VMULL.U32, VLD, VST, VADD...

M4 hoa/giai ma Trao dbi khoa

Hinh 3.1: Thuee hién tai nhan kép cdc tang trong ECC

Trudc hét, ¢ ting cac phép toan sé hoc GF(p), luan &n s& dé xuat xay dung ba phép

nhan kép ma sé hang dau vao c6 do dai lan luot 1a 256-bit, 384-bit va 521-bit. Sau

d6, luan an tich hop phép nhan kép vao phép toan cong diém va nhan doi diém nho

t6 chirc lai cac budc cua thuat toan dé ghép cap phép nhan, phép binh phuong. Sau

d6 luan &n st dung thuét toan nhan v6 huéng dua trén NAF dé thuc hién phép nhan

vo hudng.

3.4.1 Cac chi Iénh s dung trén vi xa ly ARM

Trong muc nay, cac chi lénh sau dé thyc hién nhan song song hai phép nhan:

vmlal_u32 (nhan va tich Iily sé nguyén khéng diu & dang vector):
QO = vmlal_u32(Q0, D2, D3[0]) tinh

D1 = D1 + D2[1] x D3[0] v& DO = DO + D2[0] x D3[0]
vshrg_n_u64 (dich phai vector di n bit)

QO =vshrg_n_u64(Q0, 32) tinh

D0 = D0>>32 va D1 = D1 >>32

vaddq_u64 (thwyc hién phép cong dang vector):

QO =vaddg_u64(Q0, Q1) tinh

DO =D0+D2vaD1=D1+D3

vandq_u64 (thyc hién phép AND dang vector):

Q0 =vandg_u64(Q0, Q1) tinh

DO=D0&D2vaDl1=D1&D3

vmovn_u64 (phép chuyén dir liéu trong vector & ché dé Narrow)
DO = vmovn_u64(Q1) tinh

DO[0] = D2[0] va DO[1] = D3[0]
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e vidl u32 (tai di¥ liéu tr bd nhé vao thanh ghi trong NEON)
DO = vid1_u32([N]) tinh
DO[0] = [N] va DO[1] = [N+1]
e vget_lane_u32 (sao chép di liéu tir thanh ghi NEON dén bd nho)

R1 = vget_lane_u32(DO0, 0) tinh R1 = DO[0]

R2 =vget_lane_u32(DO0, 1) tinh R2 = DO[1]
Dua trén cac chi Iénh trén, luan an cai dat thuat toan nhan kép, thuat toan cong diém
va nhan doi diém nhu di dé xuét trong muc dudi day dua trén thu vién mat ma RELIC
phién ban 0.5.0 [54]. RELIC la mot thu vién mat ma dugc danh gia 1a c6 toc do thyuc
thi kha nhanh trong sé nhing thur vién mat ma c6 ma ngudn mo khac nhu OpenSSL,
GMP. Tiép theo, c4c thir nghiém va danh gia duoc thyc hién giira thu vién ma da tich
hop c4c cai tién dé xuat va thu vién nguyén thay sir dung thuat toan mic dinh. Dé do
thoi gian ciia mot phép toan, luan an lay thoi gian trung binh cua 100 lan thuc thi
phép toéan do.
3.4.2. Pé xudt thugt todn song song hai phép nhén trén truwong GF(p)
Thanh phan NEON c6 16 thanh ghi 128-bit, do vay chlng ta c6 thé cai dat truc tiép
theo phuong phap nhan quét sé hang (con goi la nhan phé thong) cé kich thudc 1a
256-bit va 384-bit. Pdi voi phép nhan cé kich thudc 521-bit, do khéng thé du s6 thanh
ghi dé cai dit phép nhan nay truc tiép trén NEON, do vay luan &n dé xuit st dung
thuat toan Karatsuba thong thuong cho phép toan nay dua trén két hop gitta cai dat ¢
muc C va cai dat trong NEON.
Chu y: Thuat toan tinh modulo st dyng thuat toan nguyén thuy trong [47]
Dé6i voi kién tric SIMD, do dic diém hd tro tinh hai phép nhan 32-bit st dung mot
chi Iénh don, luan an ng dung phép toan nay trong thuat toan 3.6.
Thuit toan 3.6: Nhan dong thoi hai phép nhén trén truong GF(p)
Pau Vao: A= (A4, ..A1,4y), B=(Bs_q,..,B1,By) va C =
(Cs_y, o C1,Co), D = (Ds_q, ..., Dy, Dy, Dy)
Paura: M = (Mys_, ..., Mj,My) = A-BVAN = (Nog_q,.., Ny, Np)
1.M=0,N=0
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2.fori=0tos-1do
T:=0,T2=0
forj=0tos-1do

Miyj = 51, Niyj = S
Miys = T1, Niyps = T
. return (M, N)

3
4
5. (Ty,S1) = My + A B + Ty, (T5,S,) = My j + C.D; + Ty
6
7
8

| a7 || as|[as ]| aa|[m3|[m2|[ a1 20| [c|[cs][cs]| ca]| ]| c2|[c] o]

®

®

O

®

@ 1®

Hinh 3.2: Thuc hién nhdn song song hai phép nhdn

Cac chi [énh NEON dé thyc hién bén trong vong lap cta budc thir 4 trong thuat toan

3.6 nhu sau:

unité4x2_t a Ali] Cli]

unitedx2_t b[j] Bl DIj]

S[j] = vmlal_u32(S[j+1),ali],b[j]) | (€ 51)=Niis+Alil*80]

(C2, S2) = M[i+j] + C[i]*Dl[j]

C=vshrg_n_u64(S[j],32); &l

C2

S[j]=vaddq_u64(S[j], C); (C1, S1) = N[i+j] + A[i]*B[j] + C1

(C2, 52) = M[i+j] + C[i]*D[j] + C2

64-bit

64-bit

Hinh 3.3: Tinh toan trong vong lap j cua thudt todan 3.6 sur dung NEON

Theo ching minh ¢ trong tai liéu muc 14.15 [25] thi gia tri (C, S;) va (C5, S,) duoc

biéu dién trong 2 tir (d6i véi trudng hop nay co sé 12 232). Do kha ning thuc hién
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d6ng thoi hai phép nhan, chi 1énh NEON rat hitu ich dé ting téc cho tinh toan cac
giai thuat s6 hoc. Tuy nhién, viéc tai (loading) va luu (storing) dit liéu giira thanh ghi
NEON va bd nhé cd chi phi cao, bai vay nham muc dich c6 duoc lgi thé thuc su tir
tinh toan song song trong NEON thi cac chi Iénh tai va luu dit liéu (load/store) can
han ché t6i da. Biém khac biét trong dé xuat & day so véi mo ta trong bai béo [33]
(trong d6 cac chi Iénh nay duoc sir dung qua nhiéu) 1 han ché téi da st dung chi 1énh
nay, cu thé trong budc 7 dén budc 11 cua thuat toan 3 [33] thi céc bién dit liéu tir bo
nhé &t[i+j], &u[i+j] lién tuc duogc tai vao thanh ghi NEON va lay ra bo nhé trong hai
vong lip, do vay sé& 1am cham hiéu suat thuc thi phép nhan song song trong NEON
(s& khong dat duoc co ché Pipeline).

Péi véi treong hep nhan 256-bit va 384-bit:

Do viéc doc vao va ghi ra dit liéu gitta bo nhd va thanh ghi NEON mat khé nhiéu thoi
gian (stir dung chi Iénh vld va vst), nén luan an thuc hién doc toan bo dir dau vao tir
bo nh, rdi p dung thuat toan 3.6 dé tinh toan. Sau d6 két qua tir thanh ghi NEON
dugc ghi trg lai b nho. Diéu nay s& giam thiéu thoi gian doc vao ghi di liéu gitra bo
nhg va thanh thi NEON. Cu thé nhu sau:

+ V&i trudng hop 256-bit: Cac s6 hang dau vao 256-bit dugc luu trong mang b nhé
8 tir, mdi tir 32-bit. S& can 11 thanh ghi 128-bit, trong d6 9 thanh ghi dé luu cic tich
trung gian va 2 thanh thi dé luu cac bién tam (carray, bién dé lay dir liéu phan thap).
Ngoai ra, s& can 10 thanh ghi 64-bit, trong d6 9 thanh ghi dé luu cac s hang dau vao
va 1 thanh ghi dé luu bién tam. Chi tiét cai dat dugc trinh bay o trong Phy Luc 1.

+ V&i trudng hop 384-bit: Cac s6 hang dau vao 384-bit dugc luu trong mang b nhé
12 tir, mdi tir 32-bit. S& can 15 thanh ghi 128-bit, trong d6 13 thanh ghi dé luu cac
tich trung gian va 2 thanh thi dé Iuu cac bién tam (carry, bién dé lay di liéu phan
thap). Ngoai ra, s& can 14 thanh ghi 64-bit, trong d6 13 thanh ghi dé luu cac sé hang
dau vao va 1 thanh ghi dé Iuu bién tam. Chi tiét cai dat dugc trinh bay & trong Phu
Luc 1.

Panh gia s6 chi 1énh tai va lwu dir liéu
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S6 chi lénh dé nap va luu dit liéu cu thé trong bude 7 dén bude 11 cua thuat toan 3
[33] & gap d6i phwong phap nhan quét sb hang (vi thuc hién phép nhan kép), do vay
can tong chi Iénh truy nhap dén bo nho 1a: 2 x (3s2 + 2s) (xem muc 2.1.2 — chuong
1). Béi véi thuat todn 4, & vong lip i va j chi can nap sé hang A, B, C, D; sau d6 can
ghi két qua cudi cung (M, N) dén tir thanh ghi NEON dén bo nhé, do vay can 4s chi
Iénh tai dix liéu va 2 x 2s chi [énh luu dir liéu. Bang dudi day so sanh chi Iénh tai dir
liéu va luu di liéu giira thuat todn ma luan &n cai tién va thuat toan 3 [33].

Bang 3.3: So sanh chi lénh tai dir liéu va luu dir liéu giita thudt toan cai tién va

thuat toan 3 [33].

Phuong phap Chi lénh tai | Chi lénh luu | Téng s6 chi Iénh
dar lidu dur lidu truy cap bo nho

Thuat toan 3 [33] 2(2s2+5) | 2(s*+5) 652 + 4s

Thuét toan 3.6 4s 4s 8s

(nh&n 256-bit va 384-bit)

Poi véi treong hep nhan 521-bit:

Do thanh phan NEON chi c6 16 thanh ghi 128-bit, nén khong du dé cai dat phép nhan
song song c6 d6 dai sé hang dau vao 1a 521-bit (duoc luu trong mang bo nhg 17 i,
mdi tir 32-bit) ma can ¢& 24 thanh ghi 128-bit. Boi vay, luan &n &p dung thuat toan
Karatsuba thong thudng két hop gitra ngdn ngit 1ap trinh C/NEON dé thyc hién phép
nhan 521-bit nhu sau:

- Pau tién, ta can thyc hién thém hai bo nhan 1a b nhan kép cho s6 hang nhan
288-Dbit (9 tir) va b nhan kép cho hai s6 hang 320-bit (10 tir). Cach thyc hién
tuong tu nhu ddi véi phép nhan kép c6 sé hang 256-bit.

- Tiép theo, ta &4p dung thuat toan Karatsuba pho thong véi 1 tang (level).
Phuong phap Karatsuba 1 tang dua trén cong b [17]. Theo d6, ching ta tach
s6 hang 521-bit (dugc luu trong 17 tir 32 bit) thanh 2 nira: Nira dau cd 8 tir va
nira sau ¢4 9 tir. CH hai cach tiép can thuong dung dé cai dat Karatsuba dugc
goi la Karatsub cong (additive) va Karatsub trir (subtractive). Gia st, ta nhan
kép 2 capsdhanglaM =A-BvaN =C-D,trongdd A=Ay -2%%° + 4,
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B =By -2%°+ B, vaC =Cy-2%°+C,, D= Dy-2%°+ D,. Phép nhan
képM =A-BvaN = C - D duogc tinh theo céng thirc cong sau:

Ay - By - 252 + [(Ay + A))(By + B)) — Ay -By — A, - B,] - 2%°°+ A, - B,

Cy Dy -2+ [(Cy +D,)(Cy+D,)—Cy-Dy—C,-D;]-2%°¢+C, - D,
Cac sb hang 4, B,, C;, D, c6 do dai 256-bit (8 tur), do vay cac cap phép nhan 4; - B
va C, - D; dugc thuc hién bang thuat todn nhan kép 8 tir ké thira tir bo nhan kép véi
d6 dai sé hang 256-bit. Cac sé hang Ay, By, Cy, Dy c6 d6 dai 288-bit (9 tir), do vay
c4c cap phép nhan Ay - By va Cy - Dy dugc thuc hién bang thudc toan nhan kép 9 tir
bang bo nhan kép voi do dai s6 hang 288-bit. Cac sb6 hang (A, + A,), (By +
B)),(Cy + C.), (Dy + D) c6 do dai 320-bit (10 tr), do vay cac cap phép nhan (A, +
A.) - By(By + B,) va (Cy + C,) - (Dy + D) duoc thuc hién bang thugc toan nhan
kép 10 tir bang bo nhan kép vai do dai sé hang 320-bit.

Thuat toan 3.7: Nhan karatsuba kép cho 521-bit
Pau vao: Bén sb hang c6 dd dai 17 tir 32bit A = Ay||A,, B = By||B, va C = Cy||C,,

D = Dy||D,

Paura:M =A-BvaN = C-D c6 dd dai 34 tr 32-hit

1. Tinh songsong M, = A, -B,vaN, =C, - D, {NEON, 256bit}
2. Tinh song song My, = Ay - By va Ny = Cy - Dy {NEON, 288bit }
3. Tinh Ay, = (Ay + AL), By, = (By + By) {C, 320bit}

4. Tinh Cy, = (Cy + Cp), Dy, = (Dy + Dy) {C, 320bit}

5. Tinh song song My, = Ay, - By, va Ny, = Cy, - Dy, {NEON, 320bit}
6. Tinh M = M. 2521 + (M), — My — M;).2%%¢ + M, {C}

7.Tinh N = Ny. 2521 + (Ny; — Ny — N;).2%°6 + N, {C}

3.4.3. Cdi tién thudt toan sé hoc trén dwong cong Elliptic

3.4.3.1 Céng diém

Nhu da trinh bay & cac muc trén, bat cr & dau xuét hién cap phép nhan trén F, ma dit
liéu cua chiing khdng phu thudc vao nhau thi ta c6 thé sir dung cac thuat toan nhan
kép di trinh bay & trén dé thuc hién nhan song song cap phép nhan nay. Nguyén Iy

nay ciing c6 thé ap dung cho phép binh phuong. Dé don gian cho qua trinh cai dit,
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luan &n khéng thuc hién cai dat phép binh phuong kép (song song hai phép binh
phuong) ma sir dung phép nhan kép dé thuc hién song song hai phép binh phuong.
Do trong phép cong diém va nhan d6i diém trén hé toa d6 Jacobi, cac phép nhan va
phép binh phuong (tham tri két hop gita nhan va binh phuong) c6 thé phan tach, to
chie thanh cac phép toan doc 1ap nhau, nén ta c6 thé ap dung thuit toan nhan kép vao
trong thuat toan nhan doi diém va cong diém. Dya trén thuat todn cong diém (thuat
toan 6) dugc trinh bay trong Explicit-Formulas Database [52], luan &n t6 chuc lai va
dé xuat thuat toan cong diém sir dung phép nhan kép theo thuat toan 3.7, véi dic diém
1a cac phép nhan, binh phuong thong thudng dugc to chire thanh cac cap phép nhan,
cap phép binh phuong hoac cap phép nhan va binh phuong ma c6 di li¢u doc lap véi
nhau nhu sau:

Thuat toan 3.8: Cong hai diém sir dung thuét toan nhan tuan tuw

Pauvao: P, = (X4,Y1,2,), P, = (X5, Y,, Z,) biéu dién trong hé toa do Jacobi

Paura: Py = P, + P, = (X3,Y5,7Z3)

1.T, = Z2
2.T, = Z2
3.U; =X, Ty
4.U, =X, T,

5.8,=Y,2Z,T,

6.5, =Y, Z, " Ty

7.H=U,—U,

8.1 =(2-H)?

9.]=H-1

10.R=2-(S,—S;)

11.V=U-I

12.X3=R%2—] =2V

13.Y, =R-(V—X3)—2-5,]

14.Z; = ((Z; + Z,)* =T, — T,) H

Thuit toan 3.9: Cong hai diém sir dung thuat toan nhan kép dwa trén SIMD
Pauvao: P, = (X4,Y1,2,), P, = (X5, Y,, Z,) biéu dién trong hé toa do Jacobi



Paura: P; = P, + P, = (X3,Y3,Z3)
1.7, = Z2,T, = Z2

2.U; =X, Ty, Uy =X, T,
3.8=2,"T,,S,=2,"Ty

4.5, =Y,"5,5, =Y,-S,
5H=U,—U,

6.1=2-H

7.1=1%T; = R?
7.J=H-LV=U;"1
8.R=2:(5,—-5)

10. X3 =Tz — ] =2V
11.T, =V — X,

12T =R-T5, T, =5, "]

11. Y, =T3-2-T,

12.Z3 = ((Z; + Z,)> =T, — T,) *H
3.4.3.2 Nhén déi diém
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{NEON}
{NEON}
{NEON}
{NEON}
{C}
{C}
{NEON}
{NEON}
{C}
{C}
{C}
{NEON}
{C}
{C}

Tuong tu nhu phép cong diém, dya trén thuat toan nhan doi diém (thuat toan 3.10)

duoc trinh bay trong Explicit-Formulas Database [56], luan &n t6 chuc lai va dé xuat

thuat toan nhan déi diém sir dung phép nhan kép theo thuat toan 3.11, véi dic diém

1a cac phép nhan, binh phuong thong thuong dugc to chirc thanh cac cap phép nhan,

cap phép binh phuong hoac cap phép nhan va binh phuong ma cé dit liéu doc lap vai

nhau nhu sau

Thuat toan 3.10: Nhan déi diém sir dung thuat toan nhan tuan tu

Pau vao: P; = (X;,Y,,Z,) biéu dién trong hé toa d6 Jacobi

Paura: P; = 2% P, = (X3,Ys,Z3)
1. T, = delta = Z?

2.T, = gamma = Y3

3.T, =beta=X,*T;

4.Ty =X, — T,

5.T, =X, +T,



6.T; = alpha =3T3+ T,
7.X; =T2 —8+T,
8.Z;=M+Z)*-T—Tp
0.Y; =T; % (4%T, — X3) — 8 T2

Thuat toan 3.11: Nhan déi diém sir dung thuat toan nhan kép dwa trén SIMD

Dau vao: P; = (X,,Ys,Z,) biéu dién trong hé toa do Jacobi

Paura: P; = 2 * P, = (X3,Ys3,Z3)

1. T, = delta = Z2, T, = gamma = Y2 {NEON}
2.T3 =X, —To {C}
3T, =X, +T, {C}
4.T, =beta =X, *T,T; =Tz * T, {NEON}
5.T; = alpha =3 T, {C}
6.Ts =Y, + 7, {C}
7.T, =TZTs =TZ {NEON}
8.X3=T,—8x%T, {C}
9.Z,=Ts—T, — T, {C}
10.T, =4 % T, — X5 {C}
12.T, =Ty % Ty, Ts = T? {NEON}
13.Y, =T, — 8+ T; {C}

So sanh thuat toan nhan gdc va thuat toan dé xuat sir dung nhan song song
Ta ky kiéu M, S la chi phép cta phép nhan va phép binh phwong thong thuong; Mt,
St 1a chi phi cua phép nhan kép (thuc hién hai phép nh&n song song) theo mé ta &
trong muc 3.4.2.
- Chi phi caa phép toan cong diém theo md hinh tuan ty 1a 11M + 5S [56], trong
khi d6 chi phi cua phép toan cong dé xuat 1a 5SMt + 2St + 1M + 1S. Do Mt <
2M va Mt < 2S, nén ta thay rang chi phi cua thuat toan dé xuét (thuét toan 7)
c6 hiéu qua tot hon chi phi cta thuat toan cong diém thong thuong.
- Chi phi ctia phép nhéan d6i diém tuan tu 12 3M + 5S [56], chi phi cua phép nhan
d6i diém dé xuat (thuat toan 9) 12 4Mt.

Bdng 3.4: So sdnh chi phi ciia thudt todn dé xudt
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Thuat toan Phép toan trén diém

Cong diém Nhén doi diém
Thuat toan tuan ty [56] 11M+5S 3M + 58
Thuat toan song song theo dé xuat | 5Mt + 2Mt + 1M +1S | 4Mt

3.4.4. Nhén vo hwong

Luan &n str dung thuat toan 3.3 dé nhan mot sé nguyén duong véi mot diém, trong d6
phép cong diém va phép nhan d6i diém sir dung thuat toan 3.9 va 3.11 dua trén thuat
toan nhan kép SIMD. Ngoai ra, dé tim NAF(K) sé& str dung thuat toan 3.5.

3.5. Thir nghiém va danh gia

3.5.1 M0 ta phuong thuc nghiém, kich ban

M4 thyc thi duoc viét bang ngdn ngit C va ngbn ngit assembly st dung thu vién
RELIC [54]. Mdi chtic nang dugc do nhd st dung hai vong lap 16ng nhau, véi n lan
lip cia mdi vong: trong d6 vong 1ap bén ngoai, thi cac dau vao duogc sinh ngau nhién
va vong lap bén trong s& thuc hién phép tinh toan can thiét vai dau vao lay tir vong
lip bén ngoai. Thoi gian tong cong duoc thuc hién bai thu tuc nay, duoc do bai ham
clock_gettime theo don vi nano gidy (nanosecond), s& dugc chia cho n? dé tao két qua
thoi gian trung binh cua phép toan. Ching ta chon n = 128 dé do cac phép toan ma
c6 thoi gian thyc thi nhanh (nhu phép cong, nhan... trong sb hoc truong hitu han), va
n = 32 cho cé4c phép toan cd thoi gian thuc hién 1au nhu phép nhan diém.

V¢ trinh bién dich va c4c tham sé khi bién dich:

e Dbi vai thiét bi Xilinx Zyng (ARMv7) chay hé diéu hanh Linux nhing, luan
an st dung trinh bién dich arm-xilinx-linux-gnueabi-gcc vai tuy chon dugc
thiét 1ap khi bién dich nhu sau:
arm-xilinx-linux-gnueabi-gcc -O2 -g -mcpu=cortex-a9 -march=armv7-a -mfpu=neon
-mfloat-abi=softfp -marm -Deb_choose=eb_choose_asm -DCORTEX=9

e DA véi thiét bi NXP IMX8M Kit (ARMVS8) chay hé diéu hanh Linux nhing,
luan an str dung trinh bién dich aarch64-linux-gnu-gcc phién ban 64bit vaéi cac
tly chon duoc thiét 1ap khi bién dich nhu sau:

aarch64-linux-gnu-gcc -pipe -std=c99 -Wall -O2 -g -march=armv8-a+crypto+crc -

mtune=cortex-a53
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Céac macro thyc hién do thoi gian thuc thi ciia mgt chire nang:

e Macro BENCH_BEGIN: Bit dau thuc hién do thoi gian thuc thi cia mot chuc

nang

#define BENCH_BEGIN(LABEL) \
bench_reset(); \
util_print("BENCH: " LABEL "%#c =", (int)(32 - strlen(LABEL)), ' ); \
for (int _b=0; _b <BENCH; _b++) { \

e Macro BENCH_END: Hién thij thai gian trung binh caa mdi lan thyuc thi mot

chirc nang

#define BENCH_END \
} \
bench_compute(BENCH * BENCH); \
bench_print() \

e Macro BENCH_ADD: Po thai gian thyc thi cua ting 1an chay mét chirc ning,
cong thoi gian nay vao tong thoi gian thuce thi dé tinh thoi gian trung binh
#define BENCH_ADD(FUNCTION)
FUNCTION;
bench_before();
for (int_b=0; b <BENCH; b++){
FUNCTION;

}
bench_after();

— = = = = —

Vi du dé do thoi gian cita phép toan nhin trén trén trwong GF(p) trong hai
troeong hop:
/* Trwdng hop 1: Do thdi gian thwe hién hai phép nhan chwa cai tién */
BENCH_BEGIN("dual fp_mul") {
fp_rand(a);
fp_rand(b);
BENCH_ADD(fp_mul(c, a, b));
BENCH_ADD(fp_mul(c, a, b));

}
BENCH_END;
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/* Tredng hop 2: Do thoi gian thwc hién 2 phép nhan song song st sung NEON */
BENCH_BEGIN("fp_mul_dual_neon") {

fp_rand(a);

fp_rand(b);

BENCH_ADD(fp_mul_dual_neon(c, d, a, b, a, b));
}
BENCH_END;

Kich ban tién hanh danh gia hiéu qua:

Sau khi cai dat thuat toan dé xuat, luan an tién hanh danh hiéu qua cua thuat toan so
Vi thuat toan chua cai tién (thuat toan mac dinh trong thu vién RELIC). C4c so sanh
duoc lan luot chay trén hai nén vi xir Iy ARMv7 va ARMvS (luu ¥ 1a thuc nghiém ¢
day khong so sanh két qua cua thuat toan dé xuat gitra hai nén vi xir Iy ARMV7 va
ARMvS). Duéi day 1a két qua chay thuat toan dé xuat (sir dung thanh phan NEON/C)
va thuat toan mic dinh (viét bang ngon ngit C) trong trudng GF(P) va trén dudng
cong Curve NIST-P256.

3.5.2 Thar nghigm trén ARMv7

Céc két qua thir nghiém sau day duoc thuc hién trén nén tang phan cang: Xilinx Zyng
Kit [49] véi vi xir Iy ARMV7 ¢6 tée do 1.3 GHz, chay hé diéu hanh Linux nhing.
Cong cu phat trién duoc sir dung cho thir nghiém la arm-xilinx-linux-gnueabi-gcc,
phién ban 4.8.3 dé bién dich chuong trinh. Luan an thuc hién cac thir nghiém cho
thuat toan nhan da dé xuat d6i voi ba dudng cong: Curve NIST-P256, Curve NIST-
P384, va Curve NIST-P521.

Cac két qua thir nghiém véi ARMv7 duoc trinh bay trong cac Bang 3.5, 3.6, va 3.7.
Bang 3.5 1a két qua thuc hién véi cac phép toan s6 hoc trén F,. Bang 3.6 la két qua
thuc hién véi phép toan sb hoc diém trén dudng cong E(F,,). Bang 3.7 la két qua thuc
hi¢n vei cac ham nguyeén thiy mat ma dya trén dwong cong E(F,).

Sau bang thng ke, 1a cac hinh biéu d6 so sanh hiéu qua thyc thi cua cac phép toan
(s6 hoc, giao thirc) trén duong cong elliptic trong hai truong hop:

e Khi tich hop thuat toan dé xuat (nhan kép) thé hién bang mau xanh
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e Khi st dung cac phép tinh mic dinh (nhan tuan ty) thé hién biang mau vang
trong thu vién RELIC.

Nhu trinh bay trén Bang 3.5, hinh 3.4 va hinh 3.5 la thir nghiém danh gia so sanh gitra
thoi gian thuc hién mot phép nhan kép va thoi gian thuc hién hai phép nhan (Mul)
tuan tu hodc hai phép binh phuong (Sqr) tuan ty (phép toan mic dinh trong thu vién
RELIC). Két qua & cot cudi cuing cho ta thdy, d6i v6i phép nhan va phép binh phuong:
thuat toan dé xuat nhanh hon 1an luot 12 khoang 30% va 20% so véi thuat toan mac
dinh trong thu vién RELIC.
Giai thich: O cot cudi cuing cua bang dudi la ty s6 gitra phép nhan kép va phép nhan
tuan tu, ty s6 nay phu thudc vao kich thudce (4o dai bit) cua cac sé hang va loai phép
toan (nhan hay binh phuong). Nhu trong bang, thi ty sé nay chay tir 0.69 dén 0.78,
nghia 13 phép toan dé xuat (nhan kép) thuc hién chi bang 69% dén 78% so vai phép
toan thong thudng (nhan tuan tu), hay phép toan dé xuat nhanh hon phép toan thong
thuong ¢ khoang 20% dén 30%.
Bdng 3.5: Thoi gian thye hién ciia phép todn sé hoc trén ARMv7

Do dai | Phép toan sé | Thai gian (10% nano gidy) Ty s6
bit hoc trén Fp Nhan kép Nhan tuan tu (nhan kép /
nhan tuan ty)
256 mul 4.9 6.9 0.71
sqr 4.9 6.3 0.78
384 mul 9.2 135 0.68
sqr 9.2 13.0 0.71
521 mul 19.6 28.6 0.69
sqr 19.6 28 0.7

Nhu trinh bay trén Bang 3.6 la thir nghiém danh gia so sanh gitra thoi gian thuc hién
cua phép cong diém (Add), nhan d6i diém (Dbl) va nhan vo huéng (k.P) cua thuat
toan dé xuat (str dung nhan kép) véi thoi gian thuc hién cac phép toan mic dinh (nhan

tuan ty) twong tng trong thu vién RELIC. Két qua ¢ cot cudi cing cho ta thay, dbi
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Vvé6i thuat toan dé xuat (sir dung thanh phan NEON) nhanh hon khoang tir 20 dén 30%
S0 V&i thuat todn mac dinh trong thu vién RELIC.

Bdng 3.6: Thoi gian thire hién ciia phép todn sé hoc diém trén ARMv7

Do dai | Phép toan sé hoc Thai gian (10° nano giay) Ty s6
bit E(F,) Nhan kép Nhan tuanty | (nhan kép /
nhan tuan tu)
256 Cong diém (Add) 43 57.2 0.75
Nhan d6i diém (Dbl) | 21.8 30.3 0.72
Nhan v6 huéng (k.P) | 8742 10770 0.81
384 Cong diém (Add) 81.5 107.8 0.76
Nhan déi diém (Dbl) | 40.6 57.3 0.71
Nhan v6 huéng 23672 29476 0.80
521 Cong diém (Add) 176.5 238.5 0.74
Nhan d6i diém (Dbl) | 87.8 125.2 0.70
Nhan vé huéng (k.P) | 68243 85689 0.80

Nhu trinh bay trén Bang 3.7 1a danh gia hiéu qua thuc thi cta hai giao thiec mat ma
(ECDH, ECDSA) khi di tich hop thuat toan dé xuat (dua trén NEON) va khi thyc
thi giao thirc nguyén thity trong thu vién RELIC. Trén nén ARMV7, céc tinh hop thuat
toan dé& xuat cho giao thiec ECDH va ECDSA ting khoang tir 10% dén 20% so Vi
nguyén thuy.

Bang 3.7: Thoi gian thuc hién cua tinh toan trong giao thuc ECDSA va ECDH trén

ARMv7

b6 dai | Giao thac dya trén Thai gian (10° nano giay) Ty s6
bit E(F,) Nhan kép Nhan tuan tgy | (nhan kép /
nhan tuan ty)
256 ECDH 9.0 11.2 0.8
ECMQV 12.1 14.2 0.85

ECDSA Sig 4.9 53 0.92
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ECDSA Ver 12.6 14.7 0.86
384 ECDH 23.4 29.3 0.80
ECMQV 31.2 36.7 0.85
ECDSA Sig 126 13.6 0.93
ECDSA Ver 325 373 0.87
521 ECDH 69.4 86.9 0.80
ECDSA Sig 36.1 39.3 0.92
ECDSA Ver 74.8 85.0 0.88

10r6ns  ECDH (ARMvV7)
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Hinh 3.4. So sdnh thoi gian thuc hién cia giao thirc ECDH trén ARMv7
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Hinh 3.6: So sdnh thoi gian thuc hién cia thudt toan kiém tra chiv ky s6 ECDSA
trén ARMv7

3.5.3 Thar nghiém trén ARMv8

Cac két qua thir nghiém sau ddy dugc thuc hién trén nén tang phan cang: NXP
IMX8M Kit [47] (vi xtr Iy ARMVS téc d6 1.5 GHz) chay hé diéu hanh Linux nhing.
Luan &n st dung cong cu phat trién aarch64-linux-gnu-gec dé bién dich chwong trinh.
Cac thtr nghiém duoc thuc hién cho thuat todn nhan da dé xuat va thuat toan mic dinh
trong thu vién RELIC ddi véi ba duong cong: Curve NIST-P256, Curve NIST-P384,
va Curve NIST-P521.

Cac két qua thir nghiém véi ARMv8 duoc trinh bay trong céc Bang 3.8, 3.9, va 3.10.
Bang 3.8 1a két qua thuc hién véi cac phép toan s6 hoc trén F,. Bang 3.9 la két qua
thuc hién véi phép toan s6 hoc diém trén duong cong E(F,). Bang 3.10 la két qua
thuc hi¢n véi cac ham nguyén thiy mat ma duya trén duong cong E(F,,) véi ARMVS.
Nhu trinh bay trén Bang 3.8 la thir nghiém danh gié so sanh gitra thoi gian thuc hién
mot phép nhan kép va thoi gian thyc hién hai phép nhan (Mul) hoac hai phép binh
phuong (Sqr) tudn ty (phép toan mic dinh trong thu vién RELIC). Két qua & cot cudi
cuing cho ta thay, dbi véi phép nhan va phép binh phuong: thuat todn dé xuat nhanh
hon lan luot 12 khoang 40% va 25% so véi thuat toan mic dinh trong thu vién RELIC.

Bdng 3.8: Thoi gian thiee hién ciia phép todn sé hoc trén ARMvS

Do dai | Phép toan sb | Thoi gian (10 nano gidy) Ty s6

bit hoc trén Fp Nhan kép Nhan tuan tu
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(nhén kép / nhan
tuan ty)
256 mul 1.8 2.9 0.62
sqr 1.8 24 0.75
384 mul 3.6 6.1 0.60
sqr 3.6 51 0.71
521 mul 8.4 13.8 0.61
sqr 8.4 11.0 0.76

Nhu trinh bay trén Bang 3.9 Ia thur nghiém danh gia so sanh giira thoi gian thyc hién
cua phép cong diém (Add), nhan d6i diém (Dbl) va nhan vo huéng (k.P) caa thuat
toan dé xuat véi thoi gian thuc hién cac phép toan mac dinh tuong tng trong thu vién
RELIC. Két qua ¢ cot cudi cling cho ta thay, ddi vai thuat toan dé xuat (st dung thanh
phan NEON) nhanh hon khoang tir 20 dén 30% so v&i thuat todn mic dinh trong thu
vién RELIC.

Bdng 3.9: Thoi gian thuce hién ciia phép todn sé hoc diém trén ARMvS

Do dai | Phép toan sé hoc Thoi gian (10° nano giay) Ty sb
bit E(F,) Nhan kép Nhantuante | (nhan kép /
nhan tuan tu)
256 Cong diém (Add) 16.2 22.8 0.71
Nhan d6i diém (Dbl) 8.4 12.2 0.69
Nhan v6 huéng (k.P) | 3376 4149 0.81
384 Cong diém (Add) 32.7 47.6 0.69
Nhan d6i diém (Dbl) 17.5 24.0 0.73
Nhan v6 huéng 9645 12409 0.78
521 Cong diém (Add) 74.9 100.8 0.74
Nhan d6i diém (Dbl) 37.6 50.3 0.75
Nhan v6 huéng (k.P) | 28696 34825 0.82

Nhu trinh bay trén Bang 3.10 la danh gia hiéu qua thuc thi caa hai giao thirc mat mé
(ECDH, ECDSA) khi di tich hop thuat toan dé xuat (dua trén NEON) va khi thyc
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thi giao thic nguyén thay trong thu vién RELIC. Trén nén ARMvS, cac tinh hop thuat
toan dé xuat cho giao thic ECDH va ECDSA ting khoang tir 10% dén 20% so véi
nguyén thuy.

Bang 3.10: Thoi gian thuc hién cua tinh toan trong giao thirc ECDSA va ECDH
trén ARMv8

bo dai | Giao thuc dya trén Thoi gian (10° nano gidy) Ty s6
bit E(E) Nhan kép Nhantuanty | (nhan kép /
nhan tuan tu)
256 ECDH 3.4 4.2 0.81
ECMQV 4.6 5.3 0.86
ECDSA Sig 1.8 2.0 0.90
ECDSA Ver 4.7 5.5 0.85
384 ECDH 9.7 12.6 0.77
ECMQV 12.8 15.8 0.81
ECDSA Sig 5.1 5.8 0.88
ECDSA Ver 13.0 16.0 0.81
521 ECDH 28.6 34.8 0.82
ECMQV 37.8 43.1 0.88
ECDSA Sig 14.7 16.0 0.92
ECDSA Ver 37.1 42.9 0.86
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Hinh 3.7: So sanh thoi gian thuc hién cia giao thirc ECDH trén ARMv8
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Hinh 3.8: So sdnh thoi gian thyc hién cua thudt todn tao chir ky s6 ECDSA trén
ARMv8
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Hinh 3.9: So sdnh thoi gian thuc hién cua thudt toan kiém tra chir ky s6 ECDSA
trén ARMv8

3.6. Két luan chwong 3

Chuong 3 cua luan an tap trung cai tién téc d6 cho cac thuat todn mat ma dua trén
duong cong Elliptic trén truong s6 nguyén t dua trén dé xuat cai tién thuat toan NAF
va khai thac dac diém phan cang trén nén vi xa ly ARM (ca ARMv7 va ARMVvS) dé
nang cao hiéu qua cua cac phép todn s6 hoc (cong, nhan ddi va nhan vo hudng) trén
duong cong Elliptic trong truong s6 nguyén td. Cac két qua chinh cta chuong 3 dugc
trinh bay trong hai cong trinh céng bd [J2, J3].

Trén co s¢ nghién ctu, luan 4n da dé xuat mot thuat toan cho viéc tim dang biéu dién
khong lién k& NAF ctia mot s6 nguyén k cho trude. Thuat toan nay tiét kiém duoc ba

phép tinh sb hoc so véi thuat toan nguyén thay. Tiép theo, voi dang biéu dién hau
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khong lién k& aNAF méi caa sb k, luan &an da dé& xuat rat gon mot phép tinh binh
phuong khi thyc hién phép “binh phuong — nhan” d6i voi phép tinh lity thira k trén
cac truong hitu han, hodc twong @ng mot phép tinh gap doi khi thuc hién phép “gap
d6i - cong” trong phép nhan diém trén duong cong elliptic.

Dua trén dic diém SIMD trén vi xir Iy ARM, luan an da dé xuit cai tién thuat toan
cong diém va nhan doi diém nhd phuong phap nhom theo tirng cip phép nhan, theo
cip phép binh phuong hoic két hop cap cua phép nhan va phép binh phuong. Céc két
qua thuc nghiém da chang to hidu qua cua thuat toan dé xuat nhu sau:

- Tang khoang tir 20% dén 30% d6i véi phép toan co ban (cong, nhan doi, nhan vo
hudng) so véi thuat toan mac dinh trong thu vién RELIC

- Tang tir 10% dén 20% trong céc tinh toan cua giao thixe ECDH va ECDSA so Voi
cac tinh toan mac dinh trong thu vién RELIC.

Cac thyuc nghiém danh gia két qua dugc so sanh trén cling mot nén tang phan cing
(ARMV7 hoic ARMv8) va phan mém
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KET LUAN
Cac hé thdng nhing duya trén vi xt Iy ARM dang dugc ang dung rong réi trén nhiéu
dong thiét bi hién nay nhu: Thiét bi di dong, may tinh bang, thiét bi 10T, cac hé thong
nhiing trén phuong tién giao thong. ... Diac diém chung cua hé thong nhing 1a han ché
vé tai nguyén va ning lyc xur Iy. Mic du cdu hinh cua nhiéu thiét bj da duoc cai thién
dang ké, song so véi cac may tinh c6 ning luc xi Iy manh, cac hé théng nhung thudng
¢6 kich thuéc nho hon, kha nang xir ly yéu hon, bd nhd nho hon va yéu cau tiéu thu
it nang luong do st dung ngudn pin. Viéc trién khai cac giai phap an toan bao mat
thong tin cho cac hé théng nhing cé thém nhiéu thach thirc so vai cac hé théng may
tinh truyén thong.
Hé mat duong cong Elliptic d3 duoc dé xuat cho cac hé thong nhing do kich thuéc
khoa nho hon nhiéu so véi cac hé mat khoa cong khai khéac. Cac lugc ¢6 ma héa ECC
d3 dugc dé xuat dién hinh 1a luge dd thoa thuan khéa Diffie Hellman trén duong cong
elliptic (ECDH) va thuat toan chir ky s trén duong cong elliptic (ECDSA). ECC ¢
nhiéu wu viét va phi hop cho bao mat di liéu trén cac thiét bi nhdng. Tuy nhién, viéc
nghién ctru dua ra cac thuat todn an toan va hiéu qua cho ECC trong cac hé thdng
nhlng c6 tai nguyén han ché van dang 1a van dé c6 nhiéu thach thirc (thuc thi, dap
ung thoi gian thyc, tai nguyén su dung...)
Luan an tap trung vao nghién ctru cac giai phap cai tién vé hiéu qua khi trién khai cac
thuat toan, luoc dd thoa thuan khoa, ky sé dua trén hé mat duong cong Elliptic trén
cac hé thong, vi xtr ly nhing (chu yéu 1a dong ARM Cortex-A) dugc st dung phd
bién trong thyc tién. CAc giai phap dugc dé xuat trong luan an da gop phan tang cuong
kha ning bao mat thdng tin trén céc thiét bi nhung, dap @ng nhu cau cap thiét trong
thuc tién hién nay vé bao mat dit liéu, ngan chan tin céng nghe 1én va ro ri théng tin
ca nhan.
A. Dong gop moi caa luan an
- P& xuit phuong phap nhan phan tang hai s6 hang trén truong hitu han dua trén hai
thuat todn nhan co ban I thuat toan nhan theo phuong phap phd théng va thuat toan

nhan theo phuong phap Karatsuba. Véi phuong phap phén tang, luan an di xay dung
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duoc thuat todn nhan ¢ chi phi tét nhit trong cac truong hop cu thé ciing nhu dua ra
cong thirc dé xac dinh chi phi cua thuat toan d6. Thuat toan dé& xuat da duoc kiém
chang vé tinh hiéu qua trén nén vi xur Iy nhing ARMv7 va ARMVS.

- P& xuat, cai tién thuat toan nhan vo hudng (nhan gitra mot diém va mot sé nguyén
duong) cua hé mat dudng cong Elliptic trén treong nguyén té dua trén dé xuat cai
tién thuat toan NAF va dé& xuat nang cao hiéu qua cua cac phép toan sé hoc (cong
diém, nhan d6i diém) theo phwong phap song song hai phép nhan.

B. Panh gia wu nhwoc diém caa cac dé xuat trong luiin 4n va hwéng phat trién
tiép theo cia dé tai

% Uu diém: Cac dé xuat nang cao hiéu qua vé st dung mat ma duong cong
elliptic trén thiét bi nhing trong luan &n s& gop phan ting cuong kha ning bao
mat théng tin trén cac thiét bi nhung. Dic biét co y nghia trong linh vuc an
ninh qudc phong: Kha niang mém déo ¢ tly bién tham s6, ban dia hoa thuat
toan, kha niang dap ung thoi gian thuc doi véi cac phan mém bao mat.

% Nhuoc diém va han ché: Thuat toan nhan phan tang dugc xay dung trén trén
co s hai thuat toan co ban Ia thuat toan theo phwong phéap phd thong va thuat
toan nhan theo phuong phap Karatsuba. Tuy nhién, can ¢ nhiing nghién cau
dé xuat thuat toan phan tang dua trén cac thuat toan co s& khac ciing nhu cho
phép toan khac nhu: modulo, binh phuong...

< Pé xuat huéng nghién cau tiép theo:

o Nghién ctru dé xuat thuat todn phan tang dua trén cac thuat toan co s
khac ciing nhu cho phép toan khac trong truong hiru han: modulo, binh
phuong...

o Nang cao hiéu qua cac cac lugc d6, thuat todn mat ma duwa trén ECC
cho céc hé vi xtr Iy nhiing khac nhu dong ARM Cortex-M.

o Nghién ctru dam bao an toan chong lai tan cong kénh ké cho céc thuat

to4n mat ma caa hé mat ECC hoat dong trén nén vi xt Iy nhing.
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