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MO PAU

Tinh cap thiét cia dé tai luan an

Céc thiét bi tinh toan nhing (goi tat 1 cac hé théng nhung)
dang duoc (ng dung rong réi trong nhiéu linh vuc, dién hinh nhu
trong cé4c thiét bi 10T (Internet of Things), thiét bi di dong, thiét
bi cam tay, may tinh bang, thé théng minh, cac bo diéu khién
trong xe 6 t6, cac bo cam bién méi truong, cac hop ky thuat
sb,...Theo thong ke, cac thiét bi sir dung hé thong nhang chiém
t6i 90% cac thiét bi tinh toan hién nay. Do ching loai va mai
truong két ndi da dang, nhu cau bao dam an toan va bao mat
thdng tin cho céc thiét bi di dong néi chung va cac hé thong
nhiing no6i riéng dang tré nén cap thiét. Mot ly do nita 1a nhiing
thiét bi nay thuong la khong day, kha nang truy cap vat ly moi
lGc - moi noi, vin dé an toan bao mat dir liéu va bao vé truy cap
dé ngan chan tan cong nghe 1én va rod ri thong tin ca nhan Ia rat
quan trong.

Dic diém chung cua céc hé thong nhang 1a c6 han ché vé tai
nguyén va nang luc xu ly. Viéc trién khai cac giai phap an toan
bao mat théng tin cho cac hé thong nhdng c6 thém nhiéu thach
thirc so véi cac hé théng may tinh truyén thong.

Muc tiéu nghién ctru

Nghién ciru, dé xuat cac giai phap dé nang cao hiéu qua thuc
thi mot sé thuat todn mat ma duong cong elliptic trén nén hé
thong nhing str dung vi xi Iy ARM, d¢am bao hiéu qua veé toc do
tinh toan, tai nguyén sir dung va an toan trong su dung.

Y nghia khoa hoc va déng gop

Céc giai phap duoc d& xuit trong luan an s& g6p phan ting
cuong kha ning bao mat thdng tin trén céc thiét bi nhing, dap



rng nhu cau cap thiét trong thyc tién hién nay vé bao mat dit liéu,
ngan chan tin cong nghe 1én va ro ri thdng tin ca nhan. Luan an
gom c6 02 dong gop sau:

1) Dé xuat phwong phdp nhdn phdn tang hai sé hang trén
trirong hizu han dyea trén hai thudt roan nhdn co ban la thugt toan
nhan theo phirong phdp phé théng va thugt toan nhan theo
phuwong phdp Karatsuba. Véi phwong phdp phan tang, lugn an
dd xdy dwng dwoc thugdt toan nhan cé chi phi tét nhdt trong céac
trieong hop cu thé ciing nhw diea ra cong thire dé xdc dinh chi phi
cua thudt toan dé. Thudt todn dé xudt da duwoc Kiém ching vé tinh
hiéu qud trén nén vi xir Iy nhing ARMv7 va ARMVS.

2) Dé xudt, cdi tién thudt todn nhdn vé hwéng (nhan giza mét
diém va mgt sé nguyén dwong) cua hé mdt dwong cong Elliptic
trén triong nguyén to dua trén dé xudt cdi tién thudt toan NAF
va dé xuat nang cao hiéu qud cua cac phép toan sé hoc (cong
diém, nhdan déi diém) theo phwong phdp song song hai phép
nhan..

Bo cuc cia luan an

Noi dung luan an duogc trinh bay trong 3 chuong. Chuong 1.
Trinh bay téng quan cac van d& nghién ciru. Chuong 2 trinh bay
Nang cao hiéu qua cua phép nhan sé hoc trong truong nhi phan
trén vi xtir ly ARM. Chuong 3 trinh bay nang cao hiéu qua phép
nhan vé huéng cia hé mat ECC trong trudng nguyén tb trén vi
vir Iy ARM.
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CHUONG 1. TONG QUAN CAC VAN PE NGHIEN CUU

1.1. Hé théng nhiing

Hé théng nhiing (Embedded System) 1a mét thuat ngit thuong
dung dé chi mot thiét bi tinh toan dic biét, c6 tich hop ca phan
cing va phan mém phuc vu cac tng dung chuyén dung trong
nhiéu linh vuc cua doi sdng hién nay. Khac vai cac hé théng phd
bién khac, vi du nhu cac may tinh da ning hay nhiéu hé thong
may tinh trong diéu khién cong nghiép, cac hé thdng nhing
thuong c6 kich thude nho hon, kha nang xir Iy yéu hon, by nh
nho hon va yéu cau tiéu thy it nang luong [10, 11].

Mot hé thdng nhiing gém ba thanh phan chinh: 1) Phan cimng;
2) Phan mém tng dung; 3) Hé diéu hanh hoac mot hé théng thoi
gian thuc (RTOS).

1.2. Bp vi xir ly ARM trong hé théng nhang

1.2.1. Kién tric ARM (Advanced RISC Machine)

ARM I3 viét tit cua Advanced RISC machines, thuc chat Ia
mét kién trdc bo xu 1y sir dung tap 1énh rat gon (RISC = Reduced
Instructions Set Computer). Kién tric RISC ti wu hoa cac duong
dan trén mach, gidp giam muc tiéu thu dién nang, tiét kiém dién
tich, yéu cau tan nhiét thap, cung cip murc hiéu suat vuot troi, ly
tudng cho cac thiét bi nho gon c6 tai nguyén han ché.

1.2.2. Céc vi xir ly ARM trong thyc té

Céc phién ban ARM da dugc phat trién trai rong tir ARMv1
(nam 1985) dén ARMvS (ndm 2012) [5], va hién nay méi nhat
ARMV9 (nim 2021),

1.2.3. Kién trtic mé rong NEON cho ARM

Kién trtic tinh toan song song don 1énh-da dit liéu (SIMD =

Single Instruction Multiple Data) dugc dua vao cac bd vi xu ly



ARM tir phién ban 6 (ARMv®6). Tir phién ban 7 (ARMv7), b vi
xt Iy ARM hd trg engine tich hop mét sé thuat toan da dugc ciing
hoa sin dwoc goi la thanh phan NEON. NEON thuc chit 14 thanh
phan déng xir Iy duoc tich hop vao trong cac dong vi xir Iy ARM
[4], dién hinh nhu Cortex-A8, Cortex-A9, Cortex-A15, Cortex-

T l
i ok

Hinh 1.1: Phép toan cong 8 b|t tren 4 Ian su dung 1 chi I1€nh
SIMD trén ARMv6

ARMV7 ¢0 13 thanh ghi 32 bit cho muc dich chung dugc ky hiéu
la tir RO — R12. Thanh phan NEON trong kién tric ARMV7 st
dung cac thanh ghi dac biét, nhitng thanh ghi nay tach biét vai
cac thanh ghi muc dich chung va dugc biéu dién ¢ dang thanh
ghi D hai tir (64-bit) hoac thanh ghi Q 128-bit (bdn tir). Hinh dudi
day minh hoa cau trdc thanh ghi trong ARMV7.

‘ Vector
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Do D1 D2 D3 D4 D5

S0 ‘ 51 S2 } S3 54 ‘ S5 S6 l s7 S8 | ] s10 |511

Hinh 1.2: Cau trdc cua cac thanh ghi NEON trén ARMv7
ARMV8 c6 kién tric 64-bit, kién tric nay co tap chi lénh méi
(AARCH®4). Kién tric ARMv8 c6 31 thanh ghi muc dich chung
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(X0-X30), day la nhiing thanh ghi 64-bit va nira thip ciia moi
thanh ghi nay dugc ky hién 1a WO-W30, duoc biéu dién nhu hinh
Sau

163 32)31 0
T

| [ !
| Wn |

Hinh 1.3: Céac thanh ghxintrong kién tric ARMvS
Nhitng vector nay cd thé c6 d6 rong 128-bit vai hai hozc nhiéu
phan tir; hodc 1a thanh ghi c6 d6 rong 64-bit vai mot hodc nhiéu
phan tir.

8b7 I 8b6 [ 8b5 [ 8b4 8b3 I 8b2 I 8b1 [ 8b0 | Vn.8b

Vn.2s[1] [ Vn.2s[0] Vn.2s

16b15 I 16b14 [ 16b13[ 16b12[ 16b11 I 16b10| 16b9 I 16b8 16b7 I 16b6 I 16b5 ‘ 16b4 16b3 I 16b2 I 16b1 ‘ 16b0 | Vn.16b

Vnas(3] Vnas(2] Vnas[1] Vn.as(o] Vnds

Vn.2d[1] Vn.2d[0] vn.2d

Hinh 1.4: Truy nhap trén thanh ghi ARMv8

1.2.4. Lap trinh NEON trén kién trac ARM

GNU GCC cung cip cac tiy chon vector cho mi C dé sinh ra
ma NEON. Dé cai thién hiéu suat thyc hién cua hé thong dya trén
NEON, c6 hai phuwong phép dé viét ma lap trinh 14 sir dung chi
I&nh noi tai NEON (intrinsic) hoac lap trinh tryc tiép bang ngon
ngit Assembly [19]. Cac budc co ban dé viét doan ma sir dung
tinh toan trong NEON la: tai dix liéu, thuc hién tinh toan va luu
di liéu.

1.3. An toan va bao mat thang tin trén h¢ théng nhing

1.3.1 Céc théach thirc khi xay dung hé thong nhing

S0 V6i cac may tinh c6 nang luc xir Iy manh, cac hé thdng
nhiing thudng c6 kich thudc nho hon, kha ning xir ly yéu hon,



bo nhd nho hon va yéu cau tiéu thu it nang luong. Viéc trién khai
cac giai phap an toan bao mat théng tin cho céc hé théng nhing
c6 thém nhiéu thach thac so véi cac hé théng may tinh truyén
thong.

1.3.2 Mat mé trén hé thong nhing

Dé bao dam an toan va bao mat dit liéu cho hé théng nhing,
cac thuat toan ma héa sir dung ma khdi va hé ma hoa cong khai
cling duoc sir dung, song can duoc phét trién phi hop trong moi
truong thiét bi nhing.

Mat ma ECC di c6 nhitng tinh chat wu viét hon vé yéu cau bo
nhé, ning lyc tinh todn so véi cac hé thdng mat ma khac. Tuy
nhién, d6i véi céc thiét bi nhing c6 nén tang phan cing va tai
nguy@n han ché, viéc nghién ctu cac giai phap nham trién khai
hiéu qua hé thong mat ma ECC trén méi truong thuc té ndi chung
va trén nén céc thiét bj tinh todn nhdng néi riéng van con cé
nhitng han ché va van dang 1a chu dé duoc quan tam trong cong
ddng nghién ctru ciing nhu trong thuc té trién khai trén thé gisi.

1.4. Hé mat dwong cong Elliptic va wng dung

Hé mat duwong cong Elliptic (ECC - Ellicpic Curve
Cryptography) 1a mot hé mat phé bién duogc cai dat trén céc thiét
bi tinh toan nhing do kich thudc khéa nho hon nhiéu so véi cac
hé mat khac [6]. Trong phan nay, luan an tom lugc nhitng dic
diém co ban caa hé¢ mat ECC

1.4.1. Céch biéu dién diém trén truong hiru han

C6 ba dang tao do co ban thuong dugc stir dung. Do 1a toa do
quan hé (Affine coordinate), toa do chiéu (Projective coordinate)
va toa do nén [7].
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1.4.2 Ung dung cua hé mat dya trén dudng cong Elliptic

C6 nhiéu ung dung dugc phat trién trén nén mat ma duong
cong elliptic, trong s6 d6 phai ké dén la thuat toan chir ky s6
ECDSA, thuat toan trao d6i kh6a ECDH, ECMQV, ECHMQV,
thuat toan ma héa ECIES... Céc tng dung nay déu xay dung trén
nén ECC véi phép tinh mat ma co ban 1a phép nhan vé hudng
ciia mot diém trén duong cong voi mot sé nguyén.

1.4.3 Ung dung ECDH va ECDSA trong bao mat truyén di
liéu trén thiét bi nhing.

IKEvV2 [57] va TLS [58] la hai giao thuc trao d6i khoa pho
bién hién nay ma sir dung giao thtc trao d6i khda ECDH va giao
thire ky s6 ECDSA. IKEvV2 1a mét giao thuc trao d6i khéa cho
IPSec VPN, trong khi d6 TLS duogc sur dung lam giao thc trao
ddi khoa cho OpenVPN.

1.5. Hiéu qua sir dung mat ma dwong cong Elliptic trén
thiét bi nhang va cac nghién ciu lién quan

1.5.1. Sir dung mat ma duong cong Elliptic trén thiét bi nhing
Phan cap cua cac phép toan sé hoc co ban trén EC nhu hinh dudi
day:

FF - Cong/Trir FF - Nhan
(Add/Sub) [(

FF - Binh phuong | /!
(Square)

1.5.2. Céc nghién ctu lién quan
Céc nghién ctu lién quan c6 thé dugc phan chia thanh 3 nhém
chinh 1a: 1) Cai tién thuat toan va lya chon tham s phu hop; 2)
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Ap dung céc ky thuat dac thu cho thiét bi nhing; 3) Giai phap sir
dung phan cing dac tha trén thiét bi nhing.

1.5.3. Banh gia, nhan xét
M#t s6 han ché ciia nhitng phwong phép nghién ciru truéc dé
la:
a) Panh gia hiéu qua thuat toan vé mit toan hoc:
Theo hiéu biét ciia chung toi thi cho dén nay viéc danh gia cac
thuat toan nhan sb 16n chi dua vao tiéu chi “Thudt todn dwoc coi
1a hiéu qud hon néu c6 sé phép nhdn co ban it hon”. Do Vay,
viéc phan rd, danh gi4 bai toan thuong chi tinh dén phép nhan ma
bo qua phép cong (nguyén nhén do cac vi xtr 1y trude day co thoi
gian thuc hién phép nhan I6n hon nhiéu lan so véi thoi gian thyuc
hién phép cong).
b) Vé mit cdng nghé
+ Nhém 1: Cai tién thuat toan va lua chon tham sé phu hop, ¢6
han ché: Tham sé tinh nhanh thuong c6 d6 an toan thip hon, thuat
toan chua phii hop véi thiét bi ngudn tai nguyén han ché.
+ Nhom 2: Ap dung cac ky thuat lap trinh dac thu cho thiét bi
nhing (ngdn ngir bac thap ASM, k¥ thuat song song trén nhiéu
CPU). Han ché: Céc trinh bién dich méi da twong dbi t6i wu; cac
nghién cttu con roi rac chwa tich hop diy da vao ECDH, ECDSA.
+ Nhoém 3: Giai phap sir dung phan cimg dic thu trén thiét bj
nhang: co-processors: GPU; FPGA (Field Programmable Gate
Arrays); DSP; NEON. Han ché: Thuat toan cang nhic; kho tly
bién, ban dia h6a thuat toan.
Pinh huéng nghién cieu, phat trién cia luan an:
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Dé nang cao hiéu qua cho cac thuat toan ECDH, ECDSA trén
thiét bi nhang, luan 4an dinh huéng nghién ciru, dé xuat mot sb
giai phap dé nang cao hiéu suit, toc do tinh toan gom:
+ D& xuat phuong phap danh gia chi phi thuat toan chinh xac hon
+ Cai tién, nang cao hiéu qua thuat toan voi tham sb thay doi
duoc, va co thé hoat dong trén nén tang ARM
+ CO thé st dung tly bién, ban dia hda thuat toan mot cach dé
dang (dic biét trong linh vuc an ninh quéc phong); an toan trong
str dung
+ Céc nguyén thuy duoc tich hop dy du vao trong giao thuc
ECDH, ECDSA

1.5.4 C4c nén tang phan ctng sir dung trong luan &n
Hau hét cac san pham nhing hién nay déu sir dung vi xt Iy ARM
phién ban v7 (ARMv7) va v8 (ARMvS), do vay dé trién khai thuc
nghiém cac két qua dé xuét trong luan &n chdng tdi chon hai Kit
phét trién dai dién ma hd tro hai dong vi xi ly ndy. Cu thé, chiing
t6i chon ZesBoard (ZYNQ 7000) dé md phong két qua trén dong
vi xtr ly ARMV7 va Kit NXP IMX8M dé md phong két qua trén
dong vi xtr ly ARMvS.

1.6. Két luan chwong 1
Chuong 1 di di sau phan tich cic yéu cau can bao mat dit liéu
trén nén thiét bi nhang, cac giai phap nang cao hiéu qua hé mat
khéa cong khai Elliptic trén nén céc thiét bi nhiing (cai tién thuat
toan, sir dung cac tham sé dic biét; sir dung cac thanh phan tinh
toan nhanh GPU, DSP, FPGA,; sir dung cac dong xu Iy ...). Trong
céc giai phap nay, luan 4n ciing da phan tich nhimng wu diém va
han ché cua timg phuong phap. Trén co s d6 luan &n sé& tap trung
Vao giai phép cai tién thuat toan két hop véi sir dung dong xu ly
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(NEON) ma dugc tich hop san trén cac vi xir Iy tir ARMV7 tro
di.

CHUONG 2. NANG CAO HIEU QUA CUA PHEP NHAN
SO HQOC TRONG TRUONG NHI PHAN TREN VI XU LY
ARM

Chuong 2 ctia luan an trinh bay vé giai phap dé nang cao hiéu
qua ciia phép nhan sé hoc trén vi xtr Iy ARM bao gom: nghién
ctru md hinh, thuat todn nhan hiéu qua maéi véi chi phi thap nhat
va dé xuat cac thuat toan cai tién nham ting hiéu ning xir Iy dya
trén sy két hop cua thuat toan dé xuat va sy hd tro tinh toan song
song cua thanh phan NEON trén trudng nhi phan. Céc két qua
chinh cua chuong 2 dugc trinh bay trong ba cong trinh cong b
[J1, C1, C2].

2.1. Phép nhan va phép céng sé hoc co ban trong trwong
hiru han

2.1.1. Phép nhan phé théng

+ Nhan bang phuong phap quét sé6 hang (Operand-Scanning)

+ Nhan bang phuong phép quét tich (Product-Scanning)

2.1.2. Phép nhan sé nguyén 16n trong trudng nguyén té

Trong cai dat phan mém, phép nhan trong truong nguyén to
duoc thyc hién trong cac bo nhan hd tro san trong vi xir ly (ALU)
hozc bo bang phan ctig dugc nhling vao trong cac vi xir ly nhiing

2.1.3 Phép nhan trong truong nhi phan

Trén phan mém, phép nhan trong truong nhi phan sir dung két
hop gitra phép toan EOR (exclusive-or) va phép toan dich bit. Do
cac vi xtr ly khdng hd trg cac bo nhan nhi phan chuyén dung, nén
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thuc hién phép toan nhén trén trueong nhi phan sé cham hon thyc
hién phép nhan trén truong nguyén tb.

2.1.4. Xac dinh ty sb gitra phép nhan va phép cong trén vi xir
ly ARMv7/v8

Muc nay sé& xac dinh ty sé giira chi 1énh nhan va chi Iénh cong
trén vi xir Iy ARM. Viéc xéc dinh duoc ty s giira phép nhan va
phép cong giup cho viéc xay dung duoc thuat todn nhan phén
tang vai chi phi thip nhat.

2.2. Nhan phan tang trong truong hiru han

2.2.1. S6 nguyén 16n va viéc xir ly trén cac s6 nguyén l6n

Thuat toan cong va thuat toan trir hai s6 t ky tu thuc hién theo
Algorithm 2.5 va Algorithm 2.6 trang 30 trong [25]. Ca hai thuat
toan trén déu can dén t phép cong c6 nhé hoic tuong tu t phép
trir c6 muon (hai phép toan trén c6 chi phi nhu nhau).

Ky hiéu a 1a thoi gian trung binh dé thyec hién mét phép céng
hai ky ti véi nhau va A(t) la chi phi tinh toan cuaa phép cong (trtr)
hai sb t ky tu theo hai thuat toan nay thi

A(t) = ta. (2.1)

2.2.2. Thuat toan nhan sé 16n

Tinh toan chi phi ca phép nhan va phép cdng cho hai thuat
toan co ban:

a) Thuat toan nhan theo phwong phap phd théng

Ms(t) = t?m + 2(t? — t)a. (2.2)

b) Thuat toan nhan theo phuong phap cua Karatsuba

Mg(t) =t?m+ 2(t?> — t)a
tt—1)

2 (—m+ 4a) 2.3)
L 2_ m+4(t? —t)a
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Bo d@é 1. Ta co:
1. Vdimoit > 1taco Mg(t) > 4A(t), Mg (t) > 4A(t).
2. Thudt toan nhan theo phuwong phdp Karatstuba chi higu
qud hon thudt todn nhan phd thong khi va chi khi % > 4.
2.2.3. M0 ta thuat toan phan tang
V6i céch biéu didn mot s t = u - v ky ty B-phan nhu mét s6
gom u ky tu B¥-phan, trong d6 mdi ky tu nay lai 1a mot sb gom
v ky tu B-phan, ta c6 thé xay dung phép nhan hai sé nguyén t ky
tu B-phan thdng qua thuat toan nhan hai sé ¢ u ky tu B”-phan
va thuat toan nhan hai sé c6 v ky ty B-phan. Chang tdi goi
phuong phap nay 1a phuong phép nhan
d6 phan tinh toan vai cac sé ¢ u ky ty B”-phan duoc goi la tang

phan 2 ting u: v”, trong

cao, va phan tinh toan con lai dwoc goi la ting thap.

2.2.4. Mot sb tinh chat vé chi phi caa thuat todn phan ting
Thuat todn phan tang ching t6i trinh bay & muc trudc ¢6 mot sb
tinh chat thé hién qua ménh d¢é sau.

Ménh dé 1. Cho t = u - v Vdi u,v > 1. Khi dé ta ¢6
1. Mg(w): Ms(v) = Ms(s): Ms(u) = Ms(2).

2. Mg(u): Mg(v) = Mg(v): Mg (u) < Mg ().

3. My(u): Ms(v) — My (v): Mg(w) = 2 (—m + 4a).
4. Mg(w): Mg(v) — Ms(v): Mg(w) = =2 (= — 4a).
5. Mg(w): Ms(v) — Mg (w): Ms(v) = “2om + ¢ (u —

1)(v — 3)a > 0. i

2.2.5. Thuat toan nhan sb nguyén Ién c6 chi phi thip nhat
Vi thuat toan phan tang va tinh chat cua nd trinh bay trong
hai muc trudc ching tdi chirng minh mét két qua quan trong sau.
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Pinh 1y 1.Chot = t,_q ..t; ..ty VOi t;,0 < i < s—1lacacso
nguyén té va t;_; > t;. Khi dé thudt toan nhan hai so nguyén t
Ky tir c6 chi phi thap nhat la
(i) Mg [ts_1]: ...: Mg[to] néum > 4a.
(i) Mg [tg_q]: ...t Mg[tq]: Mg[t,] trong truong hop nguoc lai.
Tiép sau day chung t6i dua ra mot két qua bo trg dé xac dinh chi
phi mot thuat todn nhan cac sb t ky tu véi t co dang t = 27 X d.
Ky hiéu (M [2])" la thuat toan phan r tang Mg [2]: ...: Mg[2].
Ménh dé 2. Cho d > 1 1a mét sé nguyén. Khi dé thudt toan
(Mg[2])": M[d] c6 chi phi tinh toan 1a

(Mg[2])": M[d]) = 3"M(d) + 8(3" — 2")A(d), (2.4)
trong dé M(d) la chi phi ciia thugt toan nhan hai so d ky t M[d]
va A(d) I chi phi céng hai sé d ky tur.
2.2.6. Tim thugt toan nhan téi wu cho mgt so gia tri t véi gid
thiét m = 2a.
Trong muc nay truéc hét ching t6i dua ra thuat toan nhan téi uu
trong pham vi cac thuat toan dugc trinh bay trong cac muc truéc
va trén gia thiét m = 2a cho cac s t ky tu 32-bit cho cac gia tri t
< 16 va mot sb t riéng ré khac thuong dugc sir dung trong cac
uwng dung mat ma.
2.3. Nhan phan tang trong trwdng nhi phan trén vi xir ly
ARMv7
2.3.1 Chi lénh nhan nhi phan trong thanh phan NEON trén vi xir
Iy ARMV7
Mot sy tién loi rd rang caia NEON SIMD cho mat ma dé 1a né
cung cap nhiéu khong gian trong cac thanh ghi, giam s6 lan tai
(load) va luu (store) tir bo nhé. Thay vi 4 phép toan sé hoc 32-bit
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thi voi NEON SIMD c6 thé thuc hién chi vai 1 phép toan sb hoc
128-bit.

(o[ o[ [ [

o[ [ e s 2

’ azby I agbg Ias*bs |04*b4 I az+b; I ab, Ial*bl Iao*bo ‘
Hinh 2.1: Hoat dong cua lénh VMULL.P8.

2.3.2. Tham s cua dudng cong NIST trén céc trudng nhi phan
Str dung duong cong elliptic cua NIST trén [F2s3

2.3.3. Mot phuong phap méi dé nhan nhanh da thic trén vi xir
ly ARMV7

Trong muc nay, chiing toi dé ung dung thuat toan nhan phan
tang dé xuit & muc 2.2 dé nhan nhanh hai da thtc trén trudng nhi
phan GF(22%) trén vi xtr ly ARMV7. Phuong phap dé xuat méi ¢
day (MNKv7) 1a két hop giira thuat toan Karatsuba véi bo nhan
co ban 64bit va 32bit trén nén vi xir Iy ARMv7 dé tao thanh thuat
toan nhan day du trén hai truong GF(2283).

2.3.4 Thuc nghiém, d4nh gi4 thuat toan dé xuat

Chung tbi st dung ngdn nglr Assembly/C va thu vién mat ma
GMP dé cai dit thuat toan nhan 32bit va 64bit da dé xuat. Sau d6
két hop giita thuat toan nhan 64bit, thuat toan 32 bit co ban Véi
thuat toan Karasuba (ciing duoc cai dat bang ngdn ngit
Assembly) dé thuc hién phép nhan hai da thiac day du trén
GF(2283) — thuat toan day du nay goi la MNKv7. Bé danh gia
dugc tde do thuc hién caa thuat toan cai tién, ching tdi c6 so sanh
su thuc thi gitra thuat toan cai tién véi su thuc thi twong ang khi
sir dung cac ham mac dinh cua thu vién GMP [61] va thu vién
OpenSSL [55].
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Bang 2.1. Két qua dénh gia trén Xilinx Zynqg-7000

Thuit toan Thai gian thuc hién (nano giay)
OpenSSL- | GMP- MNKv7
1.1.1 5.1.3

Ky ECDSA (NIST-B283) | 34771922 4521351 | 973160

Kiém tra chir ky ECDSA | 67183606 | 21786237 | 2517141
(NIST-B283)

Ky ECDSA (NIST-K283) | 31328528 4494423 | 913152

Kiém tra chit ky ECDSA | 60183606 | 10760133 | 1273322
(NIST-K283)

2.4. Nhan phan ting trong truong nhi phan trén vi xir ly
ARMVS

Trong muc nay, chung t6i d& xuat thuat toan nhan phan tang
trén truong nhi phan GF(222), GF(24%°), GF(2°™) dya trén thuat
toan nhan phan tang dé xuit & muc 2.2 & trén, bang viéc két hop
giita ba thanh phan chinh: thut toan Karatsuba, b nhan 128-bit
va bo nhan 192-bit trén nén vi xir Iy ARMv8 64-bit (AArch64)
va 32-bit (AArch32).

2.4.1 Hd trg nhan da thire nhi phan trén vi xi ly ARMvS

AArch64 cung cap hai chi lénh 12 PMULL va PMULL2, ca
hai chi lénh déu thuc hién phép nhan 64x64-bit. Hoat dong cua
PMULL va PMULL2 dugc minh hoa trong hinh 2.2.

[ a | ap | ARegister

[ by [ by | BRegister

[ aorbo | cregister

[ a ] [ a [ a | ARegister

[ by ] [ by | by | 6register

[ oo | [ a1y | CRegister
VMULL.P64(A,B) PMULL2(A,B)

Hinh 2.2: Hoat dong ciia VMULL.P64, PMULL va PMULL2
trén vi xur ly ARMv8
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2.4.2. Xay dung thuat toan nhan da thirc nhi phan phan tang
trén vi xu ly ARMv8

Trong noi dung nay, chiing t6i d& xuat thuat todn nhan phan
tang trén trudng nhi phan GF(2%8%), GF(2%%°), GF(25™) bang viéc
két hop giira ba thanh phan chinh (goi 12 MKNv8): Thuat toan

Karatsuba, bo nhan 128-bit va bo nhan 192-bit trén nén vi xu ly

ARMvV8 32-bit (AArch32) va 64-bit (AArch64).

Gidi han cho céc thuat toan nhé&n nhi phan & day 1a hai thuat toan,

mot theo phwong phép nhan phd théng (ky hiéu la Ms[t;]) va mot

theo phuwong phap Karatsuba (My/[t;]) cho tang thi ¢;. Phan tich
cu thé cho cac truong can khao sat nhu sau:

- Ddi véi GF(22) thi mdi da thic bac < 282 duoc tach thanh
5 da thuc bac 63. Khi nay phan tang tét nhat c6 thé duoc xét
dén 1a 2x3 ky hiéu 1a My [2]: Mg[3] hoac 3x2 ky hiéu la
M [3]: Mg[2]

- Dbi voi GF(24%) thi mbi da thuc bac < 408 dugc tach thanh
7 da thirc bac 63. Khi ndy phan tang tot nhat 1a 2x2x2, ky
higu 1a Mg [2]: Mg [2]: Ms[2]

- Ddi véi GF(2°™) thi mdi da thic bac < 570 duoc tach thanh
9 da thurc bac 63. Khi ndy phan tang tét nhat 1a 3x3, ky hiéu
la My [3]: Mg[3].

Nhu vay, dé thuc hién phép nhan phan tang trong truedng nhi phan

GF(2%8%), GF(2%°) va GF(2°™) thi ta can xay dung 2 bo nhan 1a:

b nhan 128-bit va bo nhan 192-bit bang phuong phap nhan phd

thong.

2.4.3. Thuc nghiém va danh gia thuat toan dé xuat
Ching toi sir dung thu vién RELIC [54] dé tich hop cai dat
thuat toan dé& xuat (MKNv8) mo ta & trong muc trén. Tiép theo



dé danh gia tinh hiéu qua cia MKNV8, ching t6i sir dung thuat
toan mat ma 1a ECDSA, ECDH va ECMQV. Céc két qua lan luot
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dugc thé hién trong bang dudi déy.
Bang 2.2. Két qua danh gia ECDSA trén NXP IMX8M Kit

Algorithm LOHAD [29] MKNv8
(nanosec) (nanosec)
Sign ECDSA (NIST-B283) 2157937 504856
Verify signature ECDSA 10463561 2426928
(NIST-B283)
Sign ECDSA (NIST-B409) 4740125 1042230
Verify signature ECDSA 22585278 4920991
(NIST-B409)
Sign ECDSA (NIST-B571) 9947431 2051932
Verify signature ECDSA 46434713 9791679
(NIST-B571)

2.5. Két luan chwong 2

Céc két qua chinh ctia chuong 2 duoc trinh bay trong ba céng

trinh céng bé [J1, C1, C2] véi hai két qua chinh Ia:

- Pé xuét thuat todn nhan phan tang véi chi phi thap nhat va

phuong phap danh gia hiéu qua thuat toan nhan nay.

- Ap dung thuat toan nhan phan tang két hop véi bo nhan trén
trong thanh phan NEON dé nang cao hiéu qua cua phép nhan sb

hoc trong treong nhi phén trén vi xi ly ARMv7 va ARMv8.

Két qua thuc nghiém cho thdy thuat toan d& xuat nhanh hon cac
ky thuat truée do lan luot 1a 4, 5, 5 lan trong trudng GF(2283),
GF(2%%%), GF(2°™) khi thyc hién trén cling mot nén tang phan

cang ARMV7 hoac ARMVS.
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CHUONG 3. NANG CAO HIEU QUA PHEP NHAN VO
HUONG CUA HE MAT ECC TRONG TRUONG
NGUYEN TO TREN VI XU LY ARM

Trong chuong 3, luan &n s& dé xuat mot s giai phap nham cai
tién va nang cao hiéu qua thuc hién phép nhan diém trén duong
cong ECC trong truong nguyén té dua trén két hop giira cai tién
NAF va cai tién phép cong va nhan dbi diém nho sir dung phép
nhan kép. Céac két qua chinh ciia chuong 3 duoc trinh bay trong
hai cong trinh cong b [J2, J3].

3.1. Co s& dé nang cao hiéu qua cia phép nhan diém vo
huéng trén ECC trong trudng nguyeén td.

3.1.1 Nang cao hiéu qua cia phép tinh s hoc trong truong
nguyén té trén vi xir Iy nhing

Trong truong nguyén td, viéc thay doi thuat toan sb hoc dua
trén khai thac cac tinh nang méi (vi du nhu ung dung NEON
trong vi xtr ly ARM Cortex-A) s& gap phai kho khan trong van
dé xa¢ ly lan truyén phan du.

3.1.2 Nang cao hiéu qua caa cac phép toan sé hoc diém

Phép toan co ban ciia ECC 1a phép nhan diém vo huéng kP,
trong d6 k 12 mot s6 nguyén, P 1a mot diém trén dudng cong
elliptic. Dé thuc hién phép nhan diém vé hudng, ta cé thé s dung
cac phép cong diém (point addition) va nhan d6i diém (point
doubling multiplication).

Trong chuong 3 cua luan &n, s& két hop ca 3 phuong phap nay
dé nang cao hiéu qua cua phép tinh sé hoc diém cu thé:

a) Trong muc 3.3 s trinh bay vé phuong phap biéu dién eNAF
dé giam sb phép cong va nhan déi diém
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b) Trong muc 3.4 s& két hop ca phuong phap 2 va 3 d6 1a nang
cao hiéu qua cua phép toan nhan sb hoc (phép nhan kép) va dé
Xuét tich hop trién khai cho phép cong diém va nhan doi diém.

3.2. Mgt s thuat toan nhin diém vé hwéng trén dwong
cong Elliptic.

Muc nay trinh bay mot sé thuat toan co ban dén nhan mot sé
nguy@n véi mot diém gém: 1) Thuat toan nhi phan Right — to —
Left; 2) Thuat toan NAF (non-adjacent form); 3) Thuat toan NAF
ctra 6 trugt cho tinh phép nhan v hudng trén dwong cong
Elliptic

3.3. Mé rong cho dang biéu dién NAF caa sé nguyén
dwong

Trong muc nay, ching t6i dé xuat mot thuat toan cho viéc tim
dang biéu dién khéng lién ké NAF caa mét s nguyén k cho
trugc. Thuat todn nay tiét kiém dwoc ba phép tinh s hoc so véi
thuat toan nguyén thay. Tiép theo, véi dang biéu dign hau khong
lien k& aNAF mai cua sé k, ching ta da rit gon mot phép tinh
binh phuong khi thuc hién phép “binh phuong — nhan” ddi voi
phép tinh ldy thtra k trén cac truong hiru han, hoac tuwong tng
mot phép tinh gap ddi khi thuc hién phép “gp doi - cong” trong
phép nhéan diém trén dudng cong elliptic.

3.4. Nang cao hiéu qua ciia phép toan sé hoc diém trén hé
mat ECC trong trwdng nguyén té

Trong phan nay, s& trinh bay mot phuong phéap nang cao hiéu
qua cac phép toan sb hoc trén dudng cong elliptic. Phuong phap
nay tap trung khai thac téi da dic diém phan cimg SIMD trén nén
vi xtr ly ARM c6 tich hop thanh phin NEON nham ting toc do
cac phép toan sb hoc. Cac dic trung chinh cta phuong phap gém:
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1) két hop phép nhan thong thudng (phuong phép quét s6 hang)
véi thuat toan nhan Karatsuba cho cac sé hang dai; 2) thuc hién
nhan song song (nhdn kép) trén truong sé nguyén tb két hop véi
ghép cip dé giam thiéu chi phi doc, ghi dit liéu giita bd nhé va
thanh phan NEON.

3.4.2. Bé xuat thuat toan song song hai phép nhan trén truong
GF(p)

Déi vai kién trac SIMD, do dic diém hd tro tinh hai phép
nhan 32-bit st dung mot chi Iénh don, ching t6i tng dung phép
toan nay trong thuat todn minh hoa nhu hinh sau.

X

Hinh 3.1: Thuc hién nhan song song hai phép nhan
3.4.3. Cai tién thuat toan sé hoc trén duong cong Elliptic
Nhu d3 trinh bay & cac muc trén, bat cir & dau xuét hién cap
phép nhan trén F, ma dir liéu cua ching khong phu thugc vao
nhau thi ta c6 thé sir dung cAc thuat toan nhan kép da trinh bay &
trén dé thuc hién nhan song song cap phép nhan nay. Nguyén ly
nay ciing c6 thé ap dung cho phép binh phuong.
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Ta ky kiéu M, S la chi phép cua phép nhan va phép binh

phuong thong thuong; Mt, St 1a chi phi caa phép nhéan kép (thuc
hién hai phép nhan song song) theo mo ta ¢ trong muc 3.4.2.

Bang 3.1. So sanh chi phi cua thuat toan dé xuat

Thuat toan

Phép toan trén diém

Cong diém

Nhan d6i diém

Thuat toan tuan tu [56]

11M+5S

3M +5S

Thuét todn song song
theo dé xuat

5Mt + 2Mt + 1M

+1S

4Mt

3.5. Thir nghiém va danh gia
3.5.1 M6 ta phuong thuc nghiém, kich ban

Sau khi cai dit thuat toan dé xuit, ching t6i tién hanh danh
hiéu qua cua thuat toan so vai thuat toan chua cai tién (thuat toan

mic dinh trong thu vién RELIC). Céc so sanh duoc lan lugt chay
trén hai nén vi xa ly ARMv7 va ARMvS.
3.5.2 Thur nghiém trén ARMv7
Céc két qua thir nghiém sau day duoc thyc hién trén nén tang
phan ctng: Xilinx Zyng Kit [49] véi vi xir Iy ARMV7 ¢6 toc do
1.3 GHz, chay hé diéu hanh Linux nhing.

Bang 3.2. Thoi gian thuc hién cuaa tinh toan trong giao thirc

ECDSA va ECDH trén ARMv7

Do dai | Giao thuc dua | Thoi gian (10° nano | Ty so

bit trén giay) (nhan kép /
E(F,) Nhan kép | Nhan tuan | nhan tuan

tur tw)

256 ECDH 9.0 11.2 0.8
ECMQV 12.1 14.2 0.85
ECDSA Sig 4.9 5.3 0.92
ECDSA Ver 12.6 14.7 0.86

384 ECDH 23.4 29.3 0.80
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ECMQV 31.2 36.7 0.85
ECDSA Sig 12.6 13.6 0.93
ECDSA Ver | 32.5 37.3 0.87
521 ECDH 69.4 86.9 0.80
ECDSA Sig 36.1 39.3 0.92
ECDSA Ver 74.8 85.0 0.88

3.5.3 Thu nghiém trén ARMv8

Céc két qua thir nghiém sau dy duoc thyc hién trén nén tang
phan cimg: NXP IMX8M Kit [47] (vi xir Iy ARMVS téc d 1.5
GHz) chay hé diéu hanh Linux nhing.

Trén nén ARMVS, cac tinh hop thuat toan dé& xuat cho giao
thirc ECDH va ECDSA ting khoang tir 10% dén 20% so véi
nguyén thay.

Bang 3.3. Thoi gian thuc hién cuaa tinh toan trong giao thirc

ECDSA va ECDH trén ARMv8

Do dai | Giao thuc dua | Thoi gian (10° nano | Ty sé

bit trén gidy) (nhén kép /
E(F,) Nhan kép | Nhan tuan | nhan tuan

tu tu)

256 ECDH 3.4 4.2 0.81
ECMQV 4.6 5.3 0.86
ECDSA Sig 1.8 2.0 0.90
ECDSA Ver 4.7 5.5 0.85

384 ECDH 9.7 12.6 0.77
ECMQV 12.8 15.8 0.81
ECDSA Sig 5.1 5.8 0.88
ECDSA Ver | 13.0 16.0 0.81

521 ECDH 28.6 34.8 0.82
ECMQV 37.8 43.1 0.88
ECDSA Sig 14.7 16.0 0.92
ECDSA Ver 37.1 42.9 0.86
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3.6. Két luan chwong 3

Chuong 3 cua luan an tap trung cai tién toc do cho cac thuat
toan mat ma dua trén dudng cong Elliptic trén truong sé nguyén
t6 dua trén dé xuat cai tién thuat toan NAF va khai thac dac diém
phan cang trén nén vi xir Iy ARM (ca ARMv7 va ARMVS) dé
nang cao hiéu qua cua cac phép toan s6 hoc (cong, nhan doi va
nhan v6 hudng) trén dudng cong Elliptic trong truong sé nguyén
t6. Céc két qua chinh cua chuong 3 duoc trinh bay trong hai cong
trinh céng bé [J2, J3]
Dua trén dic diém SIMD trén vi xir Iy ARM, luan 4an da dé xuit
cai tién thuat todn cong diém va nhan déi diém nho phuong phap
nhom theo tirng cap phép nhan, theo cap phép binh phuong hoac
két hop cap cia phép nhan va phép binh phuong. Cac két qua
thuce nghiém dé chiing to hiéu qua cua thuat toan dé xuat nhu sau:
- Tang khoang tir 20% dén 30% ddi véi phép toan co ban (cong,
nhan d6i, nhan voé hudng) so vai thuat todn mac dinh trong thu
vién RELIC
- Tang tir 10% dén 20% trong céc tinh toan cua giao thirc ECDH
va ECDSA s0 véi céc tinh toan mac dinh trong thu vién RELIC

KET LUAN VA HUONG PHAT TRIEN

A-Hai dong gép khoa hoc caa luian an

1) Bé xuit phuong phap nhan phan tang hai sé hang trén
truong hitu han dya trén hai thuat toan nhan co ban la thuat toan
nhan theo phuong phap phd thong va thuat toan nhan theo
phuong phap Karatsuba. Vi phuong phép phén tang, luan 4n da
xay dung duoc thut toan nhan co chi phi tét nhét trong cac
truong hop cu thé ciing nhu dua ra cong thire dé xac dinh chi phi
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cua thuat toan d6. Thuat toan dé xuat da dugc kiém ching vé tinh
hiéu qua trén nén vi xir Iy nhing ARMv7 va ARMVS.

2) B¢ xuét, cai tién thuat toan nhan vo huéng (nhan giira mot
diém va mot sé nguyén dwong) cua hé mat duong cong Elliptic
trén trudong nguyén té dia trén dé xuét cai tién thuat toan NAF
va dé xuat nang cao hiéu qua cua céc phép toan sé hoc (cong
diém, nhan d6i diém) theo phuong phap song song hai phép nhan.

B-Uu nhwoge diém ciia cac dé xuat trong luin 4n va huéng
phat trién tiép theo cia dé tai
Uu diém: Cac d& xuit nang cao hiéu qua vé sir dung mat ma
duong cong elliptic trén thiét bi nhang trong luan an s& gop phan
tang cuong kha nang bao mat thdng tin trén cac thiét bi nhing.
Dic biét c6 y nghia trong linh vyuc an ninh quéc phong: Kha ning
mém déo & tly bién tham sd, ban dia hoa thuat toan, kha ning
dap tng thoi gian thuc déi véi cac phan mém bao mat.

Nhuoe diém va han ché: Thuat todn nhan phan tang dugc xay
dung trén trén co s¢ hai thuat toan co ban la thuat toan theo
phuong phap phd thong va thuét toan nhan theo phuong phap
Karatsuba. Tuy nhién, can c6 nhitng nghién ciru dé xuat thuat
toan phan tang dua trén cac thuat toan co so khac ciing nhu cho
phép toan khac nhu: modulo, binh phuong..

Pé xuit hwéng nghién ciru tiép theo: Nghién ciru dé xuit thuat
toan phan tang dua trén cac thuat toan co s& khac ciing nhu cho
phép toan khac trong treong hitu han: modulo, binh phuong...;
Nang cao hiéu qua cac cac luoc dd, thuat toan mat ma dua trén
ECC cho céc h¢ vi xtr Iy nhing khac nhu dong ARM Cortex-M;
Nghién ciru dam bao an toan chdng lai tin cong kénh ké cho cac
thuat todn mat ma cua hé mat ECC hoat déng trén vi xir ly ARM
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