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NHUNG KET QUA MOI CUA LUAN AN:

Céc hé thong nhing dya trén vi xtr Iy ARM dang dugc (mg dung rdng rai trén
nhiéu dong thiét bi hién nay nhu: Thiét bi di dong, may tinh bang, thiét bi IoT, cac
thiét bi mat ma.... Pac diém chung cua hé thong nhung 1 han ché vé tai nguyén va
nang luc xur Iy. Cac hé théng nhing thudng cé kich thude nho hon, kha nang xt Iy
yéu hon, bd nhd nhé hon va yéu cau tiéu thu it nang luong do sir dung nguén pin.
Viéc trién khai cac giai phap an toan bao mat thong tin cho cac hé thdng nhing cd
thém nhiéu thach thtrc so véi cac hé théng may tinh truyén thong.

Hé mat dudng cong Elliptic (ECC) da duoc dé xuat sir dung cho cic hé thong
nhing do kich thudc khéa nho hon nhiéu so véi cac hé mat khoa cong khai khéc.
Cac luge d6 ma hoa dya trén ECC da duge dé xuat dién hinh 1a luge d6 théa thuan
khoa Diffie Hellman trén duong cong elliptic (ECDH) va thuat toan chit ky sd trén
duong cong elliptic (ECDSA). ECC ¢6 nhiéu uvu viét va phi hop cho bao mat di
lidu trén céc thiét bi nhing. Tuy nhién, viéc nghién ctru cai tién cac thuat toan ECC
dam bao cén bang giita an toan va hiéu qua trong cac hé thong nhiing c6 tai nguyén

han ché van dang 1a van dé c6 nhiéu thach thirc (thuc thi, dap ung thoi gian thuc, tai



nguyén str dung...)

Lu4n an tip trung vao nghién ctru cac giai phap cai tién vé hiéu qua khi trién
khai cac thuat toan, lugc do thoa thuan khoa, chix ky s6 dua trén hé mat duong cong
Elliptic trén cac hé thdng, vi xir Iy nhung (chi yéu 1a dong ARM Cortex-A) duoc sir
dung phd bién trong thyc tién.

Céc két qua méi cia luan an nhu sau:

1) Dé xudt phwong phdp nhdn phan tang hai so hang trén truong hitu han dwa
trén hai thudt todn nhdn co ban la thudt todn nhén theo phwong phdp phé théng va
thudt toan nhan theo phuong phap Karatsuba. Véi phwong phdp phan tang, ludn dn
da xdy dung dwge thudt todn nhdn cé chi phi tot nhdt trong cdc trieong hop cu thé
ciing nhir dwa ra céng thire dé xdc dinh chi phi cia thudt toan dé. Thudt todn dé xudt
da dwoc kiém chieng vé tinh hiéu qud trén nén vi xir 1) nhiing ARMv7 va ARMVS.

2) Pé xudt, cdi tién thudt todn nhan vé huéng (nhan giita mot diém va mot sé
nguyén dwong) ciia hé mat dwong cong Elliptic trén truong nguyén t6 dwa trén dé
xudt cdi tién thudt todn NAF va dé xudt ndng cao hiéu qud ciia cdc phép todn sé hoc
(céng diém, nhdn déi diém) theo phwong phdp thuwce hién song song hai phép nhan.

CAC UNG DUNG, KHA NANG UNG DUNG TRONG THUC TIEN HOAC
NHUNG VAN PE CON BO NGO CAN TIEP TUC NGHIEN CU'U:

Cac dé xuat nang cao hiéu qua vé sir dung mat ma duong cong elliptic trén
thiét bi nhiing trong luan 4n s& gdp phan ting cuong kha ning bao mat thong tin trén
cac thiét bj nhung, ngan chin tin cong nghe 1én va ro i thong tin c& nhan. Cac két
qua cta luan an co ¥ nghia dic biét trong linh vuc an ninh qudc phong: Kha ning
mém déo & tuy bién tham sb, thuét toan dugc ban dia hoa, kha nang dap ung thoi
gian thyc cta cac phan mém bao mat.

Lién quan dén nhiing dé xuat méi cta luan 4n, c6 thé liét ké nhitng van dé can
nghién ciru trong cac cong trinh tiép theo nhu sau:

1) Thuat toan nhan phan ting dugc x4y dung trén trén co sd hai thuat ton co



3

ban 1a thudt toan theo phwong phap pho thong va thuat toan nhan theo phuong phap
Karatsuba. Tuy nhién, can c6 nhitng nghién ctru dé xuat thuat toan phan ting dya
trén cac thuat toan co s¢ khac (nhu Montgomery) cting nhu cho phép toan khac nhu:
modulo, binh phuong...

2) Nghién ctru, nang cao hiéu qua cac cac lugc dd, thuat toan mat ma dua trén
ECC cho cac h¢ vi xur Iy nhiing khac nhu dong ARM Cortex-M.

3) Nghién ctru dam bao an toan chong lai tin cong kénh ké cho céac thuét toan
mat ma cua hé¢ mat ECC hoat dong trén nén vi xir 1y nhiing.
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