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MO PAU

Trong thoi dai ki thuat sé hién nay, bao mat thdng tin tré thanh mot yéu té
cuc ky quan trong trong viéc bao vé dir liéu va dam bao tinh riéng tu cta ca nhan.
Mat ma hang nhe (lightweight cryptography) 1a mét linh vic nghién ciu ni 18n nham
dap ung nhu cau bao mat théng tin trén céc thiét bi co tai nguyén han ché nhu cac
thiét bi di dong, cam bién 10T (Internet of Things) va cac hé théng nhing. Nghién
ctru V& mat ma hang nhe tap trung vao viéc phat trién cac thuat toan va giao thirc mat
ma hiéu qua, dong thoi toi wu hoa st dung tai nguyén nhu bo nhé, thoi gian tinh toan
va nang luong tiéu thu.

Mat ma hang nhe dang trg thanh mot linh vuc quan trong trong viéc bao mat
thdng tin. Véi su phat trién nhanh chéng cuaa Internet of Things va cac thiét bi di
dong, yéu cau vé bao mat thong tin trén cac thiét bi c6 tai nguyén han ché ngay cang
ting cao. Tuy nhién, cac thuit todn va giao thirc mat ma truyén théng thuong khong
phu hop véi céc thiét bi nho gon va cé tai nguyén han ché do yéu cau tinh toan cao
va sir dung tai nguyén I6n. Do d6, can c6 su nghién ctiru va phét trién cac thuat toan
va giao thac mat mé hang nhe dé dap tng yéu cau nay.

Vanh da thirc cung cap mét cau tric toan hoc manh mé va linh hoat, cho phép
cac phép toan nhan, cong, trir va chia trén cac da thirc dugc thuc hién nhanh chong.
Diéu ndy din dén hiéu suit tinh toan cao, dic biét I trén cac thiét bi c6 tai nguyén
han ché.

Nghién ciru mat mé hang nhe trén vanh da thirc da va dang duoc cac nha khoa
hoc mat mi quan tdm. Cong trinh dau tién v& mat ma trén vanh da thirc ké dén 12 hé
mat NTRU [56] va cac bién thé, tuy NTRU c6 hiéu nang tinh toan tét nhung van chua
thue su ph hop cho cac hé thong cé tai nguyén tinh toan han ché vi khoa va hé sé
ma rong ban tin van kha 16n. Tai Viét Nam, di ¢ cac cong trinh ndi bat nhu [6], [5],
[7], [8] .. tuy nhién chii yéu la cai tién thuan toan cia cac hé mat ma trén truong so
thanh cac hé mat ma trén vanh da thte. DOi vai mat ma hang nhe, da co cac cong
trinh [8], [9], [12], [13], [14], [16] m¢ ra hudng nghién ciu, trién khai trén cac thiét
bi ¢ tai nguyén han ché, nhung méi dugc ching minh vé mat ly thuyét vé do an toan
va toc do tinh toan 1a c6 kha nang phu hop véi hé théng 1oT.



Do vay, nghién ctru sinh di lua chon d¢é tai caa luan an: “Nghién cizu hé mat
hang nhe trén vanh da thirc iing dung vao thiét bi c6 tai nguyén han ché”:

Muc tiéu: muc tiéu chinh caa luan an la xay dung dugc cac hé mat ma hang
nhe trén vanh da thirc. Nghién ciru tap trung vao viéc tra loi cac cau hoi sau:

Cau hoi 1: Lam rd tiém ning ¢ng dung cua vanh da thac trong xay dung
cac hé mat hang nhe, hién trang va cac dinh huéng nghién cau?

Cau hoi 2: Ung dung vanh da thic dé xay dung mot hé mat hang nhe méi?
Cau hoi 3: Ung dung vanh da thic dé cai tién hé mat thong thuong thanh
hé mat hang nhe?

Déi twong nghién ciru: vanh da thirc, hé mat ma hang nhe trén vanh da thic.

Phgm vi nghién cizu: Nghién ctu nay tap trung phét trién va danh gia cac hé
mat ma hang nhe trén vanh da thtc. Pham vi nghién ctu bao gdm viéc xem xét cac

phuong phap va cong nghé lién quan dén @ng dung vanh da thirc trong mat mé hang

nhe, d& xuit va phat trién cac hé mat ma hang nhe méi, ciing nhu danh gia vé hiéu

suit va tinh bao mat caa ching.

Phwong phdp nghién ciru: phuong phap chinh duoc st dung trong luan an la
nghién ctiu Iy thuyét két hop véi thuc nghiém, so sanh dinh tinh, dinh lugng va phan
tich, danh gia két qua.

Cong cu nghién cizu: 1 céc cong cu todn hoc va mot sb thiét bi co tai nguyén

han ché.

Cidc dong gop cua lugn an:

CBC-QRHE, hé mat mé lai ghép tng dung thiang du bac hai va cac phan
tir lién hop trén vanh da thirc chan c6 kha ning chbng tan cong ban rd chon
truéc (CPA) [C1].

OM-CA, hé mat khda cbng khai Omura-Massey trén vanh da thic hai 16p
ké Cyclic c6 nhan thuc [J1].

OM-PI, hé mat khoa cong khai Omura-Massey trén vanh da thirc hai liy
dang nguyén thuy [J2].

\Vé y nghia khoa hoc va thuc tién cia lugn an:

Vé mit khoa hoc, két qua nghién ctu cia luan an gop phan khang dinh vai
tro ctia vanh da thirc trong mat ma, dong gop thém dugc hai hé mat mai va
gia tang do an toan ciia mot hé mat trén vanh da thuc, tong quat hoa duoc



phuong phép ung dung vanh da thirc dé cai tién cac hé mat thong thuong
thanh cac hé mat c6 tai nguyén han ché.

Vé mit thyc tién, théng qua viéc thir nghiém cai dat va danh gia hé mat
trén thiét bi Arduino, két qua dé tai da dong gop vao su phat trién cong
nghé trong linh virc an ninh thdng tin, mat ma hoc, 10T va hé thong nhang.
Ddng thoi, nhiing kién thic, ky ning cua qué trinh thuc hién luan an da
gian tiép gidp tac gia gop phan thyc hién thanh cong hai dé tai cap nha
nuadc [10], [11].

Ngi dung cia lugn dn dwec trinh bay theo cdu tric sau:

1)

2)

3)

“Chwong 1: Co sé Iy thuyét vé vanh da thirc va mat ma hang nhe”:
NCS d4 trinh bay ngin gon cac ly thuyét nén tang todn hoc va vanh da
thire cling nhu c&c khai niém, dinh nghia vé mat ma hang nhe, phan loai
mat ma hang nhe, phan tich, danh gia cac hé mat ma hang nhe phé bién
hién nay. Tir d6 NCS d4 rat ra dugc dic diém cua mat ma hang nhe.
Tiép theo, NCS di nghién ctru, danh gia mot s6 mat ma hang nhe dién
hinh trén vanh da thuc, cling nhu cac phuong phap nghién ctru, danh
gia cac hé mat nay, tir d6 phat biéu bai todn can giai va phuong phap
nghién ctu dé giai bai toan dit ra.

“Chwong 2: Hé mgt CBC-QRHE trén vanh da thuc cO khd ndng
chéng lai tan cong bang ban rd chen trwéc (CPA)”: Tap trung tra 10
cau hoi 2 vé viéc tng dung vanh da thie dé cai tién do an toan cua hé
mat, két qua da xay dung duoc hé mat CBC-QRHE. Hé mat nay da
dugc ching minh 1 c6 kha ning chéng lai tin cong bang ban rd chon
truée. Ngoai ra, chuong nay ciing da hé théng hoa céc cai tién tir mot
hé mat mé& nguyén thay thanh cac hé mat trén vanh da thirc, chirng minh
d6 an toan vé mat ly thuyét cling nhu cai dat va danh gia trén thiét bi
thuc té.

“Chuwong 3: Hé mat Omura-Massey trén vanh da thirc”: Chuong nay
tap trung tra loi cau hoi 3 vé viéc (ing dung vanh da thic dé cai tién hé
mat phé bién trén vanh s thanh hé mat ma hang nhe, dac biét, da ching
minh duoc tinh chat twa dang cau gitra truong s6 va vanh da thic dac
biét, tir &6 mo ra hudng nghién ctu, phét trién cac hé mat méi trén vanh
da thtrc twong ty nhu trén truong so.



4)  “Két lugn”: Tong hop danh gia cac két qua dat dugc cua luan an dong
thoi xac dinh cac hudng nghién ciu tiép theo.



CHUONG 1. COSOLY THUYET VE VANH PA THUC
VA MAT MA HANG NHE
1.1 MO PAU CHUONG

Chuong nay tap trung trinh bay cac nghién ctiu tong quan, cac khai niém, dinh
nghia co ban 1am nén tang cho céc chuong tiép theo.

Bé cuc chuong dugc chia 1am 4 muc chinh. Trong d6, muc 1.2 trinh bay céc
khai niém co ban vé vanh da thirc dugc dung dé xay dung cac hé mat ma trong cac
chuong tiép theo. Muc 1.3 trinh bay khai niém vé mat ma hang nhe, bic tranh téng
quan nghién ciru vé mat ma hang nhe hién nay trén thé gigi va Viét Nam, nhiing dac
diém co ban cia Mat ma hang nhe phd bién ciing nhu mét s6 hé mat ma dién hinh
trén vanh da thirc, 1am tién dé cho viéc ching minh cac hé mat trén vanh da thic 1a
mat ma hang nhe & cac chuong tiép theo. Tiép theo, muc 1.4 trinh bay tong quan vé
phuong phap tiép can dé xay dung hé mat, cac tiéu chi va phuong phap dé danh gia
mét hé mat, 1am nén tang kién thirc dé danh gia cac hé mat trong chuong 2 va 3. Cudi
cuing, phan nhan xét chuong sé& tong két, danh gia lai nhitng van dé con ton tai, nhiing
nhan dinh méi, ddng thoi dan dat, gisi thiéu cac noi dung cua cac chuong tiép theo
nham giai quyét vin dé da dit ra va 1am rd cac dé& xuat méi.

1.2 CO SO TOAN HQC VE VANH PA THUC VA UNG DUNG TRONG
MAT MA
1.2.1 Vanh

Pinh nghia 1-1: Vanh ky hiéu 1a R (Ring) 12 mét tap cac phan tir trén d6 xac
dinh 2 phép toan 2 ngdi (phép cong va phép nhan) va théa min cac tién dé R1 + R4.

Phép toan cong ky hiéu la a + b. Phép toan nhan ky hiéu la a.b (a,b la 2
phan tir trong R).

Tién d@é R1:

Tap R la mot nhom Abel (tac la nhom Abel theo phép cong).

Tién dé R2: (tinh dong kin)

Vi 2 phan tir bat ky a, b € R déu xac dinh tich a.b 1a mot phan tir cia

R.

Tién dé R3: (luat két hop)

YabceRtacbéa.(b.c)= (a.b).c (1.1)



Tién dé R4: (luat phan phéi)
Déi vé6i 3 phan tir a, b, ¢ trong tap R ta co:
a.(b +c¢)=ab + a.c (1.2)
(b+c)a =b.a+ c.a (1.3)
Vanh dugc goi la vanh giao hoan néu va,b € R lubncoé a.b = b.a.
1.2.2 Trwong hitu hgn

Pinh nghia 1-2: Truong ky hiéu 1a F (Fields) 1a mot vanh giao hoan c6 phan
tr don vi v6i phép nhan. Trong vanh nay mdi phan tir khac 0 déu c6 phan tir nguoc
d6i voi phép nhan,

Dinh nghia 1-3: Truong hiru han 13 mot trudng F ¢ chira hiru han s6 phan tir.
CAp cua trudng 1a co sé cac phan tir trong F.

pinh ly 1-1 (Sw ton tai va tinh duy nhdt cia cdc truong hitu han): Néu F 1a
mét truong hitu han thi n6 chira p™ phan ti voi p 1a mot sé nguyén t6 nao dé va m
la mot s6 nguyén duong (m = 1). Vi mdi gia tri p™ ton tai duy nhat mot truong
hitu han cap p™. Truong nay Ky hiéu GF (p™).

Hai trudng duoc goi la dang cdu néu ching gidng nhau vé mat ciu tric, mac
du cach biéu dién cac phan tir c6 thé 1a khac nhau. Cha y riang néu p 1a s nguyén tb
thi Z,, 1a mot trudng va vi vay moi trudng cap p déu dang cau véi Z,,.

Trong truong hop dac biét p = 2, truong dugc goi la truong nhi phan. Khi
d6q = 2™ vaGF(2™).

1.2.3 Vanh da thuc

Dinh nghia 1-4: Cho F, 1a mot truong hiru han, mét vanh da thirc trén truong
Fp duoc ky hiéu 1a R,,,, = F,[x]\ (x™ — 1) 1a tép hop tt ca cac da thic cua bien x
v6i hé s trong Fp. Hai phép toan 1a phép cong va phép nhéan da thirc theo modulo
(x"—=1).

Trong trudng hop cac hé so cla da thirc ndm trong vanh s6 nguyén Z,, vanh
s& duoc goi 1a da thirc bac hitu han hé s nguyén, ky hiéu 1a Zg[x\N(x™" =1) |[n€ Z*
hay dang ngan gon I3 R,, ,.



Trong truong hop g = 2 hay céc hé sé cua da thac nam trong vanh Z,, vanh
da thirc ndy s& duoc goi 1a vanh da thic ¢ bac hiru han hé sé nhi phan, ky hiéu la
Z,[x]\(x™ — 1)|n € Z* hay dang ngan gon I R,,.

Luu ¥ rang trong vanh Z,, —1 =1 nén ngudi ta thuong viét R, =
ZoxD\ (x"+ 1D|ne Z.

Bac cua mot da thuc f trong vanh duoc ky hiéu 1a deg f. Do bac c6 bac téi da
la n — 1, moi da thirc trong vanh da thirc ¢ thé biéu dién dudi dang day du

f:Zfixi|ﬁ€Zq (1.4)
i=0

hodc dudi dang véc-to

f = o fofad | fi €2 (1.5)
Dé tién theo dbi, mot da thirc f(x) thudc vanh s& duoc viét dang rat gon 1a f
va stir dung nhat quén trong luan &n.
1.2.3.1 Phép cong hai da thuc trong vanh da thuc
Trong R, ,, Xét hai da thic a = ¥[¢ a;x'va b = Y= b;x*, phép cong hai
da thtre dugc ky hiéu 1a “+° . Néu da thuc ¢ 1a téng cia a va b ta cd

n—-1
c=a+b=Zcixi (1.6)
=0

l
Trong d6 Va ¢; = a; + b; mod q. Luu y & ddy phép cong cac hé sé a; va b;
dugc thyuc hién trén vanh Z,. C6 thé thay
max(deg(c)) = max(deg(a),deg(h)) <n-—1 (1.7)
1.2.3.2 Phép nhan hai da thuc trong vanh da thuc
Trong R,, 4, Xét hai da thuc a = Y= a;x'va b = Y14 b;x", phép cong hai da
thirc dugc Ky higu 1a “*> . Néu da thic c latich cia a va b taco

c=a*xb= ) cpx* (1.8)



n—-1
Cp = Z ai.bj (19)
i+j=kmodq

1.2.3.3 Phép modulo mét da thirc véi mét s6 nguyén p trong vanh da thirc
Trong R, 4, két qua phép tinh modulo mot da thic a = Y7 a;x* voi mot so
nguyén p, ky hiéu 1a a mod p 1a moét da thac

-1

c= c;xt (1.10)

S

...
1l
o

voi ¢; = a; mod p.
1.2.4 Vanh da thirc hai l6p ké Cyclic

Dinh nghia 1-5: Vanh da thirc theo modulo x™ + 1 duoc goi la vanh da thac
c6 hai 16p ké cyclic néu phan tich caa xn+1 thanh tich caa cac da thirc bat kha quy
trén truong GF (2) c6 dang sau:

n—-1
x"+1=(x+1)zxi (1.11)
i=0

Trong do, (x + 1) va ey (x) = Y% x¢ 1a cac da thirc bat kha quy.
Vanh da thtrc hai 16p ké Cyclic chi c6 hai chu trinh:
C, = {0} (1.12)

Va
C, ={1,2,22,..,2"2}| 2" = 1modn (1.13)

1.2.5 Liiy ding trong vanh da thirc

Pinh nghia 1-6: Trong vanh da thirc R,,, mot da thic e duge goi 1a lily dang

néu e’ = e.

B6 dé 1-1: Trong vanh da thic R,, xét da thirc ey, = Y7 x*, voi moi da thic
fER, tach f * ey, = W(f)mod 2).ey,.

Chuang minh: Gia sir f duoc biéu dién la



f= z fix! (1.14)
i=0
ta co
frx’=fo+ fix + 4 frx™ 2+ f_x™? (1.15)
fra'=foi+ fox +ot frax" 2+ frx! (1.16)
f * x 1 = fl +f2x + - _|_fn_1xn_2 +f0xn_1 (1. 17)
Va
n—1
n—1 n-1
f* eOn:Zf*xi: (Zf*xi>mod2.xi
i=0 i=0
i=0
n-1 n-1
= (Z fz) mod Z,Z xi = (w(f)mod 2 ).e(m (1- 18)
i=0 =0

B6 dé nay co y nghia rat quan trong trong viéc ching minh cac tinh chit cua
lity dang nudt va qua d6 xac dinh céc phan tir kha nghich mé rong trong vanh R,,.

Bé dé 1-2: Trong cac vanh R, voin 1¢, e, = Y74 x* 1a mot lity dang.

Chang minh: Ta co

xi> = egn + €on * z xt (1.19)
n—-1 n—-1
el, = eon * (1 + Z xi> = eon + eon * Z xt (1.20)

egn = eOn*<1+

Do n 1é nén w(X! x¥) 1a chin theo do, ey, * Y1t x = 0 hay
egn = €on (1. 21)

Vidutrong vanh Rs, egs = 1 + x + x% + x3 + x*.
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Pinh nghia 1-7: Trong c4c vanh R,, moét litly dang e duogc goi lity dang nudt

(Swallowing Idempotent) néu :

fxe=Ww(f)mod2).e|Vf € Ry,) (1.22)

RO rang trong moi vanh R, véin 1¢, ey, = Y4 x¢ 1a lity dang nudt. Day la
da thuc chira toan bo cac don thirc trong vanh.
1.3 MAT MA HANG NHE
1.3.1 Khai niém va phan logi mgt ma hang nhe

Theo tiéu chuan 1SO/IEC 29192[52], mat ma hang nhe 14 mat ma duoc dung
cho muc dich bao mat, xéac thuc, nhan dang va trao ddi khoa; phi hop cai dat cho
nhitng moi trudng tai nguyén han ché. Trong ISO/IEC 29192, tinh chét nhe dugc md
ta duwa trén nén tang cai dat, c6 thé duoc cai dit danh gia riéng trén phan mém hoic
riéng trén phan ctimg. D4i vai rién khai phan cing, dién tich chip va niang lugng tiéu
thu 1a nhitng tiéu chi quan trong dé danh gia tinh nhe cua hé mat. B4i vai trién khai
phan mém thi kich thuéc ma ngudn, kich thuéc RAM lai 14 tiéu chi cho mot hé mat
duoc coi la nhe.

Tong két tir cac bai béo qudc té ciing nhu cac bai bao trong nudc vé mat ma
hang nhe [5], [6], [7], c thé phat biéu ngin gon, mat ma nhe 1a hé mat c6 tinh thoa
hiép, can ddi gitra ba tiéu chi vé do an toan, hiéu suit va cac tham sb vat Iy (RAM,
CPU, Nguén ...).

Hinh 1-1: Nguyén Iy thiét ké thudt todn mdt ma hang nhe
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C6 nhiéu céch phan loai mat ma hang nhe, dé thuan tién cho qué trinh nghién
ctru, nhu trong [17] da phan loai theo theo ciu trlic thuat toan, kém theo 1a danh séach
cac hé mat dién hinh theo tirng loai nhu trinh bay trong Bang 1-1.

Bang 1-1: Phan loai mat ma hang nhe theo cau triic thudt todn

STT Cdu truc thugt toan Céac h¢ mgt dién hinh
AES, Present, GIFT, SKINNY, Rectangle,
1 Mang thay thé - hoan vi | Midori, mCrypton, Noekeon, Iceberg,
(SPN) Puffin-2, Prince, Pride, Print, Klein, Led,
Picaro, Zorro, I-Present, EPCBC
DESL/DESXL, TEA/XTEA/XXTEA,
_ Camellia, Simon, SEA, KASUMI, MIBS,
2 Mang Feistel (FN) i
LBlock, 1TUbee, FeW, GOST, Robin,
Fantomas
Mang Feistel tong quat _ . .
3 CLEFIA, Piccolo, Twis, Twine, HISEC
(GFN)
4 Add-Rotate-XOR (ARX) | SPECK, IDEA, HIGHT, BEST-1, LEA
Thanh ghi dich chuyén
5 | phan hoi khdng tuyén tinh | KeeLog, KATAN/KTANTAN, Halka
(NLFSR)
« i Hummingbird, Hummingbird-2, Present-
6 Hon hop (Hybrid) GRP

Trong cac hé mat trén, chi c6 mot s hé mat dugc chuan héa bai to chic uy

tin trén thé gidi. Cu thé, theo t6 chuc tiéu chuan qudc té 1ISO va ay ban k§ thuat dién
quéc té IEC, don vi ban hanh va duy tri c4c tiéu chuan vé thdng tin va cong nghé
truyén théng, hién nay da cong b hai tiéu chuan cho mat ma hang nhe la:

Tiéu chuan ISO/IEC 29167: c6ng nghé thdng tin-ky thuat nhan dién va thu
thap dir liéu tu dong, trong phan 10, 11 va 13. Vi mat ma doi xang nén
duoc sir dung trong giao tiép khdng gian va the RFID. Cac phan nay duoc
mo ta cu thé trong AES-128, PRESENT-80 va Grain-128A.
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- Tiéu chuan ISO/IEC 29192 véi mot loat cac tieu chuan vé ma khéi nhu
PRESENT, CLEFIA, ma dong nhu Trivium, Enocoro hay ham bam
PHOTON, Spongent, Lesamnta-LW. Mt vai tiéu chuan duoc dé cap trong
ISO/IEC 29192 la:

o Su an toan cua co ché ma hda, bao mat 80 bits duoc coi 1a dd an
ninh téi thiéu cho mot hé mat ma nhe. Tuy nhién, tiéu chuan ap dung
c6 thé 1én t6i 112 bits cho céc hé thdng yéu cau bao mat trong thoi
gian dai.

o Yeéu cau khi trién khai phan cang, chang han: ving chip dugc st
dung cho co ché ma hoa, sy tiéu thy nang luong.

o Yeéu cau khi trién khai phan mém, dic biét 1a vé kich thuéc mé (code
size), kich thusc RAM.

o Sy trudng thanh cua co ché mé hoa

o Téng quét cac thudc tinh nhe duoc yéu cau cho mot hé mat.

Mot goc nhin khéc vé sy phat trién mat ma, twong tu nhu méat méa truyén théng,
mat mé& hang nhe ciing dugc chia thanh 3 loai Ia mat ma khoa cong khai, mat ma khéa
bi mat, ham bam. Trong mat ma khéa bi mat c6 mat ma dong, mat ma khdi ... Theo
thdng ké nhu Hinh 1-2 cho thiy su quan tdm cua dong dong vé mat ma, theo hudng
tiép can nay, cé thé nhan thay mat ma khdi hanh nhe duoc quan tdm nhiéu nhét, ciing
phan anh thuc té 12 mat ma khéi hang nhe c6 vai tro quan trong nhat trong cac ung
dung vé& mat ma.

!
i

14 Mat ma dong

12 B Ham bam

14 l B SP—based HF

m SP-based AE
Ma xac thuc
BC-based AE

1] B Mat ma khdi

1996-1997 2000-2001  2004-2005 2008-2009  2012-2013 2016-2017
1994-1995 1998-1999 2002-2003 2006-2007 2010-2011  2014-2015

Hinh 1-2: Théng ké sé lwong phat trién cac hé mat ma hang nhe
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1.3.2 Pdc diém thudt toan ciza mét sé hé mat ma hang nhe dién hinh hién nay

Trong Bang 1-1 c6 6 loai ciu tric thuat toan va 48 hé mat. Tuy nhién, dé phuc
vu danh gia mirc d6 tinh todn nhe cling nhu tinh nhe trong cai dat, trong Bang 1-2
danh gia mot sé hé mat ma hang nhe dién hinh, tir d6 rat ra duoc céc tinh chat cua
mot hé mat ma hang nhe.

Bang 1-2: Bang phan tich dac diém thudt todn ciia hé mdt ma hang nhe

Cdu truc L
Cac hé mgt

STT | thugt T Dic diém thugt toan
) dién hinh : '
toan
Hé mat ma khoa bi mat AES c6 thé cdi la he
mat ma linh hoat nhat hién nay, c6 thé trién
khai trén nhiéu loai phan cing khac nhau véi
céc khdi bit dua vao xir Iy khac nhau, hién nay
ung dung cho mat ma hang nhe co cac phién
ban 1a AES-128/192/265 tuong (ng voi moi
khoi bit dua vao xur lya 1a 128/192/256 bit, dé
dam bao d6 mat, sb lwong vong lap twong ng
AES la 10/12/14 vong lap. Mdi vong lap cia AES
bao gom céc phép toan XOR, thay thé byte
Mang, (SubBytes), dich bit (ShiftRows), va tron cot
, | thaythe- (MixColumns).
hoan vi N . .
Phién ban dugc stir dung pho bién nhat cho mat
(SPN)

ma hang nhe cua AES la AES-128, mdi vong
Iap c6 khoang 40 phép toan trén 128 bit dit liéu.
Nhu vay, s6 luong phép toan khoang 400 phép
toan, dugc coi 1a rat nhanh va hiéu qua.

Hé mat ma khda bi mat PRESENT duoc coi la
hé mat siéu nhe, chi sir dung cac phép toan don
gian nhu XOR, AND, OR va dich bit. Thuat
toan cua hé mat PRESENT bao gém 16 phép
toan XOR, 16 phép toan AND va 48 phép toan
OR trén mdi vong lap, tong cong la 80 phép

PRESENT
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STT

Cau tric
thugt
toan

Cac hé mat
dién hinh

Dic diém thugt toan

toan trén 64 bit di liéu. Nhu vay, vai tong cong
31 vong lip, tong sb phép toan trong qué trinh
ma hoa la 2480 phép toan.

GIFT

Hé mat ma khoa bi mat GIFT (Galois/Counter
Mode Integer/Fast Transform) hoat dong theo
cac khdi 64 bit dir liéu, ky hiéu la GIFT-64.
GIT-64 st dung 28 vong lip, trong d6 moi
vong lip bao gém cac phép toan XOR, thay thé
byte (SubBytes), hoan vi hang (ShiftRows) va
hoan vi cot (MixColumns). Mdi vong lap cua
GIFT-64 bao gom khoang 33 phép toan trén 64
bit dix liéu. Tong cong phép toan cua GIFT-64
khoang 924 phép toan.

SKINNY

Hé mat ma khoa bi mat SKINNY hoat dong
theo cac khdi dix lieu 128 bit. Phién ban
SKINNY-128/128 str dung 40 vong lap, trong
d6 mdi vong lap bao gom céc phép toan XOR,
thay thé byte (SubBytes), hoan vi hang
(ShiftRows), hoan vi cot (MixColumns) va
phéep toan hoan vi phién (AddRoundConstant).
MJdi vong lap cua SKINNY-128/128 bao gom
khoang 64 phép toan trén 128 bit dix liéu. Tong
s6 khoang 2560 phép toan trén mot khoi dir
liéu.

Rectangle

Hé mat ma khoa bi mat Rectangle hoat dong
trén khoi dir lidu 64 bit. Phién ban Rectangle-
64 sir dung 17 vong lip, trong d6 moi vong lap
bao gom cac phép toan XOR, thay thé byte
(SubBytes), hoan vi hang (ShiftRows), va tron




15

STT

Cau tric
thugt
toan

Cac hé mat
dién hinh

Dic diém thugt toan

cot  (MixColumns). Mbi vong lap cua
Rectangle-64 bao gdom khoang 16 phép toan
trén 64 bit dix liéu. Tong sé phép tinh trén mot
khoi dix liéu 12 272 phép toan.

Midori

Hé mat méa khéa bi mat Midori hoat dong trén
khéi dix liéu 64 bit, ky hiéu Midori-64, hé mat
nay st dung 20 vong lip, trong d6 mdi vong
lip bao gdm cac phép toan XOR, thay thé byte
(SubBytes), hoan vi hang (ShiftRows), hoan vi
cot (MixColumns) va phép toan hoan vi phién
(AddRoundConstant). M&i vong lap cua
Midori-64 bao gom khoang 15 phép toén trén
64 bit dir lieu. Tong cong khoang 300 phép
toan trén mot khdi 64 bit dit liéu.

Noekeon

Hé mat khoa bi mat Noekeon hoat dong trén
khdi dit liéu 128 bit. Noekeon str dung 4 vong
lip, trong d6 mdi vong lip bao gom céac phép
toan XOR, thay thé byte (SubBytes), hoan vi
hang (ShiftRows), hoan vi cot (MixColumns)
va phep toan hoan vi phién (AddRoundKey).
MJdi vong lap cua Noekeon bao gom khoang 32
phép toan trén 128 bit dir liéu. Tong sé phép
toan la 128 phép toan.

PRINT cipHER

Hé mat PRINTcierer ma hoa dit liéu theo khoi
c6 kich thuac 64 bit. PRINTcipher st dung mot
s6 luong vong lap 1ap lai dé thuc hién phép toan
trén dir lieu. S6 luwong vong liap trong
PRINTCcipher c6 thé duoc diéu chinh dé can
bang giira hiéu suat va do an toan. PRINTcipHer
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STT

Cau tric
thugt
toan

Cac hé mat
dién hinh

Dic diém thugt toan

48 sir dung 48 bits khoa bi mat va cong thém
32 bits duoc sinh ra tir thuat toan ma héa st
dung 16 S-box 3 bits.

Klein

Hé mat KLEIN m4 hoa dir liéu theo khéi co
kich thudc 64 bit hoac 128 bit. Phién ban
KLEIN-64 sir dung khdi 64 bit va phién ban
KLEIN-128 sir dung khdi 128 bit. S luong
vong lap trong KLEIN c6 thé duoc diéu chinh
dé can bing gitra hiéu suat va do an toan.

PICARO

Hé mat PICARO hoat dong trén khéi di lidu
128 bit. S6 lwong vong lap trong PICARO
thuong duoc dat la 10 vong lap.

I-Present

Hé mat I-Present hoat dong trén khéi dit liéu
64 bit. S6 lwong vong lip trong I-Present
thuong duoc dat la 32 hoac 48 vong lap.

EPCBC

Hé mat méa khéa bi mat EPCBC la mot hé mat
m& hang nhe dugc thiét ké phu hop voi thiét bi
EPC (Electronic Product Code). EPCBC hoat
dong trén khoi dir liéu 48 va 96 bit, va khoa 96
bit.

Mang
Feistel
(FN)

DESL/DESXL

DESL (Data Encryption Standard with LFSR-
based Whitening) va DESXL (Data Encryption
Standard with XORing and LFSR-based
Whitening) la cac phién ban m¢ rong cua thuat
toan ma hoa DES (Data Encryption Standard).
DESL va DESXL hoat dong trén khéi dir liéu
64 bit. DESL va DESXL st dung 16 vong lap
DES lap lai mot S-box (6*4 bits) 8 lan.
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STT

Cau tric
thugt
toan

Cac hé mat
dién hinh

Dic diém thugt toan

TEA/XTEA
IXXTEA

TEA (Tiny Encryption Algorithm), XTEA
(Extended Tiny Encryption Algorithm) va
XXTEA (Corrected Block TEA) hoat dong
trén khdi dir liéu 64 bit, cac phép toan ding
trong hé mat la dich bit va XOR. TEA cé 32
vong lap, XTEA c6 64 vong lap va XXTEA st
dung sé vong lap bién di (tuy thudc vao kich
thudc khdi dir ligu).

Camellia

Hé mat ma khda bi mat Camellia hoat dong
trén khdi dit lieu 128 hit. Camellia hd tro cac
kich thuéc khoa tir 128 bit dén 256 bit. Sé
luong vong lap trong Camellia phu thudc vao
kich thugc khoa va dugc thiét ké dé dam bao
do bao mat va hiéu suat toi wu. Pi véi cac
khoa c6 d6 dai 128 bit, Camellia sur dung 18
vong lap. V&i khoa 192 bit va 256 bit, Camellia
sur dung 24 vong lap.

SIMON

SIMON hoat dong trén khéi di liéu c6 kich
thuéc ¢é dinh 1a 64 bit. SIMON hd trg cac kich
thuge khoa tir 64 bit dén 128 bit. Sb lugng vong
Iap trong SIMON phu thudc vao kich thudc
khéa. Tuwong wng vd&i kich thudéc khoda
64/96/129bit, s6 lwong vong lap cua SIMON
sir dung 32/36/42 vong lap.

KASUMI

Hé mat KASUMI thuong duogc sir dung trong
cac mang di dong GSM (Global System for
Mobile Communications) va cong nghé GPRS
(General Packet Radio Service). KASUMI
hoat dong trén khéi dit liéu 64 bit. KASUMI st
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STT

Cau tric
thugt
toan

Cac hé mat
dién hinh

Dic diém thugt toan

dung khoa co kich thugc 128 bit. S6 lwong
vong lap trong KASUMI la 8. Mdi vong lap
trong KASUMI bao gdm céc phép thay thé,
hoan vi va phép XOR dé thyuc hién phép toan
ma hoa/giai ma.

LBlock

Hé mat LBlock hoat dong trén khéi di liéu c6
kich thusc c¢b dinh 1a 64 bit. Lblock c6 hai
phién ban la LBlock co ban c6 kich thudc khoa
80 bit va phién ban m¢é rong vai kich thudc
khoa 128 bit. LBlock st dung 32 vong lap cho
khoa 80 bit va 48 vong lap cho khoa 128 bit.
M3i vong lap trong LBlock bao gdom cac phép
thay thé, hodn vi va phép XOR dé thuc hién
phép toan mé hoa/giai ma.

GOST

GOST (Government Standard) hoat dong trén
cac khdi dit liéu 64 bit va khoa 256 bit. GOST
sir dung 32 vong lip dé thuc hién qua trinh ma
hoa/giai ma. Mdi vong lap trong GOST bao
gom céc phép thay thé, hoan vi va phép XOR
dé thuc hién phép toan ma hoa/giai ma.

Mang
Feistel
tong quat
(GFN)

CLEFIA

CLEFIA hoat dong trén cac khéi dir lieu 128
bit. CLEFIA hd tro khéa co kich thuéc 128,
192 va 256 bit. CLEFIA su dung 18 vong lap
(hoac 24 vong lap tay thudc vao kich thudc
khoa) dé thuc hién qua trinh ma hoa/giai ma.
MJdi vong lap trong CLEFIA bao gom cac phép
thay thé, hoan vi va phép XOR dé thuc hién
phép toan méa hoa/giai ma.
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STT

Cau tric
thugt
toan

Cac hé mat
dién hinh

Dic diém thugt toan

Piccolo

Piccolo hoat dong trén céac khéi dix liéu 64 bit.
Piccolo hd tro khoa c6 kich thudc 80, 128 va
192 bit. Piccolo sir dung 31 vong lip dé thyc
hién qua trinh ma hoa/giai ma. Mdi vong lap
trong Piccolo bao gom céac phép toan nhu hoan
vi, thay thé va phép XOR dé thuc hién phép
todn ma hoa/giai ma.

Twine

Twine hoat dong trén cac khéi dix liéu 128 bit.
Twine ho tro khoa co kich thudc 80, 128 va 192
bit. Twine sir dung mot s vong lap (thuong la
32 hoic 36 vong lap) dé thuc hién qua trinh ma
hoa/giai ma. Mdi vong lap trong Twine bao
gom cac phép toan nhu hoan vi, thay thé va
phép XOR dé thyuc hién phép toan ma hda/giai
ma.

Add-
Rotate-
XOR
(ARX)

SPECK

SPECK hoat dong trén cac khéi dix liéu c6 kich
thudc 64 bit va khoa co kich thuéc 64, 96 va
128 bit. SPECK sir dung mét sé lwong vong lap
cb dinh dé thuc hién qué trinh ma héa/giai ma.
S6 lwong vong lap duoc lya chon sao cho can
ddi gitra hiéu suat va do bao mat.

IDEA

Hé mat IDEA (International Data Encryption
Algorithm) hoat dong trén céac khoi dit liéu 64
bit va khoa c6 kich thudc 128 bit. IDEA s
dung 8 vong lip dé thyc hién qué trinh ma
hoa/giai ma. Mdi vong lap trong IDEA bao
gom céc phép toan nhu hoan vi, thay thé va
phép XOR dé thyc hién phép toan ma hoa/giai
ma.
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Cau tric
thugt
toan

Cac hé mat
dién hinh

Dic diém thugt toan

HIGHT

Hé mat HIGHT hoat dong trén cac khéi dit liéu
¢6 kich thudc 64 bit va khoa 128 bit. HIGHT
sir dung 32 vong lap. Cac phép toan la XOR,
mod, dich bits. dé thuc hién qua trinh ma
hoa/giai ma.

LEA

LEA (Lightweight Encryption Algorithm) hoat
dong trén cac khdi dit liéu 128 bit, va khda 128,
192 hoic 256 bit. LEA str dung mét s6 luong
vong lap tuy thudc vao kich thudc khoa duoc
su dung. Vi du: Vi khda 128 bit, LEA st dung
24 vong lap, véi khoa 192 bit sir dung 28 vong
lap, va vai khoa 256 bit sir dung 32 vong lap.

Thanh
ghi dich
chuyén
phan hoi
khéng

tuyén

tinh
(NLFSR)

KeelLoq

KeeLog hoat dong trén cac khéi dit liéu 32 bit,
va khoa 64 bit. KeelLog su dung 528 vong lap
dé thuc hién quéa trinh ma héa/giai ma. Mai
vong lip trong KeeLog bao gém cac phép toan
hoan vi, thay thé va XOR. Bic diém thu4t toan
cua Keeloq la ciu tric mang dic biét goi l1a
"Time-Memory Trade-Off (TMTO)" dé thuc
hién qua trinh ma hoa/giai ma. Qua trinh nay
bao gom cac budc hoan vi, thay thé va XOR dé
thuc hién cac phép toan logic trén cac khéi di
liéu.

KATAN/
KTANTAN

KATAN va KTANTAN hoat dong trén cac
khoi dit liéu 64 bit.va khda 64, 80 hoac 128 bit.
KATAN su dung 254 vong lap, trong khi
KTANTAN str dung 254 hoac 1022 vong lap.
Mai vong lip trong KATAN/KTANTAN bao
gom cac phép toan thay thé va XOR. Kién trlc
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Cau tric
STT | thugt
toan

Cac hé mat

D Diic diém thugt toan
dien hinh

cia KATAN, KATANTAN rat don gian; ban
1d duge luu béi 2 thanh ghi. Trong mdi vong,
mot sé bit duoc liy ra va dua vao ham phi
tuyén Boolean, va LFRS 8 bits d& ma hoa.

Hummingbird hoat dong trén céac khéi dir lidu
64 bit, va khoa c6 kich thuéc 128, 192 hoac 256
bit. Hummingbird sir dung mét s6 luong vong
lap thy chon, tir 3 dén 7 vong lap. Mdi vong lap
trong Hummingbird bao gdom céc phép toan
thay thé, hoan vi va phép XOR.

Hummingbird

6 | Honhop e — — —
(Hybrid) Hummingbird-2 la mot phién ban cai tieén cua

hé mat ma Hummingbird, van hoat dong trén
cac khéi dir lidu co kich thudc 64 bit, nhung
khoéa chi c6 128 bit. Hummingbird-2 sir dung 4
vong lap. Mdi vong lap trong Hummingbird-2
bao gdm cac phép toan thay thé, hoan vi va
phep XOR.

Hummingbird-
2

Bang 1-2 cho thay hau hét cac hé mat ma hang nhe hoat dong trén khéi dit liéu
tir 64 t6i 128 bit dit liéu, véi chiéu dai khoa tir 64 bit dén 256 bit tiy theo yéu cau vé
d6 an toan, sb vong lap tir 16 vong dén 48 vong, nhu vay theo [1.4.3.1], do phuc tap
tinh toan caa cac Hé mat c6 nhiéu vong 1a 0(n?), ciia cac hé mat chi co cac phép toan
dich bit, XOR, AND, hoén vi la 0(n) . Cac tham s6 nay duoc tong hop nhu trong
Hinh 1-3, thé hién méi quan hé rang budc giira ba tham sé 1a Do an toan, Hiéu suat
va Vit Iy (co thé thé dai dién boi gia thanh thap hay cao) nhu ba dinh cia mot tam
giac. Mdi hé mat duge duoc coi 1a hang nhe khi tong hop cac tham sé 1a mot cham
(vi du nhu chdm mau xanh) trong tam giac nay.
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Do dai khoa S6 vong lap
(0]

Kién trac
Ndi tiép Song song

Hinh 1-3: Cdc tham s6 co bdn ciia mét hé mdt ma hang nhe

1.3.3 Mgt so hé mdt trén vanh da thic

Nhu trong Bang 1-1, nham cung c4p hiéu suat cao va tiéu thy ning luong thap
trén cac thiét bi c6 tai nguyén han ché, cac hé mat déu duoc thiét ké dwa trén cac phép
tinh don gian trén truong hiru han GF (2). Xem xét tiéu chi dd phuc tap tinh toan, cac
phép toan trén vanh da thirc chu yéu duoc thuc hién trén truong hitu han GF(2), do
vay, budc dau co thé nhan thiy vanh da thtc 12 huéng di dung huéng dé xay dung
cac hé mat ma hang nhe. Duéi ddy 1a mot s6 hé mat ma trén vanh da thac dién hinh,
tuy chua phu hop véi thiét bi cé tai nguyén han ché, nhung c6 thé coi 1a nhitng vién
gach déu tién trong viéc xay dung cac hé mat ma hang nhe trén vanh da thuc.
1.3.3.1 Hé mat ma NTRU

C6 thé ndi, hé mat trén vanh da thirc dau tién 1a hé mat NTRU [56], cong b
nam 1995. NTRU, phéat minh boi Hoffstein, Pipher va Silverman, lan dau tién dugc
gidi thiéu tai Crypto’96. Mac du vé hinh thicc NTRU hoat dong trén cac vanh da thirc

Zg [x]

bac hitu han hé s6 nguyén duong tuy nhién d6 mat cia NTRU lai dugc ching

xn+1’
minh c6 lién quan dén bai toan kho trén dan Euclidean [29]. Tai hoi thao ANTS’ 98,
C4cC tac gia cia NTRU da dua ra phién ban cai tién trong d6 da danh gia k¥ ludng veé
d6 mat cuia NTRU dbi vai cac tan cong dua trén dan [56]. NTRU duogc IEEE bat dau
chuan hoa tir nam 2008 [56] trong nhém chuan P.1363.1. Hién nay, NTRU duoc cong
ddng mat ma coi 12 mot thay thé hop ly cho cac hé mat dya trén cac bai toan phan
tich s6 nguy@n thanh thira s6 nguyén té va cac thuat toan logarit roi rac trén cac truong
hitu han hogc cac duong cong eliptic. Hé mat nay ciing duoc coi 1a kha thi nhat cho
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thé hé mat ma khoa cong co kha niang chdng lai cac tan cong bang may tinh luong tir
[83].

Bang 1-3: Thu tuc trao doi ban tin ciia hé mdt khéa cong khai NTRU

A va B mubn trao ddi thdng tin vai nhau, A va B théng nhét cac tham sb caa vanh
da thic bac hitu han hé s6 nguyén duong p va q:

Z,(x)
_ “p X
n,p—xn+1|n,p EN
Z,(x)
_ “4q X
n}q—xn+1|n,q EN

Trong d6, p va q 1a hai sb nguyén, véi

q »pvagedlp,q) =1

C6 thé md hinh hoa hé
mat NTRU bing cac
nhém nhan mod p va q,
cling nhu cac da thuac
ngau nhién trén vanh

x™ + 1 nhu sau

Céc thong s6 vé khoa bi | - Khéa bi mat B: f, F,

mat va khoa cong khal | _ khga cong khai cia B: h

A mé hoa ban tin m
thanh ban ma C roi giri C =p® * h + m(mod q)
sang B
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B tinh ban tin M:

M = f * C(mod q)
B giai m& ma ban tin C Sau d6 dung khoa bi mat dé iy ban tin m nhu sau:
bang khoa bi mat E, dé (F, * M)mod p =
Iéy ban rd m nhu sau (B, * f* C(mod q))mod p =
(E, * f* (p®* h + m)(mod q))mod p =
(Fy * f *p@ =« h + E, * f *x m)(mod p) =

(B, xf*xp@xgx*F +F,*f*m)(modp)=m

Sau gan 20 nim ké tir khi ra doi, NTRU da thu hat rat nhiéu sy quan tam coa
cong dong mat ma vai nhiéu kiéu tan cong va song song la cac ban hiéu chinh ciing
nhu cac bién thé. Ngoai ra, mot sb bién thé cia NTRU ciing da duoc dé& xuat. Dau
tién 1a so @ NTRU sir dung da thtrc khéng kha nghich 1am khoa thay va kéo theo hai
khda cong khai thay vi mot nhu trong NTRU [56]. Mot bién thé khac cia NTRU dugc
dé xuat nam 2002 c6 tén la CTRU [46] trong d6 cac hé s nguyén cua cac da thuc
trong NTRU duoc thay bing cac da thie trén cac vanh dé tranh céc loai tn cong
lattice-based nhu dbi véi NTRU. MaTRU [66], mot hé mat twong tw NTRU nhung

hoat dong trén céc vanh cac ma tran vudng k — by — k ¢ phan ti 1a cac da thic trén
vanh R,, = 2 véi nk? = N, duoc gioi thidu nam 2005 véi mot sd cai thign vé téc
d6 tinh todn so voi NTRU. Nam 2010, trong [67], dai s6 octonions dwgc khai thac
dé xay dung mot bién thé cua NTRU c6 tén 13 OTRU. Do NTRU la mét hé mat dua
trén dan, nim 2012, bai toan tim vector gan nhat (CVP: Closet Vector Problem) da
duogc st dung trong [96] dé dé xat mot bién thé tong quat hda cua NTRU. Gan day,
trong [59], vanh s nguyén Z trong NTRU duoc thay thé boi vanh cac sé nguyén
Eisenstein dé xay dung hé mat ETRU ¢4 téc do tinh toan nhanh véi khda nho hon &
cac muc do mat twong duong so voi NTRU.

So v&i cac hé mat thong dung nhu RSA, ECC, NTRU c6 mét 6 vu diém:

- CO6 su khac biét véi bai toan co s¢ hoan toan khac, c6 lién quan dén bai
toan SVP trén dan, mot bai toAn NP-hard chua c6 thuat giai trong thoi gian
da thirc, ké ca ddi véi cac may tinh luong tir;

- Thuat todn ma hoa va giai ma don gian kéo theo toc do tinh toan rat nhanh,
duoc coi 1a nhanh nhat trén thi trudng hién nay;
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- Sur dung khoa ngin nhat so véi cac hé mat khoa cong khai hién c6 hon &

cac do mat tuong duong;

- Tbn it tai nguyén tinh todn nén dugc nghién ciu tng dung cho cac hé thdng

nhang c6 tai nguyén han ché [RFID, cam bién, thiét bi y té];

Tuy nhién, NTRU ciing c6 nhitng han ché,:

- Ban than céc tac gia khong dua ra duoc bai toan khé nén tang cia NTRU.

Viéc ching minh do khd caa NTRU lai do mét s6 tac gia khac dua ra sau
16 nam ké tir ngdy hé mat nay duoc céng bod;

- CO6 thé b tan cdng trén dan, mac du diéu nay rat khé khan khi sé chiéu cua

dan (bac cua da thirc 16n);

- Bi tdn c6ng khi phat lai lién tiép ban ma cua cing mot ban rd;

- Bi tin ban ro dugc chon;

- Kich thuéc khoa cong khai 16n;

- Hé sé mé rong ban tin 16n.

Vay NTRU, vi thu tuc mé& sir dung mot phép cong va mot phép nhan da thic
modulo don gian trong khi tha tuc giai ma ciing chi sir dung hai phép nhan da thic
modulo cua hai da thac c6 hé s nhé nén diém manh nhat cia NTRU 14 toc d6 tinh
toan. Theo [56], NTRU nhanh hon cac hé mat RSA va ECC kha nhiéu ¢ cac muc d6
an toan tvong dwong. Hon nira, téc d6 cua NTRU cd thé duoc nang cao bing cach
chon céc vanh va cac phép bién doi tuyén tinh hiéu qua hon nhu trong [46].

Mot trong nhiing diém han ché cua NTRU la ban ma c6 dung lugng gap log, q
ban rd. Trong ché do an toan cao cua NTRU [56], véip = 3vaq = 128, ban mi
dai gap khoang 4 1an ban ré.

Trong bién thé cia NTRU, dang cha y nhét 1a hai hé mat CTRU va hé mat
pNE [86]. Khac voi NTRU, pNE hoat dong dua trén vanh da thtc chan tuyét doi hé
s0 nguyén Z, [x] (x™+ 1)|n = 2¥. Hé m4t nay c6 wu diém 1a c6 do an toan ngit
nghia IND-CPA duya trén d6 kho cta bai toan R-LWE. Tuy nhién, hi¢u nang ctia pNE
tinh toan thap hon NTRU va hé s6 ma rong ban tin kha 1n.
1.3.3.2 Hé mgt ma trén ma CYCLIC cuc bg

HG mat khoa cong khai dau tién dua vanh da thic 222 do téc gia Pham Viet
Trung dua ra nim 2005 trong cong trinh [16]. Hé mat nay thuc chat 1a mot bién thé

ciia hé mat Mc.Eliece, trong ¢6 ma Goppa dugc thay thé bang mot ma cyclic cuc bo
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(64, 7, 32) két hop v&i mot ma kiém tra chan (8, 7, 2). Hé mat ma nay da bude dau
khing dinh duoc hudng di vé viéc ung dung mi Xyclic ndi riéng, vanh da thic noi
chung trong viéc xay dung cac hé mat mé, c6 tiém ning trong viéc tan dung dac tinh
tinh todn nhanh, nhe cta vanh da thirc dé xay dung cac hé mat ma hang nhe. Bai béo
tuy dung vanh da thirc dé cai tién hé mat Mc.Eliece nhung van giit nguyén dugc do
an toan nhu hé mat Mc.Eliece véi gia thiét bai toan giai hé phuong trinh tuyén tinh
ngau nhién 1a khé. Tuy nhién, nhuoc diém cua hé mat nay 1a d6 phuc tap tinh toan
cao hon hé mat Mc.Eliece va ciing nhu Mc.Eliece, khong kha thi trong trién khai thyuc
té vi khoa cong khai qua lon.
1.3.3.3 Hé mdat méa IPKE

Hé mat ma khoa cong khai IPKE [14] str dung céac phan tir kha nghich trong
vanh da thtc chin tuyét doi dé 1am cip khoa, vanh da thire chin tuyét dbi duoc dugc
trinh bay nhu sau:

Z,(x)

Ryo= i [k €N (1.23)

Bang 1-4: Thu tuc trao déi ban tin ciia hé mat khéa cong khai IPKE

A va B muén trao ddi thdng tin véi nhau, A va B thuc hién tha tuc tao khéa nhu sau:

- AvaB théng nhan mot s nguyén duong p < 251, m&i ban rd s& c6 chiéu
daila(p — 1) bit

- B chon ngau nhién hai da thic khac 0 la s;,s, € Ryk-1 sau d6 tinh

" +s,. Trs, chon ra mot khéa bi mat cua B.
- Tu khéa bi mat s, B tinh ra khoa coéng khai h réi gui téi A:
h=s*xP+1)hayh*smod (xP+1) =1

k
S = §; * x2

A chia dit liéu can truyén thanh céc ban tin m c6 chiéu

dai (p — 1) bit, sau do tinh p bit nhu sau:
A ma héa m thanh C sau do

B B M=w(m) +1Dmod 2.x" *+m
glri sang

Sau d6 ma hda ban tin M thanh C nhu sau:
C=M=xh

B nhan dwoc C va giai mi | B gidi ma C dé lay M:
dé lay ban tin m Cxs=Mshsxs=M
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Sau do, khoi phuc m tia M:
m=M,_.x"1+ M

Nhan xét:

- Mot nhuoc diém cua hé mat IPKE 1a hé s6 mé rong ban tin 1a 2% /p. Do
phai chon p < 2%~1 nén hé s6 nay luén Ién hon 2 hay ban ma dai gap hon
hai 1an ban r3. Do d6, mic di k cang Ién thi kha ning bao mat cua hé mat
cang cao, ta can phai chon k phu hop dé dam bao hiéu qua ma hoa.

- M6t vu diém quan trong caa hé mat IPKE 1a ca hai thuat toan ma hoa va
giai ma déu str dung phép nhan da thiic modulo rat don gian twong ty nhur
NTRU trong khi RSA phai st dung ham mii modulo véi do phuc tap
0(n?).

- Ngoai ra, voi ciing do dai khda cong khai, IPKE chi can sir dung n bit khoa
bi mat s trong khi NTRU sir dung hai khoa f va F, véi tong do dai 1a 2n
bit.

Nhu vay, IPKE c6 mot s6 wu diém, tuy nhién van can xem xét ki ludng hon
(dam bao can bing giita khong gian ban rd va khdng gian khoa, mé rong khéng gian
khoa, thir c4c loai tin cong khac,...) cho cac tng dung thuc té dic biét 1a cac tng

dung doi hoi tdc do tinh toan cao vai tai nguyén han ché.

1.4 PHUONG PHAP PANH GIA MOT HE MAT MA HANG NHE
1.4.1 Phwong phdp tiép cgn nghién cizu hg¢ mgt ma hang nhe

V& an toan thong tin cho mot hé thdng théng tin, trong nhiéu céach tiép can
hién nay, cach tiép can cua ITU-T dugc coi la toan dién va c6 hé thng nhét, goi 1a
Framework vé An toan thong tin tir dau cudi dén dau cudi cia hé thong théng tin,
duoc trinh bay trong khuyén nghi c6 ma X.805 [51]; tuy Framework nay duoc cong
bd nam 2003, nhung Framework nay c6 tinh tong quét hda cao, nén van con nguyén
gia tri cho cac hé thong thdng tin ngay nay.

Pé &p dung Framework X.805, hé théng thong tin dugc mé hinh hoa thanh 3
tang va 3 mat phang, dong thoi chi ra 5 nhém nguy co va 8 giai phap dé phong chong

cac nguy co do.
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Hinh 1-4: Frame work vé an toan thong tin cho hé thong théng tin

ITU-T Rec. X.805 téng quat hoa cac nguy co vé an toan thong tin (Threats)
thanh 5 nhom:

Bang 1-5: Nhom cac nguy co an toan bao mdt theo X.805

STT Nhom cac nguy co Minh hoa
1 Phé& huy thdng tin hay cac tai nguyén C 3 g
khac (Destruction) @

2 | Stra ddi thong tin (Corruption)

Danh cip thong tin hay céc tai
nguyén khac (Removal)
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4 Lam 16 thong tin (Disclosure)

5 Lam gian doan dich vu (Interuption)

X1

Vé6i 5 nhom nguy co ndy, X.805 ciing di tong quat hoa 8 bién phép

(Dimentions) dé bao vé hé thdng truéc 5 nhdm nguy co nhu sau:

1.

Diéu khién truy nhip (Access Control): Phuong phap nay nham han
ché va diéu khién viéc truy nhap vao céc phan tir mang, céc dich vu
va cac tng dung. Mot sé co ché phd bién dé thuc hién bién phép
nay d6 1a: Sir dung mat khau, sir dung danh sach diéu khién truy
nhap (ACL), str dung Firewall.

Nhan thuc nguoi s dung (Authentication): Phuong phap nay st
dung nhan dang ngudi sir dung dé kiém tra tinh dang dan cua nguoi
sir dung. Mot sb co ché phd bién dé thuc hién bién phép ndy ma
chung ta thuong thiy do 1a: st dung khoé chia sé, sir dung ha tang
khoé cong cong — PKI, sir dung chix ky sb, sir dung ching chi sd.
Chang minh tranh pha nhan (NonRepudation): Phuong phap nay
nhdm ngan chin kha ning nguoi sir dung tir chdi hanh déng ma ho
da thuc hién vao mang. Mot sé co ché phé bién dé thuc hién bién
phéap ndy ma ching ta thuong thay do 1a: sir dung co ché ghi lai su
kién hé thdng, sir dung chit ky sé.

Bao mat dir liéu (Confidentiality of Data): Phuong phap nay nham
dam bao tinh bi mat cho dit liéu cta ngudi sir dung tranh khéng
duoc biét bai nguoi khong mong mudn. Co ché phé bién dé thuc
hién bién phap nay do la: mat ma.

Pam bao an toan trong qué trinh truyén dit liéu (Communication):
Phuong phap nay nham dam bao dong thong tin chi di tir nguon dén
dich mong mudn, cac diém trung gian khdng mong mudn duoc biét
thong tin khong thé truy nhap vao dong théng tin. Mot s6 co ché
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pho bién dé thuc hién bién phap nay d6 1a: st dung VPN thdng qua
MPLS hay mét sb giao thire nhu 1a L2TP, ...

6. Bam bao tinh toan ven dir liéu (Data Integrity): Phuong phap nay
nham dam bao ring di liéu nhan duge va dugc phuc hdi 1a gidng
vé6i dir lieu da dugc gui di tir ngudn. Mot sb co ché phé bién dé thuc
hién bién phap nay ma ching ta thuong thiy d6 1a: str dung thuat
toan bam MDS3, sir dung chit ky s, hay phan mém chdng virus.

7. Pam bao tinh kha dung (Avaiability): Phuong phap nay nham dam
bao cho ngudi sir dung hop 1& ludn cd thé st dung cac phan ti mang,
cac dich vu va céc ung dung. Mot s6 co ché pho bién dé thuc hién
bién phap nay ma ching ta thuong thiy do 1a: sir dung hé thong phat
hién/ngin ngtra truy nhap trai phép (IDS/IPS), sir dung co ché du
phong, st dung BC/DR (Business Continuity/Disaster Recovery).

8. bam bao tinh riéng tu cho nguoi st dung (Privacy): Phuong phap
nay nham dam bao tinh riéng tu cho nhan dang va viéc st dung
mang cta ngudi sir dung. Mot s6 co ché phd bién d@é thuc hién bién
phap nay ma chung ta thuong thiy do la: sir dung NAT, st dung
mat m4, tuy nhién, do phtc tap cua cac két ndi, su gia tang dir liéu
lai gdy ra nguy co vé su gia ting 16 hong cho cac cudc tin cong
mang. Dam bao ATTT la yéu t6 quan trong dé dam bao két ndi lién
tuc va an toan dit liéu. Phan nhém ATTT c6 thé duoc thiét 1ap thong
qua viéc &p dung cac quy chuan, tiéu chuan vé ATTT, ap dung cac
bién phap xac thuc gitra cac bén tham gia vao qua trinh giao dich
trao doi thong tin,...

Trong 8 bién phap phong chéng néu trén, bién phap [4], [5], [6], [8] co thé
thuc hién duoc vai mot hé mat thong thuang; bien phap [1], [7] ¢6 thé giai quyét bang
cac cong vy vé an toan bao mat pho bién hién nay nhu hé théng nhan thuc, cap quyén,
hé thong firewall; bién phéap [2] hién nay ciing da c6 nhiing giai phap, tuy nhién rat
cong kénh va ton nhiéu chi phi (Nhu chir ky s6, hé thong quan ly ma khoa cong khai
PKI ...). Pay ciing 1a 1y do ma tac gia da dé xuat giai phép cai tién hé mat OMURA-
MASSEY bang cach thém tinh ning nhan thuc vao hé mat nhu trong cong trinh [J1].
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1.4.2 Phwong phdp danh gid h¢ mdt bang cac hinh thzc tén cong an toan bado mat

Tuong ty nhu cac hé mat truyén théng, cac md hinh phan tich ma bang hinh
thire tin cdng an toan bao mat trong mat ma hang nhe chia 1am 9 loai [55] nhu sau:

1.

Tén cong chi biang ban ma (COA: Ciphertext Only Attack): Trong loai tan
cdng nay, tham ma chi duoc truy cap t6i cac ban ma ma khéng thé truy cap
dén céc ban r5. Pay 1a loai tin c6ng mat ma yéu nhat va trén thyc té, loai
tdn cong nay it duoc xem xét vi khéng thé dam bao A khong cé thong tin
gi vé khdng gian ban rd.

Tan c6ng bang ban rd di biét (KPA: Known Plaintext Attack): Trong loai
tan cong nay, tham méa duoc truy cap dén mot danh sach giéi han cac cap
ban rd va ban ma tuong ung. Trén thyc té, tan cong nay kho trién khai hon
COA.

Tan cong brute-force hay tin cong vét can: Trong tan céng nay, céc khoa
trong khéng gian khoa s& duoc thir cho dén khi tim ra khda chinh xac cua
hé mat. Loai tan cong nay ciing c6 thé ap dung cho dé tim céc ban rd ma
khong can khoa. Loai tin cong nay thuc chat 1a mét 16p con cua céc tan
COA va KPA.

Tan cong bang ban rd duoc chon (CPA: Chosen-Plaintext Attack): Trong
loai tan cong nay, tham ma c6 thé lva chon truéc mot sé ban & dé ma hoa
va c6 thé truy cip dén cac ban ma twong ting. Diéu nay cho phép tham ma
c6 day du thong tin vé khdng gian ban rd va cd thé cho phép ho khai thac
cac 16 hong co thé xay ra véi mot sé ban rd nhat dinh. Doi véi cac hé mat
khoa cong khai thi kha ning chdng lai loai tin céng nay 1a bat budc.

Tan cong nghe 1én (EAV: Eaveasdropping Attack): Tuong tu nhu tin cong
nhu CPA. Tuy nhién, thdam m chi dugc chon ban rd dé ma hda mot lan
chtr khong dugc truy cap khong gigi han dén bo ma hoa.

Tan cong bang ban r& dugc chon thich tng: (CPA2: Adaptive chosen-
plaintext attack): Trong loai tin cdng nay, tham ma c6 thé lua chon mét
chudi cac ban rd dé ma hoa va cé thé truy cap dén ban ma tuong Gng. Tai
mdi budc, thAm ma s& ¢ co hoi phan tich két qua trude do truéc khi chon
ban rd tiép theo. Piéu nay cho phép thAm méa c6 nhiéu thong tin hon khi
lya chon cac ban rd hon 1a chon tat ca cac ban rd truéc khi tin cong nhu
trong thu tuc CPA.
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Tén cong bang ban ma duoc chon (CCA: Chosen-ciphertext attack CCA):
Trong loai tan céng nay, tham ma c6 thé lya chon tdy y cac ban ma va duoc
truy cap téi ban ban rd 1a két qua giai ma. Trén thuc té, diéu kién nay doi
hoi tham ma phai c6 quyén truy cap kénh truyén thong va phia nhan.

Tan cbng bang ban ma duoc chon thich tng (CCA2: Adaptive chosen-
ciphertext attack CCA2): Trong loai tin cdng nay, thdAm ma c6 thé chon
mét chudi cac ban ma va duoc truy cap toi cac ban rd 1a két qua giai ma.
Tai mdi budc, tham ma s& co co hoi phan tich két qua giai ma trude do
truéc khi lya chon ban mé tiép theo.

Tan céng phan biét (distinguishing attack): 1a mot loai tin cong trong d6
tham ma chon truéc hai mau (c6 thé 1a hai ban rd hoac hai ban ma) va sir
dung mat tha tuc tin cong nao d6 (vi du EAV, CPA, CCA,...) dé lay két
qua tra vé va tim cach doan xem két qua dé 1a tng vi mau nao trong hai
mau duoc chon. Véi loai tin cdng nay, rd rang xac suat dé tham méa doan
dung tbi thiéu 12 2, day 1a xac sudt ¢6 duoc khi 4 doan ngau nhién mot

cach tim thuong.

1.4.2.1 Tha tuc tan cong phan biét bang cach nghe 1én

Dinh nghia 1-8: Thu tuc tin cdng phan biét bang nghe 1én ddi véi mot hé mat
khoa bi mat, ky hiéu la "Sec” “K” & (n), dugc mo ta nhu sau:

1.

3.

Tham ma A chon mét cip ban rd my, m; c6 ciing d6 dai (cd thé khac n) va
dua vao thu tuc ma ma hoa.

Mot khoa bi mat k € K c6 do dai n ngau nhién trong khdng gian khoa va
mot bit ngau nhién b € {“0,1” } duogc lya chon dé ma héa m_b |b € {0,1}
va tra lai cho A ban ma ¢ = €,(m,,). ¢ duoc goi la ban ma thach thic.
Sau khi nhan duoc c, A thuc hién doan bit b bang mot gia tri b'.

Pau ra cia tn cong la 1 néu b = b’ va 0 trong trudng hop nguoc lai. Néu
"Sec” “K” % (n) = 1 ta ndi rang A da thanh cong. Mot hé mat khda bi mat c6 kha

nang chong lai tin cong nay s& duoc goi 1a c6 do an toan IND-EAV.

1.4.2.2 Tha tuc tan céng phan biét bang ban ré dwoc chon

DPinh nghia 1-9: Tha tuc tAn céng phan biét bang ban rd duoc chon ddi vai mot

hé mat khoa bi mat, ky hiéu la "Sec” "K"f‘fl‘; (n), duoc md ta nhu sau:
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1. Tham ma A chon mot cap ban rd m,, m, c6 cting d6 dai (c6 thé khac
n) va dua vao thu tuc ma mé hoa.

2. Mot khoa bi mat k € K co6 @6 dai n ngau nhién trong khong gian
khoa va mot bit ngau nhién b € {“0,1” } duoc chon dé ma hoa
my, |b € {0,1} va tra lai cho A ban mé ¢ = £,(m;). ¢ duoc goi la
ban ma thach thuc.

3. Avan tiép tuc duoc truy cap khdng gisi han téi thu tuc mé héa &.

4. Sau khi nhan duoc ¢, A thyc hién doan bit b bang mot gia tri b'.

Pau ra cta tin cong 1a 1 néu b = b’ va 0 trong trudng hop nguoc lai. Néu
"Sec” “K” 3’ (n) = 1 ta ndi rang A da thanh cong. Mot hé mat khoa bi mat c6 kha
nang chdng lai tin cdng nay s& duoc goi 1a c6 do an toan IND-CPA.

1.4.3 Céc tham sé co ban khi phén tich, dinh gid mgt hg mat
1.4.3.1 D¢ phuc tap tinh toan

D6 phuc tap tinh toan (hay do phtc tap thuat toan) 1a gia tri dé wdc luong tai
nguyén khi thuc thi mot thuat toan vé mit ly thuyét. Thuc té, dé danh gia mot thuat
toan cd hiéu qua hay khdng, cac nha khoa hoc thudng danh gia hai yéu té 1a thoi gian
thuc hién thuat toan (con goi 1a d6 phuc tap thuat toan) va dung lwong bé nhé can
thiét dé luu trir dit liéu. Tuy nhién, khoa hoc mat ma, khai niém do phac tap tinh toan
thuong la thoi gian thuc hién thuat toan.

That vay, goi A 1a mot thuat toan, m 12 dit liéu dau vao cua module phan mém
thuat toan, thuat toan A tinh trén dir liéu vao e phai tra mot chi phi vé thai gian va bo
nhé nhit dinh, ky hiéu nhu sau:

- Chi phi vé thai gian: t,(m) 1 thoi gian dé hoan thanh thuat toan trén khi

da ligu m.
- Chi phi vé bo nhé: 1,(m) 1a bd nho dé hoan thanh thuat toan trén khéi dir
liEu m.

Do phuc tap tinh toan vé thoi gian va Bo nhg chinh 1a chi phi vé thoi gian va
bo nhé trong trudng hop xau nhat (truong hop tiéu ton nhiéu tai nguyén nhat):

- T,(n) = max{t,(m), véi |m| < n}, n 1a kich thudc khdi dir liéu dau vao

cua thuat toan.

- L,(n) = max{l,(m), véi |m| < n}, n 1a kich thuéc khéi dir liéu dau vao

cua thuat toan.
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Trong thuc té, véi cac khdi dit liéu n dau vao thay doi, thoi gian tinh toan ciing
thay ddi theo, tly thudc vao ban chat cua thuat toan 1a tuyén tinh hay phi tuyén ma
chi phi thoi gian thay ddi theo, nén dé biéu dién do thic tap tinh toan vé mit thoi
gian, thuong dung khai niém 1a B phuc tap tiém can.

D¢ phuc tap T, (n) dugc goi la tiém can téi ham f(n), ky hi¢u va 0(f(n))
néu ton tai cac s ng,c MaTy(n) < c.f(n),vn=>n,.

Nhu vay, v6i ham f(n) 1a da thiee thi do phirc tap T, (n) dugc goi la do phic
tap da thuc.

Pé thuan tién tinh do phac tap tinh toan cac hé mat, dudi day 1a mot sé quy
tac dé xac dinh do phic tap tinh toan:

- Céc lénh don (1énh khai b&o, gan, nhap xuat dir liéu, phép toan sé hoc,...),

thoi gian thyc hién la 0(1).

- Céc khdi Iénh: Gia str mot khdi 1énh gdom céc cau 1énh S;, S5, ..., S, €O thoi
gian thyuc hién lan luot 1a 0(f,(n)), 0(f,(n),..., 0(f,(n)) thi thoi gian
thuc hién caa ca khdi 1énh 1a: 0(max (f,(n), f,(N), ..., fn(n))).

- Cau lIénh ré nhanh: Gia sur thuat toan co6 cau Iénh cé hai nhanh, thoi gian
thuc hién cua cau lénh nhanh 1va cau lénh nhanh 2 lan luot 12 O(f;
(n)) va 0(f,(n)) thi thoi gian thyc hién Iénh ré nhanh la: 0 (max(f;
(), f2(n))).

- Cau lénh l3p: Gia sir thoi gian thuc hién phan than cua Iénh lap
la 0(f(n)) vasb lan lip tbi da caa vong lap 1a g(n) thi thoi gian thuc hién
cua cavong lap la 0(f(n). g(n)).

- Sau khi danh gia duoc thoi gian thuc hién cua tit ca cac cau Iénh trong
chuong trinh, thoi gian thuc hién cua toan bo chuong trinh s€ la thoi gian
thue hién cua cau Iénh c6 thoi gian thyuc hién 16n nhat.

1.4.3.2 B¢ an toan cua mot hé mat

C6 hai quan niém chinh vé d6 an toan cia mot hé mat 1a dg an toan tinh toan
Va dg an toan khéng diéu kién.

D6 an toan khéng diéu kién (unconditional security): La d an toan cia cac hé
mat khi khdng c6 han ché nao dugc dit ra vé khéi lugng tinh toan ma tham ma duoc
phép thuc hién. Dya trén quan niém nay, Shannon di dé xuat khai niém dg an toan
hoan hdo (perfect secrecy) trong [65]. Tuy nhién su phat trién bing no caa mat ma



35

hoc hién dai lai khong di theo hudng xay dung cac hé mat c6 dé an toan khdng diéu
ki¢n, diéu chi co thé xay ra khi do dai khda 16n hon hodc bang do dai ban rd. Hau hét
cac hé mat hién dai déu duoc danh gia vé do an toan theo khai niém dé an toan tinh
toan.

PH¢ an toan tinh todn (computational security): Lién quan dén nhiing nd luc
tinh toan can thiét dé pha mot hé mat. Trén thuc té, nguoi ta goi mot hé mat 13 an
toan vé mat tinh todn néu c6 mot phuong phap tot nhat pha hé mat mat nay nhung
yéu cau thoi gian 16n dén mac khong chip nhan dugc. PG an toan ngi: nghia
(semantically secure) hay d@é an toan chitng minh dwoc (provably secure) thuc chat
la mot truong hop cu thé cua dé an toan tinh toan. Khai niém nay do Goldwasser va
Micali dua ra trong [88]. Cu thé 13, mot hé mat duoc goi 1a an toan ngir nghia néu
v6i ban ma ¢ cho trudc cua mot ban rd m nao d6 chua biét (trong khdng gian ban rd)
cling voi do dai I cua ban rd, xac suat dé ké tin cong xac dinh duoc bat ky mot phan
thdng tin nao ctia m trong toan thoi gian da thic 14 khéng dang ké (negligible). Noi
cach khac, mot hé mat Ia an toan ngir nghia néu khong tim duoc mot thuat toan chay
trong thoi gian da thire dé khéi phuc thong tin vé m tir ¢ véi mot xac suat da lon. Mic
di cd vé thuc té hon d6 an toan hoan hdo, khai niém dé an toan ngir nghia lai khong
c6 cong cu twong minh dé danh gia. Do vay, trong [87], Goldwasser va Micali da
chirng minh dg an toan ngir nghia 1a tuong duong véi mot khai niém do an toan khac
la khdng thé phan biét ban ma (ciphertext indistinguishability) véi tdn cong bang ban
rd chon truoc (IND-CPA: Indistinguishability Under Chossen Plaintext Attack). Khai
niém IND-CPA duoc st dung rong réi vi nd cung cip mot cong cu rd rang dé ching
minh d6 an toan cua cac hé mat trén thyuc té. Ngoai ra, do c6 nhiéu loai tin cdng manh
hon CPA nhu CCA hay manh nhat 1a CCA2, trén thuc té ngudi ta con sir dung IND-
CCA hay IND-CCAZ2 la cac mae do an toan tinh toan cua cac hé mat [60].

Pé chung minh mot hé mat 1a an toan ngd nghia véi mot tin cong nao do, ta
can chi ra rang Xac suat dé <A, bang thu tuc tan cong do, 1a khéng dang ké va thuong
thé hién bang mot ham khéng dang ké (negligible function) nao do.

DPinh nghia 1-10: Mot ham f(n) duoc goi 1a khong dang ké caa bién n néu véi
moi hang s6 c, ludn ton tai mot mot sé nguyén N, sao cho f(n) < n=¢ khin > N,.

Mot s6 ham khong dang k& quan trong c6 thé k& dén 4 2-™, 27V hay 2~ log™,

Vi du véi tan cong phan biét bang ban rd dugc chon, mot hé mat duogc coi la
an toan vai tan cong nay (IND-CPA) néu nhu xac suat dé A xac dinh ban mé tra vé
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la mad hda cho mot trong hai ban ro6 dugc chon trude 1a Y2 + f(n), trong do f(n) la
mot ham khéng déang ké (gia tri% la x4c suat A doan ding mot cach ngau nhién) cua
bién sé gia tri do dai khoa n duoc st dung.

Pinh nghia 1-11: Mot hé mat khoa bi mat dugc goi 1a khong thé phan biét
(IND-EAV) bing nghe 1én néu xac suat dé tin cdng "Sec” “K” 4% (n) thanh cong la
mot ham khong dang ke.

Pinh nghia 1-12: Mot hé mat khoa bi mat dugc goi 1a khong thé phan biét
(IND-CPA) bang nghe lén néu xac suat dé tan cong "Sec” “K” 77 (n) thanh cong Ia
mot ham khong dang ke.
1.4.3.3 Hiéu nang cua mgt hé mat

Ngoai d6 an toan, mot s6 tham s khac thuong duoc sir dung dé danh gia mot
s6 hé mat bao gom [17]:

- Kich thudc khoa va khong gian khod: Thuong duogc tinh bang sb bit do dai

cua khda va hé qua la khdng gian khoa.

- Kich thuéc khoa ciing anh hudng truc tiép dén d6 phuc tap tinh toan cua
tha tuc ma hoa va giai mé;

- Do phuc tap tinh toan caa thu tuc ma hoa va giai ma, thuong duoc tinh va
so sanh vé&i nhau theo bac 0;

- Hé sb mé rong ban tin: La ti 18 giira kich thuéc ban ma dau ra trén kich
thudc ban rd dau vao, gia tri ndy thé hién hiéu qua ma héa cua hé mat.
Thong thudng thi gi tri ndy ludn 16n hon 1 va cang nho thi cang tot.

Ngoai ra, tinh lan truyén sai ciing 1a mot tham sé can luu ¥ khi danh gia cac
hé mat dac biét la cac hé mat khoa bi mat.

Viéc danh gia hidu qua trong cai dat hé théng, dugc danh gia qua cac tham sb
la:

- Dién tich bé mit: c6 thé tinh bang micro m?, nhung gié tri nay phu thudc
vao cong nghé ché tao va thu vién chuan. Dién tich tinh theo GE duoc tinh
bang céach chia dién tich theo micro m? cho S cong NAND 2 dau vao.

- S6 chu ky xung nhip: 1a s6 chu ky xung nhip can dé tinh toan va doc di
liéu ra.
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- Thoi gian: luong thoi gian can thiét cho mot phép tinh cu thé duoc tinh
bang céch chia s6 chu ky xung nhip cho tan sé hoat dong t (s6 chu ky xung
nhip)/tan s6. Pon vi tinh theo mi ni giay (ms).

- Thong luong: 1a sb cac bit du ra chia cho 1 lwong thoi gian nao d6. Pon
vi la bps.

- Ngudn: tiéu thu ngudn duoc ude lwong & mic cong thong qua bo bién dich
cai dat; viéc ude luong tiéu thu & muc transistor 1a chinh xac nhat.

- Ning luong: viéc tiéu thy ning luong duoc coi 1 tiéu thu ngudn qua mot
khoang thoi gian cu thé; né thuong duoc tinh toan bang cach nhan tiéu thy
nguon véi thoi gian can cho phép tinh do.

- Dong dién: 1a luong tiéu thu ngudn chia cho dién ap thong thuong.

- Tinh hiéu qua cua viéc cai dit: tinh bang dién tich chia cho thong luong.

1.5 KET LUAN CHUONG

Mat ma hang nhe di va dang duoc quan tdm khdng nhitng trén thé gigi ma ca
Viét Nam, dac biét trong thoi gian tai, Viét Nam dinh hudng xay dung d6 thi thong
minh, trong d6 thiét bi 10T c6 vai trd chu dao, kém theo dé viéc dam bao an toan
thong tin cho thiét bi 10T 12 van dé duoc uu tién hanh dau sau nhiing tinh ning ma
thiét bi 10T mang lai. Do d6, ¢6 thé ndi nghién ciru vé hé mat ma hang nhe c¢6 y nghia
rat 16n khong nhiing trén thé gi¢i ma ca o Viét Nam.

Mat ma hang nhe da duoc chuan hoa béi cac t6 chirc chuan hoa hang dau quéc
té, ddng nghia véi viéc nghién ciu vé mat ma hang nhe da c6 nhitng két qua rd rang;
Tuy nhién, cac két qua nghién cttu vé mat ma hang nhe st dung vanh da thirc van con
rat khiém ton, trén thé giéi méi c6 mot hé mat lién quan dén vanh da thic 1A NTRU
va mot s6 bién thé, tai Viét Nam cha yéu 1a cac cong trinh (ng dung vanh da thuc
trong cai tién cac hé mat cia cua GS.TS Nguyén Binh va cong su, tuy nhién chua co
cdng trinh nao phat biéu hé mat ma hang nhe, ciing nhu tién hanh cai dit va thu
nghiém danh gid trén thiét bj c6 tai nguyén han ché.

Chuong nay da tong quat hoa tir cac nghién ctu di trudc vé hudng xay dung
va phét trién cac hé mat ma hang nhe d6 1a cac thuat toan cua cac hé mat ma hang
nhe mudn “nhe” thi cac phép tinh chu yéu la cac phép tinh bit (bitwise) bao gom
XOR, AND, dich bit, hoan vi bit.

Chuong nay ciing da cung cap nén tang toan hoc vé vanh da thirc, cac phép
tinh co ban trén vanh da thtc ciing nhu céc loai vanh da thie dac biét. co thé thay
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rang cac phép tinh trén vanh da thiic hé s6 nhi phan déu quy duoc vé cac phép tinh
bit. Pic diém nay cua vanh da thicc mét l1an nita khing dinh huéng nghién ctu hé mat
trén vanh da thic 12 rat tiém nang va c6 trién vong.

Theo hudng nay, chuong 2 va chwong 3 nghién ctru sau hon vé cach st dung
vanh da thtrc trong viéc xay dung hé mat, ciing nhu tng dung cac vanh da thac dac
biét dé cai tién, xay dyng cac hé mat méi c6 kha ning phu hop vai thiét bi co tai
nguy@n han ché tuong tng tra 10i cau hoi nghién ctu 2 va 3.
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CHUONG 2. HE MAT CBC-QRHE TREN VANH DA

THUC CO KHA NANG CHONG TAN CONG BANG

BAN RO CHQN TRUOC (CPA)
2.1 MO PAU CHUONG

V&i muc tiéu 1a xay dung cac hé mat trén vanh da thic ung dung duoc vao
thiét bj c6 tai nguyén han ché, trén co s¢ nghién ciu vé cac dic diém caa vanh da
thuc & chuong 1, chuong nay s& trinh bay mot chudi hé mat trén vanh da thic voi
nhitng cai tién ké tiép nhau, duoc coi nhu dién hinh trong viéc ung dung vanh da
thizc. Pong thoi ciing phan tich, chi ra nhugce diém con ton tai dé tir do tiép tuc cai
tién, xay dung hé mat méi nhiam ting budc han ché nhuoc diém, gia ting duoc loi
thé ung dung cua vanh da thic trong mat mé, dic biét trong linh vuc mat ma hang
nhe.

Noi dung chuong 2 duoc chia 1am 4 phan: phan 2 1a chudi cac hé mat trén
vanh da thire duoc xay dung, cai tién tir hé mat OTP; phan 3 gioi thiéu mét cai tién
tiép theo cua hé mat OTP, dong thoi ung dung mé hinh hé mat lai ghép dé xay dung
hé mat QRHE va vin dé con ton tai; phan 4 1a noi dung chinh cua chwong, mé ta chi
tiét hé mat CBC-QRHE c6 kha ning chdng tin cong CPA va thtr nghiém, cai dit danh
gia hé mat CBC-QRHE trén may tinh.

Céc két cua ciia chuong nay da duoc cdng bd trong cong trinh [C1].

2.2 CAC CAI TIEN CUA HE MAT OTP TREN VANH PA THUC
2.2.1 H¢ mdt khoa bi mdt OTP

Hé mat OTP (One-Time Pad) 1a mot hé mat hoc ¢6 dién va da duoc cong bd
tir thé ky thar 19. Cong trinh dau tién lién quan dén OTP duoc dua ra bai Frank Miller,
mot nha mat ma hoc ngudi My, vao nam 1882. TAc gia ¢ mo ta nguyén tac hoat dong
va tinh bao mat cua OTP trong cong trinh [23]. Sau d6, nam 1917, H¢ mat OTP chinh
thizc dugc cong b trong cong trinh s6 [43] boi Major Joseph Mauborgne va AT&T’s
Gilbert Vernam.

Hé mat OTP hoat dong trén truong GF (2) Vi cac phép ma hda va giai ma déu
la céc phép tinh XOR réat don gian véi d6 phuc tap tinh toan 1a 0 (n) trong d6 n 1a 46
dai khéa. Ngoai ra, OTP hién van 1a hé mat an toan va van duogc sir dung trong céc
linh vuc rat dic thu doi hoi do an toan rat cao nhu quéc phong, an ninh va ngoai giao.
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Tuy nhién, nhuoc diém 16n nhat cua OTP 14 khda bi mat phai dugc chon ngiu nhién
va chi duoc st dung duy nhat mot lan dé tranh tan cong KPA. Ngoai ra, khda bi mat
ciia OTP can c6 d6 dai it nhat bang d6 dai ban ré dan dén hiéu qua ma hoa khéng cao.
Nhiing nhuoc diém nay khién cho OTP khdng phil hop véi cac tng dung trong thuong
mai. Trén thuc té, cac nghién ciru mat ma khéa bi mat ciing déu di theo hudng xay
dung cac hé mat c6 kha ning ma héa nhitng ban tin dai véi khoa ngan va co thé tai
str dung ma van dam bao do an toan ngit nghia thay vi xay dung cac hé mat c6 do an
toan hoan hao.

Hé mat OTP ciing da dugc dé cap va nghién ciu trong nhiéu cdng trinh vé mat
m& hoc va an ninh théng tin. Cac cong trinh noi tiéng lién quan dén OTP phai ké dén
I cong trinh cua Claude Shannon, nha toan hoc va ky su dién ta nguoi My, da cong
bd mot bai béo quan trong trong linh vuc mat ma hoc nim 1949 [27] . Trong bai bao
nay, tac gia néu ré nguyén ly hoat dong cua OTP va dua ra mot phan tich toan hoc
chi tiét vé tinh bao mat cua no, ong da ching minh rang OTP 14 mot trong nhiing hé
mat duoc coi 1a mot trong nhitng hé mat an toan tuyét dbi. Bén nam 1996, trong cudn
[23], Bruce Schneier, mot chuyén gia an ninh may tinh néi tiéng, da trinh bay nhiéu
khia canh cia mat ma hoc, trong d6 giai thich cach str dung va cung cap loi khuyén
vé viéc trién khai OTP mot cach an toan.

Thuat toan cua hé mat OTP rat don gian, chi 1a mot phép XOR don gian giira
ban tin can gui va khoa, thuat toan nay da dugc chitng minh 1a hoan hao véi diéu kién
khoa la hoan toan ngau nhién va chiéu dai khoa bang chiéu dai ban tin.

Goi m 1a ban tin can gui, k 1a khoa, ban ma € duoc tinh nhu sau:

c=Emk)=m @ k (2.1)

Bén nhan giai mi ciing bang phép tinh XOR nhu sau:

Dic,k)=c B k=m Dk Bk=m (2.2)
2.2.2 H¢ mdt khéa bi mat RISKE

Y tuong cot 16i caa hé mat OTP rat tha vi, diém mau chét d¢é dam bao hé mat
OTP la hoan hao 1a khda hoan toan ngau nhién va duoc thay doi theo ting phién giao
dich. Tuy nhién, trong thyc té cac tng dung thuong mai, dé can bang giira yéu té chi
phi v6i do6 mat, khong can hé mat c6 ¢6 mat hoan hao, ma chi can hé mat c6 do an
toan ngir nghia 1a dugc. Trong qua trinh nghién ctu vé mat ma trén vanh da thic
chan, tac gia Cao Minh Thang nhan thay rang néu thay thé phép cong da thirc trong
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OTP bing mot phép nhan trong vanh da thic thi c6 thé s dung cac phan tir kha
nghich trong R,, dé 1am khoda cho mot hé mat khoa bi mat va néu tap nay du 16n thi
hé mat s& dat mac an toan ngir nghia nao d6. Y tudng nay da duoc tac gia xay dung
thanh mot hé mat khda bi mat, goi la RISKE (Random Invertible Secret-Key
Encryption scheme) va cong b trong cong trinh [26]. Trong cong trinh nay, tac gia
da cai tién hé mat bang cach sir dung vanh da thic chan R,,, dé xay dung mot hé mat
c6 do phuc tap ma hoa va giai ma twong duwong véi OTP nhung c6 khoa bi mat ngan
hon @6 dai cua ban tin ma van dam bao hé mat co do an toan chirmg minh duoc. Thuc
té, thuat toan ma hoa va giai ma trong OTP thuc ra la mot phép cong trong vanh da
thirc R,, trong d6 d6 dai ban rd, ban ma va khoa déu 1a n bit. Hé mat méi da thay thé
phép cong da thuc trong OTP bang mot phép nhén trong vanh da thic va sir dung cac
phan tir kha nghich trong R,, dé 1am khéa cho mot hé mat khoa bi mat, tac gia ciing
d3 chirg minh duoc néu tap khoa nay du 16n thi hé mat s& dat muc an toan ngit nghia.
Ngoai ra, néu chon khda ngan hon ban rd ma van ¢am bao mirc an toan ngir nghia thi
hé mat mai con hiéu qua hon hé mat OTP. Hon thé nira, tAc gia ciing da chang minh
duoc tat ca cac da thic 6 trong sé6 Hamming 1é trong 16p vanh da thtc chin tuyét
ddi R,k la kha nghich, la mét tap con cua vanh da thuc chan R,,,, hé mat RISKE c6
d6 phuc tap tinh toan 0(n?) véi do dai khoa khong nhit thiét phai bang d6 dai ban
tin ma van c6 do an toan IND-CPA.

Bang 2-1: Luu dé ciia hé mdt RISKE

A va B mudn truyén tin bao mat véi nhau, trudc khi giao dich hai bén can phai théng
nhét cac tham so:
- Vanh da thtc chén tuyét d6i R,, n = 2k
- Do dai cua ban tin can truyén N, véi diéu kien N < n
- Khoa bi mat K, la mot da thirc kha nghich ngau nhién trong R,, bac cia K
la|K|=2N"1-1=n-1

A chia dir liéu can truyén thanh cac ban tin m c6 chiéu

dai N bit, sau d6 dinh dang ban tin truéc khi ma héa
A ma hoa m thanh C sau d6

gui sang B

thanh ban tin M nhu sau:
M= (w(m) +1)mod 2.x" 1 +m

Sau d6 ma hda ban tin M thanh C nhu sau:
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C=M=K
B giai ma C dé lay M:
B nhan duoc C va giai ma CxK1l=Mx*xK«K1=M
dé lay ban tin m Sau d6, khai phuc m tir M:
m=M,_;.x"1+M

Bdng 2-2: Vi du vé hé mdt RISKE

A va B truyén tin bao mat véi nhau, trude khi giao dich hai bén théng nhét céc tham
$6:
- Vanh da thtc chin tuyét d6i Rg, n = 23 = 8.
- Do dai cua ban tin can truyén N = 7, thoa mén diéu kién N < n.
- Khoéa bi mat K = (00111) dang nhi phan hay K (x) = x? + x + 1 dang da
thirc, khi 36 K~ 1(x) = x7 + x> + x* + x? + x.

A chia dit liéu can truyén thanh cac ban tin m c6 chiéu
dai 7 bit, vi du:
m = (1010011) hay
mkx)=x+x*+x+1
sau d6 dinh dang ban tin trudc khi mé hoa thanh ban tin
M nhu sau:

M= w(m) + Dmod2.x" 1 +m

A ma hdéa m thanh C sau do

gui sang B
= (4 + 1)mod2.x”
+(x+xt*+x+1)
=x"+x°+x*+x+1
Sau d6 ma hoa ban tin M thanh C nhu sau:
C=M+*K=0G"+x+x*+x+1D*x?*+x+1)
=x>+x*+xP+x+1
B giai ma C dé lay M:
B nhan duoc C va giai ma M=C*K1=(@x>+x*+x3+x+1)
dé lay ban tinm s (X7 + x5+ xt +x% + %)

=x"+x°+x*+x+1
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Sau do, khoi phuc m tia M:
My x" 1+ M=x"+x"+x+x*+x+1)
=x°+x*+x+1=m )

Nhu vay, so véi hé mat nguyén goc OTP, hé mat RISKE c¢6 kich thudc khoa
nho hon, diéu nay s& gip hé mat hiéu qua hon khi trién khai trén méi trudng thuc té.
bac biét, hé mat RISKE ciing da duoc chimg minh 1a c6 d6 an toan ngir nghia IND-
CPA [26], duoc coi 1a di giai quyét duoc van dé dit ra ban dau vé viéc phi hop voi
cac (ng dung thuong mai. Tuy nhién, dé dat duoc didu nay, hé mat RISKE can phai
danh d6i mot tham s 1a d6 phuc tap tinh toan, so véi hé mat OTP ¢6 do phuc tap tinh
toan 1a 0(n), thi d6 phuc tap tinh toan cua hé mat RISKE 1a 0(n?), nhung xét vé
téng thé, vai phan cang, toe do tinh toan hién nay, thi hé mat RISKE van dugc coi la
Mot cai tién hidu qua so vai hé mat OTP.

Tuy nhién, hé mat khoa bi mat RISKE van c6 mét nhuoc diém I phai sir dung
khoa phién (session-key) gibng nhu hé mat OTP. Do viy, dé phu hop vai cac tng
dung thuc té, RISKE can phai duoc str dung két hop vai mot hé mat khda cong khai
phu hgp va thuong 1a theo m6 hinh KEM/DEM nhu da gidi thiéu & muc 2.2. Bén
canh d6, xét vé hiéu ning, phép ma hoa va giai ma cua RISKE van 1a phép nhan da
thire c6 do phic tap 0(n?). Bé giai quyét vin dé nay, trong cong trinh [13], tac gia
Cao Minh Théng da tiép tlc dé xuat mot hé mat lai ghép dua trén céc thing du bac
hai va c&c phan tir lién hop trong vanh da thic chin, goi 1a QRHE (Quadratic Residue
Hybrid Encryption scheme). Hé mat lai ghép QRHE c6 céc thuat toan ma hda va giai
mi don gian hon, chi yéu str dung phép cong trong vanh da thuc véi d6 phic tap
0(n). Ngoai ra, thi tuc tao khoa dugc cai tién so voi RISKE 1am giam do phuc tap
khi str dung khoa phién bang céach sir dung thing du bac hai va cac phan ti lién hop
trong vanh da thic R,,. V&i cac cai tién nay, hé mat QRHE ciing duoc danh gid 1a
phU hop véi thiét bi c6 tai nguy@n han ché.

2.2.3 H¢ mat lai ghép QRHE

Hé mat QRHE la hé mat lai ghép, dua trén hé mat RISKE va hoat dong dua
trén dac tinh cua céc thang du bac hai va céc phan ti lién hop caa ching trong vanh
chan R,,,. Phan tiép theo sé& gisi thiéu vé tong quan vé hé mat lai ghép ciing nhu tng
dung mo hinh lai ghép dé xay dung hé mat QRHE.
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2.2.3.1 Gidi thiéu vé hé mdt lai ghép

Cac hé mat khoa bi mat c6 hiéu qua tinh toan cao (chu yéu sir dung cac phép
cong, AND, OR,...) va c6 thé ma hoa mét ban tin dai bang mot khoda bi mat ngan.
Tuy nhién, nhugc diém cua loai hé mat nay 1a khéa bi mat can phai duoc chia sé truéc
gitra hai bén gui va nhan [13].

Nguoc lai, wu diém cua cac hé mat khoa cong khai 12 hai bén gui nhan khong
phai thoa thuan khoé bi mat. Tuy nhién, nhuoc diém cua cac hé mat nay 1a hiéu qua
ma hoa thuong khong cao [13] vi hé s6 ma rong ban tin 16n (ludn 16n hon 1) va do
phuec tap tinh toan caa céac thuat toan ciing thuong cao hon so vai cac hé mat khéa bi
mat.

Giai phap dé khic phuc cac nhugc diém ciing nhu tan dung cac uu diém cua
hai loai hé mat trén la sir dung mé hinh mat ma lai ghép (hybrid cryptography). Y
tuong nay dugc khoi xudng bai Cramer va Shoup trong [32] véi mo hinh KEM/DEM
nhu trén Hinh 2-1. M8 hinh KEM/DEM 13 mét céch don gian dé xay dung cac hé mat
khoa cong khai hiéu qua va rat dugc chi y nghién ctiru. Vi dic tinh don gian va linh
hoat mé hinh nay dugc sir dung trong mot sé tiéu chuan ma héa mai [94].

. L2 Tham .

R ' m L Gaima ]

: Sk i €1 : €1 : :

> puy (KEM) — > Lyt [T pyp (KEM) :

i i Kénh i 5t i

l v : mo ! v 'm
m! . Co Co I !
—— [I5,.(DEM) : > > [goc (DEM) —7—>

Hinh 2-1: M6 hinh mdt ma lai ghép KEM/DEM

Va&i mo hinh trén, & phia mé hoa, khoa bi mat sk cuia mot hé mat khoa bi mat
Mg, (phan DEM) s& duoc ma héa bang mot hé mat khoa coéng khai ITp,,;, (phan
KEM) véi khoa cong khai pj, thanh ban ma ¢; con ban tin m s& dugc ma hda bang
mot hé mat khda bi mat I, thanh ban mé ¢ véi khoa bi mat s;, ¢ trén. Ban ma gui
tir bén ma hoa toi bén giai ma s& 1a (cy, ¢,). Tai phia giai ma, dau tién thuat toan giai
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ma ctia phan KEM s& duoc sir dung dé giai md ban ma ¢, 13y khoa s, sau d6 dung
khoa s, va thuat toan giai ma caa phan DEM dé khéi phuc ban tin m.

Hé mat lai ghép duoc sir dung phd bién nhit 13 OpenPGP (RFC 4880) va
PKCS#7 (RFC 2315).

Do an toan cua cac hé mat lai ghép phu thudc vao do an toan cta cac hé mat
thanh phan. Cu thé 13, néu ca hai hé mat thanh phan déu c6 do an toan IND-CPA hay
IND-CCA thi hé mat lai ghép ciing thira huong dic tinh d6 [32]. Tuy nhién, van c6
thé xay dung duoc hé mat lai ghép c6 dic tinh IND-CCA di hé mat khoa cong khai
thanh phan c6 d6 an toan thap hon [94].
2.2.3.2 H¢é mdt lai ghep QRHE
a) Co so toan hoc

Hé mat lai ghép QRHE la hé mat trén vanh da thirc dua trén tap cac thang du
bac hai (QR) va tap cac phan ti lién hop (CE) trong vanh da thirc chin R,,,.

Tap céac thang du bac hai trong R,,, (ky hiéu la Q,,,) dugc xac dinh nhu sau:

Qn = {f}1 9° = f,Vg € Ry (2.3)
Trong do, da thuc g dugc goi la can bac hai, da thuc f dugc goi la thang du
bac hai.
Trong R,,, ¢6 thé c6 nhiéu can bac hai cho cuing thing du bac hai, cac can bac
hai nay duoc goi 1a phan tir lién hop cia ciing mét thiang du bac hai.
Trong cong trinh [13], tac gia dd chitng minh dugc rang moi da thic g trong
trong R,,, ludn co thé biéu dién dudi dang:
g=(1+x")*2xt+\/? (2.4)
teu
Véi U 1a mot tap hop gom cac to hop tly y trong tap s = {0,n — 1}.
Cong thic (2.4) 1a y twong chinh dé xay dyng thuat toan cua hé mat QRHE,
cu thé, néu ta co thé biéu dién khéi thdng tin thanh cac ban rd 13 cac da thic m trong
vanh R,,,, thi cac ban ré c6 thé duoc biéu dién nhu sau:

m=1+x")«xk+1 (2.5)

Trong d6 [ dugc coi labanma 1 (c; = 1), ¢, = (1 + x™) = k dugc coi la ban

~

ma 2:
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L= Vmvak= ) at (2.6)
teu

O day, k duoc coi la khéa bi mat, chi c6 khda k méi giai ma dé lay thong tin
m tr ¢, va ¢, duoc.

Véi dic diém nay, cong trinh [13] dd dé xuat hé mat QRHE véi céu trac dai
s6 nén tang va cac tham sb cta hé mat dugc tom tat trong Bang 2-3 va so dd va hoat
dong cua hé mat nay duoc mo ta trén Hinh 2-2. C6 thé thy, QRHE la mot bién thé
cta so do lai ghép KEM/DEM [45].

Bén gui: A Trr:%m Bén nhan: B
¥ ry : i "
m; : > m2 : L : » Cl,i + ki * (1 + x") —*rrilb
1 13 I 1 : :
i I | ! 3 I
L Y xR kem e2d] kem [k l
| | | : |
 DEM : ! . DEM .
U a 1 U !

Hinh 2-2: So' do6 hoat déng ciia hé mdt ORHE

Trong d6, tham sé:

i la phién thtr i cua giao dich.
j 1ahé sé thir j (hoac bit thw j) cua da thuc.

U 1a mot tap hop gom céc to hop tly y trong tap s = {0,n — 1.
t 12 s6 ngau nhién thuoc tap U.

Ngoai ra, trong [13], tac gia ciing da ching minh duoc rang: voi moi da thuc
f trong tap cac thang du bac hai trong R,,, (dugc ky hiéu va Q,,,) co can bac hai la
tong cua cac can bac hai chinh cia cac don thic trong da thic f. Diéu d6 cho thay
cin bac hai chinh cua binh phuong mot da thirc bt ky trong vanh da thiic chan ¢ do
phuc tap tinh toan 0 (n), tuong duong vai do phuc tap tinh toan cua phép cong da
thac trong vanh.
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b) Thu tuc tao khoa
Pé hé mat QRHE hoat dong dang, trude tién, cac khdi thdng tin can duoc ma
hoéa thanh da thac m; trong R,,,, m; c6 bac la 2n duogc goi la ban rd cua hé mat.

Tiép theo, A s& tinh khoa bi mat k; véi cac hé sb k;j dugc xac dinh nhur sau:

kij = my(jin) (2.7)

Bdng 2-3: Cdu triic dai sé nén tang ciia ORHE

Tham sb Gia tri

Vanh da thirc Ry, = Zy[x]\ (x?® +1),n € Z*
Khéng gian ban rd P=R,,

Khéng gian ban ma C = Ry,

Kich thuéc ban rd 2n

Kich thudc ban mé > 2n

Kich thudc khoa n

Khéng gian khéa K = R,

khoa nay sau d6 s& dugc ma héa bang mot hé mat khéa cong khai nao do6 (phan
KEM) dé tao tir mé ¢, ,.
¢) Thu tuc méa hoa

A s& xac dinh duoc cac hé sé cua ban ma ¢, ; nhu sau

C1ij = (mij + mi(j+n)) mod 2 (2.8)

Tiép d6, A guri cip ban ma ¢, ; Va ¢, ; 16i B.
d) Tha tuc giai ma

Khi nhan duoc cap ban mé ¢y ; va ¢, ;, B sé:

1) Sa dung thuat toadn giai mad coa phan KEM dé tinh

khoa k; tir c, ;;
2) Sirdung khéa k; d¢ tinh m; tir ¢, ; V6i

m;; =

]

ki(j—n) voéi n S] < (Zn — 1)
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2.2.3.3 Uu, nhuoc diém ciia QRHE
a) Uu diém

Uu diém rd rét nhat cia QRHE la d6 phuc tap tinh toan cua cac thuat toan chi
la 0(n). bac biét, QRHE khong str dung cac khéa bi mat ma tu sinh khoa tir ban ro
& mdi phién. Ngoai ra, viéc ma héa mdi ban rd 2n bit quy vé viéc mad hdéa mot khoa
bi mat chi cé n bit.

Ngoai ra, QRHE con gilp cai thién hiéu ti I¢ gitra kich thudc ban ma trén kich
thudc ban rd caa cac hé mat khoa cong khai, vén c6 hiéu qua ma hoa khong cao. Vi
dic diém nay, QRHE duoc coi 1a phi hop véi thiét bi co tai nguyén han ché.

b) Nhuoe diém

Nhuoc diém 16n nhat cia QRHE 14 su bt dinh (derministic) theo d6 mdi ban
rd m; s& cho mot ban mi ¢, ; twong tmg. Nhu vay néu tham ma st dung tha tuc tn
cdng CPA s& biét chinh x4c ban ma ¢ thu duoc 1a caa ban rd nao trong hai ban rd
thach thire (thu tuc tin cong CPA cu thé dugc mo ta trong [7] va [8]).

Tat nhién, viéc tim ra ban rd twong tng trong tin cong CPA véi QRHE ciing
chua thyuc sy tim duoc day du thong tin ban rd vi gia tri ndy con phu thudc vao n bit
khoa ki duoc che dau boi phan KEM 1a mot hé mat khoa cong khai nao d6. Mac du
vay, viéc bién ban ma C; ; thanh ngau nhién & mdi phién ma hoa cling 14 rat can thiét
dé tranh khai thac théng tin vé ban rd tir cac tin céng CPA.
2.2.3.4 Vdn dé con ton tai cia QRHE

QRHE la mot hé mat lai ghép c6 hiéu qua ma hoa rat cao nhung nhuoc diém
ciia hé mat nay 1a khong an toan vai cac tan cong bang ban rd chon truéc (CPA:
Chosen Ciphertext Attack). Dé khac phuc han ché trén, bai bao [C1] trinh bay mot so
db cai tién theo ché do CBC (Cipher Block Chaining) cua hé mat lai ghép QRHE c6
kha nang chdng lai cac tan cong CPA don gian va c6 thé sir dung trong céc ung dung
mé Xxac thuc ban tin (MAC: Message Authentication Code)

Xay dung cac hé mat co do phic tap tinh toan thap va tiéu ton it tai nguyén 1a
dong luc cua khoa hoc mat ma trong xu hudng l0T. Mot trong nhiing giai phap duoc
str dung 1a lya chon céu trac dai s6 vanh da thie dé xay dung cac hé mat. Voi cac
phép tinh co do phuc tap tinh toan thap, cac hé mat dya trén vanh da thic hau nhu
déu co thuat toan ma hoa giai ma don gian, toc do tinh toan cao [56].
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Ung dung cua cac phan t& kha nghich trén vanh da thac
Rug = Zglx] \(x™ + 1) trong mat ma dién hinh 12 hé mat khda cong khai xac suat
noi tiéng NTRU [56] va cac bién thé nhu CTRU [45] va dac biét 1a pNE [39], mot hé
mat dua trén vanh R,s, | s € Z* cho dén nay c6 thé coi 1a bién thé duy nhat cua
NTRU c¢6 do an toan chirng minh dugc.

Déi voi cac vanh da thucR,, = Z,[x] (x?" +1),n € Z* mot s6 hé mat co do
phic tap tinh todn thap duoc xay dung nhu trong [25], [26] trong d6 dang chu ¥ 13 hé
mat QRHE [13] hoat dong dua trén cc thiang du bac hai va 16p cac phan ti lién hop
V6i can bac hai chinh cua thang du d6 [56]. Pic diém ndi bat cua hé mat QRHE la c6
thuat toan tao khoa, ma hoa va giai ma rat don gian va hiéu qua ma hoa rat cao. So
vé6i cac hé mat lai ghép khac, QRHE khong can sir dung khda bi mat ngau nhién cho
mdi phién vi khoa cua hé mat nay duogc sinh tir ban rd cin ma hoéa. Tuy nhién, hé mat
nay c6 mot nhuoc diém cb hiru 12 c6 thé bi khai théc véi cac tin cong CPA. Loai tan
cong nay du khong hoan toan pha dugc QRHE nhung ciing lam giam d¢ tin cay cta
hé mat nay. VAn dé dat ra 12 liéu c6 thé cai tién QRHE nay sao cho van tan dung duoc
cac vu diém vé hiéu ning ma van dam bao an toan véi cac tan cong CPA.

Phan tiép theo trinh bay giai phap c6 thé chéng duoc tin cong CPA cua hé mat
QRHE. Muc [2.3] 1 so db db cai tién cia hé mat QRHE nham chdng tan cong CPA
goi la hé mat CBC-QRHE.

2.3 HE MAT LAI GHEP CBC-QRHE
2.3.1 Gidi thiéu vé h¢ mgt CBC-QRHE

Theo Iy thuyét, dé chéng duoc tin cong CPA, thi can phai thay d6i ban ma véi
cuing ban rd tai mai mot phién khac nhau; ddi véi hé mat QRHE, thi y tudng 1a 1am
sao & mdi phién ma héa khac nhau ciing mot ban rd m; s& cho ra cac ban méa c, ; khac
nhau. Thuc té, giai phap thuong thay 1a s dung mét dong khoa ngau nhién chung
gitta 2 bén giri va nhan dé ngau nhién hoa ban ma ¢, ;. Nhuoc diém cua giai phap nay
la phai c6 mot bo sinh khda ngau nhién va dong bo khoa nay giira hai bén giri nhan.

Dua trén dic hiém cia vanh da thic chin R,,,, mot khdi thong tin dau vao khi
biéu dién trén vanh da thic R,,, s& dugc phan tach thanh hai phan, y tuong ¢ day la
ldy mot phan thong tin tir ban rd ¢ phién bat ky 1am mot phan cua khda ma hoa dung
& phién sau. Hay néi cach khac, cé thé sir dung co ché hoat dong chudi khéi mat ma
(CBC: Cipher Block Chaining) cua cac hé mat ma khéi dé xay dung hé mat QRHE
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c6 kha ning chdong tan cong CPA. Co ché nay s& gitp loai bo khoda bi mat theo ting
phién nhu mot s6 hé mat khac nhu OTP.

Dé tién theo ddi va so sanh, ta goi bién thé duoc dé xuat 1a CBC-QRHE.
2.3.2 So dé hoat dgng ciia hé mat CBC-QRHE

So d6 hoat dong cua hé mat QRHE ¢ ché d6 CBC duoc mé ta trén Hinh 2-3.

Trong md hinh nay, 2n bit k;_; |l ¢, ;_, cia phién tha i — 1 s& dugc hdi tiép
va cong modulo 2 v&i m; dé tao thanh ban rd trung gian I; trudce khi tién hanh tha tuc
mé& hoa & phién tha i. Dong thoi, & phia gidi ma, sau khi tim duogc [; tir ¢, ; va k;, Bob
phai st dung 2n bit k;_; |l c;;_4 dé khdi phuc m; tir ;.

: Tham
Bén gui: A x Bén nhan: B
ma -
T T - T :
my L O I mi
"D |12 : ; sicy + ki * (1 +n™) P>
: A ! 1 . y O
! i | N ¥ i
| 1 ! | 1
1 1 : : |
1 | 1 1 :
| - L '
! Ki—g I €q,i-1 ! l : s ki g i — |
| t— : : |
| : : ' ’
: ko " Ci0 = v : : i i
: : : : I
| : : ' ’
I " ' I _ .
| > th ki 1ol KEM [s|KEM P |
! tev ! C2,i : :
' DEM ! : DEM |

Hinh 2-3: So dé hoat déng ciia hé mdt CBC-QRHE
Dé c6 thé hoat dong ¢ ché do CBC, Alice va Bob can thong nhat 2n bit vec-to
khéi tao (IV: Initial Vector):
IV = kO " Cl,O (2 10)
trong d6 || 1a ky hiéu ghép hai chudi bit trong d6 k, Va ¢, o twong tng véi n bit
cao va thap cua IV. Luu ¥ rang, gia tri IV can dugc duoc giir bi mat, A va B can phai
trao d6i IV trén kénh bi mat trude khi thuc hién thuat toan, vi du co thé st dung luén
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khdi KEM dé trao d6i. Vi md hinh nay, cac cap ban ma (Cy;, C,;) va (Cy;, Gy ;) tai
cac phién tha i va j véi ciia cuing mot ban ré m 1a khdng giéng nhau va c6 thé han ché
dugc c4c tan cong CPA.
2.3.2.1 Taqo khoa

Diém thay d6i trong tha tuc tao khoa cia CBC-QRHE 14 sir dung thém mot
phép cong dé hoi tiép gia tri 2n bit k;_, Il c,;_, cua phién tht i — 1 vao ban r3
m; thanh ban rd trung gian

Li=mi+ kiog llc-1 (2.11)
Tiép d6 A tinh khoa
kij = ligi+n (2.12)
nhu trong QRHE
2.3.2.2 Ma hoa
\
Pau tién, A tinh
Cl,ij = lU + li(j+n) mod 2 (2 13)

nhu trong QRHE. Kich thuéc cua ban mi c¢; ; van khong thay d6i va bang n
bit.
Tiép d6 A sir dung thuat todn ma hoa caa phan KEM dé ma hoa khoa k; thanh
trma c, ;.
Cudi cling, A gtri cap ban mi ¢, ; va ¢, ; t6i B.
2.3.2.3 Giagima
Khi nhan duoc cap ban ma ¢, ; va C'zji, Bob sé:
1. St dung thuat toan giai ma cua phan KEM dé tinh khoa k; tr ¢, ;;
2. Sirdung khoa k; dé tinh [; tir ¢ ; Vi

l.. =

9)

{(cllij +K;j)mod2 v6i 0<j<(n—-1) (2.14)

Ki(j—n) voéi n S] < (271 — 1)
3. Tiép d6, Bob khoi phuc
m; = li + ki_l " Cl,i—l (2 15)
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2.3.3 Phan tich dé an toan ly thuyét ciia CBC-QRHE
Trong QRHE, do thuat toan ma hoa khong d6i va khda bi mat duogc sinh tir
ban rd nén ké tan cong hoan toan c6 thé doan chinh xac mot ban ma ¢, ; 1a caa ban rd
nao trong hai ban rd duoc chon trudc. Ngoai ra, phan b caa khoa bi mat k; phu thudc
hoan toan vao ban rd va khong thay doi theo chi s6 phién nén dwa vao phan bé ban
ma ké tin cong con doan dugc phan bd caa ban rd tir d6 co thé do tim tryuc tiép ban
ré hoic khoda bi mat.
Dé doi lai kha ning chéng lai céc tan cong CPA trong thu tuc ma hda thém
mot phép cong
Li=mi+ kgl e (2.16)
va tuong tng ¢ phia giai ma la mot phép cong
my =1+ ki—qll ¢4 (2.17)

Tuy nhién c6 thé thiy cac phép tinh nay c6 do phic tap chi la 0(n) va khong
lam tang tai nguyén thuc thi so véi truong hop QRHE.

Bén canh d6, so véi QRHE, so d6 CBC-QRHE can phai luu thém 2n bit gia
tri k;i_1 Il c1;—1 dé dam bao ché do hoat dong CBC.

Déi véi truong hop CBC-QRHE, do phu thudc vao ban rd caa phién i va gia
tri IV nén néu IV duoc chon ngau nhién phan bé déu thi khoa k; ciing s& c6 phan bd
déu. Trong thyc té, hai bén cé thé can phai sir dung thém mot hé mat khéa cong khai
dé dé trao ddi thong nhat IV.

Trong trudng hop ndy Xac suat dé ké tin cong doan dugc ban ma 1a cy,; lacua
ban rd nao trong hai ban rd dugc chon trudc s& 1a xac suat doan dung khoa bi mat, 6
gia tri 1a % Véi n chon du 16n, xac suat nay 1a khong dang ké va co thé coi CBC-
QRHE an toan véi c4c tin cong CPA.

2.4 THU NGHIEM CAI PAT CBC-QRHE TREN THIET BI CO TAI
NGUYEN HAN CHE

Hé mat CBC-QRHE dugc thir nghiém va danh gia trén thiét bi Arduino UNO
R3, thiét bi nay c6 Vi diéu khién Atmega328 ho 8 bit, RAM 2KB rat nho, hién nay
duoc coi la thiét bi c6 tai nguyén han ché. Toan bé ma nguon cia QRHE va CBC-
QRHE duoc dong goi va cai dat trén thiét bi chiém khong gian luu chir 1a 4872 byte
nhu Hinh 2-4.
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CBC-QRHE.ino

d = LONG_BIT * CSIZE + j - 1; » CBC_QRHE_Eng

Output

Sketch uses 4872 bytes (15%) of program storage space. Maximum is 32256 bytes.
Global variables use 232 bytes (11%) of dynamic memory, leaving 1816 bytes for local variables. Maximum is 2048 bytes.

Hinh 2-4: Kich thuéc ma nguon CBC-QRHE khi déng géi

Pé danh gia hé mat CBC-QRHE c6 kha niang phu hop véi thiét bi c6 tai nguyén

han ché, tac gia da chon tham sé caa hé mat la:

- Hé mat hoat dong trén vanh da thic chin R,,s,, tac 12 mdi mot khdi dix
liéu ma module ma hoéa va giai ma phai xtr ly la 64 bit, trong d6 khoa duoc
chon la 32 bit.

- Cé&c ban rd dau vao co kich thudce ting dan, budc nhay 1a 5kb ting dan
trong mdi lan thu.

Vi didu khién [ATmega328 ho 8bit

5V DC (chi duoc cip

Dién ap hoat dong qua céng USB)

Tan sb hoat déng (16 MHz

Dong tiéu thu khoang 30mA

Dién ap vao

khuyén ding /-12V DC
} A A o
e Dien dp vio g6l | o4y pe
et han
| e o S8 chan Digital |14 (6 chin hardware
Jelse if(TestType == 3){ //CBC-QRHE I/9 PWM)
ien g SO chan Analog  [6 (d0 phén gia1 10bit)
for (n=1; m < 20; mes) { N - N
test_CoC_QRE(IETSR); i [Dong to1 da trén 30 mA
; mdi chan /0
Jelse u(::nyp == 8){ //Test R2C 3 D tél i
testR2C(); g ong ra
:ehy(nﬂ); Y (SV) 500 mA
} g —
Dong ra to1 da 50 mA

(3.3V)

32 KB (ATmega328)

S o > B6 nhé flash véi 0.5KB ding béi
: data= T=18840 tp=2989.00
+ data= c=20528 tp2992.00 ; lbootloader

: data= Te23208 tp=2997.00

it o SRAM 2 KB (ATmega328)

bt o it 2 : EEPROM 1 KB (ATmega328)

_ CBC QREE ENC: data= t~30636 Cp=3008.00

Hinh 2-5: Thiét bi thir nghiém cai dat va danh gia hé mat CBC-QRHE
Két qua thir nghiém cua module ma hoa dugc trinh bay trong Hinh 2-6, trong
d6 hiéu nang cua hé mat CBC-QRHE c6 kém hon hiéu ning cua hé mat nguyén géc
QRHE, tuy nhién, toc do tinh toan van chua dén 100 ms.
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QRHE CBC-QRHE

45000
40000
35000
30000
25000
20000
15000
10000

5000

0

(Lb‘Q‘bQ%QQQ%b‘Q(OQ%QQ(Lb‘QQQQ%QQQ

AR QR LS ,\‘L@'b,\ G’\ ‘b <>> %,\q,
NTQY 42 o a2 W0 NPT 6N o0 AN A°

KICH THUG'CKHOI DU LIEU DAU VAO (BIT)

THOI GIAN XU’ LY (MICRO SECON)

Hinh 2-6: So sdnh toc d¢ ma hoa giita QRHE va CBC-QRHE

Két qua cho thay tbc d6 ma hoa va giai ma caa hé mat CBC-QRHE la khé kha
quan trén thiét bi c6 tai nguyén han ché. Cu thé, véi kich thudc dau vao 1a 5Kb, thoi
gian xir Iy chua dén 1ms, véi kich thuéc 12 100K b, thoi gian xt Iy khoang 45ms.
2.5 KET LUAN CHUONG

CBC-QRHE cho thay di chéng duoc tan cdng ban rd chon trude CPA, dong
thoi khong lam ting mirc do phic tap cua tinh toan so voi hé mat gbc QRHE. CBC-
khong giam nhiéu vé téc d6 tinh toan va khdng tiéu tén thém dang ké tai nguyén phan
ctng. Tuy vdy, so d6 CBC-QRHE van can phai xem xét ki ludng hon véi mot s6 tin
cong khac va dic biét dé ching minh dugce do an toan ngit nghia cua hé mat lai ghép
nay.

Hé mat CBC-QRHE 1a mét cai tién tét cua hé mat QRHE, di duoc chang minh
vé mat ly thuyét 1a chdng duoc tan cong bang ban rd chon trudc (CPA). Hé mat nay
c6 do phtrc tap tinh todn caa thuat toAn mé hoa va giai mé la 0 (n), dugc coi la c6 kha
nang phu hop vai thiét bi c6 tai nguyén han ché. Hé mat da duoc cai dat trén thiét bi
c6 tai nguy@n han ché Arduino UNO R3, két qua twong ddi kha quan. Trong tuong
lai, v&i két qua bude dau nay, tac gia sé tiép tuc nghién ctu ap dung vao cac hé mat
trén vanh da thirc khac, dong thoi tiép tuc nghién cau chuyén sau, xay dung hé mat
hoan chinh, ang dung trong céc giao dich cua cac thiét bi cd tai nguyén han ché trén
thuc té trén mang loT.
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CHUONG 3. HE MAT OMURA-MASSEY TREN VANH
PA THUC

3.1 MO PAU CHUONG

Hé mat Omura-Massey (O-M) 1a mot hé mat twong ddi dac biét, méi bén tham
gia phién giao dich can dung hai khoa cd tinh chat nghich dao véi nhau, trong ty nhu
khoa bat d6i cua cac hé mat khoa cong khai thuong thay, nhung hai khoa cua hé mat
O-M lai dugc gitr bi mat. HE mat O-M duoc xa@y dung trén bai toan logarits roi rac
trén truong hitu han GF (p), duoc coi 1a c6 nhiéu tiém ning tng dung; dén nay da co
nhiéu cdng trinh nghién ciu, tiéu biéu 5 nim gan ddy nhu [38], [68], [90], [93] nhung
chua duoc nghién ctu, xay dung trén vanh da thtc, cho thiét bi c6 tai nguyén han
ché.

Vanh da thirc 14 mét cdu trdc toan hoc dic biét, dugc phan chia thanh nhiéu
loai khac nhau véi cac tinh chat, dac diém khac nhau. Trong dé, vanh da thirc hai 16p
k& Cyclic ¢6 nhiéu cong trinh nghién ciru duoc céng bd cho dén nay, tir cac cdng trinh
nghién ctu vé mit ly thuyét nhu cdu tric, tinh chat cua vanh [4], [2], [8] dén tng
dung vanh da thirc hai 16p ké Cyclic dé cai tién, xay dung cac m4, cac hé mat nhu [2],
[9], [13], [14], [16]. Vanh da thtc hai liy ddng nguyén thuy ciing 13 mot loai vanh
dic biét, nghién ciru so bo cho thay vanh da thuc hai liiy dang nguyén thiy cé nhiéu
tinh chit twong twy nhu vanh Cyclic, nhiéu tiém ning nhung chwa duoc khai thac.

Nham lam phong ph tinh ¢ng dung ctia hé mat Omura-Massey, ciing nhu tra
loi cau hoi nghién ctu 3 cua luin 4n, chuong nay trinh bay hai két qua dung hai loai
vanh da thirc khac nhau. Két qua tha nhat 13 hé mat Omura-Massey trén vanh da thuc
c6 xac thyc, sau day goi tit A OM-CA. Hé mat OM-CA 1a mot cai tién cua hé mat
[9] trén vanh da thic hai I6p ké Cyclic, nhuge diém 1a chwa c6 tinh xac thuc, ¢6 nguy
co bi tn cong ngudi dung gitta (MITM). NCS di dé xuat bén phuong phap dé cai
tién hé mat OM-CA dé bo sung tinh nhan thuc cho hé mat, toan b nghién ctu da
dugc cong b trong cong trinh [J1], va da chi tiét hda trong muc [3.3] cia chuong
nay. Két qua tha hai 1a Hé mat O-M trén vanh da thuc hai lily dang nguyén thuy, day
duogc coi 1a ung dung dau tién cua vanh da thie hai lily dang nguyén thay vao mat
ma. do d6, trong muc [3.4.2] da trinh bay chi tiét co s¢ todn hoc cuia viéc dung vanh
da thirc hai lily dang nguy@n thity trong viéc cai tién hé mat trén truong hitu han 1a
tinh chét tya dang cau gitra vanh da thtic hai liiy dang nguyén thay va truong GF (p),



56

sau d6 muc [3.4.3] chi tiét cac tha tuc ciia hé mat O-M trén vanh da thuc hai lity dang
nguyén thiy, toan bd nghién ciru da dugc cong bd trong cong trinh [J2].
3.2 GIOI THIEU VE HE MAT OMURA-MASSEY

Trong Iy thuyét mat méa, hé mat O-M c6 thuat toan kha tha vi, ciing giéng nhu
cac hé mat bat dbi xang khac 12 mdi bén tham gia giao dich déu c6 hai khoa, nhung
khac 1a hai khoa nay hoan toan bi mat. Md hinh hoat dong caa hé mat O-M c6 thé
dugc vi nhu 13 hoat dong trao ddi vat pham trong mot chiéc hom cé hai chd khoa,
mdi bén c6 khoa va chia khoa riéng; khi A muén giri vat pham M sang B, A cho vat
pham vao hom va khoa véi khéa caa minh (K,) rdi giri hom sang B, B nhan duoc
chua ma ra, ma lai khéa hom & chd khoa tha hai bang khoa K roi gui lai A, A nhan
duoc thi thao khoa K, rdi gui lai cho B, B chi viéc thao khoa K 12 lay duoc vat pham
trong hom. M6 hinh h¢ mat O-M duoc trinh bay dang hom hai khoéa nhu Hinh 3-1

[9].
KB
iy A ma hoéa ban rd M thanh Cy

\‘ (bdng khda K,) va glri sang B g

Kp
m B ma hoa CA thanh CAB (béng

khoa Kg) va glri lai A

A gidi m3 C 5 thanh Cpg roi gt m M.
lai cho B |'

Hinh 3-1: Hoat déng cuia hé mdt Omura-Massey

Hai bén A va B chon ngau nhién cac khoa bao mat riéng K, K bén A can gui
ban tin M cho bén B, qua trinh truyén tin thuc hién theo cac budc sau:
- Budc 1: A ma hda ban rd M thanh ban ma C, bang khoa cua A 1a (K,) va
gui C4 cho B.
- Budc 2: B nhan C, va mi hoa tiép bang khoa cua B 1a (K;) thanh ban ma
C,p Va gui lai cho A.
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- Buéc 3: 4 nhan C,p va giai ma thanh Cp roi gui cho B.
- Budc 4: B nhan Cy va giai ma dé nhan M.
Cac budc thuc hién duge mo hinh hoa nhu sau:
4. A chon ngau nhién cip sé6 (m,n):m.n = 1modp
5. B chon ngau nhién cip s6 (u,v): u.v = 1modp

Bang 3-1: Hoat dong cua hé mdt Omura-Massey

A(m,n) & B(u,v)

A mudn gui ban tin M t6i B.

A tinh
A ma hoa M thanh C,

Cy =M. mmodp

B ma hoa C, thanh B tinh

Car Cig = (M.m).umodp

A tinh

A gial ma Cyp thanh Cp Cy = ((M.m).u).nmod p =M. m.n.umod p

= M.umodp
B tinh

B giai ma Cp lay M

M.uvmodp=M

Do hé mat O-M nay khong c6 khéa céng khai, khong cé bén quan ly khoa
gidng nhu cac hé mat khoa cong khai khéc, nén con ton tai mot s nhuoce diém:
1. Hé mat nay sé& an toan khi thay di key trong mdi mét phién giao
dich, trong truong hop nay, day 1a hé mat Xac suat.
2. Hé mat nay khéng co tinh xac thuc cac bén tham gia giao dich.
3. Hé sb mo rong ban tin 1a 3
Vidu: p=17
Badng 3-2: Hoat dong cua hé mat Omura-Massey voi p = 17

A(3,6) & B(5,7)
- Achoncapkhéa (3,6) vi3 x 6 =18mod 17 =1
- Bchoncapkhoa (5,7) vi5x7=35mod 17 =1
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- BantinmuénguitrAsang Bl1aM =9
A médhoaM thanh C, A tinh
sau do guri sang B Cy =9.3mod 17 = 10
B mé hdéa C, thanh B tinh
C,p Va gui lai A C,g = 10.5mod 17 = 16
A giai ma C,p thanh A tinh
Cg va lai guri sang B Cg =16.6 mod 17 = 11
B gisi mA . v M B tinh
iai ma Cy la
: d 11.7mod 7 =9 =M

3.3 HE MAT OM-CA TREN VANH PA THUC HAI LOP KE CYCLIC CO
NHAN THU'C
3.3.1 Gigi thigu

, Z T VT
Ung dung cta vanh da thirc (xi_:i?) trong mat ma dugc biét dén dau tién la hé

mat xac suat noi tiéng NTRU [4] va mot vai bién thé CTRU [5] va dac biét hon 1a
pNE [8] véi cac phép tinh trén vanh da thic Z,s(x) , d&én nay, c6 thé noi d6 13 mot
bién thé cd thé chirng minh an toan cua NTRU.

Loi ich cua st dung vanh da thirc trong mat ma 1a toc do tinh toan nhanh, phép
nhan module trén vanh da thic R, , c6 do phuc tap tinh toan la 0(n?). Bang céch
khai thac tinh nang nay, cung vai mic do an toan caa cac bai toan khé dua trén ly
thuyét dan, NTRU duoc coi 1a mot giai phap thay thé hop 1y cho cac so do ma hoa
dua trén phan tich thira s6 nguyén t6, logarit roi rac trén truong hitu han va duong
cong eclipse va da dugc chuan hoa trong tiéu chuan IEEE P.1363.1 nam 2008.

Vanh da thirc hé s6 nhi phan R, = Z,()\(x™ + 1) lamét 16p cua vanh R, 4,
mac du duoc ding phd bién trong ma sira sai, nhung chua duoc ung dung nhiéu tong
mat mé ngoai trr mot 16p vanh da thirc chén tuyét déi 1A R,, voin = 2V [N € Z*
nam 2002, nhdm nhan Cylic trong Rys , di dwoc khai thac dé dé xuat mo hé mat ma
khoa bi mat [17] duoc coi nhu 1a mot bién thé caa hé mat DES [25].
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Phan tiép theo gidi thiéu vé 4 phuong phap ap dung dé cai tién mot hé mat
thong thuong thanh hé mat ma hang nhe, duoc trinh bay cu thé trén hé mat Omura
Massey.

Dé tién theo doi, “Hé mat Omura-Massey trén vanh da thic hai 16p ké Cyclic
¢6 nhan thuc theo phuong phéap xyz” duoc goi tit 1a “Hé mat O-M theo phuong phap
Xyz”.

3.3.2 H¢ mdt OM-CA trén vanh da thirc hai lép ké Cyclic ¢ nhdn thgec

3.3.2.1 Hé mdt OM-CA trén vanh da thirc hai 1ép ké Cyclic ¢6 nhdn thuc theo
phuong phap nhan

a) Tao khéa

Chon Z,(x)\(x™ + 1) la vanh da thtc véi hai l6p ké Cyclic. Cac khoa dugc
tao nhu sau:

Khda cong khai:

1. A Chon ID(A) — day la tham sé nhan dang ciia 4, va ID (A) dugc
quang ba t&i bén nhan (¢ day 1a B)
2. Tuong ty phia bén thu, B chon ID(B) — day la tham sé nhan dang
B, tham s6 ID(B) ciing duoc quang ba téi bén gui 1a A
Khoa bi mat:
1. A lya chon cap s ngau nhién (m, n):
(mID(B),n) = 1mod (2" ' —1) (3.1)
2. B lva chon cip s6 ngau nhién (u, v) va tinh:
(wID(A),v) = 1mod "1 -1) (3.2)

(V6i vanh da thirc ¢6 hai 16p ké Cyclic, ¢6 thé lya chon sé nhan dang nhu sau:

ID(A),ID(B) € Z,(x)\(x™+ 1)
b) Thui tuc trao déi thong tin
A mubn glri mét ban tin té1 B, ¢6 dang:

M(x) € Z,O\G™ + 1) (3.3)

Bang 3-3: Thu tuc cua hé mdat O-M theo phuwong phap nhdn

A(mID(B),n) & B(uID(A),v)
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A ma héa M | Atinh

thanh C, sau do Co= [MGO)]™P® mod (x" + 1)
gui sang B

B md hoa C, |Btinh
thanh C,p va guri

lai Cag = [[M(x)]m’D(B)]uID(A) mod (x" + 1)
al A

A giai ma C,p | Atinh
thanh Cp va lai Cp = [[M(x)]mID(B)-uID(A)]” mod (x™ + 1)
gui sang B = [M(x)]#P™@ mod (x™ + 1)

B giai ma Cy 13y | B tinh
M [[M()]“P@]" mod (x" + 1) = M

c) Vidu
Gia s n=5taco:
Z,O\N(x™ + 1) = Z,(x)\(x° + 1) va ID(A) = 4; ID(B) = 2;
Khéa bi mat caa A(m,n) = (1,8): (mID(B),n) =(1.2,8) = 1 mod 15
Khéa bi mat caa B(u,v) = (1,4): (uID(A),v) = (1.4,4) = 1 mod 15
A muén giri ban tin M = (034) t6i B

Bang 3-4: Vi du minh hoa hé mdt O-M theo phwong phap nhan véin = 5

A(m,n) & B(u,v)

A mé hoa M thanh A tinh

gA sau do gui sang C, = [034]2 mod (° + 1) = [013]
B ma hda C, thanh B tinh

Cap Va gui lai A Cap = [013]* mod (x° + 1) = [024]
A giai ma Cyp A tinh

thanh C va lai g Cs = [024]° mod (* + 1) = [012]
sang B

B giai ma Cy lay M B tinh
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[012]* mod («° +1) = [034] = M

3.3.2.2 Hé mdt OM-CA trén vanh da thic hai 16p ké Cyclic c6 nhdn thuc theo
phuong phap cong
a) Tao khoa

Chon Z,(x)\(x™ + 1) la vanh da thirc véi hai 16p ké Cyclic, cac khoa duoc tao
nhu sau:

Khoa cong khai:
1. A Chon ID(A) — day 1a tham sb nhan dang cua A, va ID(4) duoc
quang ba tai bén nhan (¢ day 1a B)
2. Tuong tuy phia bén thu, B chon ID(B) — day la tham s6 nhan dang
B, tham s6 ID(B) ciing duoc quang ba t&i bén gui 1a A
Khéa bi mat:
3. A chon ngiu nhién cip s6 (mn): (m+ID(B),n) =
1mod (2N"1-1)
4. B chon ngau nhién cip sé (u,v): (u + ID(A),v) = 1 mod (N1 —
iy

(V6i vanh da thirc ¢6 hai 16p ké Cyclic, ¢6 thé lya chon sé nhan dang nhu sau:
ID(A),ID(B) € Z,(x)\(x™ + 1))

b) Thui tuc trao d@éi thdng tin
A mudn giri mot ban tin sang B, dugc trinh bay dang:
M(x) € Z,()\(x™ + 1) (3.4)

Bang 3-5: Thu tuc cua hé mat O-M theo phwong phap cong

A(mID(B),n) & B(uID(A),v)

A mahoa M A tinh

thanh C, sau d6 _ m+ID(B) n

giri sang B Cy = [M(x)] mod (x™ + 1)
B mé hda C, B tinh

thanh C,p va gtri

+ID(A)
lai A Can = [[MCOI™H PO

mod (x™ + 1)
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A giai ma Cup Atinh
thanh Cp va lai Cp = [[M(x)](m+ID(B)).(u+ID(A))]” mod (x™ + 1)
gfri sang B = [M(x)]uHD(A) mod (xn + 1)
B giai ma Cy lay B tinh
M [[M(x)]““D(A)]v mod (x"+1) =M
c) Vi du

Chon N =5, taco

Z,O\(x"+ 1) = Z,(x)\(x>+1) vaID(A) = 4; ID(B) = 2;
Khda bi mat caa A(m,n) = (0,8): (m+ID(B),n) = (2,8) = 1 mod 15
Khéa bi mat caa B(u,v) = (1,4): (u+ID(A),v) = (4,4) = 1 mod 15
A mudn gui ban tin M = (034) t6i B

Bang 3-6: Vi du minh hoa hé mdt O-M theo phuong phdp cong (n =5)

A(m,n) & B(u,v)

A ma hoa M thanh A tinh

ZA sau d6 gui sang Ca = [034]2 mod (+* + 1) = [013]
B md hoa C, thanh B tinh

Cap Va QUi lai A Cap = [013]* mod (x° + 1) = [024]
A giai ma Cyp A tinh

thanh Cp va lai gui Cy = [024]° mod (+° + 1) = [012]
sang B

B tinh

B giai ma Cy lay M
[012]* mod («° + 1) = [034] = M

3.3.2.3 Hé mdt OM-CA trén vanh da thirc hai 16p ké Cyclic c6 nhdn thyc theo
phwong phap ity thira
a) Tao khoa
Chon Z,(x)\(x™ + 1) 1a vanh da thirc vé6i hai 16p ké Cyclic, cac khoa duoc
tao nhu sau:

Khéa cdng khai:
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1. A Chon ID(A) — déy 1a tham s6 nhan dang cua A, va ID(A) duoc
quang ba toi bén thu (¢ day la B)
2. Tuong tu phia bén thu, B chon ID(B) — day la tham s6 nhan dang
B, tham sb ID(B) ciing duoc quang ba ti bén phat 1a A
Khoa bi mat:
1. A chon cap s6 ngau nhién (m,n):
(m'P® n) = 1mod 2V - 1) (3.5)
2. B chon cdp sé ngau nghién (u,v):

(u?@, ) = 1mod (2" - 1) (3.6)

(V6i vanh da thirc ¢6 hai 16p ké Cyclic, ¢6 thé lya chon sé nhan dang nhu sau:
ID(A), ID(B) € Z,(:)\(x™ + 1)

b) Thii tuc trao d@éi théng tin
A muén giri ban tin sang B, duoc trinh bay dang:
M(x) € Z,)\(x™ + 1) (3.7)

Bang 3-7: Thu tuc cua hé mdt O-M theo phuwong phap lity thira

A(mID(B),n) & B(ulID(A4),v)
A méa hbéa M thanh A tinh
C, sau d6 gui san
BA 8 J Cy = [M(x)]mID(B) mod (x™ + 1)
B mahéaC, thanh B tinh
e ID(A)
C,p Vaguilai A Cip = [[M(x)]mID(B)]u mod (x™ + 1)
A gidi mé C,p Atinh
N \ - 5 = n
thanh CB va |a| gul CB — [[M(X)]mID(B)uID(A)] mod (xn + 1)
sang B _ uID(A) n
= [M(x)] mod (x™ + 1)
’ B tinh
B giai ma Cg lay M v
[[M(x)]“ID(A)] mod (x™ +1) = M
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c) Vidu
Chon N=5, ta c6:
Z O\ + 1) = Zo )\ (x® + 1) (3.8)
va
ID(A) = 3; ID(B) = 2;
Khda bi mat caa A(m,n) = (7,4): (m'°®) n) = (72,4) = 1 mod 15
Khda bi mat caa B(u,v) = (7,7): (u'®®™,v) = (73,7) = 1 mod 15
A mudn gui ban tin M = (034) t6i B

Bang 3-8: Vi du minh hoa hé mdt O-M theo phwong phadp lity thira (n =5)

A(m,n) & B(u,v)
A ma hoa M A tinh
thanh C, sau 2
— 7 5 — 4 __

86 gii sang B C, = [034]7° mod (x5 + 1) = [034]* = [012]

B mé hda C, B tinh

thanh C,5 va .3 s 13

i lai A Cip = [012]7 mod (x° + 1) = [012]"3 = [234]

A gidi mé Cyp A tinh

thanh Cp va lai Cp = [234]* = [024]** = [024]56 = [024]™

gul sang B = [123]mod (x° + 1)

B giai ma Cp B tinh

lay M [[123]7 = [024]77(x° + 1) = [034]mod (x° + 1)) = M
3.3.2.4 Hé mdt Omura-Massey trén vanh da thirc hai 16p ké Cyclic c6 nhdn thyc theo

phuong phap logarit
a) Tao khoa

Chon Z,(x)\(x™ + 1) 1a vanh da thtc véi hai 16p ké Cyclic, cac khoa dugc
tao nhu sau:
Khéa cdng khai:
1. A Chon ID(A) — day 1a tham s6 nhan dang cua A, va ID(A) duoc
quang ba tai bén thu (¢ day la B)



65

2. Tuong ty phia bén thu, B chon ID(B) — day la tham s6 nhan dang
B, tham sb ID(B) ciing duoc quang ba ti bén phat 1a A
Khoa bi mat:
1. A chon ngau nhién cip sé (m,n):
((IpB))",n) = 1 mod (2V* — 1) (3.9)
2. B chon ngau nhién cip sb (u,v):
(ID(A))",v) = 1 mod (2V1 — 1) (3.10)

(V6i vanh da thirc ¢6 hai 16p ké Cyclic, ¢6 thé lya chon sé nhan dang nhu sau:
ID(A),ID(B) € Z,(x)\(x™ + 1)
b) Thii tuc trao d@éi théng tin
A muén guri ban tin M t61 B, dugc trinh bay dang:
M(x) € Z,(x)\(x™ + 1) (3.11)

Bang 3-9: Thii tuc cua hé mdat O-M theo phuong phap logarit

A(mID(B),n) & B(uID(4),v)
A médhéa M A tinh
thanh C, sau m
do gui sang B Cy = [M)]PE)" mod (x™ + 1)
B mé hda C, B tinh
thanh C,5 va oy
guri lai A Cap = [[M(x)]('D<B>) ] mod (x™ + 1)
A gidi Mi Cp A tinh
. m ujn
thanh Cy va lai Cp = [[M(x)](ID(B)) (1p(A)) ] mod (x™ + 1)
ui sang B u
: : = [M(x)]P@)" mod (x™ + 1)
B giai ma Cp B tinh
lay M [[M(x)](ID(A))u]v mod (x" +1) =M
c) Vidu

Chonn = 5, ta co:
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Z,00)\C" + 1) = Z, o\ (x> + 1) (3.12)
VaID(A) = 3; ID(B) = 2;
- Khéa bi mat cua A(m,n) = (2,4): ((ID(B))™,n) = (22,4) = 1 mod 15
- Khéa bi mat cua B B(u,v) = (3,7): (ID(A))4,v) = (73,7) =1 mod 15
A muén giri ban tin M = (034) t6i B

Bang 3-10: Vi du minh hoa hé mdt O-M theo phwong phap logarit (n = 5)

A(m,n) & B(u,v)

thanh C, sau 5

— 7 5 — 4 __
46 gti sang B C, = [034]7* mod (* + 1) = [034]* = [012]
thanh C,5 va - ; 13
it lai 4 Cup = [012]7 mod (i + 1) = [012]*3 = [234]
A giai ma Cyp A tinh
thanh Cp va Cp = [234]* = [123] mod(x® + 1)
lai gui sang B
B giai ma Cg B tinh
lay M [123]7 = [024]77 = [034] mod (*° +1) =M

3.3.3 Nhdn xét

Cac vi du nay dam bao tinh an toan bai ké thira bai toan kho logarit roi rac trén
vanh da thic hai 16p ké twong tng, c6 bo sung thém tinh nhan thuc so véi hé mat géc,
tuy nhién hé sé ma rong ban tin van 1a 3 (twong tu nhu hé mat gbc). Trong tuong lai,
VGi 4 phuong phap cai tién hé mat nay, khong nhitng ap dung cai tién cac hé mat
khac, ma con tiép tuc nghién ctu, cai tién dé hé mat ¢ do an toan cao hon; dong thoi
duoc danh gia trén thiét bj thuc co tai nguyén han ché, cling nhu so sanh véi cac hé
mat ma hang nhe khéc.
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3.4 HE MAT OM-PI TREN VANH PA THUC CO HAI LUY PANG
NGUYEN THUY
3.4.1 Gigithisu

Do tinh chat tya dang ciu giita vanh da thtrc hai lily dang nguyén thuy va
truong s6 hitu han GF (p), nén c4c phan ti va phép tinh nhan trén vanh da thic cd thé
thay thé duoc cac sd nguyén va phép tinh nhan trong trudng sé GF (p) cua hé mat
Omura-Massey. Phan tiép theo trinh bay chi tiét viéc thay thé nay nhu 1a mot cai tién
ctia hé mat O-M trén vanh da thuc. Dé tién theo dbi, hé mat Omura-Massey trén vanh
da thtrc hai lity dang nguyén thuy sau day duoc goi tit 1a OM-PI.

Noi dung cua dé xuat duoc chia thanh 5 phan. Phan 2 trinh bay vé tinh chat
tua dang cau gitra vanh da thire hai lily dang nguyén thiy va trudng hitu han GP(p).
Phan 3 trinh bay vé hé mat Omura-Massey nguyén thaty véi cac van dé con ton tai.
Phan 4 1a noi dung chinh cua dé xuat, trinh bay vé Hé mat Omura-Massey trén vanh
da thire hai lity dang nguy@n thity. Phan cudi ciing 1a nhan xét cac két qua cia dé xuét.
3.4.2 Vanh da thivc ¢6 hai liiy dang nguyén thay va tinh chdt twa dang cdu vdi

trwong hiru han GF(p)

Vanh da thtrc hai lity dang nguyén thity 1a mét loai vanh dac biét trén vanh da
thirc, €6 nhiéu tiém ning nhung chua dwoc khai thac hiéu qua, twong tu nhu vanh da
thirc hai 16p k& Cyclic, vanh da thtc hai lily dang nguy@n thay ciing c¢6 nhiing dic
diém twong ty nhu vanh da thuc hai 16p ké Cyclic; dac biét 1a tinh chat tya dang cau
gitta vanh da thire hai lily dang nguy@n thiy va trudng s6, vai tinh chat nay, cé thé
dung vanh da thte hai litly dang nguyén thuy dé cai tién hé mat trén vanh sé. Phan
tiép theo s& trinh bay vé tinh tya dang cAu gitta vanh da thuc hai liy dang nguyén
thuy va truong hiru han GF (p).

Vanh da thtrc hai lily dang nguyén thuy duogc gidi thiéu tom tit nhu sau:

Pinh nghia 3-1: Vanh da thirc hai lity dang nguyén thuy duoc biéu dién nhu
sau:

Z(x)
(1+x)g(x)

Trong d6, hai lity dang nguyén thuy 1a 1 va g(x) + 1, véi bac cua g(x) la

deg(g (x)) = 1 va g(x) 1a da thic bat kha quy.

(3.13)

Vi hai lly ddng nguyén thuy, vanh da thire ¢6 hai nhom nhan nhu sau:
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Nhom nhan A c6 sé cac phan tir:
|A| =2 - 1;
A = {ximod(l +x)-gx)i= 1,21——1} (3.14)
Nhom nhan B c6 sb cac phan tu:
|B| = 2! -1,
B ={[x'+ g(x)]mod(1+x) - g(x);i = m} (3.15)
Vi du:
Vanh da thirc hai lity dang nguyén thay:
Z,(x)

1+ x)(1+x+x% (3.16)
Hai liy dang 1a: 1 vax + x*
That vay:
(1)?=1
(x +x)?% = x8 + x5 + x> + x? (3.17)

=x¥+xH)mod 1 +x)A1+x+x*) = x+x*

Trong cong thuc (3.17), phép tinh module (1 + x)(1 + x + x*) cua da thic
(x® + x?) nhu sau:

x8 + x? x>+ xt+x2+1

x84+ x7 + x5+ x3 x3+x24x

x7 4+ x° + x3 + x?

x7 + x° + x* 4 x?

x4+ x° + x* + x3

X+ x> +x3+x

x* 4+ x

Theo Pinh nghia 3-1, vanh da thirc (5) cé hai nhém nhan la:

4 - {(1), (2), (3), (4),(024), (01234), (013), (124), (034), (012),}
B (123), (234), (023), (134), (0)

)
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|A| =15 (3.18)

B {(04), (0124), (0134), (01), (12), (23), (34), (02), (13), (24),}
B (0234),(0123), (1234), (03), (14)

|B| = 15 (3.19)

)

Trong nhém A, mdi phan tir trong vanh da thire ta déu 6 thé tim dugc mot phan
tir trong treong hiru han GF (p) nhu sau:

Bang 3-11: Bang anh xa céc phan tir gizza nhdm nhan A va treong GF (p)

Trwong hiru

Phan tir trong Cac da thl_’rc Mhoadnu\llf ;7:
S thir fur vanh da thirc: nhom oA: |

: . T mod (1 + x)(1 p=2-1

xhi=12%-1 +x4x) — 24_1=15

1 x! (1) 2
2 x? 2) 4
3 x3 (3) 8
4 x* (4) 16
5 x5 (024) 21
6 X6 (01234) 31
7 x7 (013) 11
8 X8 (124) 22
9 x° (034) 25
10 x10 (012) 7
11 x11 (123) 14
12 x1? (234) 32
13 x13 (023) 13
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14

x14-

(134)

26

15

x15

()

1

Tuong tu, trong nhém B, mdi phan tir trén vanh da thire ta déu ¢ thé tim duoc mot
phan tir trong trng trong truong hitu han GF (p) nhu sau:

Bang 3-12: Bdng anh xa céc phan tir giza nhém nhan B va truong GF (p)

Trwong hiru han
Phin tir trong vanh | Cac da thiic véi Module p:
o da thic: nhém B: p=2'—1
So thw tw X+ g(x); mod (1 4+ (1 _ iy
i=12%—1 +x+x*) _ 15

L 1+ (04) 17
2 1+ x +x?+x* (0124) 23
3 1+ x+x3+x* (0134) 27
4 1+x (01) 3
5 1+x+x*+x° (12) 6
6 1+x+x*+x° (23) 12
7 1+x+x*+x7 (34) 24
8 1+x+x*+x8 (02) 5
9 1+ x+x*+x° (13) 10
10 1+ x+x*+x1° (24) 20
11 1+ x+x*+x? (0234) 29
12 14+ x+x* 4+ x1? (0123) 15
13 14+ x+x*+x3 (1234) 30
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14

14+ x+x*+x1

(03)

9

15

1+ x4+ x*+x1°

(14)

18

Céc phép tinh trén vanh da thtc hai lily dang nguyén thuy ciing dugc giit nguyén

tinh chat khi chuyén sang truong hitu han GF (p):

Bang 3-13: Bdng anh xa cac tinh chdt giita nhém nhan va trieong GF (p)

Phép tinh

Chi tiét

Trén vanh da thic

a(x).b(x) =(013)(01234)

=1 +x+x)NA+x+x2+x3+x)

=1+x3+x*+x°+x7

=1 +x3+x*+x°+x7)

mod (1 + x)(1 + x + x%)
=1+ x3=(03)

Trén

GF(15)

Truong s

a.b=1131=241=341mod 15 =11

Nhu vay, tuong tu nhu cong trinh [4], vanh da thic véi hai liy ddng nguyén
thay va truong sé GF(p) véi p =2'—1 duoc goi la twa dang ciu (quasi-

isomorphism):

3.4.3 H¢ mdt OM-PI trén vanh da thirc c6 hai liiy dang nguyén thiy

Do tinh chat tya dang cau giita vanh da thtic hai lily dang nguyén thuy va
truong s6 nguyén GF (p), nén cac phan tir va phép tinh nhan trén vanh da thirc c6 thé
thay thé dugc cac sb nguyén va phép tinh nhan trong truong s6 GF (p) cua hé mat O-
M. Phan tiép theo trinh bay chi tiét viéc thay thé nay nhu 1a mot cai tién cua hé mat

Moi phan tir trén vanh da thirc hai lily dang nguy@n thiy ¢ hai nhém
nhan A. va B déu c6 thé tim dugc mot phan tir trén truong s6 GP(p).

C4c tinh chét quan trong nhu tinh giao hoan, tinh phan phdi, tinh két
hop, phan tir don vi, tinh nghich dao ciia vanh da thiic tuong (mg ciing

dugc anh xa lén truong hitu han GF (p).

O-M trén vanh da thuec.
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Pé tién theo ddi, hé mat O-M cai tién dugc trinh bay theo cac budc cua giao
dich nhu sau:
3.4.3.1 Tqgo khoa
Trudc tién, hai bén A va B can théng nhat da thtc hai iy dang nguyén thiay
cling nhu nhom nhan sé& sir dung, cu thé 13 da thic g (x) va nhém nhan A hay B nhu
cong thic (3.9) hay (3.10), ¢ day chon nhdm nhan A dé trinh bay chi tiét.
Khi chon da thir bat kha quy g(x) s& xac dinh duoc bac cao nhit cua da thic
lal.
Sau d6, A va B chon cap khda bi mat nhu sau:
- Khoa bi mat caa A: (m, n):
mn = 1mod2' —1 (3.20)
- Khoa bi mat cua B: (u, v):
u.v = 1mod 2! —1 (3.21)
3.4.3.2 Thii tuc trao déi thong tin

Bang 3-14: Thu tuc trao doi thong tin cua hé mat O-M trén vanh da thirc co
hai lily dang nguyén thity

A(m,n) & B(u,v)
Ban tin A mudn gui cho B duoc trinh bay dang: M = k(x)
A mi héa M A tinh
thanh C, Cy = k(x).mmod (1 + x)g(x)
B mi héa C, B tinh
thanh C,p Cup = k(x).m.umod (1 + x)g(x)
A giai M Cyp Atinh
thanh Cp Cg = k(x).m.unmod (1+ x)g(x)
B giai ma Cy lay B tinh
M k(x).u.vmod (1+x)gx) = k(x) =M
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3.4.3.3 Luuy
Hé mat nay van giit nguyén cac dic tinh cua hé mat goc la

- Dé dam bao d6 mat, can phai thay khda trong mdi mot phién trao doi
thong tin.

- Chua c6 tinh xac thuc cac bén tham gia hé mat.

- Hé sé mé rong ban tin van bang 3.
3.4.3.4 Vidu

Hai bén tham gia giao dich bao mat 1a A va B cuing théng nhét da thirc hai lity
dang nguyén thuay:

2, 1x] (3.22)
(14+x)(1+x+x%) '
Trong do:
gx)=1+x+x* (3.23)

Modulo: (1 +x)(1 + x +x*) = (x> + x* + x2 + 1) = (0245)
1. Chon nhém nhan A:

A = {(1),(2),(3),(4),(024),(01234),
(013), (124), (034), (012), (123), (234), (023), (134), (0)} ;

Al =2!—1=2*-1=15
2. A chon cap khéa bi mat caa A: (m,n)
m = (2) = x?
n=(0023)=1+x%+x3 (3.24)
M6 ta chi tiét phép tinh:

mn=x?)1+x%2+x3>)mod(1+x)(1+x+x%
= (xS +xt+xHmod (xX°+x*+x2+1)=1 (3.25)

Trong cong thuc (3.25), phép tinh module dugc tinh nhu sau:

x° 4+ x* + x? x>+ xt+x%+1
x>+ xt+x2+1 1

1

3. B chon cap khoéa bi mat cua B:(u, v)

u=(4)=x* (3.26)
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v=(123) = x +x? + x3 (3.27)
M6 ta chi tiét phép tinh:

u.v =00+ x%2+x>Hmod(1 +x)(1 +x + x*)
= (x"+x°+x)mod (x> +x*+x2+1)=1 (3.28)

Trong cdng thuc (3.28), phép tinh module dugc tinh nhu sau:

x7 + x® + x° X+ xt+x2+1

x7 4+ x® + x* + x? X241

x% + x* + x?

P+ xt+x2+1

1

Chi tiét thu tuc trao ddi ban tin, dé tién theo ddi, cac da thirc dugc trinh bay
theo dang rat gon:

Bang 3-15: Vi du vé trao déi thong tin ciia hé mdt O-M trén canh da thirc hai
lity ddng nguyén thiy

A((2),(023)) & B((4),(123))
Ban tin A mudn gui cho B duoc trinh bay dang: M(x) = (134)

A ma hoa M A tinh

thanh C, C, = (134)(2) mod (0245) = (1)

B méd hoa C, B tinh

thanh Cyp Cs = (1)(4)mod (0245) = (024)

A gidi mad Cyp A tinh

thanh Cp Cz = (024)(023) mod (0245) = (3)
B giai ma Cp lay B tinh

M (3)(123)mod (0245) = (134) =M
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3.4.4 Nhdn xét

Vanh da thtrc hai lity dang nguyén thay 1a mot loai vanh dac biét, c6 tinh chat
tua dang ciu véi truong sé GF (p), do vy c6 thé ap dung dé xay dung, cai tién cac
hé mat ma trén treong sb thanh hé mat trén vanh da thirc. Két qua bai bao di ching
minh duoc tinh chét tya dang ciu nay cling nhu tng dung dé cai tién hé mat Omura-
Massey tir truong sé GF (p) sang vanh da thac. Hé mat Omura-Massey cai tién nay
khong nhitng giit nguyén duoc tinh chat caa hé mat nguyén goc, ma con tan dung
dugc kha nang tinh toan nhanh véi do phac tap tinh todn 0 (n), cai dat don gian cua
vanh da thic dé tang hi¢u nang tinh toan, tiéu ton it tai nguyén hon khi cai dat, dugc
coi la phu hop vei thiét bi c6 tai nguyén han ché. Trong tuong lai, nhom sé& tiép tuc
cai dit va danh gia trén thiét bi c6 tai nguy@n han ché thuc té, ciing nhu so sanh, danh
gid v&i cac hé mat ma hang nhe khéc trén moéi truong thuc té.

3.5 KET LUAN CHUONG

C6 thé thay, chuong nay co6 3 két qua c6 thé mé ra 2 huéng nghién cau tiép
theo vé viéc ung dung vanh da thirc trong viéc cai tién xay dung hé mat ma ndi chung,
mat ma hang nhe nai riéng.

Két qua thir nhat 1a mot giai phap ting cudng d6 an toan cia hé mat O-M trén
vanh da thire hai 16p ké Cyclic, véi bon phuong phap twong ng vai 4 phép toén trén
vanh. Véi 4 phuong phap nay, c6 thé ing dung dé cai tién, bo sung tinh xéac thuc vao
cac hé mat tuong tu trén vanh da thuec.

Két qua th hai 1 1am rd tinh chat twa dang ciu gitra vanh da thic hai liy dang
nguyén thuy va truong hitu han GF (p). Véi tinh chét ndy, cd thé mo ra hudng tng
dung vanh da thre hai litly dang nguyén thay dé cai tién cac hé mat trén truong sb
thanh hé mat trén vanh da thuc.

Két qua thir ba 1a hé mat O-M trén vanh da thire hai lily dang nguyén thay, c6
d6 phuc tap tinh toan 0 (n), ¢ kha niang phu hop véi thiét bi co tai nguyén han ché,
cling nhu mot truong hop ng dung trong thyc té ciia dé xuat trong Két qua thix hai.

Tuy két qua chua c6 cai dat, danh gia hiéu qua trén thiét bi c6 tai nguyén han
ché, nhung céc két qua goi mé dugc cac phuong phap cai tién ca vé mat ly thuyét va
thuc tién trong viéc xay dung cac hé mat trén vanh da thirc, co ban da tra 1oi duoc
cau hoi nghién cuu 3 cua luan an.
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KET LUAN

Trén co s& cac két qua nghién ciu vé cac hé mat ma hang nhe trén vanh da
thire, t61 da nhan thay rang cac muc tiéu nghién ciru da duoc dat duoc va nhitng cau
hoi nghién ctu di duoc giai quyét. Cong trinh nghién ciru nay da dong gop quan trong
va dang ké vao linh vuc mat ma hang nhe trén vanh da thic va cung cip mot co so
viing chic cho cac nghién ciu tiép theo.

Cac déng gép néi bt cia lugn an la:

(1) Xay dung dugc hé mat CBC-QRHE (Hé mat lai ghép dua trén thang du
bac hai va cac phan tir lién hop caa vanh da thirc chin ¢é kha nang chbng
tan cdng bang ban rd chon trudc). V&i kha nang chdng tan cong bang ban
rd chon truéc (CPA), hé mat CBC-QRHE dugc coi 1a da dam bao d an
toan. Ngoai ra, vé mat ly thuyét, cac thuat toan giai ma va ma hoa cua hé
mat CBC-QRHE c6 d6 phc tap tinh todn 0 (n); vé mit thyuc té, cac module
ctia hé mat da duoc cai dit trén thiét bi cd tai nguyén han ché, di dugc danh
gia & hiéu qua hon hé mat nguyén gbc. Nhu vy, hé mat CBC-QRHE dugc
coi 1a phu hop véi thiét bi c6 tai nguyén han ché. Toan bo thdng tin vé hé
mat CBC-QRHE d3 duoc cdng b trong cong trinh [C1].

(2) Xay dung dugc hé mat OM-CA (Hé mat Omura-Massey trén vanh da thac
c6 hai 16p ké Cyclic ¢ nhan thuc). H&¢ mat OM-CA tuy chua dugc thi
nghiém trén thiét bi thuc, nhung vé mat ly thuyét, thuat toan giai ma va ma
hoa cua hé mat OM-CA ¢ do phurc tap tinh toan 0(n), cd thé coi la hé mat
ma c6 kha ning phu hop véi thiét bi c6 tai nguyén han ché. Ngoai ra, trong
qué trinh xay dung hé mat OM-CA, tac gia da dé xuit bon phuong phap
b6 sung tinh nhan thyc vao cac hé mat trén vanh da thtc. Toan bo thong
tin vé hé mat OM-CA di duoc cong bd trong cong trinh [J1].

(3) Xay dung dugc hé mat OM-PI (Hé mat Omura-Massey trén vanh da thirc
c6 hai lily dang nguyén thuy). Hé mat OM-PI ciing chua dugc thir nghiém
trén thiét bi thuc, tuy nhién, vé mat Iy thuyét, hé mat OM-PI c6 d6 phiic
tap tinh toan la 0 (n), twong tu nhu hé¢ mat OM-CA, OM-PI cling duoc coi
la phu hop véi thiét bi cd tai nguyén han ché. Mot trong nhiing két qua
quan trong khac khi xay dung hé mat OM-PI 1a da lam rd duoc tinh chat
tua dang cau gitra vanh da thirc hai liily dang nguyén thuy véi truong hitu
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han GF (p), day 1a nén tang todn hoc dé xay dung hé mat OM-PI. Toan bo
thong tin vé hé mat OM-PI da duoc cdng bé trong cong trinh [J2].

Bén canh nhiing két qua dat duoc, luan &n van con ton tai mot s6 van dé chua
giai quyét duoc nhu chua dua hé mat vao tng dung, chua danh gia trén cac kich ban
str dung trong thuc té ma méi dung lai & mte do trong phong thi nghiém. Chua thir
nghiém trén cac thiét bi co tai nguyén han ché dang FPGA, ASIC.

Kién nghi hwéng phat trién tiép theo:

(1) Tiép tuc ma rong va hoan thién ly thuyét vé tng dung vanh da thic trong
mat m& noi chung, mat ma hang nhe noi riéng. Pac biét cac ng dung cua
vanh da thire hai lily dang nguyén thay trong cai tién, xay dung cac hé mat
ma hang nhe mai.

(2) Cai dit va d4nh gi4 hé mat CBC-QRHE, OM-CA, OM-PI vao cac thiét bi
c6 tai nguyén thuc té, so sanh, danh gia véi cac hé mat ma hang nhe khéc.

(3) Bua cac hé mat CBC-QRHE, OM-CA, OM-PI vao trong cac ung dung
thuc té, ca phan ciing va phan mém trén thiét bi c6 tai nguyén han ché.

Cubi cung, tdi hy vong rang cong trinh nghién ciru nay s& gép phan vao viéc
phat trién tri thic va tng dung thuc tién trong linh vuec mat ma hang nhe noi riéng,
mat ma trén vanh da thic néi chung. Ti mong ring luan &n sé tiép tuc khuyén khich
nhitng nd luc nghién ciru su hon va tao ra nhitng déng gop dang ké trong twong lai.
Do diéu kién vé thoi gian va trinh d6 con han ché, nén nhitng van dé trinh bay trong
luan &n khdng tranh khoi nhiing thiéu sot, tdi rit mong duoc sy gop Y cua cac nha
khoa hoc, ddng nghiép va ban bé dé khac phuc va hoan thién cac cong trinh nghién
ctru trong luan &n, mang lai nhiéu gia tri hon cho cong déng va x4 hoi.



78

DANH MUC CONG TRINH CONG BO CUA TAC GIA

BAI BAO KHOA HQC

J1. Hoang Manh Thang, Nguyen Binh, Cao Minh Thang (2018), “Omura-Massey
cyptosystem with authentication over polynomial rings with two cyclotomic
cosets”, Tap chi khoa hoc cdng nghé Thang tin va Truyén thong, sé 03 (CS.01),
pages 17-20.

J2. Hoang Manh Thing, Nguyén Trung Hiéu, Nguyén Binh, Cao Minh Thang,
Hoang Thi Thu (2023), “Hé mat Omura-Massey trén vanh da thac ¢ hai lay
dang nguyén thay”, Tap chi khoa hoc cong nghé Thang tin va Truyén thong,
s6 01 (CS.01) 2023, pages 115-120.

HOI NGHI KHOA HOQC

C1.Hoang Manh Thing, Cao Minh Thing, Nguyén Chi Thanh, Bui Hoang
Phuong (2017), “Moét giai phap ting cuong kha ning chdng tan cong bang ban
rd chon truéc (CPA) cho hé mat lai ghép QRHE”, Ky yéu hgi thdo quac gia
REV-ECIT 2017, (Issue 14.12.2017 - 15.12.2017 , ISSN 987-604-931253-3).
Nha xuat ban khoa hoc k§ thuat, pages 79-83.



1.

79

TAI LIEU THAM KHAO

Tiéng Viét
Ping Hoai Bic, Nguyén Binh (2006), “Tao ddy m bang phuong phap phan
hoach trén vanh da thic ¢6 hai 16p ké cyclic”. Hgi nghi khoa hoc lan thi 8,
Hoc vién Cong nghé BCVT, 09/2006.
Ho Quang Buu, Ngb PBuc Thién, Tran Bac Su (2012), “Xay dung ham bim
trén céc cap s6 nhan cyclic”, Chuyén san cac cong trinh nghién cizu, phat trién
va ing dung CNTT va Truyen théng, Ky 3 Tap chi Thong tin, KHCN cua b
Théng tin va Truyén théng, Tap V-1 s6 7 (27), ISSN 1859-3526.
Ho Quang Biru, Ngb Buc Thién, Tran Bac Sy (2012), “Xay dung hé mat trén
cac cap s6 nhan cyclic cua vanh da thiac”, Tap chi Khoa hoc va Cong nghé,
Vién Khoa hoc va Cong nghé Viét Nam, Chuyén san cac cong trinh nghién
ciru vé Dién tir, Vidn thong va CNTT, Tap 50 sé 2A, thang 9-2012, ISSN 0866
708X.
Lé Danh Cuong, Nguyén Binh (2017), “CAu trdc twa dang ciu giita vanh da
thize 6 2 16p ké cyclic va trudng s6”, Tap chi Khoa hoc va Céng nghé cac
trieong dai hoc ki thugt, 1ISSN 2354-1083, s6 121, tr. 54-57.
Nguyén Bui Cuong (2015), “Mot sé két qua nghién ciu vé ma khéi hang nhe”,
Tap chi an toan thdng tin, s6 1 CS (01).
Lé& Phé D6, Tran Vin Manh (2017), “Nghién ctru cac cudc tan cdng hé mat ma
nhe PRESENT”, Héi thdo lan thi hai: mét sé vén dé vé chon loc an toan thdng
tin.
Lé Phé D6, Mai Manh Trimg (2017), “Nghién citu mot s6 hé mat ma nhe va
ung dung trong IoT”, Tap chi Nghién ciu Khoa hoc & Cong nghé Quan s,
ISSN 1859-1043.
Lé Phé Do, Lé Trung Thuc (2017), “Cai tién ma khoi hang nhe ho LED va
Neokeon”, Héi thdo quac gia lan thiz XX: Mot sé van dé chon loc cia Cong
nghé thong tin va truyén théng — Quy Nhon, 23-24/11/2017.
Nguyén Trung Hiéu, Ngo Buc Thién (2018), “Hé mat Omura-Massey xay
dung trén vanh da thic ¢6 hai 16p ké cyclic”, Tap chi Khoa hoc va Cong nghé
cdc truong Pai hoc Kj thugt, trang 29-34, s6 125, ISSN 2354-1083.



80

10. Hoang Piang Hai (2018), Nghién cau, xay dung hé thdng giam sat, danh gia
cap do an toan, canh bao nguy co mat an toan thong tin cho cac trang tin / céng
thong tin dién tir, D& tai cap nha nudc ma sé6 KC.01.08/16-20.

11. Nguyén Trung Kién (2016), Nghién ctu xay dung hé thong cong nghé théng
tin thar nghiém thu thap di liéu va phan tich mot s6 chi sé hiéu ning thuc hién
(KPI) cta d6 thi théng minh phi hop véi diéu kién cua Viét Nam nham phuc
vu cho hoat dong cia co quan quan 1y nha nuéc, Dé tai cip nha nuéc ma sb
KC.01.04/16-20.

12.Cao Minh Thang, Nguyén Binh, Hoang Manh Thang, Nguyén Ngoc Quan
(2015), “E-RISKE, mot so do mat ma khoa bi mat dua trén cac phan tir kha
nghich va kha nghich mé rong trong cac vanh da thirc bac hitu han hé sb nhj
phan c6 hai 16p ké cyclic”. Ky yéu hgi thao quac gia 2015 vé dién ti, truyén
thdng va cong nghé thong tin (REV-ECIT), 12-2015, Tp.Hd Chi Minh, Viét
Nam, ISBN: 878-604-67-0635-9, trang 240-247.

13.Cao Minh Thing, Nguyén Binh (2015), “Mat hé mat lai ghép dwa trén céac
thing du bac hai va cac phan tu lién hop trong vanh da thic chin”. Tap chi
Khoa hoc va Céng nghé, Vién han 1am Khoa hoc va Cong nghé Viét Nam, tap
53 — 56 2C nam 2015, ISSN 0866 708X, trang 14-22.

14.Cao Minh Thing, Nguyén Binh (2015), “M6t hé mat khoa cong khai dya trén
cac phan tir kha nghich trong vanh da thic chin - IPKE”. Tap chi An toan
thong tin, Ban Co yéu chinh phu, s 1.CS (01) - 2015. ISSN 1859-1256, trang
21-27.

15.Ngo bac Thién, Nguyén Trung Hiéu, Nguyén Toan Théing, Diang Hoai Bic
(2013), “Mot phuong phap xay dung hé mat ma khéi két hop so do Lai-Massey
Vv6i so do Feistel va tng dung vao ham bam”, Ky yéu Héi ngh; Quéc gia vé
pién tir -Truyén théng (REV2013-KCO01), Ha Noi, Viét Nam, ngay 17-
18/12/2013, tr. 75-80.

16.Pham Viét Trung (2005), “Xay dung hé mat McEliece trén ma
xyclic cuc bd”, Tap chi nghién cizu KHKT va cdng nghé quan si, so
13, pp 63 - 69.



81

Tiéng Anh
17. Ahmad Mustafa Mohamad Al-Aboosi, Samar Kamil, Siti Norul Huda Sheikh
Abdullah, Khairul Akram Zainol Ariffin (2021), “Lightweight Cryptography
for Resource Constraint Devices: Challenges and Recommendation”, 2021
3rd International Cyber Resilience Conference (CRC), ISBN:978-1-6654-
1844-7.

18. Alaa Hassan (2022), “State-of-the-Art Lightweight Cryptographic Protocols
for 1oT Networks”, Proceedings of the Future Technologies Conference
(FTC) 2022, Volume 2, ISBN: 978-3-031-18458-1, pp. 297-310.

19. Andrey Bogdanov, Lars R Knudsen, Gregor Leander, Christof Paar, Axel
Poschmann, Matthew JB Robshaw, Yannick Seurin, Charlotte Vikkelsoe,
(2007), “Cryptographic Hardware and Embedded Systems-CHES 2007,
Springer Berlin Heidelberg, pp 450-466.

20. Axel York Poschmann (2009), “Lightweight cryptography: cryptographic

engineering for a pervasive world”, in Ph. D. Thesis. 2009. Citeseer.

21. Armknecht, F., Mikhalev, V. (2015), “On Lightweight Stream Ciphers with
Shorter Internal States”, In: FSE 2015. LNCS, Springer (2015), to appear.

22.A. Bogdanov, L. R. Knudsen, G. Leander, C. Paar, A. Poschmann, M. J. B.
Robshaw, Y. Seurin & C. Vikkelsoe (2007), “PRESENT: An Ultra-
Lightweight Block Cipher”, Cryptographic Hardware and Embedded Systems
- CHES 2007 pp 450-466.

23.Bruce  Schneier (1996), Applied Cryptography, Wiley, ISBN:
9780471128458,0471128457.

24.Cao Minh Thang, Nguyen Binh (2015), “DTRU, a new NTRU-like
cryptosystem based-on dual truncated polynomial rings”. Tap chi Khoa hoc
va Cong nghé, Vién han 1am Khoa hoc va Cong nghé Viét Nam, tap 53 — s
2C nam 2015. ISSN 0866 708X, trang 103-118.

25. Cao Minh Thang, Nguyen Binh, Nguyen Minh Trung (2015), “A novel CPA-
secure probabilistic encryption scheme based-on pNE cryptosystem”,
Proceedings of 2nd National Foundation for Science and Technology
Development Conference on Information and Computer Science (NICS 2015)



82

September 16-18, Ho Chi Minh City, Vietnam, IEEE Catalog Number:
CFP15C61-PRT, ISBN: 978-1-4673-6639-7, pp. 119-124.

26.Cao Minh Thang, Nguyen Binh (2015), “RISKE, a novel CPA-Secure secret-
key encryption scheme based-on invertible elements in binary quotient
polynomial rings”. Proceedings of the 8th National Conference on
Fundamental and Applied Information Technology Research (FAIR’S) July 9-
10 2015, Hanoi, Vietnam, ISBN: 978-604-913-397-8, pp. 620-628.

27.C.E.Shannon (1949), Communication theory of secrecy systems, Bell System
Tech. J. 28 (1949), 556-715.

28. Cocks, Clifford (1973). "A Note on 'Non-Secret Encryption™, CESG Research
Report.

29. Coppersmith, D., Shamir, A. (1997), “Lattice attacks on NTRU”. In: Fumy,
W. (ed.) EUROCRYPT 1997. LNCS, vol. 1233, pp. 52-61. Springer,
Heidelberg (1997).

30. Computer Security Resource Center (2001), "FIPS PUB 197: The official
Advanced Encryption Standard"

31.C. Gentry (2001), Key recovery and message attacks on NTRU-composite. In
Proceeding of Eurocrypt 01, LNCS, vol. 2045, Springer-Verlag, pp.182-194,
2001.

32.Cramer, Ronald; Shoup, Victor (2004). "Design and Analysis of Practical
Public-Key Encryption Schemes Secure against Adaptive Chosen Ciphertext
Attack™” (PDF). SIAM Journal on Computing 33 (1): 167-226.

33.Chris Peikert and Brent Waters (2008), “Lossy trapdoor functions and their
applications,” in Proceedings of the 40th annual ACM symposium on Theory
of computing (Victoria, British Columbia, Canada: ACM, 2008), 187-19.

34.Craig Gentry, Chris Peikert, and Vinod Vaikuntanathan (2008), “Trapdoors
for hard lattices and new cryptographic constructions,” in Proceedings of the
40th annual ACM symposium on Theory of computing (Victoria, British
Columbia, Canada: ACM, 2008), 197-206.

35. Chris Peikert (2009), “Public-key cryptosystems from the worst-case shortest
vector problem: extended abstract,” in Proceedings of the 41st annual ACM



83

symposium on Theory of computing (Bethesda, MD, USA: ACM, 2009), 333-
342.

36. Chandrasekaran, J. et al. (2011), "A Chaos Based Approach for Improving
Non Linearity in the S-Box Design of Symmetric Key Cryptosystems”. In
Meghanathan, N. et al. Advances in Networks and Communications: First
International Conference on Computer Science and Information Technology,
CCSIT 2011, Bangalore, India, January 2-4, 2011. Proceedings, Part 2.
Springer. p. 516. ISBN 978-3-642-17877-1.

37.Constantinos Patsakis, Panayiotis Kotzanikolaou, Mélanie Bouroche (2015).
“Private Proximity Testing on Steroids: An NTRU-based Protocol”. Security
and Trust Management VVolume 9331 of the series Lecture Notes in Computer
Science pp 172-184. Springer.

38.D. Rachmawati, Mohammad Andri Budiman, M. Adib Rikzan (2019),
“Analysis of File Security with Three-Pass Protocol Scheme Using Massey-
Omura Algorithm In Android”, IOP Conf. Series: Journal of Physics: Conf.
Series 1235 (2019) 012075.

39.Dang Hoai Bac, Nguyen Binh, Nguyen Xuan Quynh, Young Hoon Kim
(2007), “Polynomial rings with two cyclotomic cosets and their applications
in Communication”, MMU International Symposium Information and
Communications Technologies 2007, Malaysia, ISBN: 983-43160-0-3.

40.Dang Hoai Bac, Nguyen Binh, Nguyen Xuan Quynh , Young Hoon Kim
(2007). “Ploynomial rings with two cyclotomic cosets and their applications
in Communication”, MMU International Symposium on Information and
Communications Technologies 2007, Malaysia, ISBN: 983-43160-0-3.

41.Daewan Han, Jin Hong, Jae Woo Han and Daesung Kwon (2003), “Key
recovery attacks on NTRU without ciphertext validation routine”, In
Proceeding of ACISP "03, LNCS, vol. 2727, Springer-Verlag, pp.274-284,
2003.

42.Daniel Cabarcas, Patrick Weiden, Johannes Buchmann (2014), “On the
Efficiency of Provably Secure NTRU”. Post-Quantum Cryptography VVolume
8772 of the series Lecture Notes in Computer Science, pp 22-39. Springer,
2014,


http://link.springer.com/book/10.1007/978-3-319-11659-4
http://link.springer.com/bookseries/558

84

43.D. Kahn(1967), The Codebreakers: The Story of Secret Writing, New York:
Macmillan Publishing Co.,

44. Frank Miller (1882), Telegraphic Code to Insure Privacy and Secrecy in the
Transmission of Telegrams, C.M. Cornwell, 1882.

45. Gaborit, P., Ohler, J., Sole, P. (2002), “CTRU, a Polynomial Analogue of
NTRU, INRIA”. Rapport de recherche, N.4621 (November 2002), (ISSN
0249-6399).

46.Gaborit, P., Ohler, J., Sole, P. (2002), “CTRU, a Polynomial Analogue of
NTRU”, INRIA. Rapport de recherche, N.4621 (November 2002), (ISSN
0249-6399).

47.Ho Quang Buu, Ngo Duc Thien, Tran Duc Su (2012), “Constructing
secretcryptosystem based on cyclic multiplicative progress over polynomial
rings”, Journal of Science and Technology, Posts and Telecommunication
Institute of Technology, 50 (2A), pp 109-119. In Vietnamese.

48.Horst Feistel, (1973). “Cryptography and Computer Privacy". Scientific
American, 228(5), May 1973, pp 15-23.

49.Hofheinz, Dennis; Kiltz, Eike (2007). "Secure Hybrid Encryption from
Weakened Key Encapsulation™. Advances in Cryptology -- CRYPTO 2007.
Springer. pp. 553-571.

50. IAshchenko, V. V. (2002), Cryptography: an introduction”. AMS Bookstore.
p. 6. ISBN 0-8218-2986-6.

51.1TU-T (2003), Security architecture for systems providing end-to-end
communications, Recommendation X.805.

52.1SO/IEC 29192-2:2019, Information security — Lightweight cryptography

53.1SO/IEC 29167-10:2017, Information technology — Automatic identification
and data capture techniques.

54. Jonathan Katz, Yehuda Lindell (2007), Introduction to Modern Cryptography:
Principles and Protocols, Chapman Hall/CRC Cryptography and Network
Security Series.

55. Jonathan Katz, Yehuda Lindell (2021), Introduction to modern cryptography,
Third edition, Chapman & Hall/CRC.



85

56. Jeffrey Hoffstein, Jill Pipher, Joseph H. Silverman (1998), “NTRU: Alice
ringbased public key cryptosystem”, Lecture Notes in Computer Science
Volume 1423, pp 267-288, Springer Verlag 1998.

57.J. Hoffstein and J.H. Silverman (2003), “Random small hamming weight
products with applications to cryptography”. Discrete Applied Mathematics,
vol. 130, Issue 1 - special issue on the 2000 com2MaC workshop on
cryptography, pp. 37 - 49, 2003.

58.Jonathan Katz, Yehuda Lindell (2007), “Introduction to Modern
Cryptography: Principles and Protocols”, Chapman & Hall/CRC
Cryptography and Network Security Series.

59. Katherine Jarvis, Monica Nevins (2013), “ETRU: NTRU over the Eisenstein
integers”. Springer Date: 13 Jul 2013.

60. Katz, Jonathan; Lindell, Yehuda (2007), Introduction to Modern
Cryptography: Principles and Protocols. Chapman and Hall/CRC.

61. Lyubashevsky V., Peikert C., Regev O. (2010), “On ideal lattices and learning
with errors over rings”, In: Gilbert H. (ed.) Advances in Cryptology
(EUROCRYPT 2010). Lecture Notes in Computer Science, vol. 6110, pp. 1-
23. Springer, Berlin.

62. Massimo Chenal, Qiang Tang (2015), “Key Recovery Attacks Against NTRU-
Based Somewhat Homomorphic Encryption Schemes”. Information Security
Volume 9290 of the series Lecture Notes in Computer Science pp 397-418.
Springer, 27 August 2015.

63. M. Hell, T. Johansson, A. Maximov, and W. Meier (2008), The Grain Family
of Stream Ciphers, In M. Robshaw and O. Billet Editors, New Stream Cipher
Designs, LNCS 4986, pp. 179-190, 2008.

64. Menezes A. J, Van Oorchot P. C. (1998), Handbook of Applied Cryptography,
CRC Press.

65. Miroslav Knezevi¢ (1970), “ KATAN and KTANTAN—a family of small and
efficient hardware-oriented block ciphers”, Cryptographic Hardware and
Embedded Systems - CHES 2009 (pp.272-288).



86

66. Michael Coglianese, Bok-Min Goi. MaTRU (2005): “A New NTRU-Based
Cryptosystem”, Lecture Notes in Computer Science Volume 3797, pp 232-
243.

67. Malekian, E. Zakerolhosseini (2010), “OTRU: A non-associative and high
speed public key cryptosystem”. A.Computer Architecture and Digital
Systems (CADS), 2010 15th CSI International Symposium on, Tehran, pp 83
— 90, ISBN: 978-1-4244-6267-4.

68. Najlae Falah Hameed Al Saffar, Inaam. R. Al-Saiq, Rewayda Razag Mohsin
Abo Alsabeh (2022), “Asymmetric image encryption scheme based on
Massey Omura scheme”, International Journal of Electrical and Computer
Engineering (IJECE), ISSN: 2088-8708.

69. Nguyen Binh (2002), “Crypto-system based on cyclic geometric progressions
over polynomial ring (Part I)”. REV02.2002.

70.Nguyen Binh, Le Dinh Thich (2002), “The order of polynomials and
algorithms for defining Oder of Polynomial over polynomial rings”, VICA-5,
Hanoi, Vietnam.

71.Nguyen Binh, Tran Duc Su, Pham Viet Trung (2001), “Decomposition of

polynomial ring according to the classes of conjugate elements”, AIC-26,
Hanoi, Vietnam.

72.Nguyen Binh, Le Dinh Thich (2002), “The orders of polynomials and
algorithms for defining order of polynomial over polynomial Ring”, VICA-5,
Hanoi, Vietnam.

73.Nguyen Binh, Le Dinh Thich (2002), “The Oders of Polynomials and

Algorithms for Defining Oder of Polynomial over Polynomial Ping”, VICA-
5, Hanoli, Vietnam.

74.Nguyen Binh (2002), Crypto-system based on cyclic geometric progressions
over polynomial ring (Part 1). REV’02.2002.

75.Nguyen Binh, Dang Hoai Bac, (2004). “Cyclic codes over extended rings of
polynomial rings with two cyclotomic cosets”. REV-04. November 20-23,
2004, Hanoi.

76.NESSIE Final report of European project 1ST-1999-12324: New European
Schemes for Signatures, Integrity, and Encryption, April 2004. Working draft.



87

77.National Credit Union Administration (2004) "NCUA letter to credit unions"
(PDF. July 2004).

78. Network Working Group of the IETF (2006), RFC 4251, The Secure Shell
(SSH) Protocol Architecture.

79.N. Howgrave-Graham, J.H. Silverman, W. Whyte (1999), NTRU
Cryptosystems Technical Report #004, Version 2: A Meet-In-The-Middle
Attack on an NTRU Private Key.

80. OKAMURA Toshihiko (2017), “Lightweight Cryptography Applicable to
Various IoT Devices”, Special Issue on loT That Supports Digital Businesses.

81. Okamura Toshihiko, “Mat ma nhe &p dung cho céc thiét bi IoT khac nhau”,
(2017), https://www.nec.com/en/global/techrep/journal/g17/n01/170114.html

82.0ded Regev (2005), “On lattices, learning with errors, random linear codes,
and cryptography,” Proceedings of the thirty-seventh annual ACM symposium
on Theory of computing (Baltimore, MD, USA: ACM, 2005), 84-93.

83.Perlner, R.A., Cooper, D.A. (2009), Quantum resistant public key
cryptography: a survey. In: Proc. of IDtrust, pp. 85-93. ACM, New York.

84.R. Beaulieu, D. Shors, J. Smith, S. Treatman-Clark, B. Weekks, L. Wingers
(2015), “SIMONand Speck: Blocks Ciphers for Internet of Things”, Hgi thao
vé mdt ma hoc nhe cia NIST , 20/07/2015.

85.R.L. Rivest, A. Shamir, L. Adleman(1978), “A method for obtaining digital
signatures and public key cryptosystems”, Communications of the ACM 21,
120-126.

86.Stehle, D., Steinfeld, R. (2011), “Making NTRU as secure as worst-case
problems over ideal lattices”. In: Paterson, K.G.(ed.) EUROCRYPT 2011.
LNCS, vol. 6632, pp. 27-47. Springer, Heidelberg.

87.S. Goldwasser, S. Micali (1984). "Probabilistic encryption”. Journal of
Computer and System Sciences 28 (2): 270-29.

88.S. Goldwasser and S. Micali (1982), Probabilistic encryption & how to play
mental poker keeping secret all partial information, Annual ACM Symposium
on Theory of Computing.


https://www.nec.com/en/global/techrep/journal/g17/n01/170114.html

88

89. Sergei Silvestrov, Anatoliy Malyarenko, Milica Ranci¢ (2017), Algebraic
Structures and Applications, Springer Proceedings in Mathematics &
Statistics Volume 317.

90.Shannon C. Haley (2018), "Non-commutative Massey-Omura Encryption
with Symmetric Groups" (2018). Student Research Submissions. 254.

91. Thomas Eisenbarth, Sandeep Kumar, Christof Paar, Axel Poschmann, Leif
Uhsadel (2007), “A Survey of Lightweight-Cryptography Implementations”,
ISSN: 0740-7475, pp. 522 — 533.

92. Tran Xuan Tu, Bui Duy Hieu (2017), “AES datapath optimization strategies
for  low-power low-energy  multi-security-level  Internet-of-Thing
applications”, IEEE Transactions on Very Large Scale Integration (VLSI)
Systems, ISSN 1063-8210, pp. 3281-3290.

93.Ulugbek Mardiyev (2021), “Using of R parameter in a Massey-Omura
protocol on elliptic curves”, 2021 International Conference on Information
Science and Communications Technologies (ICISCT).

94.Victor Shoup (2004). 1SO 18033-2: An emerging standard for public-key
encryption, http://shoup.net/iso/std6.pdf, December 2004. Final Committee
Draft.

95. Yanbin Pan, Yingpu Deng, Yupeng Jiang, Ziran Tu (2011), “A New Lattice-
Based Public-Key Cryptosystem Mixed with a Knapsack”, Lecture Notes in
Computer Science Volume 7092, pp 126-137.

96. Yanbin Pan, Yingpu Deng (2012), “A General NTRU-Like Framework for
Constructing Lattice-Based Public-Key Cryptosystems”, Lecture Notes in
Computer Science Volume 7115, 2012, pp 109-120.

97.W. Diffie, M.E. Hellman (1976), “New directions in cryptography”, IEEE
Trans on Information Theory Volume: 22, Issue: 6, (1976), 644-654.



