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MO DAU

1. Ly do chon dé tai va trong tdm nghién céu

Trong vai nim gan ddy, Internet van vat (loT-Internet of Things) di tré thanh
phd bién trong nhiéu linh vyc tng dung. Nhing tién bo cong nghé trong céac linh
vue dién tir, vién thong va cdng nghé théng tin, dién hinh 1a cong nghé cam bién va
mang vO tuyén da tao dong luc cho su ra doi cua ky nguyén két ndi Internet van vat.
Theo céc t6 chuc tiéu chuan quéc té [54, 56], 10T 1a mang két ndi cac thuc thé (thiét
bi) ¢ kha nang thu thap, xir 1y va trao doi dix liéu thong qua Internet. 10T két nbi da
dang thiét bi moi lGc moi noi, tir céc thiét bi don gian gan cac cam bién cho téi cac
thiét bi thong minh nhu dién thoai théng minh, thiét bi theo ddi stc khoe. Théng
qua két ndi céc thiét bi théng minh véi Internet, mot nén tang mang méi duoc hinh
thanh cho phép phat trién hang loat tng dung méi nhu ngdi nha théng minh, d6 thi
thong minh, cham so6c stc khoe, giam sat moi truong, V.v.

Ung dung rong réi caa IoT trong cac linh vuc dan toi sy gia tang thiét bi két
ndi, nhu cau phat trién tiéu chuan va giao thirc cho loT. Bé két néi véi Internet, cac
thiét bi 10T hién dang str dung cac giao thirc truyén théng nhu IP (Internet protocol),
TCP (Transmission Control Protocol), UDP (User Datagram Protocol). bac biét,
loT can cac giao thic ting ¢ng dung dé trao ddi dir liéu gitta cac dau cudi. Nhitng
giao thic tang ung dung rat quan trong ddi voi mang 10T nham phuc vu cho cac
ing dung da dang, 1a mot co s& quan trong dé trién khai 10T rong réi trong moi linh
vuc. Céc to chic tiéu chuan qudc té nhu ITU, IETF da nd luc phat trién va chuan
hda cac giao thirc tang tng dung méi cho loT. Céc giao thuc dién hinh tang tng
dung gom: giao thic van chuyén hang doi ban tin tir xa MQTT (Message Queue
Telemetry Transport) [92], giao thirc xép hang ban tin nang cao AMQP (Advanced
Message Queuing Protocol) [30], giao thtc hién dién va nhin tin mo rong XMPP
(Extensible Messaging and Presence Protocol) [53] va giao thuc tng dung co6 rang
budc CoAP (Constrained Application Protocol) [100]. Céc giao thirc nay c6 mot dac
diém chung 1a hang nhe d phd hop véi méi truong mang 10T, trong d6 MQTT,



AMQP va XMPP hoat dong trén ting TCP, con CoAP hoat dong trén ting UDP.
TCP ¢6 nhiéu han ché trong mang IoT nhu: can thoi gian thiét 1ap va duy tri két ndi,
chi phi tiéu d& g6i tin 16n, do tré 16n do co ché bit tay 3 budc, do phic tap cao, kém
hiéu qua cho kich thuéc ctra s6 nho [101, 36, 103, 45]. COAP hoat dong dua trén
UDP nén ¢4 loi thé 1a tiéu dé goi nho, co ché hoat dong don gian, toc dé nhanh, d6
tré thap, khéng mat thoi gian khoi tao va duy tri két ndi, phu hop cho cac wng dung
thoi gian thuc. Do d6, COAP dua trén UDP da duoc danh gia 1a thich hop hon cho
nhiéu tng dung 10T va tré thanh nén tang cho cac thiét bi 10T cé han ché tai nguyén
nhu d3 chi ra trong céc tiéu chuan quédc té [101, 103, 57, 99, 40]. Tuy nhién, do thiét
ké don gian nén CoAP con nhiéu han ché va can dugc phét trién tiép nhu di néu
trong RFC 7252 [100], tiéu chuan caa ITU [58] va mot s6 RFC khéac [102, 103].
Nghién ciu cai tién CoAP dang la van dé rat dwoc quan tam va la cha dé
nghién cau caa luan an nay.

Nhiéu &ng dung 10T ngay nay khdng chi trao ddi thua thét cac goi tin, ma
thuong phai truyén cac luong di liéu 16n theo thoi gian thyc, vi du cac ung dung
trong y té, cham soc bénh nhan, theo ddi giam sat tham hoa, giam sét video an ninh
[36, 57, 103]. Tac nghén xay ra khi tai luu luong vuot qua bing thong két ndi hoic
nang luc xu ly. Tic nghén 1a vin dé thuong xuyén xay ra trong mang loT nhu da
néu trong cac tiéu chuan quéc té nhu ITU [56 - 59], cac RFC [99, 102, 103] va tiéu
chuan ETSI TR 103.375 [40]. Mang loT c¢6 tai nguyén han ché, luong dir liéu can
truyén rat 16n tir nhiéu thiét bi IoT. M6i truong mang loT cd nhiéu bién dong, c6
nhiéu kha ning 16i va mat goi. Bién dong bat thudong cia bang thong lién két dan
dén bung nd dit liéu (burstiness), xuat hién cac chudi goi 1am gia ting nguy co tic
nghén [102, 99, 103, 62]. Piéu khién tic nghén co vai trdo quan trong trong viéc
giam thiéu tic ngh&n, giam mat goi, duy tri d6 tré goi tin nho, bao dam thong luong
va hiéu niang mang, dap ung yéu cau cac ung dung, dic biét cho cac ung dung nhay
cam véi tré va mat goi.

Han ché co ban nhat cia CoAP 1a co ché diéu khién tic nghén nhu da chi ra
trong RFC 7252 [100] va cac tiéu chuan khac nhu [102, 103, 58]. C4c véan dé ton tai



cu thé cua CoAP trong co ché diéu khién tic nghén gom: sir dung cac tham sb cb
dinh, chi diéu khién toc do phat lai khi da xay ra mat goi (nghia 13 khi da tic nghén),
khong hd tro chudi goi, khéng phat hién sém tic nghén. Nhiéu nghién cieu méi day
d3 chi ra sy can thiét phai cai tién co ché diéu khién cua CoAP [107, 36, 101, 5, 37].
Cac cai tién CoAP di co t6i nay chi yéu gdm: thay ddi cach tinh toan thoi gian
quay vong RTT (Round Trip-time) va dinh thoi phat lai RTO (Retransmission
Timeout) thay vi diing tham s6 ¢b dinh [9, 15, 21, 23, 38, 5], cai tién co ché 10i [18,
23, 87, 107], cai tién thuat toan diéu khién [9, 11, 24, 37, 67, 69]. Tuy nhién, CoAP
va céc ban cai tién CoAP van con mot s6 han ché sau:

(1) Han ché trong tinh toan tham sé.

(2) Chua ho tro chudi goi

(3) Han ché vé diéu khién téc do dé giam tac nghén

(4) Chua phan biét nguyén nhan mat goi

(5) Chua phat hién sém tic nghén

(6) Han ché trong tinh toan bang thong co chai.

Ngoai ra, do han ché tai nguyén cua céc thiét bi IoT, co ché diéu khién can gon
nhe, hiéu qua. Chi tiét cu thé vé cac han ché nay s& duoc trinh bay trong Chuong 1.
Nghién cau giai phap khic phuc cac han ché trén Ia cac van dé thach thuc va la
trong tdm nghién ctu cua luan an nay.

2. Muc tiéu nghién ctu

Muyc tiéu cta luan an 1a nghién cau giai phap khac phuc cac han ché néu trén va
dé xuat co ché diéu khién tic nghén hiéu qua cho giao thirc CoAP dé trao doi tin
cdy gitra c4c thiét bj dau cudi trong mang loT. Cac muc tiéu cu thé gom:

- Nghién ctu xay dung md hinh phan tich cho CoAP cho truyén tin theo chudi

g6i c6 tin cay nham khac phuc han ché (1) va (2).

- Nghién ctru dé xuét giai phap diéu khién ting/giam toc do phéat cho CoAP

dira vao phat hién mat goi, trang thai mang va duong truyén nham diéu khién

tac nghén, nang cao hiéu qua truyén tin nham giai quyét han ché (3) va (4).



- Nghién ctru dé xuat giai phap phét hién sém nguy co tic nghén dua vao bién
dong mang, diéu khién toc do linh hoat theo bién thién dong cua trang théi
tic nghén va méi truong truyén tin nham giai quyét han ché (5) va (6).
3. Pdi twong nghién ciru

Déi twgng nghién ctru 1a co ché diéu khién tic nghén cho giao thuc 16p tng
dung CoAP, mé hinh truyén tin theo chudi goi va téc do phat cuaa CoAP.
4. Pham vi nghién ciu

Pham vi nghién ctru cta luan an tap trung vao giao thic CoAP cai dat trén tang
tng dung & thiét bi 10T bén giri va bén nhan tin vai co ché diéu khién tac nghén
theo vong kin, nghia 1a chi dua trén thong tin trao di giira cac dau cudi trong mang
loT.

Mang IoT da dang vé thiét bi, cdng nghé mang va (ng dung. Thiét bi loT khac
nhau vé chung loai, tinh ning theo ng dung. Céc thiét bi IoT duogc két ndi véi nhau
véi da dang cdng nghé mang nhu WiFi IEEE 802.11, ZigBee, IEEE 802.15.4, Z-
Wave, 6LoWPAN) [62]. Cac (ng dung ctia mang IoT ciing rit da dang trong céc
linh vuc khac nhau [99]. Do CoAP & tang (ng dung, pham vi nghién ciu cua luan
an khong dé cap dén nhitng van dé & cac tang mang khéc ciing nhu nhiéu, 16i vo
tuyén o tang vat ly.

Ngoai ra, cac kién tric mang loT ciing rat da dang. Tuy nhién, kién tric mang
tap trung théng tin ICN (Information Concentric Networks) di dwoc chuan hoa
trong [58, 60, 61, 99, 102] va la xu thé chu yéu cho céc tng dung loT hién nay
[101], trong d6 cac thiét bi 10T thu thap di liéu tir moi trudng dé truyén vé thiét bi
dau cudi phia Internet. Pham vi nghién cau cua luan an tap trung vao kién trdc
mang ICN noi trén.

Linh vuc diéu khién tic ngh&n mang loT khé rong va da dang. Luan an chi tap
trung vao co ché diéu khién tic nghén cia CoAP. Trong pham vi nghién ctu, luan
an khong di sau phan tich cac van dé khac nhu: Tinh toan d6 phic tap, tinh toan téi
vu cac tham s6, chi phi ning lwong tiéu thu, tac dong cua I18i kénh vé tuyén, v.v.

Dy 1a nhitng hudng nghién ctu tiép trong twong lai.



5. Phwong phap nghién curu

Luan &n st dung cac phuong phap nghién curu sau:

Khao sat tai liéu ki thuat vé CoAP va cac ban da chuan hoa, cac nghién ctu
cai tién lién quan dé phan tich, danh gia cac ton tai, han ché.

Nghién ciu Iy luan, phan tich cac phuong phap diéu khién tic nghén dé lra
chon giai phap.

M6 hinh hoa, phan tich mé hinh truyén tin cia CoAP dé xay dung co ché
diéu khién pht hop véi thiét bi c6 han ché tai nguyén va méi truong loT.

M6 phong, kiém chiing, so sanh, danh gia két qua nghién ciu dat dugc bang

cach sir dung bo cdng cu mod phong NS3.

6. Pinh hwéng nghién ciu va cac két qua déng gép cia luan an

Luan an dinh huéng nghién ciru vao giai phap diéu khién tac nghén mang loT

Véi giao thirc tang tng dung CoAP. Céc cau hoi nghién cau dit ra gom:

Nhitng han ché, ton tai trong co ché diéu khién tic nghén cua CoAP?

Nhitng dé xuét cai tién CoAP hién con nhiing nhugc diém gi?

Lam thé nao dé phat hién sém nguy co tac nghén?

Diéu khién tac nghén khi nao, mic 6 nao dé han ché tic nghén, duy tri hiéu

nang cao trong diéu kién mang va bang thong kénh truyén ludn bién dong?

Luan an c6 cac két qua dong gop chinh nhu sau:

1)

2)

Dé xuat mot md hinh phan tich truyén tin theo chudi g6i cho CoAP va giao
thizc mi RCOAP dya trén téc do dé diéu khién tac nghén trong mang loT
Vi co ché diéu khién tang giam téc do phat phii hop véi tinh trang tac nghén
nham dat duoc hiéu ning cao vé do tré, thong lugng, ty 1 mat goi, ty 1 phat
lai va ty 1& phat lai dup so voi cac co ché COAP hién cd. M6 hinh phan tich
truyén tin theo chudi goi duoc cong b trong [J1, J2], giao thuc RCOAP
dugc cong bd trong [J3, J4].

Dé xuét giao thirc moi FCoAP diéu khién tic nghén st dung hé diéu khién

mo theo bién thién dong cua tinh trang tic nghén va cac tham sé mang nham



dat duoc hiéu ning cao vé do tré, thong luong, ty 16 mat goi, ty 16 phat lai va
ty 16 phat lai dup so vai cac co ché CoAP hién c6 trong diéu kién mang bién
thién dong, ké ca khi c6 tic nghén nghiém trong. Pong gbp nay duoc cong
bé trong [J5, J6].

7.'Y nghia khoa hoc va thuec tién

Y nghia khoa hoc:

Xay dung mot mé hinh phan tich truyén tin theo chudi g6i cho CoAP. Mb
hinh c6 thé ap dung dé nghién ciru tinh toan dinh lwong toc d6 phat.

Hau hét cac nghién ciu khac vé CoAP chi tap trung vao cai thién cac tham
sb thoi gian quay vong, dinh thoi phét lai va co ché phéat lai. Luan an dwa ra
mot cach tiép can mai dé tinh toan dinh luong toc d6 phat, diéu khién toc do
phat thay vi chi diéu khién tdc do phat lai trong cac nghién ciru trude do.

Do cac tham sb lién quan dén tic ngh&n bién thién dong va kho xac dinh
chinh xac, luan 4n dé xuat sir dung logic mo vao diéu khién tic nghén cho
CoAP. Pay la mot cach tiép can mai toi nay. Hé diéu khién mo da duoc
chang minh ¢ nhiéu wu diém nhu: don gian dua trén cac tham sé khdng
chinh xéac, khéng can md hinh toan hoc chinh xac, cho phép diéu khién
nhanh [70, 72, 39].

Y nghia thyc tién:

Céc co ché diéu khién @& xuét trong luan an c6 thé sir dung cho céc tng dung

loT trong thuc té:

Cac trng dung 10T truyén luu lugng 16n theo ludng tin, chudi goi tin c6 do tré
nho, thong luong cao theo thoi gian thyc, vi du nhu tng dung truyén ludng
tin video tir c4c camera giam sat [93, 103], hay ludng goéi tin lién tuc theo cac
khoi [99, 103, 69, 25].

Cac mang cam bién phuc vu muc dich giam sat, vi du ¢ng dung truyén dit
liéu thu thap tir cac cam bién theo cac chudi gai lién tuc vé trung tim nhu da
néu trong [10, 11, 5, 59, 57].



- Trao dbi théng tin may — may M2M (machine to machine) phuc vu cho cac
ting dung theo ddi, giam sat, canh béo vé tham hoa nhu di néu trong [9, 115,
57, 59], cac ¢ng dung diéu khién tir xa trong y té, cac tng dung theo di va
du béo thoi tiét nhu da néu trong [98, 52, 116, 59].
8. Bd cuc caa luan an

Ngoai phan mg dau, phan két luan va phan phuy luc, luan an gém ba chuong voi
b cuc nhu sau.

Chuong 1 trinh bay téng quan vé co s& Iy thuyét mang loT va cac khia canh
lién quan dén tic nghén va diéu khién tic nghén. Cac noi dung cu thé gom: khai
niém mang loT, cac tng dung dién hinh, mé hinh kién tric mang tap trung théng
tin, mot sé giao thuc 16p wng dung caa loT, van dé tic nghén va diéu khién tic
ngh&n mang loT, giao thirc COAP va cac nghién ciu cai tién CoAP, diéu khién mo
va kha niang ap dung vao diéu khién tic nghén mang 10T, van d& nghién cau can
giai quyét trong luan an.

Chuong 2 dé& xuat mot giao thie diéu khién tic nghén dua vao toc do dat tén 1a
RCOAP (Rate-based CoAP). Noi dung chinh bao gom: xay dung mé hinh phan tich
cho CoAP dé tinh toan téc do phat chudi goi tin, giao thirtc RCOAP Véi co ché diéu
khién RCOAP, céc trang thai hoat dong va cac thuat toan diéu khién, tinh toan hiéu
nang RCoAP, m6 phong va danh gia hiéu nang RCoAP.

Chuong 3 d& xuit mot giao thirc diéu khién tic nghén dwa vao hé diéu khién mo
dit tén 1a FCoAP (Fuzzy CoAP). Noi dung chinh bao gom: phan tich su bién thién
cua céac dai luong tac dong dén diéu khién tac nghén, phan tich lya chon dau vao va
dau ra cho hé diéu khién mo, thiét ké hé diéu khién mo, giao thicc FCOAP Véi co
ché diéu khién, cac trang thai hoat dong va cac thuat toan diéu khién, tinh toan hiéu

nang FCoAP, m6 phong va danh gia hiéu nang FCoAP.



CHUONG 1. TONG QUAN VE MANG IoT VA VAN PE PIEU
KHIEN TAC NGHEN

Noi dung Chuong 1 trinh bay tong quan vé mang loT va van dé diéu khién tic
nghé&n. Cac noi dung duoc tap trung trinh bay gom: khai niém vé loT, cac ¢ng dung
loT, mé hinh kién trdc mang tap trung théng tin, mot sé giao thuc 16p ¢ng dung
dién hinh, van dé tac nghén va diéu khién tic nghén, nhitng han ché caa CoAP va
céc nghién ctru CoAP lién quan, diéu khién mo va kha nang ap dung vao diéu khién
tac nghén, cac van dé nghién ctru can giai quyét trong luan én.

1.1. Tong quan vé mang loT
1.1.1. Khai ni¢gm vé loT

Sy ra doi cua Internet da 1a mot cudc cach mang lam thay d6i thé gidi, cé tac
dong dang ké dén moi linh vuc cia doi séng. 10T 1a sy phat trién ké tiép voi y tuong
két ndi moi vat vai nhau va voi Internet dé tan dung cac thanh qua cua Internet.

Theo tai liéu [56], T6 chic vién théng thé gidi ITU d3 dua ra dinh nghia ngin
gon nhu sau: “loT 1& méz co sé ha tang toan cau cho x& hgi thong tin, cho phép céac
dich vu tién tién bang céch lién két cac vdt thé (vt ly hodc do) dia trén cac cong
nghé théng tin va truyéen théng hién ¢é va twong lai. Thong qua viéc khai thac kha
nang dinh danh, thu thdp di liéu, xir Iy va giao tiép, 10T tdn dung moi thiz dé cung
cap dich vu cho tat cd cac logi iing dung”. T chiic IEEE [54] dua ra dinh nghia:
“loT 1a mét mang két néi cac vdt thé duwoc dinh danh duy nhdt vao Internet. Cac vat
thé nay c6 khd ndng cam bién/twong tdc va ldp trinh dwoc”. Mic du cac dinh nghia
khac nhau, song vé ban chat 1oT duoc hiéu 1a mang két néi cac vdt thé (sau ddy goi
chung la thiét bi) ¢ kha ndng thu thap, xit Iy va trao déi dir liéu thdng qua Internet.

Mang 10T hdi tu cac xu hudng phét trién trong nhiéu linh vuc khac nhau. Xu
hudng hoi tu cong nghé tao ra cac dac trung sau day cua mang 1oT.

- Tinh phé quét (ubiquitous): Moi vat thé déu c6 kha niang két ndi mang moi
lic, moi noi véi chi phi thap va cung cap cac dich vu lién quan dén vat thé.

- Sir dung nén tang IP: Giao thtc IP cung cap mét nén tang chung cho cac



1.1.2.

thiét bi két ndi, trao ddi, chia sé théng tin mot cach dé dang vai chi phi thap.
Tinh két ndi lién thong: Moi vat thé c6 thé két ndi véi nhau qua mang ludi va
co s& ha tang thong tin.

Tinh da dang, khong dong nhat: Thiét bi da dang va khong déng nhat vi né
c6 phan cing/phan mém, lién két mang khéc nhau.

Tinh da dang trong giao tiép: Céac vat thé giao tiép may-may bén canh cac
tuong tac truyén théng khac (ngudi-may, may-ngudi, ngudi-méi trudng).
Tinh da dang vé cong nghé: Ha tang mang da dang nhu mang cam bién,
mang cuc bd, mang di dong thé hé moi, dién toan dam may, v.v.

Quy md Ion: Sé lugng rat Ion thiét bi giao tiép véi nhau, Ién hon nhiéu so
vé6i s6 may tinh két néi Internet hién nay. Luong thong tin truyén rat 1n.

Céc wrng dung loT

Véi tinh théng minh, hiéu qua thiét thuc, ToT da va dang duoc tich hop trén

khdp moi tht, moi noi con ngudi sdng. Tir chiéc vong deo tay, dd gia dung trong

nha, manh vuon wom hat giong, cho dén nhitng sinh vat song déu st dung giai phap

loT [6,

101, 57]. Mét sé vi du dién hinh cho céc ung dung loT trong thuc tién:
D6 thi théng minh: Dit liéu thu thap phuc vu quan tri dich vu, hé théng
giao thong, bai dd xe, dén giao thong, chiéu sang d6 thi; hd tro diéu khién.
Ngdi nha théng minh: Tu dong hoa ngdi nha qua thu thap théng tin vé diéu
kién hoat dong, phan tich dix liéu; giam sat cac hé théng trong tda nha; diéu
khién cac thiét bi chiéu sang, suai am, théng gid, v.v.
Y té thdng minh: Theo ddi stic khoe tir xa va thong bao khan cap; giam sét
cay ghép dac biét; theo dbi stic khoe nguoi gia, bénh nhan, v.v.
Cong nghiép, ndng nghiép thdng minh: 10T két ndi nha may véi quy trinh
san xuat, diéu khién ludi cac hé théng cong nghiép, ndng nghiép; giam sat
quy trinh phat trién cay cbi, truy xuat ngudn géc san pham, v.v.
Giam sat tham hoa: Gidm sat nguy co tham hoa va méi truong doc hai;

giam sét nGi lira, chay ring, 1a lut, dong dat, v.v.
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Ung dung rong rdi cua loT dan dén sb thiét bi két ndi va luong dir liéu can
chuyén tiép ngay cang 16n. Piéu nay thuc day phat trién céc giao thuc tang tng
dung dé bao dam truyén tai dir liéu hiéu qua, tranh mat mat, giam do tré truyén tin
[57, 102]. Nhu cau cua cac @ng dung rat da dang. Vi du, trong ang dung du bao thoi
tiét, cac ban tin thu dwogc tir cac gié tri cam bién va truyén vé trung tam. Do tré thip
quan trong hon mét gai tin, c6 thé bo qua mot sb géi tin do chiing duoc cap nhat voi
gia tri cam bién tiép theo. Nguoc lai, trong ¢ng dung y té, mat goi tin quan trong
hon 1a tré gdi vi mdi gia tri cam bién biéu thi mot trang thai kha nhay cam déi véi
bénh nhan. Ung dung giam sat tham hoa thi nhiéu lac doi hoi ca tré thap va ty Ié
méat goi thap.

1.1.3. M6 hinh kién trac mgng loT

Theo t6 chirc IEEE [54], kién trtic co ban caa mang loT gom 3 16p: 1) 16p cam
bién, 2) 1op lién két mang va truyén dix liéu, 3) 16p ung dung. Lép cam bién 1 16p
vat 1y hay 16p thu thap dit liéu, tai d6 cac cam bién thu thap thdng tin vé moéi truong.
Lop lién két mang va truyén dir liéu két néi vai cac thiét bi khéac, Internet va thiét bi
dau cudi, ¢ vai trd xir ly va chuyén tiép dir liéu. Lop tng dung cung cap dich vu
cua tng dung téi ngudi dung, thyc thi tng dung do mang loT cung cap.

Kién trdc ba 16p dugc mé ta trong RFC 7927 [102] va [58] theo mot mé hinh
mang tap trung thong tin ICN (Information Centric Networking). ICN duogc dé xuat
lam ha tang mang Internet mé&i cho phan phéi thdng tin [58, 61, 99, 102]. CoAP sir
dung Kién triic ICN nhu di chi ra trong tiéu chuan RFC 8763 (thang 4/2020). Kién
trdc ICN Iy dix liéu 1am trung tam [58, 57], trong d6 céc thiét bi loT thu thap di
liu va chuyén qua cac diém truy nhap AP (Access point) hoic Gateway dé truyén
vé may chu & trung tdm qua Internet [102, 57, 99]. Ung dung kién tric mang ICN
cho IoT d3 dugc nghién ciru trong mot vai nim gan day [102, 62, 99, 61]. Hinh 1.1
mo ta kién tric mang ICN dién hinh cho cac ang dung loT thu thap dit liéu phuc vu
gidm sat, xur ly dir liéu tap trung tai trung tam.

Trén hinh 1.2, cac diém truy nhap AP va Gateway tao thanh mang bién. Thiét bi

loT thu thap dix lidu tir moi truong va truyén vé may chi ¢ trung tim qua cac diém
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truy nhap / Gateway va két néi Internet. Day 1a mé hinh kién trac ICN dién hinh

theo cac tai liéu chuan [102, 99, 58] duoc sir dung trong luan an.
ICN u Két ndi Internet s
A——————— = -
Gateway

-/// ‘\\\ Access
o = Point (AP)

06 AaRns @@ A @ ThiétiloT
Hinh 1.1 Kién triic mang ICN

May chua
trung tam

ICN Server /
Data Center

Cac thiét bi loT

Hinh 1.2 Kién triic mang ICN cu thé cho cdc img dung IoT
1.1.4. Tém lwec Vé cac giao thic tang #ng dung cia loT
Hinh 1.3 tom lugc cac giao thic chinh ciia mang loT. Cac giao thic tang tng
dung va tang van chuyén déng vai tro quan trong [58]. Chi tiét vé céc giao thic ¢
nhom ha ting mang nhu dinh tuyén, IPv4/IPv6, 6LOWPAN, WiFi (802.11), ZigBee
(802.15), LTE-A, Z-Wave c6 trong cac tai liéu tiéu chuan [56, 57].

Giao thtic tang ung dung MQTT AMQP XMPP CoAP
Giao | Giao thtrc van chuyén TCP, UDP
thac ha | Giao thirc tang mang Pinh tuyén, IPv4/IPv6, 6LOWPAN
tang | Giao thic lién két WiFi (802.11), ZigBee (802.15),...
mang | Giao thic tang vat ly LTE-A, ZigBee, Z-Wave,...

Hinh 1.3 So do tém lwoc cdc giao thirc chinh ciia IoT
Pham vi luan an chi tap trung vao giao thirc tang @ng dung va giai phap diéu
khién tic ngh&n tir dau cudi téi dau cudi. Vi vay, luan &n s& trinh bay cu thé hon vé

c4c giao thtrc ting ung dung. Cac giao thirc tang tng dung co ban nhat di chuan héa
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gébm: MQTT, AMQP, XMPP, va CoAP.

e Giaothwc MQTT

MQTT [92] 1a mét giao thire 16p tng dung hang nhe, dung dé thu thap dit liéu
tir thiét bi 10T va giri vé may chi. MQTT tiéu thu ngudn thap, c6 thé truyén dir liéu
hiéu qua téi mot sé may dich. MQTT dung kién triic ddy — kéo, nghia 1a quang ba
dir liéu - dat hang dir lieu. MQTT hoat dong trén ting TCP nén hd trg truyén tin
cdy. Tuy nhién, do tré goi tin co thé 16n do phai phét lai nhiéu lan khi mang nhiéu
15i. Mit khac, TCP phai dung géi tin bé sung dé thiét 1ap va duy tri két ndi, dan téi
do tré tang, tiéu thu nguon 16n hon, murc d6 rui ro co 18i khi truyén cao.
e Giao thuwec AMQP

AMOQP [30] la mét giao thirc trao d6i ban tin hd trg truyén tin cady. AMQP chu
yéu hoat dong trong mdi truong dinh huéng ban tin, bo tro cho giao thic truyén tai
siéu vin ban HTTP (Hypertext Transfer Protocol). AMQP &p dung cho nhiéu kiéu
kién trlic mang nhu: quang b4, luu trit, chuyén tiép, dinh tuyén ban tin. AMQP ciing
dua trén TCP, nén ciing c6 tré goi I6n va hoat dong bi anh huong nhiéu trong moi
truong mang c6 15i, mat goi cao.
e Giao thuc XMPP

XMPP [53] 1a mét giao thirc truyén ban tin tic thoi, dugc chuyén doi tir truyén
lubng tin dya vao ngbn ngir danh diau mo rong XML (Extensible Markup
Language) dé ding cho 10T. N6 cho phép trao ddi theo thoi gian thuc dir liéu c6 cau
trdc gitra cac vat thé. Thiét bi 10T két ndi véi may chi va truyén cac ban tin dwa vao
ludng tin kiéu XML. XMPP sir dung dinh dang dir liéu XML nén c6 tiéu phi mao
dau 16n. XMPP hoat dong dya vao ca TCP va XML, nén nd c¢6 nhuoc diém cua
TCP va khoéng hiéu qua trong moi truong mang loT.
e Giao thac CoAP

COAP la giao thtc 16p tng dung dugc to chic IETF chuan hoa trong RFC7252
[100] cho mang IoT. CoAP trg thanh chuan Internet nim 2014. Khéac véi cac giao
thire khac, CoAP hoat dong dua trén UDP, c6 ciu tric va tiéu dé& goi tin don gian.

CoAP la mot giao thirc hang nhe dugc xay dung dua theo mé hinh chuyén trang
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thai dai dién REST (Representational State Transfer) dé st dung cho thiét bi c6
nang lyc xur ly va tai nguyén han ché trong mang loT [100, 99, 117]. CoAP sir dung
cach thuc guri yéu cau va phan hoi giira cac nat dau cudi. Theo tai liéu RFC 7252
[100], CoAP c6 thé dé dang anh xa sang HTTP dé biéu thj thong tin lén trang Web.
CoAP cung cap hai ché do hoat dong: tin cdy va khong tin cdy. Trong truyén tin
cdy, bén guri s& phat lai goi tin khi phat hién goi tin dd gui trude d6 khong dén dich,
nghia 14 goi tin bi mat. Khi phai phat lai, 6 tré gai tin co thé Ién. Nguoc lai, ché do
truyén khong tin cay khong doi hoi phat lai goi tin khi c6 mat mat. Ty Ié mat gai tin
c6 thé cao khi méi trudng mang c6 nhiéu 13i.
1.2. Tdc nghén va nguyén nhan tic nghén
1.2.1. Khéi niém tic nghén mang

Tac nghén 14 mot hién tuong phd bién trén mang véi cac dau hiéu: do tré va ty
I8 rét goi tin ting nhanh, thong lugng sut giam nhanh. Mang Internet thiét ké theo
cach luu trix va chuyén tiép, nghia 1a cac goi tin dén duogc luu vao bo dém nit mang,
cho xir 1y dé dua ra khoi nit mang theo mot tuyén duong da chon dé dén dich. Néu
luong géi tin dén cang 16n, thoi gian nghén mang cang kéo dai, sé goi tin bi loai bo

do hét chd Iuu cang nhiéu, din dén nguy co mang té liét hoan toan.

2 A ’ A >
e | Tic nghén 2 Tac nghén
= | hoan toan 5 hoan toan
- | o A
= | 2 <
B | = | Théng
: | s AN\ Tuong
| o |2 Do tre |
. - m | T -
T, T» Thoi gian Tai luu luong

Hinh 1.4 Méi quan hé giita cdc dai heong a) theo thoi gian, b) theo tdi luu lrong
Hinh 1.4a biéu thi tinh hudng tic nghén véi d6 tré va ty 18 rét géi theo thoi gian.
Hinh 1.4b md ta mdi quan hé gitta do tré, thong lwong twong (ng Vai tai luu luong
(s6 g6i tin gui vao mang). Tac ngh&n xuat hién trong khoang [Ty, T,] véi do tré, ty
16 rét gbi ting nhanh véi tai luu luong. Tai thoi diém T, mang gan nhu tic nghén
hoan toan, do tré va ty 1é mat goi tro 1&n rat Ion. Khi tac nghén hoan toan, tat ca céc

6i tin déu bj rét.
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1.2.2. Nguyén nhan tic nghén mang

Téc nghén xay ra do nhiéu nguyén nhan, song chu yéu 1a: 1) téc d6 phat cua bén
giri vuot qua bing thong cua lién két mang trong tuyén tir dau cudi t6i dau cudi; 2)
bo dém lwu trit tam thoi goi tin dé chuyén tiép & cac nat trung gian bi qué tai dan
dén tran bo dém; 3) cac ndt mang (ké ca nut trung gian va nat dich) khong kip xu ly
cac goi tin dén.

Hinh 1.5 md ta mot vi du don gian véi 4 doan lién két. Poan A-B va D-E la cac
lien két WiFi c6 bang thong 2 Mbps, doan B-C c6 bang thong 10 Mbps, doan C-D
c¢6 bang thong 1 Mbps (do doan C-D c6 thé bi chia sé cho nhiéu két ndi khéc). Poan
C-D dugc goi la biang thong co chai (Bottleneck bandwidth). Bén giri chi c6 thé
phét véi toc d6 1 Mbps, bang bang thong cd chai. Néu bén gui phéat qua 1 Mbps, tac
ngh&n sé& xay ra. Bang thong cb chai ciing c6 thé bat ky doan nao tly vao bién thién
tai luu luong. Vi tri bang thong c6 chai bién dong, viéc xac dinh bing thong co chai

khong don gian do sb két ni lién tuc thay doi ngau nhién theo thoi gian.

I: 2 Mbps I: 10 Mbps i 1 Mbps : E

Hinh 1.5 Vi du vé triwong hop nghén ¢é chai

2 Mbps

1.2.3. Tdc nghén mang loT

Ngoai cac nguyén nhan tic nghén da néu & 1.2.2, mang loT c6 thém cac nguy
co gy tac nghén khac do: 1) mét g6i do 15i kénh v tuyén; 2) han ché tai nguyén
cua thiét bi IoT; 3) tinh da dang cua két néi mang; 4) yéu ciu bing thong cua da
dang ung dung; 5) kha nang xuét hién chudi géi cao.
e Mat g6i do li kénh vo tuyén

Khéc véi mang Internet truyén thdng, mang 10T gém nhiéu ching vo tuyén va
phu thudc nhiéu vao méi trudng vo tuyén. Mat gdi trong l1oT c6 thé do nhiéu, 15i
kénh v tuyén hoic suy giam tin hiéu vo tuyén. TCP [105] nhan biét tic nghén ké
ca khi c6 mat goi do 15i kénh vo tuyén va giam cta s6 dan dén hiéu suat truyén thap

va tiéu phi tai nguyén vé tuyén. Nhiéu nghién ctru da chi ra TCP c6 han ché trong
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loT, can c6 cai tién [45, 105, 103, 32, 112].
e Han ché tai nguyén cia céc thiét bi 10T

Thiét bi IoT thudng han ché vé tai nguyén (bd dém, ning luc xir 1y, bing thong,
ngudn pin), dan dén nguy co tran bo dém hoic vuot toc do xir ly. Han ché vé tai
nguyén nén kho &p dung cac co ché phuc tap dé xac dinh tic nghén [65]. Mit khac,
co ché diéu khién can don gian, gon nhe, tiéu tn it tai nguyén va ning luong, dat
hiéu qua cao dé trién khai trén thiét bi loT [7, 15, 86, 99].
e Tinh da dang ciia két néi mang

Két ndi mang cua cac thiét bj 10T da dang véi nhiéu phan doan mang. S6 luong
két ndi gia tang dot bién dan dén luong dir lidu truyén tai co thé rat 16n. Cac tham sb
nay bién thién dong khién cho khé xéac dinh tac nghén [57, 112, 9, 85, 7].
e Y&u Cdu bing théng da dang ciia cac ing dung loT

Yéu cau vé bing thong cua cac ting dung IoT kha da dang. Kich ¢& géi tin trong
mang loT nho. Do vay, viéc xac dinh tic nghén va ctra so tic nghén kho khan [11,
9, 75, 96].
e Khd néng xudt hign chuéi goi cao

Lbi hay nhidu kénh vo tuyén dan dén gian doan két néi trong nhitng khoang
thoi gian ngan (vi du do suy giam tin hiéu hoac do vat can chan tam thoi) gay ra mat
g6i. Sau khi kénh truyén duoc khoi phuc lai, kha ning xuat hién céc chudi géi cao
do cac goi tin cho trong bo dém s& duoc phét lai lién tiép. Chudi goi tin ciing xuat
hién khi c6 sy bién thién cua két ndi mang, nghia 1a khi luong goi tin don & & nat
trude do don vé nat ké tiép. Trong mang 10T, su bién thién cia bang thong va kha
nang xuat hién chudi goi tin cao 1a diéu khd tranh khoi [99, 57, 103].
1.3. Piéu khién tac nghén
1.3.1. Diéu khién vong hé va diéu khién vong kin

Theo [68, 48, 45], cac co ché diéu khién tic nghén cho mang Internet truyén
théng chia thanh hai nhém: 1) Biéu khién vong ha (c6 hd tro cia mang) va 2) Diéu
khién vong kin (dua vao trao d6i gitta hai dau cudi, khéng c6 hd tro cia mang).

Piéu khién vong ho khong dua vao théng tin phan hdi cia bén nhan, ma chi dya
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vao cé&c nit trung gian. Nhoém nay 1a dya vao quan ly b dém tich cuc dé tranh tran
bo dém [42], hodc dua vao tang diéu khién truy cap [118, 110, 109] hay tang lién
két [94, 39, 26, 16, 116]. Diéu khién vong kin chi diwa vao trao ddi thdng tin giita
bén giri va bén nhan. Goéi tin phan hoi ACK khang dinh da nhan duogc goi tin gui di.
C6 thé nhan thiy, co ché diéu khién tic nghén cua TCP, cac giao thirc twong tu
TCP va cia CoAP déu ciing thudc nhoém diéu khién vong kin.
1.3.2. Diéu khién dwa cira sé va diéu khién dwa téc dé
e Diéu khién duwa cira sé
Co ché diéu khién cua TCP dua vao cira so. Cira s6 W biéu thi s6 luong goi tin
t6i da duoc phat vao mang. Cac goi tin dang truyén trén mang dugc goi 1a goi
inflight, 13 c4c goi tin da phat di song bén giri van chua nhan duoc ACK cho ching.
Bén giri can phét sao cho tong sé gai tin inflight nho hon W. Co ché dua ctra s6 cua
TCP la tang cong/giam nhan (hinh 1.6). W s& tang cong khi khong c6 tac nghén va
giam mot nira khi khdng c6 tic nghén (khdng c6 mat gdi xay ra).

X ACK=1 (Cé nghén) >
ACK=0 (Khéng Giam 1/2
nghén) - Tang cong

2

Clra sO gi tin TCP

Thoi gian

-

Hinh 1.6 Co ché ting cong — giam nhén ciia TCP

Céc phién ban cta TCP déu dua trén co ché cua b, song c6 thém céc cai tién
cach tinh RTT, RTO, cach xac dinh mat goi, v.v. [48, 3, 12]. Co ché dya cira 6 cO
han ché khi truyén chudi géi [84, 3, 7]. Ctra s6 W c6 thé tang nhanh din dén bién
dong tré 16n, thong luong giam dang ké [85, 68].
e Diéu khién dua téc dp

Co ché dua téc d6 phan ung linh hoat hon véi tic nghén [51, 64, 68]. Co ché
nay dit toc do phat ban dau dua vao tinh todn bang théng ¢6 chai. Trong qué trinh
két ndi, toc @6 phat duoc diéu chinh phu hop vai trang thai mang. Toc do phat co

thé tang néu khéng thiy tic nghén, giam nhanh hodc cham tly vao trang thai mang
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va nguy co tic nghédn. Toc do phat duoc tinh theo cdng thirc dira vao ty 16 mét goi,
RTT, kich thudc goi tin 16n nhat. Giao thac TCP dya vao tich bang thong ¢ chai va
thoi gian quay vong BBR-TCP (Bottleneck Bandwidth and Round-trip time TCP)
[27], cac giao thirc tuong tw TCP [97, 44, 51] 14 vi du dién hinh cho nhoém co ché
dua toc d6. Khao sat vé co ché diéu khién dya téc do cho mang IoT duoc néu trong
[72, 85, 96]. Theo [27], cac co ché dua tdc d6 c¢6 vu diém hon co ché dya cira $6.
1.3.3. Diéu khién tic nghén mang loT

Céc co ché diéu khién vong kin trong mang IoT dugc chia Iam ba loai: 1) dya
vao mat goi, 2) dua vao do tré, 3) dua vao tdc do6 [48, 68].
e Cidc co ché dwa vao mat goi

Co ché dya vao mat goi (loss-based) sir dung mét géi 1am chi bao tic nghén.
RTO duoc bén gui dat mdi khi phat mot goi tin mai. Khi qua thoi gian RTO ma bén
giri Van chua nhan duoc ACK thi bén gui s& coi goi tin da phat bi mat trén dudng
t6i dich. Can luu y 1a ACK ciing ¢6 thé mét trén duong quay vé bén gui. Mat goi
cling c6 thé phat hién théng qua khoang cach trong sé thir ty g6i tin nhan dugc [49,
63, 42]. Co ché dya vao mat goi duoc st dung phé bién trong CoAP [100] va mot
s6 cai tién cua nd [14, 22, 77, 21]. Cac co ché dya vao mat goi chi kich hoat khi xay
ra mat goi. Han ché I6n nhat ciia ching 1a can c6 co ché bo sung dé phat hién sém
mat goi, tranh bi mat goi lién tiép khi tic nghén tré nén nghiém trong [42, 115].
e Cic co ché dwa vao dp tré

Co ché dwa vao do tré (delay-based hoic RTT-based) str dung thoi gian tré goi,
RTT dé dy doan tic nghén mang. Do tré hoic RTT cang I6n, tic nghén cang
nghiém trong. RTT duogc dinh nghia 13 thoi gian tir 1ic phat mot goi tin cho dén khi
bén guri nhan duoc Do tré 13 thoi gian tir 10c giri goi tin dén thoi diém goi tin d6 dén
dich. Dya vao d¢ tré hoic RTT, bén giri tinh toan nguy co tac nghén mang dé higu
chinh ctra s6 phat (sb géi tin phat di trong mot khoang thai gian) hoac tai luu luong
sau mdi RTT. Co ché dua d6 tré duoc dung trong mot sé cai tién caa TCP nhu [64,
46, 47, 87, 81] va trong RTT-CoAP [9].
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e Cic co ché dwa vao toc do

Co ché dya vao téc do (rate-based) thyc hién do luong RTT, ty Ié mat goi,
thong luong dé du doan tic nghén va hiéu chinh téc do phat dé tranh tic nghén. Co
ché nay twong di gidng co ché dwa vao do tré vi déu sir dung RTT. Diém khac biét
giita chung 14 d6i twong diéu khién. Co ché dya d6 tré chi kiém soat kich thuéc cia
s6 (window-based) [64], con co ché dwa téc do thi didu khién toc do phat [97, 44,
51, 90, 27]. Trong mang IoT, co ché dya tc d6 da duoc dé xuat trong [10, 11, 69].

Co ché duya téc do c6 wu diém vé kha nang duy tri do tré thap, thong lugng cao
[10, 27, 93]. Khéc véi co ché dya vao mat goi, co ché dua toc do co kha niang phat
hién sém tac nghén va diéu chinh téc do phat dé tranh hoac giam bét tic nghén.
1.4. Piéu khién mo va kha ning ap dung cho diéu khién tac nghén
1.4.1. Logic mo

Zadeh [123] dua ra ly thuyét mo tir nim 1965 va duoc Mamdani [83] 4p dung
vao hé thong diéu khién thuc tién. Ké tir do, 1y thuyét mo da dwoc Gng dung vao
nhiéu linh vyc. Theo ly thuyét nay, logic mo 1a mét dang logic nhiéu gia tri khac
véi logic Bool chi dung “0” va “17. Logic md xu ly nhiéu trang thai hon, khong chi
nhitng trang thai rd nhu “0/1”, dang/sai ma con cac trang thai trung gian va su
chuyén dich caa chang.
e Tapmo

Tap mo l1a mot khai niém co ban cua logic mo. Tap mo dugc dinh nghia 1a mot
l6p cac dbi twong ma khdng cé ranh giGi rd rang gitra cac déi tuong thudc 16p do
hay 16p khac [17]. Zadeh [123] dinh nghia tap hop A cua tat ca cac cap (X, za(x))

A={X, ua(x) } voix e X (1.1)

Trong d6, A goi 1a tap mo trén tap nén X; ua(x): X — 9 1a mot ham thuce duoc
goi la ham thuoc; ua(x) cua moi x € X duoc goi 1a do thuoc, ua(x) e [0,1]. Vi dy,
véi tap nén X = {D;, Dy, Ds}. Gia sir “nhd” 12 mot tap mo cua bién do tré trén tap
nén X va “nhé” = {(D1,0.95), (D,,0.1)}. Ta c6:

Lions(D1) = 0.95 = 95% nghia 1a D; ¢ 95% thudc tap “nhé .
Linns (D7) = 0.1 = 10% nghia 1a D, chi c6 10% thudc tap “nkd *“, tic la phan
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I6n D, khdng nho.
Lnns (D3) = 0 = 0% nghia l1a D hoan toan khong nho.
e Cac dang ham thugc thuwong gap
C6 nhiéu cach biéu dién ham thudc: cd thé 1a ham lién tuc, roi rac trong d6 co
thé tuyén tinh, tuyén tinh timg doan hoic phi tuyén. Cach don gian 1a sir dung céc
dang tam giac, hoac hinh thang (hinh 1.7).

i ; = mind1; 2. X
Hinh thang: uy (x) = max {O,mm{l, P d_c}} (1.2)
R -/ . -a  d-
Hinh tam giac: py (x) = max {O; min {1; :1_6;; d_:l}} (1.3)
) | ()|
o/ ! : Y !
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | X - : X X
0 a b c d 0 a m d i

Hinh 1.7 Cdch biéu dién ham thudc a) hinh thang, b) hinh tam gidc

V6i hinh thang, cac diém a, b, ¢, d biéu thi toa do truc x cia mot ham thuoc
ty, (x) trong tap M = (a, b, ¢, d) nhu hinh 1.7a, véi a la bién trai, d 1a bién phai khi
d6 thuoc o gia tri 0, con [b, ¢] 1a mot khoang khong doi, tai d6 do thuoc co gia tri
bang 1. V&i hinh tam giac, cac diém a, m, d biéu thi toa do truc x cia mot ham
thuéc p,, (x) trong tap M = (a, m, d) nhu hinh 1.7b véi a la bién trai, d 1a bién phai
khi d6 thuoc c6 giad tri 0, con m la toa do cua dinh tam giac khi d6 thudc co gia tri 1.
e Toan tr mor

C6 nhiéu toan tur logic mo, song trong pham vi luan an, phan nay chi trinh bay
hai toan tir quan trong nhat duoc sir dung 1a AND va OR. Toan tir AND Ia toén tir
giao hay toan tir min biéu thi mién giao nhau cua hai tip mo A va B. Cong thirc phd
bién nhat cua toan tir AND Ia:

AAND B = {(x, pans (0) [tanp (x) = min(uy (x), up(x))} Vx € X (14)
Toén tir OR 12 toan tir hop hay todn tir max biéu thi mién hop nhau cua hai tap
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m& A va B. Cong thiic phd bién nhat cua toan tir OR Ia:
A OR B = {(x, ttaus ()| pavs () = max(pus(x), us(x)))} vx € X (15)

e CA4c bién ngon ngir

Theo [126], c4c bién ngdn ngit 1a cac bién ma gia tri cua chdng 1 tir ngir hoic
cau theo kiéu ngdn ngir ty nhién. Mot bién ngbn ngit duoc dic trung bai 3 phan
chinh (V, X, Ty) [1, 2], trong d6 V 1a mét bién ngdn ngix trén tap tham chiéu X. Tap
Tv = {A;, A, ...} gom hitu han hoac vé han cac tap con mo duoc chuan héa caa X
dung dé dic trung cho V. A; duoc ky hiéu dong thoi cho ca hang thac ngdn ngir
(nho, trung binh, 16n,...) va tap con mo két hop véi nd. Vi du, mot bién ngdn ngir V
co tén 1a “Pg tré” dugc xac dinh trén tap X 1a tap cac gia tri thuc caa do tré. Tostré
= {rdt lén, lén, trung binh, nhé, rdt nhé}, trong d6 “rat lén”, “Ién”, ...1a cac tap
mo con A; trén nén X xéac dinh cac gigi han caa nhitng gié tri bién V lay trong X.
1.4.2. Piéu khién me
e Cdu trac chung

Diéu khién mo 1a mét trong nhitng linh vic Gtng dung chinh cua logic mo. N6
gitip con nguoi ¢d thé diéu khién hé théng nhanh va don gian trén co so Cac gia tri
khong chinh xéac ciia qué trinh ma khéng can biét chinh xac mé hinh toan hoc cua
qua trinh. N6 c6 thé diéu khién ca nhitng qua trinh ma cac théng sé cua nd rat kho
hoiac phan nao khong xac dinh dugc. Diéu khién mo dic biét manh trong cac hé
théng phi tuyén, hé théng diéu khién ma cac thong tin dau vao hodc dau ra khong
da hoac khong chinh xéac. Thong tin chi tiét vé cac hé diéu khién mo co thé xem
trong cac tai liéu nhu: [123, 17] vé cac tap mo, [124, 83] vé cac bo diéu khién mo,
[31, 126] vé do thudc va cac ham thudc, [83, 126, 91] vé quan hé mo, cac bién ngbn

ngit, luat mo, tién trinh mo hoa, dong co suy dién va tién trinh giai mo.
X u(x) Mé-tor Eu[\,r} . ’
—* MO hoa —* suydién % Giai mo

Luat mor

Hinh 1.8 M6 hinh hé thong diéu khién mo

Y

-
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Mot hé diéu khién mo gdm 4 thanh phan chinh nhu trén hinh 1.8 [83, 126].
Khéi mo héa bién dbi cac gia tri rd dau vao thanh mot hoic nhiéu tap mo véi ham
thudc da chon tng véi cac bién ngdn ngir da dinh nghia. Khéi luat mo bao gdm céc
tap luat “néu...thi” dya trén phép suy dién tir cac quan hé mo thich hop vai ting
bién va céc gia tri bién ngbn ngit. Mo to suy dién bién d6i cac gia tri mo hoa dau
vao thanh céc gia tri cua bién ngdn ngir dau ra theo cac luat mo. Khéi giai mo bién
ddi cac gia tri mo dau ra thanh cac gié tri rd dé diéu khién dbi twong.

e Khéi mé hoa

Khéi nay anh xa tap céc gia tri thuc x e R thanh tap cac gia tri mo véi ham
thudc (x). Nhiing gia tri rd s& dugc sap xép vao tap mo véi nhitg d6 thudc
tuong tmg. Cac budc thuc hién gdm: 1) Pinh nghia cac bién ngén ngir tng véi cac
tap mo cta dau vao va dau ra, 2) Xac dinh ham thudc caa cac tap mo da duge dinh
nghia, 3) Poc d6 thudc tir nhitng gia tri o da biét.

e Khéi lugt mo

Luat mo co sé 1a luat chira mot tap cac luat "*Néu... Thi”. Cac loai hé mo gom:
1) Mot dau vao X, va mot dau ra y (SISO - Single Input, Single Output); 2) Nhiéu
dau vao x; (i=1..m) va mot dau ra 'y (MISO - Multiple Inputs, Single Output); 3)
Nhiéu dau vao x; (i=1..m) va nhiéu dau ra y,, (k=1..n) (MIMO - Multiple Inputs,
Multiple Outputs)). Véi R 1a luat, A va B 1a cac tap mo, hé mo MISO c6 khéi luat
mo (gom r luat) dang sau:

Ry: Néu X, 12 Ajq VA ... VA X 18 Ay thiy 12 By

Ry: Néu X; 1a Ayy VA ... VA Xy 12 Ay thi y 12 B,

ﬁ.r: Néu x; 1a Ar; va ... va Xy, 12 A thi y 12 B,

Hé mo MIMO véi m dau vao, n dau ra; Cé thé tach thanh n hé, mdi hé c6 m dau
vao va 1 dau ra. TOy theo sé dau vao va sb dau ra, mot hé diéu khién mo co thé 1a
SISO, MISO hoic MISO. Sé luong dau vao va dau ra I tly vao mirc 6 phuc tap
cua hé thong va yéu cau cua ung dung. Tuy nhién dé khong phic tap khi tinh toan

dau ra hé diéu khién mo thuong duoc lra chon phé bién 1a MISO.
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e Khéi mé to suy dién

M6-to suy dién c6 nhiém vu dya vao cac tap mo dau vao va tap cac luat mo
trong khéi luat mo tao thanh tap mo dau ra. Ky hiéu = nghia 1 anh xa tap mo dau
vao thanh tap mo dau ra theo cac luat mo sin cd. Goi A 1a tap mo dau vao; B 1a tap
mo dau ra. Céc suy luan A = B duogc thuc hién qua cac ham thudc za(X), us(y) va
4r(X,Y), R 12 quan hé mo gitra A va B. C6 ba phuong phép suy dién mo phé bién la
max — min, max — prod va singlenton, trong d6 phuong phap max — min dugc dung
phd bién do don gian va tdc do tinh toan nhanh. Cach tinh d6 thudc cia két qua theo
phuong phap max — min nhu sau:

up(y) = max{min[p, (x)ug (x, y)1} (1.6)
e Khdi gidgi me

Giai mo 1 tién trinh tao ra cac gia tri rd 1a dai luong dau ra cua hé diéu khién
mo tir cac két qua mo do mé to suy dién cung cap. CO nhiéu phuong phap dé giai
Mo nhu: phuong phdp cuc dai, phuong phdp trong tdm, phuong phap Singletons.
Tuy nhién phuong phap dugc ding pho bién nhat 1a phuong phap trong tam (CoG-
Center-of-Gravity). Céc gié tri rd ¢ dau ra duoc ldy theo diém trong tdm cua hinh
bao bai ham thudc cua dau ra va truc hoanh theo cdng thuc sau.

_ Js yusay

1.7
Js up(ady (L.7)

N

Trong d6, S 14 mién xac dinh cua tap mo dau ray, y la cac gia tri rd cua dau ra.
Dé tranh phuc tap khi phai tinh tich phan, phwong phap CoG cé thé tinh xap xi bang
phuong phap tinh trung binh tdm theo cong thirc sau véi y; 1a toa do cua trong tm
tap mo thix i trong tap hop thanh cua dau ra:

= @y
1.4.3. Khd nang dp dung diéu khién me cho diéu khién tic nghén

Diéu khién mo da duoc &p dung vao diéu khién tic nghén trong nhiéu nghién
ctru trude day [70, 33, 65, 113, 29, 125] va mot sé nghién cau moéi day [98, 4, 35,

5]. Tac nghén 1a mot khai niém khong thyuc sy 18 rang, c6 sy chdng lap. Trang théi
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tic ngh&n mang c6 thé rat thap, thap, trung binh, cao, rat cao, v.v. Cac tham sé xéac
dinh tac nghén da dang va c6 d6 bién thién cao, rat kho xac dinh rd rang. Kho cé thé
dua ra mot mo hinh tinh toan chinh xac cho diéu khién tic nghén trong diéu kién
mang dong, bién thién lién tuc cua cac tham s lién quan nhu do tré, sd luong két
ndi, luu lwong, v.v. Tinh khéng chic chin cua c4c tham s nhu bing théng sin
dung, bang thong ¢ chai, v.v. ciing tao thém khé khin cho diéu khién. Boi vay,
diéu khién mo da dugc nhiéu nghién cau lua chon dé diéu khién tic nghén.

Keshav [70] da chi ra thach thic trong uéc tinh tham s khi mang bién dong.
Mot bo didu khién mo da duge dé xuat dé wdc tinh cac tham sb chudi thoi gian
nham hiéu chinh tc do phat. Cac tac gia [33] dé xuat co ché Fuzzy-RED dua vao
bién thién cua kich thuéc bé dém dé du doan tic nghén do tran bo dém trong mang.
Bai bao [39] dé xuat sir dung bo diéu khién mo dé du doan tac nghén cho TCP. Co
ché diéu khién mo trong [65] sir dung mirc do chiém dung bo dém, toc do phat goi,
s6 nut mang tham gia dé xac dinh muc d6 tic nghdn mang cam bién khong day. Cac
tac gia [98] dé xuat két hop co ché quan Iy bo dém tich cuc véi mot bo diéu khién
mo dé hiéu chinh téc do phét cho tirng nat trong mang cam bién khong day, st dung
su khac biét vé kich thudc bo dém va bién thién tré tai mdi nit mang. Mot hé diéu
khién mo dé xuat trong [113] sir dung sé nit mang twong tranh, ty 18 chiém dung bo
dém cua cac ndt & chang ké tiép, tai luu luong cia céc luong tin video qua mang
cam bién khong day. Co ché diéu khién mo trong [29] dé xuat dinh tuyén sir dung
kich thudc b dém va cira s6 tic nghén véi co ché quan ly bo dém tich cuc.

Mot s6 nghién ctru dé xuat ung dung diéu khién mo dé lua chon tuyén két néi
[125, 4, 52]. Trong [125], mot bo diéu khién mo dé dinh tuyén sir dung co ché quan
ly bo dém tich cuc cho mang cam bién khong day. M6 hinh diéu khién tach biét cac
nGt mang bi 11 khi dinh tuyén dé giam thiéu tic nghén. Trong [4], mot co ché RED
st dung mie uu tién mo duoc dé xuat dé du doan muc tac nghén tai tieng ndt mang
dwa vao xac suat rét goi dé tim ra tuyén it tic nghén nhat. Co ché diéu khién mo
trong [52] st dung d6 chiém dung bo dém tai tirng ndt, mic wu tién, téc do goi tin

dén dé du doan mirc d6 tic nghén nham diéu chinh téc do phat. Trong [35], mot bo
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diéu khién mo cho diéu chinh tdc d6 da dugce dé xuat. Co ché nay sir dung mé hinh
hang doi dé tinh toan b dém tai nit mang nham du doan tic nghén. Céc tac gia st
dung kich thudc bo dém, ty 18 RTT/RTO dé dy doan trang thai mang va diéu chinh
tbc do phét. Trong [5], mot co ché didu khién tic nghén cho CoAP sir dung logic
mo dugce dé xuat. Hé diéu khién mo sir dung 3 dau vao 1a: Ty 16 RTT, chu ky RTT
va do bién thién RTT dé du doan dau ra RTO nham muyc dich tinh RTO cho co ché
lui, giam thiéu s 1an phét lai cia CoAP. Co ché nay c6 han ché do dua vao mat goi
va chua diéu chinh toc do phat.

Két qua khao sat dén nay cho thiy, diéu khién mo di duoc ap dung cho diéu
khién tac nghén trong mang Internet, song chu yéu ap dung trong quan Iy bo dém
tich cuc tai cac ndt mang. Co ché diéu khién md cho CoAP trong [5] chi phuc vu
cho viéc tinh RTO nham muc dich phat lai. Van chwa c6 nghién ctru nao dé cap dén
diéu khién mo cho diéu chinh téc do phat CoAP dé tranh tac nghén.

1.5. Giao thirc CoAP
1.5.1. Hoat dong ciia CoAP

CoAP [100] la giao thirc hang nhe Vi ¢6 phan tiéu dé goi tin don gian véi kich
thugc cb dinh 13 4 bytes. Giao thirc st dung mé hinh day—kéo véi 4 phuong thic
trao ddi co ban 1a; GET, POST, PUT va DELETE.

2 bit 2 bit 4 bit 8 bit 16 bit
-ttt

| Ver | T | TKL | Code | Message ID

Hinh 1.9 Tiéu dé cé dinh ciia goi tin COAP

2 bit 2 bit 4 bit 8 bit 16 bit
<+ttt

ver | T | TKL | Code Message ID
Token (if any, TKL bytes)...
Options (if any)...

11111111 | Payload (if any)...

Hinh 1.10 Cdu tric mét géi tin CoAP
Hinh 1.9 biéu thi tiéu dé cb dinh cua goi tin CoAP, hinh 1.10 biéu thi mét goi
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tin CoAP day du cac truong tin. Y nghia cac ky hiéu nhu sau: Ver (2 bit) 13 phién
ban CoAP; T (2 bit) biéu thi kiéu g6i tin (00 = CON, 01=NON, 02=ACK, 03=RES);
TKL (4 bit) 1a d6 dai cua truong thé (Token); Option 1a phan tuy chon. CoAP c6 4
kiéu goi tin gom: CON (Confirmable) 1a gi tin c6 tin cay; NON (Non-confirmable)
la g6i tin khong tin cay; ACK la géi tin phan hdi; RES (Reset) Ia g6i tin béo hay két
ndi. COAP c6 ciu tric gon nhe vé quy tic va ct phap. Phan tiéu dé nho nén co thé
dat hiéu qua truyén cao, tiéu ton tai nguyén thap. Do dua trén UDP nén CoAP
khong can thiét 1ap va duy tri két ndi, qua trinh xir Iy don gian, nhanh, pht hop cho
cac ing dung loT.

CoAP hd trg hai ché do truyén: Tin cay va khong tin cay. O ché do tin cay, goi
tin CON duoc phat di va chuyén téi bén nhan. Bén gui chd phan hdi ACK tir bén
nhan (hinh 1.11a). 1D 0x8C69 la vi du mot ma dinh danh goi tin. Néu bén gui
khdng nhan duoc phan héi ACK sau RTO dit trudc, bén giri s& thuc hién phat lai
goi tin. S 1an phét lai ti da c6 thé dit trude, vi du bang 4 [100]. Nguoc lai, & ché
do truyén khong tin cay, bén gui khong doi hoi phan hdi ACK tir bén nhan (hinh
1.11b).

Hinh 1.11 m0 ta phuong thirc hoat dong cua CoAP. Bén guri phat di mot yéu
cau (Request) toi bén nhan bing cach s dung phuong thirc GET hay POST. Bén
nhan s& tra vé phan hoi (Response) theo phuong thic PUT.

Client | server | | Client | Server
CON (0x8C69) NON (0x8C70)

- -

ACK (0x8C69)

—
— ]

a) Ché dé truyén tin cay b} Ché& dé truyén khéng tin céay
Hinh 1.11 Vi du vé ché dé truyén tin cdy (a) va khong tin cdy (b)
1.5.2. Co ché diéu khién tic nghén ciia CoAP
Do thiét ké hang nhe, co ché diéu khién tac nghén cia CoAP kha don gian theo
kiéu dumng va di tiép (Stop-and-Go). Dung la bén giri cho phan hdi ACK sau khi da
phat mot goi tin. i tiép nghia 1a bén gui chi phat tiép goi tin sau khi d& nhan dugc
ACK cho goi tin trude. Co ché truyén tin cay nay biéu thi trén hinh 1.12.
O hinh 1.12a, sau khi phat mot goi tin, bén gui sé cho ACK. RTT Ia thoi gian
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quay vong tir ldc gai dén khi nhan ACK tuong tng. Sau khi nhan duoc ACK, bén
giri phét goi tin CON tiép theo. IPI (Inter-packet interval) 1a thoi gian giira hai goi
CON phat di thanh c6ng. Hinh 1.12b md ta céc l1an phat lai cua CoAP. Sau khi phét
mot g6i CON, bén giri dat RTO dé chd goi ACK. Néu thai gian cho qua RTO ma
van chua nhan duoc ACK, bén guri s& phat lai go6i CON véi RTO méi gap doi RTO
cii. Qua trinh 13p lai néu bén giri van chua nhan duoc ACK. S6 1an phat lai téi da co
thé dat trude [100] hoic thy ang dung. Co ché nay dugc goi 13 1ui theo ham mil nhi

phan BEB (Binary Exponential Backoff).

Receiver ) \ 4 \\ 4 \ Receiver 4 ~ A ov 4
’ \ 7\ // \ / &/ S/
< / D ARN - / A \ ‘ =/ Qg’ / Qg_. /
Q / Oy / /

Sender // \‘// \‘// Sender I// CJI// 0{/

| RTT | | RTO ye _RTOZ2 _.

<= = > | , > >

| — C— » |

Hinh 1.12 a) Trao déi géi tin CON va ACK, b) Cdc lan phdt lai

Co ché BEB duoc giai thich nhu sau: Khoang thoi gian tir khi phat goi CON t6i
khi phét lai 1an th nhat 13 RTO. Téc d6 phét lai 13 1/RTO (1 g6i tin trong mot
RTO). O lan phét lai thtr 2, RTO ting gip d6i, nghia 1a téc d6 phat lai s& giam %
sau mdi lan phét lai. Pay 1a cach CoAP han ché tic nghén, 1a giam téc do phat lai.
1.6. Céc nghién ciru lién quan cai tién CoAP va nhirng ton tai
1.6.1. Cac nghién creu lién quan cdi tién CoAP

Céc nghién cau lién quan cai tién CoAP chia theo ba tinh ning chinh cia COAP
1a: 1) cach tinh RTO, 2) co ché I0i, va 3) thuat toan diéu khién.
e C4c nghién ceru lién quan cdi tién cach tinh RTO ciia CoAP

Tham sé6 RTO ¢ dinh ciia CoAP khdng phu hop véi diéu kién bién dong cua
mang. Do vay, hau hét cac co ché cai tién déu tap trung vao cach tinh RTO dong.

Trong [34], cé4c tac gia dé xuit thay thé RTO cé dinh bang viéc nhan RTO véi
mot hé s6 ngau nhién. Gia tri hé s6 nay nho nén bén gui ¢d thé phat nhanh hon ma
khong can cho lau trong thoi gian c6 tic nghén. Tuy nhién, diéu nay lai lam phat
sinh mét nhiéu goi. Cac tac gia trong [77] dé& xuat dua mot bién dém sé lan phat lai
vao trudng tiéu dé cia CoAP dé cap nhat RTO. Do RTO bién thién theo RTT, mot
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co ché két hop gitta RTO nhanh va RTO cham duoc dé& xuét trong [66, 67] véi co
ché RTO nhanh - cham FASOR (Fast-Slow RTO). RTO nhanh duoc tinh twong tu
RTO cua TCP [104] khi cac gbéi ACK trung khép vai cac goi CON. RTO cham
duogc do tir thoi diém phat mot goi dén khi nhan dugc ACK cua no, bat ké bao nhiéu
lan phat lai. RTO nhanh ding dé du doan 13i kénh, con RTO cham dé du doan tic
nghén.

Do chinh xac cua tinh todn RTO phu thudc vao ude luong ding RTT. Trong
[76], mot bo dém duoc dua vao trudng tly chon cua tiéu dé goi tin nham xéac dinh
dung s6 hiéu goi co ACK dé tir d6 tinh RTT chinh xac hon va cap nhat RTO. Cac
tac gia trong [95] dé xuat cach tinh d6 déc RTT theo thoi gian. Gia tri RTT cua ting
g6i duoc dung dé du bao tic nghén. Céach nay kho kha thi vi RTT bién dong ngau
nhién cho tirng gai tin. Tam quan trong cua do bién thién RTT di dugc nhin nhan
trong hau hét cac nghién ctru. DA cé nhiéu phuong phap dua ra udce luong phi hop
hon cho d¢ bién thién RTT [21, 71, 115], dién hinh nhu trong mot s6 nghién ciu
méi day [67, 37, 117, 107, 38].

Giao thiuc CoCoA (Simple Congestion Control Advanced) [22, 23] la mot co
ché dién hinh dua ra mot s6 cai tién dé khic phuc nhuoc diém caa CoAP. CoCoA
do lién tuc RTT dé tinh RTO nham han ché tan suat phat lai, sir dung RTT dé tinh
RTO duya theo thuat toan tinh RTO cua TCP [104]. Hai bo udc lwong RTO duoc dé
Xuat 1a udc luong manh va ude luong yéu. Cac bo uwéc lugng nay duoc cap nhat
tuong tng Vé6i gid tri do RTT manh hay yéu. RTT manh do duoc khi bén gui nhan
dugc ACK ngay cho lan phat dau tién. RTT yéu do dugc trong truong hop nhan

ACK sau it nhat mét Ian phat lai. Cac cong thire sau duoc st dung dé tinh RTO:

RTTVAR, = (1 — B)RTTVAR, + B|RTT, — RTTy nev| (1.9)

RTT, = (1 — @)RTT, + aRTTy ney (1.10)
RTO, = RTT, + K,, Xx RTTVAR, (1.11)
RTOpveran = ¥x X RTOy; + (1 — ¥x) X RTOyperan (1.12)

Trong d6 RTTVAR Ia gié tri trung binh udc tinh caa RTT, x 1a ky hiéu cho mgnh

hodc yéu, new biéu thi gi4 tri RTT do duoc & chu ky hién thoi, overall biéu thi wdc



28

tinh tong thé, @ = 0.25 va B = 0.125 la c4c hé sé duoc chon theo TCP [104], K =4
va %=0.5 néu x 1a manh, K,=1 va %=0.5 néu x 1a yéu [22, 23]. RTOgyeran duroC Sir
dung dé khoi tao RTO (RTOjyi) cho lan phét g6i ké tiép. Thong thudng RTOjyi; S8
duoc chon ngau nhién trong khoang tir RTOgyeran dén 1.5XRTOgyeran-

Han ché cua CoCoA 1a kém hiéu qua cho chudi goi tin, viéc tinh toan bo wdc
lwong yéu chua 3. Gia tri RTO méi 6 thé bi uée luong qué 16n din dén thoi gian
cho phat 1au. Néu gia tri RTO;.;; thip hodc vuot qué gia tri RTO dinh sin, c6 thé
khién cho céc 1an phat lai dién ra lién tiép chi trong mot khoang thai gian ngan, dan
dén ting thém tic nghén mang. Do vay, co ché CoCoA-S trong [13] cai tién bang
cach chi sir dung bd udc lugng manh. Tuy nhién, CoCoA-S c¢6 thong luong thap
hon CoCoA. CoCoA+ [15] 1a co ché cai tién noi bat cia CoCoA [22, 23] bang céch
thay d6i cach tinh RTO,yerait nhur sau:

RTO,perqu = 0.25 * RTOypq + 0.75 * RTO,veranl
RTOgveran = 0.5 * RTOstrong + 0.5 * RTOpperan -

Trong do6, RTOstrong 12 gid tri wdc luong manh va RTOyeq la gid tri wde luong
yéu cho RTO. Ngoai ra, CoCoA+ ¢6 thém co ché tudi tho (aging) dé dit lai gia tri
RTO néu nhu RTT khong duoc cap nhat méi sau mot khoang thoi gian. Do thay doi
trong sb trong cach tinh RTOgyeran, anh huong cua bd ude lugng yéu it hon nhiéu so
véi b ude lwong manh. Tuy nhién, viéc diéu chinh nay chi hiéu qua khi tai mang
6n dinh. Tinh toan cac bo udc luong chi thuc hién cho lan phat dau hoac lan phat lai
dau. CoCoA+ ciing khong dua ra RTO phu hop cho truyén chudi goi. Uéc tinh RTT
khong ding c6 thé dan dén phat lai tring lap céac goi tin. Cac nghién ciu trong [21,
117, 77, 11] @3 chi ra CoCoA+ hoat dong tham chi kém hon dang ké so véi ban
CoAP gbc [100] trong nhiéu diéu kién mang, dac biét khi c¢6 luu lugng chudi goi.

Céc tac gia trong [21] chi ra cach tinh RTO chua dung trong cic co ché hién
nay dan dén phét lai goi tin tring ldp va dua ra cach tinh chinh xac hon cho RTO
trong mot co ché mai ¢6 tén 13 pCoCoA. Co ché nay ciing sir dung mot bo dém sé
lan phat trong truong tiéu dé cia CoAP tuong ty nhu [77] dé so khép gdi ACK véi
g6i tin CON tuong ung, ké ca cho gai tin phat lai. pCoCoA dua ra cac cach khac
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nhau dé cip nhat RTT va gi6i han gi4 tri nho nhat caa RTO dé giam thiéu viéc phat
lai trang lap. Viéc tinh RTO cua pCoCoA van dua theo céach tinh caa TCP song c6
sir dung thém trong sé cho bién RTT trong phép tinh. Trong [37], cac tac gia dé
XUt co ché AdCoCoA véi co ché uge tinh cu thé bién thién cia RTT nham cai
thién do chinh xéac caa RTO so vi CoCoA+. Bo sai léch tdi da cuaa RTO duoc tinh
dé tranh anh huong cua bién thién RTT. RTO duoc tinh qua mot hé sé bién doi
dong phu thudc vao hiéu sb gitra gia tri RTT do dugc va RTT trude d6, qua do6 tinh
duoc gia tri RTO du 16n dé giam thiéu phat lai. Vi tinh toan RTO phu thudc vao
viéc ugce tinh hé sé bién d6i dong, co ché nay cd han ché khi RTT bién thién nhanh.
Két qua 1a RTO c6 thé rat Ion dan dén céc khoang cho doi dai. Néu RTO I6n, bén
giri khdng thé nhan tiép cac ACK. Diéu nay lai dan dén tinh toan sai RTT.
e Céc nghién ci#u lién quan cdi tién co' ché Ui ciia COAP

Co ché Ui cua CoAP dua trén diéu chinh RTO cho phat lai nham giam tac
nghén. RTO duoc dat gia tri ¢6 dinh mdi khi giri géi tin va duoc nhan d6i sau mdi
lan phét lai gi tin. Cai tién cach tinh RTO c¢6 thé dan dén RTO rat nho hoac rat 16n.

Dé tranh gia tri khoi tao RTOini; qua 16n dan dén thoi gian cho 1au hodc qua nho
dan dén phat lai qua nhanh, CoCoA [13] sir dung mot hé sb IUi bién d6i VBF
(Variable Backoff Factor) nhu sau:

3 RTOinit <l1s
VBF =12 1s < RTO; < 3s (1.14)
1.3 RTOinit > 3s

RTO dugc tinh trong chu ky lui nhu sau:
RTOpackos = RTOgnic X VBF (1.15)
Khi RTOjni; 16n hon 3s, hé s6 VBF nho s& khong 1am tang thoi gian cho gitra
c4c lan phat lai. Tuy nhién, khi RTOj.i nho, hé sé VBF khién phét lai qua nhanh
trong khoang thoi gian ngan gay thém tic nghén. Do d6, CoCoA+ [15] thay ddi
cach tinh VBF nhu sau:

2.5 RTOinit <ls
VBF =] 2 1< RTO; < 3s (1.16)
1.5 RTO., = 3s
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So véi cac gia tri [3, 2, 1.3] trong CoCoA [13], VBF trong CoCoA+ [15] thay
ddi thanh [2.5, 2, 1.5]. Ngoai ra, CoCoA+ bb sung thém bién tudi tho dé 1am méi lai
RTOjnit thanh RTOini x 16 néu nhu RTO;y;; lién tuc nho hon 1 s sau 16 1an phat lai.
CAc tac gia [18] dé xuat CoCoA-4-State thay d6i VBF theo 4 trang thai nhu sau:

1.1 VBF; trang thai 1 (Khong phat lai)
1.3 VBF,trang thai 2 (1 lan phat lai)
1.7 VBF; trang thai 3 (2 lan phét lai)
2.5  VBF, trang thai 4 (= 3 lan phat lai)

VBF dugc gan trong sd theo ting trang thai. Trang thai CoCoA-4-State giam di

VBF = (1.17)

1 mdi khi mot géi phat thanh cong va ting 1én 1 khi mot goi phai phat lai. Cach tinh
RTO cho co ché Ui ciing c6 tinh manh yéu tuong tu nhu CoCoA va CoCoA+.

Cac gia tri tinh VBF ¢ trén la theo thuc nghiém, c6 thé tét trong mét sb truong
hop song lai kém hiéu qua & cac truong hop khéac. Pay ciing 1a diém yéu cua cach
tinh RTO trong cai tién co ché IUi. pCOCOA [21] dua ra cach tinh chinh xac hon cho
RTO, song céach tinh van chi yéu tuong tuy nhu CoCoA+ véi hé s6 VBF.

Co ché Iui cua FASOR [66, 67] dua ra ba trang thai chuyén déi cho RTO:
Fast/Fast-Slow-Fast/Slow-Fast. RTO nhanh (Fast) duoc tinh bang cac mau RTT rd
(it bién d6i), con RTO cham (Slow) duoc tinh bang cac mau RTT khong rd (cé bién
d6i). Co ché nay c6 han ché khi RTO cham c6 khoang dung cho cua bén gui. Cac
tac gia [95] dé xuat co ché CoCoA++ véi viéc thay thé hé sé VBF bang hé sé xéac
suit PBF (Probability of Backoff Factor) nhu sau:

1.42 P_backoff > RandNovag > 0

0.7 Trwong hop khéac (1.18)

PBF:{

Trong cong thirc trén, P_backoff 1a gia tri x4c suat cua do léch giita cac gia tri
tré hoic RTT, RandNo 1a mot bién ngau nhién giira 0 va 1, g 1a do léch cua cac gia
tri tré. Co ché IUi chi thuc hién véi RTO trong truong hop hiéu sé do tré (hay RTT)
c6 gia tri duwong, biéu thi bai g > 0. CoCoA++ Ui voi hé sé6 PBF = 1,42 khi tic
ngh&n. Néu khong tic nghén, gia tri RTO = 0,7 x RTOjnir. Nhur vay, néu téc do phat
g6i cao, nguy co phat lai s& rat cao dan dén tic nghén thém.

Céc tac gia [5] d& xuit u6c tinh RTO dé 10i véi mét trong sb twong ddi duoc
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tinh dua vao hiéu s gitta cac RTT do duoc theo cac khoang thoi gian. Co ché 10
thuc hién vai mot hé sé 10i gisi han thich nghi ABF (Adaptive-boundary Backoff
Factor). Gié tri ABF duoc tinh bang mot hé logic mo. RTO ¢ mdi chu ky 10i duoc
tinh bang tich sé gitta RTO & chu ky trude d6 nhan véi mot he s6 RTOgain. HE s6
nay biéu thi tbc do tang cia RTO sau mdi chu ky IUi.

e C4c nghién ciru lién quan cdi tién thudt fodn diéu khién

RTT-CoAP [9] 1a mot co ché diéu khién dya vao do tré. Bién thién RTT duogc
giam sat dé du doan trang thai mang cé tic nghén hay khdng, tir d6 xac dinh téc do
phat dé tranh tic nghén. RTT-CoAP dinh nghia 4 vung luu luong theo sé goi phat
di: 1) tac nghén thap, 2) hoat dong binh thuong, 3) hoat dong trung binh, va 4) bién
thién Ion. Ung véi cac ving, toe do duoc diéu chinh ting cong/giam cong AIAD
(Additive Increase/Additive Decrease) theo mitrc: tang nhanh/cham hoac giam
nhanh/cham tuy vao trang thai tac nghén trong cac vung.

COAP-R [10] 1a mét co ché dua vao toc d6, st dung dinh tuyén theo hinh nhanh
cay, dwa vao théng tin & mdi ndt cua ciy dé phat hién nghén c6 chai. Tac nghén
dugc phét hién dya vao tai luu lwong kénh truyén hién tai va trudce do, dong thoi
ding ty sb cua toc do phat trén bang thong cap phat cho ting nut. Co ché diéu chinh
tbc do 1a ting nhan/giam nhan. Co ché nay hd tro truyén chudi goi, cd xét bing
thong c6 chai.

BDP-CoAP [11] 12 mét co ché dya vao toe do, s dung cach tinh bang thong cd
chai nhu BBR-TCP [27]. Dua vao d6, BDP-CoAP diéu chinh téc do phat va giir cho
s6 goi tin inflight khong vugt qua bang thong ¢6 chai. Hé sé diéu chinh téc do 12 0,6
hodc 0,2 néu tan sé phat lai twong tng nhé hon hoic 16n hon 20%.

CoAP-SC [69] diéu chinh téc do phat dua vao diéu khién ludng, xu ly 15i truyén
cho céc dich vu truyén tin theo ludng. S6 thr tu goi duoc dua vao tiéu dé goi tin.
COAP-SC phét hién tic nghén va diéu chinh tc d6 ludng dua vao kich thudc bo
dém va su khéac nhau giira sb thi tu cia goi giri va goi nhan.

1.6.2. Nhi#ng tén tai ciia COAP va ciia cac nghién cizu lién quan

(1) Hgn ché trong tinh toan tham sé diéu khién
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COAP c¢6 han ché 1a chi sir dung RTO dit ¢ dinh (tir 2-3 gidy [100]). Néu nhu
g6i ACK quay vé cham hon so v6i RTO, bén gui s& phat lai ngay khi hét dinh thoi
RTO. Diéu ndy dan dén kha ning phat dap (phat trung 13p) goi tin [9, 15]. Mat
khac, RTO nhan doi mdi khi phat lai dan dén gia tri rat 16n. COAP s& kém hiéu qua
khi phai cho ACK lau, dan dén lang phi bang théng kénh truyén [21, 23]. Sir dung
cac tham sé ¢ dinh, CoAP bo qua bién dong RTT va trang théi bién thién cua tic
ngh&n va mang [38]. Do vay, hau hét cac co ché cai tién CoAP déu tap trung vao
thay d6i cach tinh RTO dong thay vi diing gia tri c6 dinh.

Cac nghién ciu lién quan chu yéu chi xét bién thién cia RTT, chwa xem xét
bién thién cua cac tham sb khac nhu tai, thong luong, ty 18 mat goi. Cac tham sb nay
phan anh tinh trang tiac nghén, can duoc nghién ciu xem xét.

(2) Han ché vé hé tro chudi goi

Co ché ding va di tiép cua CoAP khdng hd tro chudi goi tin. Dicu nay thé hién
qua tham s6 NSTART dit ¢b dinh bang 1 [100]. NSTART Ia tham s truyén vuot
muc, biéu thi sé goi tin duoc phép phat di khi chua c6 ACK quay vé, nghia 1 céac
goi inflight (dang trén duong, chua toi dich). NSTART=1 thé hién chi 1 géi CON
dugc phép trén duong. RFC 7252 [100] da néu han ché nay cia CoAP va chi ra gia
tri NSTART >1 s& dugc nghién ctu tiép trong twong lai. Chudi goi tin ¢6 kha niang
xuat hién cao trong mang loT va can dugc xir ly pht hop [11, 24, 99, 103, 57]. Mat
khac, chudi goi tin co tac dong lén dén tinh toan RTO [77].

Mi c6 rat it nghién cau dé cap dén xtr ly chudi goi tin. Co ché trong [24] dua
ra mot lya chon cho truyén dit liéu theo ting khéi. Mot co ché CoAP chuyén theo
khdi [25] dd duoc dé xuat chuan héa boi IETF. Tuy nhién, cic co ché nay chi hoat
dong cho ché do truyén khong tin cay. Chung khong thuc sy hd tro truyén chudi goi
ma chi chu yéu phan chia cac khdi dir liéu 16n can truyén thanh céc khdi nho hon.
Co ché dé xuat trong [69] b6 sung s6 hiéu gdi vao phan tidu d& nham phét hién mat
g6i va tao ra cac bao hieu ACK cho nhiéu goi tin. Co ché nay diéu khién truyén di
liéu theo ludng, song khong dé cap dén chudi goi tin. Co ché diéu khién dwa vao téc

d6 c6 kha niang hd tro truyén chudi géi tin [10, 79, 93].
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(3) Han ché vé diéu khién téc dé phat

Piéu chinh téc d6 phat (ting hodc giam) 1a rat can thiét dé tranh hosc giam tic
nghén. Tuy nhién, CoAP chi giam téc do phat mot nira mdi khi phai phat lai véi
RTO c¢6 dinh. Pa s6 cac nghién cau lién quan cai tién CoAP chi thay doi RTO [117,
5, 36, 79], nghia 1a thay d6i toc do phat lai khi tic nghén da xay ra.

Méi c6 mot sb it nghién ciru dé xuét didu chinh téc d6 phat [9, 10, 11, 69]. Co
ché RTT-CoAP [9] d& xuét diéu chinh téc d6 phat bang ting cong/ giam cong toc
d6 theo 4 trang thai tac nghén. Tuy nhién, chua néu rd cach xac dinh 4 trang théi
cling nhu cach chon hé sb tang/giam. Co ché CoAP-R [10] dé xuat diéu chinh téc
d6 phét bang ting nhan/ giam nhan, song doi hoi c6 thong tin hd trg tir cac nut
mang. BDP-CoAP [11] tinh toan bang thong cb chai va sb gdi inflight dé diéu chinh
téc do phat. Tuy nhién, BDP-CoAP dua ra hé s6 cliimg cho diéu chinh téc do phat la
0,6 hozc 0,2 tly thudc vao tan suat phat lai, ddn dén khong linh hoat véi bién dong
mang va trang thai tic nghén. CoAP-SC [69] diéu chinh téc do ludng tin video dua
vao sd thir ty goi tin va kich thuéc bd dém caa bén gui/bén nhan. Tc do phat ludng
duogc didu chinh dé sé gdi trong bo dém nho hon 1/3 kich thuéc bo dém. CoAP-SC
chua dua ra cach tinh téc do, doi hoi chén kich thudc bo dém vao tidu dé goi tin giri
di dan dén chi phi tiéu dé lon.

(4) Hgn ché vé phan biét nguyén nhan madt goi

Trong mang loT, mat g6i c6 thé do 15i kénh vo tuyén ngoai ly do tac nghén.
Can phan biét nguyén nhan mat goi dé co diéu khién phu hop. Néu mat gdi tam thoi
do 16i kénh ma giam téc d6 phat ngay sé& dan téi suy giam dang ké hiéu nang. Pa c6
nhiéu phuong phap phan biét nguyén nhan mat géi véi TCP trén Internet [19, 20,
28, 106, 119]. CO rat it tai liéu dé cap dén phuong phap phan biét nguyén nhan mat
g6i trong loT. Tai liéu [32] phan tich cac phuong phap phan biét nguyén nhan mat
g6i dung trong TCP cho mang IoT. Co ché phét lai va IUi s& kém hiéu qua trong
truong hop 15i kénh vo tuyén hoic bién dong mang dan dén hiéu ning truyén tin
cuia CoAP trg nén rat thip véi do tré gai tin 16n [37, 48, 66, 68, 75].

Cho téi thoi diém nay, méi chi c6 tai liéu [67] dé cap cach st dung bién thién
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RTT va do tré cua cac goi tin lién tiép dé phan biét mat gdi do tic nghén hay do 16i
kénh vd tuyén cho CoAP. Luan an sir dung cach tuong tu [67].
(5) Han ché vé phat hién sém tic nghén

CoAP va da sb cac nghién ciu cai tién CoAP déu chi dya vao mat goi dé phat
hién tic nghén, nghia 1a co ché diéu khién chi hoat dong khi di co tic nghén xay ra.
Con rat it nghién ctru dua ra tinh ning phat hién sém tic nghén cho CoAP. Co ché
CoCo-RED [115] cho kha ning phat hién sém dwa vao quan Iy bo dém, song can hd
tro cua cac nat mang trung gian. RTT-CoAP [9], CoAP-R [10] va BDP-CoAP [11]
dua vao RTT hoic do tré dé du doan tic nghén. Tuy nhién, cac tham s RTT, do tré,
tai luu luong, bing thong c¢6 chai lién tuc bién thién. Nhu d3 néu & muc 1.4, cac
trang thai tic nghén khong thuc su rd rang, ¢ sy chdng lap. Cac tinh toan RTT,
RTO téi nay déu chi dwa vao thuc nghiém vi rat khé dwa ra mot cong thuc tinh
chinh x&c cho cac tham s6 [15, 7, 9, 85, 117].
(6) Han ché vé tinh todn bing thong cé chai

Bing thong co chai c6 tac dong Ion dén tic nghén nén da dugc néu trong nhiéu
nghién ctu vé TCP [26, 27, 74, 64]. Tuy nhién, con rat it nghién ctru vé CoAP dé
cap dén bang thong cb chai nhu CoAP-R [10] va BDP-CoAP [11]. CoAP-R tinh
bang thong cb chai dyua vao thdng tin tir c4c ndt trén mang, con BDP-CoAP thi dya
vao cOng thuac tinh cua BBR-TCP [27].
1.7. Céc tham so danh gia hiéu niing giao thirc CoAP

Hiéu nang giao thirc COAP dugc danh gia bang cac tham sb co ban nhu sau:

(1) Sé goi phat thanh cong va ty 1¢ phat thanh cong: Sé goi tin phat thanh
cong duge luu dé tinh ty 18 goi tin phat thanh cong. Ty 18 thanh cong 1a ty sé
giita s6 goi tin nhan dugc ACK trén tong sé goi tin da gi.

(2) Sé g6i phét Iai va tj 1¢ phat lai g6i: S6 gbi tin phét lai duoc Tuu dé tinh ty 18
goi tin phat lai. Ty Ié phat lai 12 ty s6 giita s6 goi tin phat lai trén tong s6 goi
tin d3 giri. Mot goi tin c6 thé phai phat lai 1, 2, 3 hoic 4 1an (khdng phat lai
sau 4 lan).

(3) Sé goi phét lai diip va #y 1é phét lai dip: S6 goi tin phét lai bi dap duoc luu
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dé tinh ty 18 g6i tin phat lai bi dp (phat trung 13p). Ty 1é phat lai dap 1a ty sb
giita s6 goi tin phat lai dap trén tong sb goi tin da gii.

(4) Sé gdi dén dich thanh céng va 1y 1¢é dén dich thanh cong: La tong s6 goi
tin da guri trir di s6 goi bi mat. Ty 18 dén dich thanh cong 1a ty s6 gitta s6 goi
dén dich thanh cong trén tong s goi tin dd giri.

(5) Sé g6i bi mdt va ty 1¢ mdt g6i: S6 goi tin bi mat va sb géi tin da gui duoc
lwu dé tinh ty 186 mat go6i. Ty 1& mat goi 1a ty sb giita s6 goi tin bi mat trén
tong so goi tin da guri.

(6) P tré géi tin (don vi 1a ms hodgc s): Do tré cua goi tin dugc tinh bing hiéu
s6 thoi gian tir khi phat di tai bén gai dén khi nhan duoc tai bén thu.

(7) Théng lwong (don vi 1a goil/s hodgc bit/s): Thong lugng ludng tin 1a sb goi
tin nhan duoc trong mot don vi thoi gian, duoc tinh bang toc ¢6 nhan goi tin
tai bén nhan. Thong lugng tac thoi dugc tinh trong mot chu ky RTT.

Céc gia tri trung binh duoc tinh cho cac tham sb bang cach tinh trung binh cong

ctia cac tham sb theo tong sé goi da guri. Khoang tin cay duoc tinh cho céc gia tri
trung binh theo céng thuc sau:

CIX = XTB i Z\/O—TLX (119)

Trong d6, Cl 1a khoang tin cay, Xrg | gi4 tri trung binh cua tham sé X can tinh
khoang tin cay, z 1a muc tin cay duoc chon 1a 99%, o 13 phuong sai, Ny 12 s6 mau.

Céc tham s6 néu trén duoc sir dung khi mé phong dé danh gia hiéu ning giao
thuc.
1.8. Két luan chwong 1

Trong chuong 1, luan an da trinh bay tong quan vé mang loT va van dé tic
ngh&n mang. Luan an d3 khai quat vé cac ung dung loT, phan tich va néu mé hinh
kién tric mang ICN dang dugc st dung pho bién, néu tim quan trong va tom luoc
c4c giao thuc tang tng dung dién hinh cua loT. Tiép d6, luan 4an da trinh bay co s
ly thuyét vé tic nghén, diéu khién tic nghén, diéu khién mo va kha ning ap dung
cho diéu khién tic nghén. Luan an di phan tich wu nhuoc diém cua cac giao thuc

tang wng dung va chi ra CoAP 1a mét giao thirc con ¢6 nhiing han ché, can nghién
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ctru phat trién tiép. D3 c6 nhiéu nghién cau cai tién CoAP, song van con 6 han ché
co ban nhu di néu & myc 1.6. Qua phan tich cac diém ton tai cua COAP va cac
nghién ctiu cai tién CoAP lién quan, c6 thé dua ra dinh huéng nghién ciru nhu sau.

Tur cac han ché (1) va (2) da néu & muc 1.6, can phan tich md hinh truyén tin
theo chudi g6i tin cay cho CoAP, tinh toan c4c tham sé theo tinh trang tic nghén va
bién thién dong cia mang. M hinh truyén tin theo chudi goi s& giup xac dinh co
ché diéu chinh téc d6 phat dé khic phuc han ché (3). Bé khic phuc han ché (4), c6
thé sir dung phuong phap phan biét nguyén nhan mat goi da néu trong [66, 67] két
hop voi co ché didu khién tac nghén CoAP.

Trong chuong 2, luan an dé xuat giao thirc RCoAP dé khac phuc cac han ché
(1), (2), (3) va (4) d& néu & muc 1.6.

Pé khac phuc han ché (5), chuong 3 sé& trinh bay giao thuc FCoAP dua trén hé
diéu khién mo nham giai quyét tinh bién thién dong, khong rd rang va co su chong
lap cua cac tham sb. Mit khac, chuong 3 ciing dua cach tinh bang théng ¢b chai vao
hé diéu khién mo dé khic phuc han ché (6) da néu & muc 1.6. Giao thiic FCoAP két
hop cac phuong phap dé giai quyét cac van dé han ché (1), (2), (3), (5) va (6).
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CHUONG 2. MO HINH TRUYEN CHUOI GOI VA GIAO THUC
RCoAP PIEU KHIEN TAC NGHEN DUA VAO TOC PQ

Noi dung chuong nay trinh bay dong gop thtr nhat cua luan an: md hinh phan
tich truyén tin theo chudi goi tin cay va giao thirc diéu khién tic nghén dya vao téc
d6 RCoAP (Rate-based CoAP). Han ché vé hd tro chudi goi, tinh toan cac tham sé
c6 bién thién caa CoAP va cac nghién ciu lién quan da chi ra sy can thiét phai dua
ra mot md hinh phan tich truyén tin theo chudi gdi tin cay cho CoAP. M6 hinh nay
s& gilp tinh toan cac tham sb diéu khién tic nghén tét hon 1a sir dung tham sb cd
dinh trong CoAP. M6 hinh phan tich dugc dua vao mdt giao thirc mai co tén la
RCOAP nham diéu chinh ting/giam toc do phét va diéu khién tac nghén twong ung
véi trang thai tic nghén. Ngoai ra, RCoAP duoc bo sung co ché phan biét nguyén
nhan mat géi dé tang hiéu qua truyén tin. Phan cudi chuong thyc hién tinh toan hiéu
ning RCoAP va trinh bay cac két qua md phong cho RCoAP, so sanh hiéu ning
RCOAP vai céc giao thic CoAP khac.

2.1. M6 hinh phan tich cho truyén chudi gdi tin cay véi CoAP
2.1.1. So dé ludng tin két néi dau cusi ciia CoAP trong mang loT

Hinh 2.1 md ta so d6 mot ludng tin ¢ két ndi giira hai dau cudi st dung giao
thizc CoAP trong mé hinh kién triic ICN cua mang loT. Céc thiét bi dau cubi loT
két ni ti cac diém truy nhap va Gateway dé truyén dit liéu vé may cha trung tam

qua Internet.

Bén guwri
m=}
Thiet miE- Bén nhan
bj loT \\; Internet
m=r Piémtruy | ____——————"T T L , .
mlg---—-— - - nhap (AP) |  Céc géi inflight o~ Maychd
. vl I
Thiét [m=F - de
biloT LERJ- f

Hinh 2.1 So d6 luong tin két néi dau cugi ciia CoAP trong mang loT
Céc thiét bi 10T c6 thé phat cac goi tin theo chudi. Ludng tin giira bén gui va

bén nhan gdm cac goi tin inflight — tirc 13 cac goi dang di chuyén trén mang, chua



38

t6i dich. Khi nhan g6i tin, may chu phan hdi véi g6i tin ACK. Néu goi tin bi mat
(khdng téi dich), bén gui s¢ khéng nhan dugc ACK tir bén nhan. Do céac giao thic
tang @ng dung nhu CoAP chi quan tim dén két ndi gitra hai dau cudi, mang c6 thé
coi nhu mét hop den (hinh chit nhat dam trén hinh 2.1). M6 hinh hop den phu hop
véi mod ta cac mang hon hop gilip cho viéc phan tich dé dang hon [64].
2.1.2. Mé hinh diéu khién tic nghén cho CoAP

Mo hinh diéu khién tic nghén cho CoAP duogc dic trung boi cac dai lwong cha
yéu gom: thoi gian quay vong RTT, thong luong, tai luu luong va toc do phat.

4 Diém gap | Diém giy

Thong hrong
BN
>

Tai luu luong / Toc d6 phat
2D | |
ge) !
> i 1
> I I
=y - I [
O = | I
g I |
B | I
B | |
= | |
= | |

Tai luu luong / Toc d6 phat

t

[
a1 |
2 [ i
= | |
@ [ I
an | I
[ |
| ~_
- R iTéi Iwu lugng / Toc do phé‘% 777777777777 R
Gidihgn |\ _______ . » Gidi han bg dém
ung dung | Gidi han bang théng |

Hinh 2.2 Méi quan hé giita cdc dai heong diéu khién (dia theo [64,27])

Hinh 2.2 biéu thi méi quan hé hinh thic giita cac dai lwong dic trung néu trén.
Tryc hoanh biéu thi tai luu luong hoic téc do phét goi. Truc tung biéu thi thong
lugng, tré RTT, hiéu suat mang. Piém gap 1a noi bat dau co nguy co tic nghan.
Diém giy 1a noi tic nghén toan cuc xay ra [64]. Toc do phat ting dong nghia vai tai

luu lugng tang. Theo [64, 27], trang thai mang dugc mé ta véi ba vung: 1) gidi han
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tng dung, 2) gidi han bang thong va 3) gisi han bo dém. Vung 1 dic trung véi toc
d6 phét nho, théng luong ting tuyén tinh véi tai va tée do phat, RTT twong ddi 6n
dinh. Hiéu suét gia ting theo tai/tdc d6. O ving 2, thong lwong bét dau ting cham.
RTT ting nhanh dang ké do don @ g6i tin. Hiéu suat suy giam khi ting tai. O diém
gay viing 3, c&c goi tin bi loai bo do tic nghén. Thong lwong giam nhanh vé 0. RTT
tang rit 16n. Mang tic nghén toan cuc. Co ché diéu khién dua vao mat géi hoat
dong & ria trai diém gay, con co ché dya vao do tré hay téc do hoat dong ¢ ving
giéi han bang thong. Piém gap 1a diém t6i wu vé Iy thuyét, song khong thé xac dinh
do bién dong ciia mang [27]. Co ché diéu khién tic nghén dé xuét trong luan &n hoat
dong trong vung gidi han bang thong (ké soc).
Bang 2.1: Cdc ky hiéu cho mé hinh phén tich

Tén ky hiéu Y nghia

k-1, k, k+1 | Ky hiéu chu ky trude k-1, chu ky thir k, chu Ky tiép theo k+1
R(K) Toc do phat goi tin cia mot bén gui trong chu ky k

a Hé s6 diéu khien

D Hé s6 sir dung

Ry(K) Toc do xu ly cua bén nhan trong chu ky k

n(k), n(k+1) | Lugng goi tin tich lily trong chu ky Kk, chu ky k+1

T(K) Thoi gian caa mot chu ky k

RTT(k) Thoi gian quay vong cua chu ky k

Q(k) Luong goi tin bén gtri phat di trong chu ky k

S S6 gai tin inflight

B(S) S6 goi tin duoc xu ly tai bén nhan khi khdng c6 mat goi
C(S) S6 goi tin duoc xu ly tai bén nhan khi c6 mat goi

U(S) Ham hiéu suat, 1 ham s6 cua S

&S) Ham thong lugng, 12 ham s6 cua S

D(S) Ham tré quay vong, 1a ham so cua S
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2.1.3. Tinh toan téc dé phat chuéi goi tin ciia CoAP

Hinh 2.3 mé ta cac chu ky phaét tin caa bén gui. Ludng tin COAP gém chudi cac
g6i CON va ACK md ta bang mot mé hinh thoi gian roi rac. Day 1a mé hinh thuong
sir dung cho phan tich hiéu nang Internet vai TCP [70, 74]. M6 hinh nay ap dung
dugc cho hé théng co quyét dinh diéu khién tao ra ¢ cac khoang thoi gian roi rac.
Mo hinh CoAP trong luan an khac vai mé hinh TCP trong [70, 74, 64] ¢ cac dac
diém: CoAP dua vao toc do va céac goi tin inflight khac véi TCP dua vao cua so;
COAP phat hién mat gdi véi 1 goi ACK trong khi TCP véi 3 goi tin ACK.

RTT(K) RTT(k+1)
Bén nhan 1 T Chuky k+1 n(k+1)
Bén giri ; A A A *
ta th 1

‘H\Inh 2.3 Cac chu k)‘/phdt g6i tin theo chudi ciia CoAP |
MJi chu ky k kéo dai mot khoang T(k), bang RTT. Trong chu ky k, bén gui phét
di lién tuc cac goi vai toe do R(K), toc do xur ly (toc dd nhan g6i) cua bén nhan Ia
R/(K). S6 luong goi do bén guri phat di trong chu ky k duoc tinh nhu sau:
Q(K) = R(k)xT(k) (2.1)
Trong sb géi tin phat di, co R.(k)xT(k) goi dugc bén nhan xu Iy (may chi nhan
duoc va phan hoi véi ACK). Lugng géi tin tich lily trong chu ky ké tiép k+1 s& 1a:

n(k+1) = n(k) + R()xT(k) — Ry(k) x T(k) (2.2)
Ny . — An
T doétaco: R(k) = R, (k) + s (2.3)
Véi An = n(k+1) - n(k) (2.4)
Theo [70], mot hé s6 str dung p duoc dinh nghia nhu sau:
o= Ri (2.5)

Hé thong 6n dinh néu nhu p < 1, nghia 1a R <R,. Diéu d6 nghia 1a toc do phat
cua bén giri phai nho hon hoic bang tc do xtr Iy cua bén nhan dé hé théng 6n dinh.

N6i mot cach khai quat, diéu kién da néu 1a dé tranh tic nghén. Truong hop R > R;,
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tic nghén s& xay ra. Xét toc do phét téi da R(k-1) & chu ky k-1 trude d6 véi diéu
kién tranh tic nghén, ta c6 R(k-1) = R,(k). Thay vao (2.3), ta dugc:

R(k) = R(k—1) + % (2.6)

Hiéu s6 4n c6 thé &m hoic duong. An &m néu sb goi inflight & chu ky k+1 nho
hon & chu ky k va nguoc lai. Ty s6 An/T(K) biéu thi luong ting/giam téc do phét sau
mdi chu ky k. D& dang nhan thay, truong hop 4n am thi diéu kién R<R, dat dugc va
tac ngh&n khdng xay ra. Do vay, trudng hop 4An duong duoc quan tim hon, nghia 1a
tac nghén co thé xay ra khi ting toc do dé phat chudi goi.

Mt khac, can nhac lai tinh chat co ban cia CoAP 1a chi phét tiép 1 gdi tin sau
khi nhan duoc ACK, nghia 1a sau khi hét chu ky cta géi tin trude d6. Dé duy tri tinh
chat nay, s6 goi tin phat thém sau mdi chu ky T(k) can khong vuot qua 1, nghia 1a
gia tri ting thém ctia An chi cd thé 1a 1. Ta viét lai duoc (2.6) nhu sau.

R(k)= R(k—1) + % 2.7)

Cong thac (2.7) biéu thi kha ning diéu chinh ting toc do phat dé co thé truyén
chudi géi tin trong diéu kién tranh tic nghén. Tuy nhién, theo hinh 2.2, toc d6 phat
ting dan dén nguy co tic nghén gia ting. Khi c6 tic nghén, tbc do phét can phai
giam. Co ché giam nhan dugc trinh bay trong phan tiép sau day.

Bén gui coi mang la mot hop den va twong tac vai bén nhan chi théng qua phéat
goi tin va nhan phan héi ACK. Trong [74], Kleinrock da chi ra kha niang mé hinh
hoa mot két ndi dau cudi toi dau cudi dudi dang mot duong dng vat ly. Pudong kinh
ctia 6ng biéu thi bang thong c6 chai, nghia 1a tbc do phét I6n nhat dugc phép. Chiéu
dai dng mé ta tr& truyén tin. Gia sir mé ta duong 6ng dudi dang mot hinh chix nhat
trén mat phing véi do rong Y 1a bing thong cb chai, chiéu dai X 1a tré quay vong.
Tich s6 XxY s& la s6 goi tin tdi da ma bén giri ¢d thé phat di (s6 goi tin inflight).

Pé mo ta cac méi quan hé giita thong luong, tré quay vong va sb goi tin inflight
nhu trén hinh 2.2, ta dinh nghia mot ham hiéu suat tir y tuéng cta Jain [64] nhu sau:

0(s)?
D(S)

Trong d6, S 1a s6 goi tin inflight, U(S) 1a ham hiéu suat theo S, @(S) 1a ham

Uues) =

(2.8)
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thong lwong theo S, D(S) 1a ham tr& quay vong theo S, 8 1a hé sé diéu khién, @ > 0.
Tré quay vong la tré RTT, 14 thoi gian phat goi dén khi bén giri nhan ACK cho goi.
Muyc dich st dung ham mii 1a & md ta dic tinh phi tuyén cta cac tham s6. Ham hiéu
suit biéu thi mdi quan hé gitta thong lwong va tré RTT theo bién S (xem hinh 2.2).
Thong luong dugc dinh nghia 14 ty s6 cua sé goi dugce bén nhan xir ly trong mot don
vi thoi gian. Ty s6 nay chinh 1a tc do xt ly goi tin (tbc dd nhan g6i) cua bén nhan.
Mic du cong thac (2.8) gan tuong tu v6i ¢éng thire ham hiéu suat trong [64],
can luu ¥ 1a cong thic (2.8) khac véi cong thirc ham hiéu suat trong [64] nhu sau:
- M6 hinh CoAP dua vao téc do phat, con TCP [64] dua vao ctra sb tic nghén.
- Cong thae (2.8) tinh cac ham hiéu suét, thong luong va tré RTT theo S (s6 goi
inflight), con mé hinh [64] str dung cac ham s cia ctra s6 tac nghén.
- Muc tiéu cta cong thirc (2.8) trong bai nay 1a dé tinh tbc do phat, con muc tiéu
cia mo hinh trong [64] 1a tinh toan kich thudc cira 6 tac nghén.
- M0 hinh TCP ¢ bit tay ba budc, dung 3 goi tin ACK lam chi bdo mat goi.
COAP khong c6 bat tay ba budc, chi sir dung mot ACK lam chi bao mét goi.
Ham U(S) tang theo tai va téc do phat dén gia tri cuc dai va giam dan khi xuat
hién tic nghén (xem hinh 2.2). Gia tri cuc dai cua U(S) khong phai toan cuc. Cac
diéu kién gia thiét 1a: chua xét tac dong cua nhiéu ludng tin; s6 goi S khong bi gioi
han; cac ham U(S), D(S) va &S) tinh dao ham duoc; ham U(S) c6 tinh 16i. Tir cong

thire (2.8), thuc hién Iy logarit va lay dao ham hai vé ta co:

logU(S) = a log(&(S) — log D(S) (2.9)
du(s) _ ,do(s)  dD(s)
ues) 0 0(s) D(S) (2.10)

Ham U(S) dat gia tri cuc dai khi dao ham cuaa nd bang khong, do d6 ta co:

do(s) _ dp(s)
d 27— D (2.11)

Ty s6 d&(S)/&S) biéu thi su bién thién thong lugng, hay tc 6 bén nhan, con ty
s6 dD(S)/D(S) biéu thi su bién thién tr& RTT theo s6 goi tin inflight S. Gia tri @ biéu
thi ty 18 bién thién cua hai dai lvong néu trén nhu sau:

- Néu @ <1: Bién thién cua tré RTT sé& ting nhanh hon bién thién cua théng
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lwong. Biéu khién s& c6 xu huéng nghiéng vé wu tién do tré nho.
- Néu 9 >1: Bién thién cua tré RTT s& tang cham hon bién thién cua thong
luong. Biéu khién s& co xu hudng nghiéng vé vu tién thong luong cao.
- Néu 8 =1: Bién thién tr& RTT twong Gng voi bién thién thong luong. Diéu
khién s& c6 xu hudng duy tri sy can bang gitra d6 tré goi tin va thong luong.
Sau day, ta tinh B(S) va C(S) cho cac truong hop khdng mat goi (khong tic
nghé&n) va c6 mat gdi (co tic nghén) nham tinh toan téc do phét can diéu chinh giam
dé tranh tic nghén. S6 g6i bén nhan xu Iy (s6 goi dén dich) & cudi mot chu ky k phu
thudc vao S tich liiy trong chu ky k, nén sé& 1a ham sé cia S. Goi B(S) la sb goi bén
nhan xir 1y trong trudng hop khong mét goi & cudi mot chu ky k, C(S) 1a s6 g6i bén
nhan xir 1y trong trudng hop c6 mat goi & cudi mot chu ky k.
e Truong hop khdng mat goi:

Thong luong dat dugc sé la:

0(s) =2 (2.12)

) D(S)
Lay dao ham cua 6 theo B, ta c6:

ages) _ 1
dB(S)  D(S) (2.13)

Thay (2.12) va (2.13) vao (2.11), tai diém cuc dai ciia U(S) ta co:

dB(S)
dD(S)

B(S) = 4 D(S) (2.14)

Do khong mat g6i, B(S) s& bang s goi inflight S tich liiy trong chu ky k, tic 1a
bang luong goi do bén gui phat di trong chu ky k theo c¢ong thic (2.1). Khoang thoi
gian T(k) 1a thoi gian tich lity S goi inflight ciing 1a tré RTT cua S gdi tir lic phat
dén lac duoc bén nhan xt 1y, nghia 1a D(S)=T(k) va B(S)=R(k)xD(S). Ta co:

Zi—g = R(k) (2.15)
Thay (2.15) vao (2.14), ta duoc:
B(S) = @ D(S)R(k) (2.16)

e Truiong hop ¢6 mat goi:

Xét truong hop co6 mét goi, thong luong dat duoc sé 1a:
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0(S) = % (2.17)

Thay (2.17) vao (2.8), lay logarit va d¢ao ham hai vé ta duoc:

logU(S) =d log(C (S) - (1+9 ) log D(S) (2.18)
au(s) _ ,dc(s) dD(s)
e =0T (L) (2.19)

Ham U(S) dat gia tri cuc dai khi dao ham cuaa né bang khong, do do c6:

au(s) _ ,dc(s) dD(s)

e =0T — 1+ T = 0 (2.20)
N aces)

CS) =55 PO o (2.21)

So véi (2.17), ty 1€ dC(S)/dD(S) trong (2.21) chinh la théng luong & chu ky k.
Theo dinh nghia thong luong da néu & phan trén, ty s6 nay ciing 13 téc do nhan goi
tin R, ctia bén nhan ¢ chu ky k. Do d6, cong thirc (2.21) tré thanh:

0
(1+0)

C(S) = D(S)R, (k) (2.22)

O phan trén, ta da 1ap luan diéu kién tranh tac nghén 1a R <R,. Khi R=R,, tic
nghén cd thé xay ra. Pé y la CoOAP phat hién cd tic nghén khi mat 1 goi tin, khi d6
co ché diéu khién tac nghén can kich hoat va giam téc do phat. Khdng mat tinh tong
quat, co thé gia thiét mat goi trong chu ky k 1a do R dat ngudng R, trong chu ky k.
Véi muc dich so sanh (2.22) va (2.16) khi R, = R ta viét lai (2.22) cho truong hop
xay ra mat 1 goi & cudi chu ky k nhu sau:

d
(1+9)

So sanh (2.16) va (2.23), ta c6 nhan xét sau:

C(S) =

D(S)R(k) (2.23)

-S4 goi tin C(S) do bén nhan xt 1y thanh cong trong truong hop mat 1 goéi o
cudi mot chu ky k giam 1/(1+ 9) so vai B(S) trong truong hop khéng mat goi
trong diéu kién hiéu suat U(S) dat cuc dai.

Nhu da 1ap luan & phan trén cho cac gia tri caa @, néu @ =1 thi co ché diéu
khién s& duy tri duoc can bang giira tré RTT va thong luong. Néu chon a =1, C(S)
s& giam mot nira so véi B(S). Pidu d6 nghia 1a khi tic nghén (c6 mat goi), bén nhan

chi cd thé xa Iy mot nira lwong g6i tin inflight so véi diéu kién khéng mat goi.
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Xét chu ky k-1 khong mét goi voi luong goi tin inflight B(S) va toc d6 phat
R(k-1), chu ky k khi mat 1 g6i véi C(S) va toc do phat R(k). Tir nhan xét trén va tir
(2.16), (2.23) c0 thé rdt ra trong diéu kign duy tri cling D(S) nhu sau:

D(S)R(k —1) == D(S)R(K) (2.24)
R(k) = 0,5 % R(k — 1) (2.25)

Nghia 13, khi xay ra mat goi, toc d6 phat & chu ky tiép theo phai duoc diéu
chinh giam di it nhat mot nira so véi chu ky trude do dé giam tic nghén. Céc cong
thire (2.7) va (2.25) dugc dung dé diéu chinh téec d6 COAP han ché tic nghén.

2.2. Pé xuit giao thirc RCoAP
2.2.1. Co ché hoat dpng va diéu khién tic nghén ciza RCOAP
Giao thuc RCOAP hoat dong theo co ché diéu khién dua vao téc do, cai dit ¢

trén ting UDP tai bén guri va bén nhan nhu hinh 2.4.

RCOAP | _ _ _ _ _ _ _ _,| rcoar
UDP UDP
P P

£ ..... - Access
P e s — N
P Point

Hinh 2.4 So dé trién khai RCoAP tai bén giri va bén nhén
Céc nghién ctru trude day [27, 11] da chi ra chu ky ngan nhét dé diéu chinh téc
do la mot RTT, tac 12 T(K) = RTT. Céng thac (2.7) va (2.25) sé don gian la:
Khi ting toc 40: R=R+ 1 /RTT (2.26)
Khi giam téc d6: R = 0,5 x R (2.27)
RCOAP sir dung tiéu dé goi tin COAP [100], song co ché diéu khién téc do phét

theo cong thirc (2.26) va (2.27) néu trén, cu thé nhu sau:

- RCOAP khai tao va phat cac goi tin theo tdc d6 ting dan theo cong thuc (2.26)
khi khéng c6 tac nghan.
- RCOAP giam tdc d6 phat di mot nira theo cong thirc (2.27) khi c6 mat goi, tirc
1a khi c6 tic nghén xay ra.
Co ché hoat dong cia RCoAP don gian, khdng qué phic tap so véi CoAP song
khic phuc duoc cac han ché (1), (2) va (3) cua CoAP nhu d3 néu ¢ chuong 1. Bé
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tang hiéu qua truyén tin, luan 4n dé xuit bd sung cho RCoAP hai co ché: Xac dinh

tbc d6 phat ban dau va phan biét nguyén nhan mat goi.

Néu téc do phat ban dau nho, RCoAP s& mat mot khoang thoi gian dé dat dugc

toc do tdi da. Do vay, néu xac dinh téc do ban dau phi hop bang thong cb chai va

trang thai mang, RCOAP s& hiéu qua hon. it Rya 12 téc d6 t6i da cho phép cua

tng dung. Viéc lya chon Rpa 12 tiy thudc vao ung dung va didu kién mang. Luén

an dé xuat cac xac dinh téc do phat ban dau nhu sau:

Khi bat dau két ndi, RCoAP giri mot chudi goi tin thr lién tiép twong tu nhu
[11, 27] dé xac dinh toc do phat ban dau. Goi tin thir 1a g6i RCoAP réng (chi c6
tiéu d&). Thoi gian phét thur kéo dai 2x RTT. Bén giri dém s g6i ACK nhan
duoc vai bién nACK.

Sau khoang thoi gian 2x RTT, bén gui cin ¢t VA0 Rmay V& NACK dé xac dinh toc
d6 phat ban dau nhu cong thirc sau:

R = min (Rmax; max (1, nACK))

2XRTT

(2.28)

Ham max 1a dé tranh R=0, ham min 1a dé han ché téc d6 t6i da. S6 goi NACK

nhan duoc phu thude vao biang thong cb chai va trang thai tic nghan.

Pé phan biét nguyén nhan mat goi (khic phuc han ché (4) cia CoAP di néu &

chuong 1), luan &n sir dung phuong phap sau:

Khi phét hién mat goi, bén giri RCoAP giri tiép mot s6 gai tin thir dé kiém tra
nguyén nhan mat go6i. Néu sau RTT bén giri nhan duoc ACK, mat géi duoc coi
1a do 13i kénh v tuyén. Néu qua RTT ma van chua nhin duoc ACK, mat goi
duogc coi 1a do tic nghén. Ly do 1a: 1) 16i kénh vo tuyén thuong chi gay mat goi
don (do gian doan kénh trong thai gian ngan), 2) tic nghén thuong kéo theo mat
nhiéu goi ké tiép [67, 32, 119].

Néu mat gdi do 18i vo tuyén, RCoAP duy tri toc do phat. Néu mat goi do tic
ngh&n, RCoAP chia di toc d6 phat theo (2.27) dé tranh tic nghén tiép.

Mat goi dugc phat hién bang hai cach: 1) qua RTO ma bén giri van chua nhan

duge ACK cho gbi da phat, 2) phat hién khoang trong trong s tht ty nhan dwoc. S6

thir tu duge chén vao truong tly chon (ding 4 bytes) cua tiéu d& RCoAP dé kiém
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tra khoang tréng va xac dinh mat g6i (Phu luc 2).
2.2.2. Cac tragng thai cua giao thirc RCoAP

Theo co ché hoat dong da néu, giao thic RCoAP duoc thiét ké vai 4 trang thai:
1) Khoi tao, 2) On dinh, 3) Phat hién va 4) LUi nhu mé ta trén hinh 2.5.

& | Phathien
T4

Khéitao = Ondinh
i e

N 5 cé‘0\
S \A{o“q’ l

Kho; Phyg >

; Lidenb
en 106 jegpy

Lai

Hinh 2.5 Bon trang thdi ciia giao thirc RCoAP
e Trang thai khai tao
Khi bat dau két néi, RCOAP & trang thai khoi tao trong khoang 2x RTT. Muc
dich cua trang thai nay 1a dé xac dinh toc do phat ban dau theo cong thuc (2.28).
Sau khoang 2x RTT, RCoAP s& chuyén sang trang thai hoat dong on dinh.
e Trgng théi én dinh
Pay 1a trang thai hoat dong chinh dé truyén tin cua RCoAP. Trang thai nay
dugc duy tri néu khong co tac nghén xay ra. Bén guai bat dau phat vai toe do khoi
tao theo (2.28) va ting dan toc d6 néu khong thady mat géi. RTT duogc cap nhat
tuong tu nhu cach tinh RTT cho TCP [104] hay CoCoA+ [15] cu thé nhu sau:
RTT(k) = (1 —y) x RTT(k — 1) +y X RTT (k) (2.29)
Trong d6 RTT(K) la gia tri RTT do dugc 6 chu ky mai, RTT(k-1) la gid tri RTT
& chu ky trude d6, » = 0.25 1a hé s6 theo [104, 15]. Cach tinh nay lam giam thiéu
tac dong bién thién tac thoi cia RTT. Sau mdi RTT, bén gui diéu chinh téc do phat
R néu khdng thay mat g6i nhu sau:

R =min (Rypx R+—) (2.30)

R s& duoc ting thém 1 goi tin sau mdi RTT theo (2.30). Khi phat mot goi mai,
bén guri dat mot gia tri RTO cho mai goi tin. RTO khdi tao tuong tu nhu CoAP (2s
theo [100]). Néu khong nhan duoc ACK cho goéi tin di phat di, bén gui s& ding

trang thai 6n dinh dé chuyén sang trang théai phat hién.
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e Trang thai phat hién

Khi phét hién mat g6i, RCoAP lap tic giam téc d6 mot nira theo cong thire
(2.27). Tiép d6, RCoAP xac dinh mit g6i do 15i kénh vé tuyén hay do tic nghén
theo cach d3 néu & muc 2.2.1 véi viéc phat mot s6 goi tin thir. Néu c6 ACK trong
khoang mot RTT, RCoAP xéac dinh mat géi do 13i vo tuyén. Khi d6, RCoAP khoi
phuc lai tbc do phat dé duy tri hiéu ning va trd vé trang thai on dinh. Néu sau RTT
van chua nhan duoc ACK, RCoAP xac dinh mat goi do tic nghén va chuyén sang
trang thai lui.

e Trgng théi lui

Trong trang thai nay, RCoAP giam téc do phat theo cong thuc (2.27) dé tranh
tic nghén thém. Tiép d6, RCoAP thyc hién phat lai cic goi tin d3 mat. Tién trinh
phét lai st dung co ché I0i twong ty nhu CoCoA+ [15], cu thé nhu sau. RCoAP do
va cap nhat RTT theo cong thuc (2.29) dé tinh d6 bién thién RTVAR va RTO:
RTVAR(k) = (1 — B) X RTVAR(k — 1) + B x |RTT(k — 1) — RTT(k)| (2.31)
V6i RTT(k — 1) = (1 — )RTT(k — 1) + aRTT (k)

RTO(k) = 0.5 x (RTT(k) + 4 x RTVAR(k)) + 0.5 x RTO(k — 1) (2.32)
RTOpackors = RTO(K) X VBF (2.33)
Vi o = 0.25 va i = 0.125 theo [15].
Gia tri VBF duoc tinh theo cong thire (1.8) nhu trong CoCoA+ [15].

Hé sé VBF biéu thi chién lugc Ui bién dong trong trudng hop co tic nghén. S6
lan phat lai mdi goi téi da 1a 4 theo [100]. Néu qua 4 1an phét lai, goi tin twong tng
dugc coi 1a mat. Trong thoi gian I0i, néu bén giri nhan duoc mot ACK, tic nghén
duoc coi 1a hét. Khi d6, RCoAP durng trang thai 10i va chuyén vé trang thai 6n dinh
Vi tée do phat hién co. Truong hop c6 tic nghén kéo dai, RCoAP sé& tu dong lap lai
qua trinh chuyén tir trang thai on dinh sang phat hién va 1ti nhu mé ta o trén.

2.2.3. C4c thudt toén coe ban cua giao thirc RCoAP

Phan sau trinh bay céc thuat toan co ban cia RCOAP theo 4 trang thai di néu.

RCOAP hoat dong theo su kién. Mot s6 ham su kién khdng trinh bay chi tiét & day
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gom: nhan géi, giri goi, dinh thdi RTO va ham phat lai géi. Bién ACK=False mdi
khi gui mot g6i méi, ACK chi la True khi bén gui nhan mot géi ACK.
e Thudt todn khai tgo

Thuat toan khoi tao thuc hién mot lan khi bat dau két nbi va kéo dai 2x RTT
nhdm xac dinh toc d6 phat ban dau. Pau vao 1a Rpa V& RTOinir. RTOjni 12 gia tri
dinh thoi phat lai cia COAP. Rya 12 téc d6 téi da cho phép wng dung (tiy chon).
Pau ra la toc do R. Bién nACK la sb goi ACK dém dugc. T 1a thoi diém phét tiép
mot goi tin; to 1a thoi diém bat dau. Tm 1a thoi gian toi da chd ACK (twong tng 4
lan phat lai). Bién ACK duoc khai tao = False (dong 5). Luu y 1a ACK=False mdi
khi phat géi maéi vai ham SendNextPacket, chi l1a True khi ¢6 su kién bén gui nhan
duoc ACK.

Thuat toan 2.1. Khéi tao
Béu Vé.O Rmax y RTO|n|t

Paura: R

1: Function InitState()

2: nACK =0

3 T=10+1/Rnax

4: Tm =10 + 4xRTOjpjt

5: ACK = False

6: WHILE ( ACK == False ) DO

7 IF (t>T) THEN

8 packet < SendNextPacket()
9: T=t+1/Rnax

10: ENDIF

11; IF (t>Tm) THEN Restart()
12: ENDIF

13: ENDDO
14. RTT < CalculateRTT()
15: WHILE (t <2xRTT) DO

16: IF (ACK ==True) THEN
17: NACK =nACK +1
18: ACK = False

19: ENDIF

20: ENDDO
21: R =min (Rmax, max (1, nACK / (2xRTT ) )
22: END Function.

Vvong WHILE thir nhét giri chudi goi thir (dong 6-13). RCoAP phat tirng goi tin

v6i ham SendNextPacket() tai cac thoi diém t > T véi t 12 thoi gian tuc thoi. Néu
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qua Tm ma van chua c6 ACK, RCoAP c6 13i két ndi va can khoi tao lai. Khi c6
ACK, RCOAP tinh RTT va chuyén sang vong WHILE thi 2. Vong WHILE nay
thuc hién trong 2xRTT (dong 15-20). RCoAP d&ém nACK mdi khi nhan dugc goi
ACK. Sau 2xRTT, RCoAP tinh téc d6 phat ban dau (dong 21) va két thic khai tao,
chuyén sang trang thai 6n dinh.
e Thudt toan ¢ trgng thai én dinh
Trang thai 6n dinh duy tri khi khong c6 mat goi xay ra. Bién T xac dinh thoi

diém phat tiép mot gai tin theo téc do R, t 1a thoi thoi gian tac thoi, Tn 1a thoi diém
diéu chinh tdc do phat, bién ACK chi 1a True mdi khi c6 su kién nhan mot gdi ACK,
bién pLoss biéu thi ¢ gai tin bi mat.

Thujt toan 2.2. On dinh

bau vao: R

Dau ra: pLoss
1: Function SteadyState()

2 T=t+1/R

3 Tn=t+RTT

4: ACK = False

5 pLoss = False

6: WHILE ( pLoss == False) DO

7 IF (t>T) THEN

8 packet < SendNextPacket()
9: T=t+1/R

10: ENDIF

11; IF (ACK == True) THEN RTT < CalculateRTT()
12: ENDIF

13: IF (t>Tn) THEN

14: R=min (R+1/RTT, Ryax )
15: Tn=t+RTT

16: ENDIF

17: pLoss €< CheckLoss()

18: ENDDO

19: DetectState()

21: END Function.

Vong WHILE (dong 6-18) duy tri khi khdng c6 mat goi. RCoAP phat tirng goi
tin voi ham SendNextPacket() tai cac thoi diém T >t + 1/R (dong 7-9) véi t 1a thoi
gian tuc thoi. Bién ACK=True mdi khi c6 sy kién nhan dugc g6i ACK, RTT duoc
cap nhat méi (dong 11). Do khong c6 mat goi, toc do phat R duoc cap nhat theo
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codng thire (2.30) sau mdi khoang RTT (dong 13-16). Bién pLoss duoc kiém tra voi
ham CheckLoss(). Ham nay kiém tra khoang tréng trong sb thir tu géi nhan dugc.
Bién pLoss ciing c6 thé bang True khi ham su kién dinh thoi RTO duoc kich hoat
bao hiéu mat gdi. Khi pLoss = True, thuat toan roi vong WHILE va chuyén sang
trang thai phat hién bang cach goi ham DetectState() khi xac dinh c6 mat goi.
e Thugt todn phat hié¢n

Thuat toan bt dau khi RCoAP phéat hién c6 mat goi véi pLoss=True. Céc bién
T, R, t, Tn, ACK, pLoss twong tu nhu & thuat toan truéc. RCoAP luu lai téc do hién
c6 vao bién Ryq VA 13p tirc giam tc do R di mot nura (dong 5) theo cong thie (2.27).

Thuat toan 2.3. Phat hién

Dau vao: R, pLoss

Pau ra: R, pLoss
: Function DetectState()
:T=t+1/R
cTn=t+RTT
: ACK = False ; pLoss = False
cRold=R;R=Rgq/2
: WHILE (t < Tn) DO
IF(t > T)THEN

packet < SendNextPacket()

9: T=t+1/R
10: ENDIF
11: IF (ACK == True) THEN
12: R = Roig
13: ACK = False
14. return SteadyState()
15: ENDIF
16: ENDDO
17: IF (ACK == False ) THEN
18: pLoss = True
19: BackoffState()
20: ENDIF
21: END Function.

Trong khoang mot RTT (vong WHILE dong 6-21), bén gui s& phat tiép mot s6

O~NOD R WNE

goi tin thir voi ham SendNextPacket() dé xac dinh nguyén nhan mat goi (dong 6-
10). Néu c6 ACK trong khoang mot RTT (dong 11), mat goi 1a do 15i vo tuyén. Khi
d6 RCoAP khdi phuc lai tbe d6 cii (dong 12) va quay vé trang thai 6n dinh (dong
14). ACK=True chi khi bén giri nhan dugc géi ACK trong su kién ham nhan. Néu
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ACK=False va van chua hét mot RTT (bién Tn), RCoAP tiép vong WHILE. Néu da
hét mot RTT ma van chwa nhan dugc ACK, RCoAP xac dinh mat goi do tic nghén
va chuyén sang trang théi l0i (dong 17-19).
e Thudt toan lui

Céc bién T, R, t, Tn, ACK, pLoss tuong tu nhu & cac thuat toan trugc. Trang thai
lui duy tri khi khéng nhan dugc bat ky g6i tin ACK nao (vong WHILE ¢ dong 6-
20). Do di xac dinh tic ngh&n ¢ thuat toan phat hién, RCoAP giam tiép téc do phat
theo cong thirc (2.27) dé tranh tac nghén thém (dong 5). Tiép d6, RCoAP thuc hién
phét lai cac géi tin di mat (dong 7-10) vaoi ham SendNextRTX().

Thuat toan 2.4. Lui
Pau vao: R, pLoss

Pau ra: R

1: Function BackoffState()

2: T=t+1/R

3: Tn=t+RTT

4 ACK = False

5: R=R/2

6: WHILE ( ACK == False ) DO

7 IF(t>T)THEN

8 packet < SendNextRTX()
9: T=t+1/R

10: ENDIF

11: IF (ACK == True) THEN
12: ACK = False

13: return SteadyState()
14: ENDIF

15: IF(t>Tn) THEN

16: R=R/2

17: T=t+1/R

18: Tn=t+RTT

19: ENDIF

20: ENDDO

21: END Function.
Néu c6 bat ky go6i ACK nao nhan dugc (dong 11), RCoAP s& quay Vé trang théi
6n dinh (dong 13) véi toc do phéat R hién tai. Néu cé tic nghén kéo dai, RCOAP s&
tu dong 1ap lai qua trinh chuyén tir trang thai 6n dinh sang phat hién va lii nhu mo
ta & trén. Sau mdi RTT (dong 15), RCOAP s& tiép tuc l0i vai viéc chia doi tée do

phat (dong 16), cap nhat lai T va Tn (dong 17-18). Truong hop khdng nhan dugc
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ACK trong thoi gian qua dai, trién khai RCoAP thuc té c6 thé kiém tra thoi gian dé
két thac két noi.
2.3. Tinh toan hiéu nang giao thirc RCoAP
Theo cac tham sé danh gia hiéu ning da néu & chwong 1, phan nay tinh toan céc
dai luong: do tré, ty 16 mat gdi va thong luong.
Bang 2.2: Cac ky hiéu tinh toan hiéu nang RCoAP

Tén ky hiéu Y nghia

D Do tré goi tin mot chiéu

Do Po tré goi tin mot chidu cua goi tin dau tién cua ludng tin
d; Do tré goi tin thu i

Dg Do tré goi tin trung binh caa ludng tin

F Hé s ngau nhién

Ny Tong s6 goi phat di thanh cong

S6 lan phét lai tha m

X&c suat mat géi trong mot lan phat

P; X&c suat mat goi sau i 1an phat
RTO, Gia tri RTO khai tao
Ors Thong luong trung binh cua ludng tin

2.3.1. Pg tré goi tin
Do tré 1a thoi gian dé truyén mot goi tin tir bén gui t6i bén nhan thanh cong. o

tré d; cua goi tin tha i duoc tinh theo cong thuc:

d; = Dy + (2' = 1) x RTOy x L2 (2.34)

Trong d6, i 1a s6 1an goi tin phai phat lai véi 1 <i <m, m 1a s6 lan phét lai t6i
da, RTO, 4 gi4 tri RTO khoi tao, f 12 mot hé sé ngdu nhién dé biéu thi bén gui sé
chd mot khoang giira [RTO, RTOxf] dé phat lai sau mdi RTO. 2' vi mdi lan phét lai,
gi4 tri RTO s& nhan d6i. 2' -1 vi trong s6 i 1an phét lai, c6 it nhat mot 1an phat lai
thanh cong dé tinh duoc do tré. Xac suat phat goi thanh cong c6 tré d; sau i 1an phat
lai la:

Pr(D =dy) =p'(1-p) (2.39)
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Véi p 1a xac suat mat goi trong mot 1an phat (1-p) 1a xac suat phat thanh cong
maot goi). Voi TO = RTO,(f + 1)/2, @6 tré trung binh cua céac gai tin sé la:

Drg = L% Pr(D =d;)d; = XL, p'(1 = p)[ Do + (2" — 1)TO] (2.36)
Drp = Do XiZop'(1—p) + TO X,(2p)'(1 — 2p) ((11_;2';)) —TOXZ,p'(1—p) (2.37)
Vi: ¥, p'(1—p) = 1—p™*! (2.38)

Néu coi p rat nho so vai m, cd thé tinh xap xi Drg nhu sau:
Drp = Do(1 —p™*™) + TO[1 +p™*™ — (2p)™*] (2.39)

Néu gisi han sb 1an phat lai m thi cé thé gigi han d6 tré Drg cua ludng tin.
2.3.2. Tinh toan mdt goi tin khi truyén

X&c suat phét goi thanh cong sau i 1an phat lai 1a: p(1 — p), do vay xac suat
mat mét goi tin sau i lan phat lai 1a:

P,=1-p'(1-p) (2.40)

Ty lé mat g6i la s6 goi tin bi mat khi truyén so véi tong sb goi tin da phat di.
2.3.3. Théng lwong

RCOAP phat di chudi goi inflight trong tw TCP nén c6 thé s dung cong thic
tinh thong luong trung binh cho TCP [43]. Tuy nhién, TCP phat hién mat géi bang
dau hiéu mat ba ACK lién tiép, con RCoAP phéat hién mat g6i chi bang 1 ACK bi

mat. Vi vay, cong thire tinh thong lugng trung binh cho RCoAP sé& nhu sau:

1

075 (p, RTT) = (2.41)
e RTT\/? + RT00<3\/%xp(1+32p2)>
C6 thé tinh xap xi:
1.42

Ors(p, RTT) = RTTVP (1 + 2.5XRT0yxp(1+32p2) (2.42)

Néu bo qua cac goi tin phat lai véi RT O, ta c6 cong thirc xap xi sau:
1.42
HTB (p, RTT) = RTTvD (243)

2.3.4. Cac tham sé hiéu ning khdc

Céc tham s hiéu nang khac nhu: sd goi tin phat di thanh céng (c6 phan hoi
ACK), ty I& gdi tin phat thanh céng, sé goi tin phai phat lai, ty 1& géi tin phat lai, s6
goi tin phat lai dup (phat lai goi trung véi goi tin da nhan duoc), ty 1€ goi tin phat lai
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dup duoc tinh bang gid tri trung binh cua cac tham sé do duoc khi mé phong va tinh
do tin cay theo cong thirc da néu ¢ chuong 1.

2.4. Két qua mé phéng cho RCoAP

2.4.1. Thiét l@p méi trwong mod phéng

Bo cong cu st dung cho mo6 phong la NS3.36 [88]. NS-3 la mot b cong cu mo
phong mang theo su kién roi rac, hd trg xay dung va phét trién cac giao thirc truyén
tin nhanh, hiéu qua va sat véi thyuc té. NS-3 rat linh hoat, tao duoc nhiéu topo mang
va kich ban da dang twong tu nhu trén mang thyc. Phan mém CoAP dya trén cac
ham co ban ciia Maesor [82] va Take [50]. Phan mém CoCoA va CoCoA+ duoc tao
tir COAP véi viéc bo sung va stra doi ham tinh RTO. Phan mém RCoAP duoc xay
dung dya trén CoAP véi viéc bd sung cac ham cho truyén chudi goi, tinh toc do
phat va diéu chinh téc do (Phu luc 3).

M6 hinh mang ICN cho ng dung CoAP dugc dua ra cac tiéu chuan [99, 57, 60,
62], trong d6 cac mo dun IoT truyén tin qua loT Gateway, qua mang Internet vé
may chu ¢ trung tdm nhu mo ta ¢ hinh 1.3. Cac nghién ctru lién quan thuong st
dung mang hinh sao dé md phong tng dung mét ching (cho tng dung don gian
[99]) va mang hinh xwong c4 cho tng dung nhiéu chang két néi vai nhiéu bén nhan.
Luan an ciing stir dung 2 mo6 hinh nay nhu trén hinh 2.6 va 2.7 véi cac mé dun IoT
bén giri va cac may chu bén nhan, AP 1a diém truy nhap (hay Gateway), R; va R,

biéu thi cac ndt mang Internet chuyén tiép dit liéu.

o , N Intemet / -
n2 ‘ . “.f' ‘f/ \“‘ ‘ ‘ / 1 I."’ :.\I
TR / N /AP —> R1 —H Rz — S;
Y Y . /f// ) / ; 7 .
W g g N
Hinh 2.6 Mgang hinh sao Hinh 2.7 Mang hinh xwong cd

Theo tiéu chuan ITU, ciac md dun IoT sir dung phd bién cong nghé ZigBee
(802.15.4), WiFi (802.11n/g) hoac Ethernet [57, 99]. CoAP trong cac mé6 dun IoT
thuong hoat dong ¢ toc do thap, vi du tée do téi da dat 250 Kbps vai 802.15.4, mot
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dac trung cho mang 6LoWPAN [100]. Cac nghién ctru lién quan nhu CoCoA [14],
CoCoA+ [15], BDP-CoAP [11], RTT-CoAP [9] str dung cau hinh md phong gom:
ZigBee (802.15.4) hoic WiFi (802.11) cho tang vt ly, tbc do phat cua mdi ludng
tin tir 1 Kbps - 250 Kbps, thoi gian md phong pho bién tir 10s -300s. Cac tinh trang
tic nghén duoc mé phong bang cach thay ddi bing thong c6 chai va do tré cua
tuyén két ndi giita hai dau cudi [68, 66, 10]. Bé so sanh véi cac nghién ciu lién
quan, luan &n st dung cau hinh mang mé phong twong ty [13, 15, 22, 93, 68] dé so
sanh RCOAP Véi céc giao thiic COAP da chuan hoa gom: CoAP, CoCoA va

CoCoA+. C4c tham sé cau hinh & bang 2.3 sau.

Bang 2.3: Cdc tham s6 chinh dé thiét Igp mé phéng RCoAP

Tham sb Gia tri
Thoi gian mo phong 50s — 300s
S6 1an chay mdi kich ban 30 lan
S6 mo dun IoT bén g 3-30

Tang vat ly va MAC

WifiPhy 2,4 GHz; IEEE 802.11b/n [88, 93, 68]

Lién két AP

250 Kbps, 64 ms (tuong tu [14, 15, 22, 23])

Két ndi Internet

10/100 Mbps (Ethernet)

Kich ban mé phong

M6 phéng bang thong c6 chai vi BW va tré lién
ket D theo cach trong [66, 21, 10, 68, 15, 115]:

+ Kich ban Thtr nghiém BW =500 Kbps; D =500 ms

2.1 chtrc nang

+ Kich ban So sanh giao BW =1 Mbps, 500 Kbps; D = 64 ms, 500 ms
2.2: thac

+ Kich ban Luu luong bién | Kich ban 2.3a: BW = 1 Mbps; D = 70 ms
2.3 dong Kich ban 2.3b: BW = 1 Mbps; D = 120 ms
Mo hinh mang Kich ban 2.1: Mang hinh sao (hinh 2.6)

Kich ban 2.2, 2.3: Mang hinh xuong cé (hinh 2.7)

Thoi diém bat dau phét

Ngau nhién trong khoang 0-200 ms

Tinh khoang tin cay

Theo cong thac (1.11) véi muc tin cay 99%

2.4.2. Kich bdn 2.1

Kich ban 2.1 sir dung mang hinh sao (hinh 2.6) nham thtr nghiém chuc niang xac
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dinh toc d6 phat ban dau, diéu khién ting/giam tdc d6 phat va nhan biét nguyén
nhan mat g6i cia RCoAP.
e Xic dinh téc dé phdt ban dau

Hinh 2.8 biéu thi két qua xac dinh téc d6 phat ban dau sau 2x RTT (xap xi
1,3s). Sau khi khoi tao, RCOAP bit dau phét cac goi tin thir cho dén khi nhan duoc
ACK dau tién. Khi khdng c6 tic nghén, RCoAP ting dan toc do phét va dat toc do
t6i da 160 Kbps ¢ thoi diém 7s.
o Ting giam téc dé va Ui

Mat gbi duoc md phong bang cach loai bo mot sé goi, trong tu nhu cach & cac
nghién cau lién quan. Hinh 2.9 biéu thi diéu khién caa RCoAP. Khi phét hién mat
goi do tic nghén (mat goi lién tiép trong khoang 4,5s-6,5s), RCOAP giam toc do
phat di mot nira & 4,5s va tiép tuc giam dan (chia d6i) vé 0. Tuir 9s, do khdng con
mat goi (hét tac nghén), RCoAP ting dan toc do phat dé dat toc do t6i da 160 Kbps
& thoi diém 14s.

300 XAc dinh t8c db phat ban dau clia RCoAP Toc dd phét tang/giam va Ui cha RCoAP
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Hinh 2.8 Xdc dinh téc dé ban dau Hinh 2.9 Tang/giam toc dg va i

e Phan biét nguyén nhan mat goi
Hinh 2.10 biéu thi RCoAP phét hién mat g6i do I15i vo tuyén & thoi diém 5,5s do

chi mat mét goi. Téc do phat dwoc khdi phuc lai gia tri trude thoi diém méat goi.
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Hinh 2.11 biéu thi RCoAP phat hién mat géi do tiac nghén khi c6 mat goi lién
tiép trong khoang 4,5s - 6s. Tiép d6, RCoAP giam téc do phat mot nira sau moi
RTT va phat tiép cac goi tin thir dé kiém tra trong khoang 6s — 8.5s. Khi khic phuc
duoc tic nghén, RCoAP bit dau tang dan tdc do phat tir thoi diém 9s.

2.4.3. Kich bdn 2.2

Kich ban 2.2 sir dung mé hinh mang 2.7 dé so séanh hiéu ning caa RCOAP voi
céc giao thirc CoAP, CoCoA va CoCoA+ diing cac tham sé md phong ¢ bang 2.3.
Téc do phat cia cac ludng tin thay doi tir 2 Kbps toi 2,5 Kbps. Cac dai luong: do tré
6i, thong luong, ty 16 mat gdi, s goi phat thanh cong, sé géi phat lai dugc do
ludng dé so sanh hiéu nang cua cac giao thuc.

e Sosanh hig¢u nang RCoAP véi CoOAP, CoCoA va CoCoA+

Hinh 2.12 biéu thi d6 tré trung binh cua cac giao thirc. Do tré cua CoCoA va
CoCoA+ cao va bién dong nhanh do cé nhiéu goi tin phai phat lai (xem Bang 2.4).
Do tré trung binh trong khoang 400 ms -700 ms véi dinh Ién t&i 1,0s. Do tré cua
CoAP va RCOAP thap hon va bién thién nho. D6 tré cia CoAP nho va bién doi it
hon CoAP, CoCoA va CoCoA+. Nguyén nhan la RCoAP khong phai phéat lai goi

tin nao trong thi nghiém nay (xem Bang 2.4).
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P& tré trung binh cla céac giao thuc

1.49 . cocoa
—+— CoAP

1.2 —e— CoCoA+
—»— RCoAP

IR

Thoi gian (Seconds)

Hinh 2.12 D¢ tré cua cac giao thirc

D6 tré (Seconds)

50

Hinh 2.13 so sanh thong lugng cia RCoAP, CoAP, CoCoA va CoCoA+.
Thong luong cac giao thic bién thién véi mot sé dinh nhon do su thay ddi trong
RTO va so lan phat lai. Cac s liéu do luong duogc liét ké trong Bang 2.4. Két qua
mé phong cho thiy thong luong trung binh caa CoAP, CoCoA va CoCoA+ Xap Xi
16,96 Kbps (gom ca phat lai), trong khi thong luong trung binh cia RCoAP cao hon
do phét chudi goi, dat xap xi 23,24 Kbps trong cting diéu kién mé phong nay.

120 Théng lugng trung binh clia cac giao thic

—a— CoCoA ®
—+— CoAP ®
100 i —=— CoCoA+
—#«— RCOAP
ey
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Hinh 2.13 Théng lwong cua céc giao thic

Trong kich ban 2.2, bang thong cb chai chwa du tao ra tic nghén. Chua c6 mat
gOi xay ra trong ca 4 giao thiac, mac du CoAP, CoCoA va CoCoA+ phai phat lai toi
43 gbi nhu trong bang 2.4.

Bang 2.4: So sanh hiéu nang cua RCoAP va cac giao thirc CoAP khac
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Giao thic D@\tré trung Thﬁqg lwgng T)’fl !é mét S(‘)\géi pAhzit S6 gbi
binh (ms) trung binh (Kbps) | g6i (%) | thanh cong | phat lai
CoAP 102,4 16,96 0 50 43
CoCoA 585,7 16,96 0 50 43
CoCoA+ 316,7 16,96 0 50 43
RCoAP 78,8 23,24 0 137 0

e S0 sanh higu nang cdc giao thirc COAP khi c¢6 lwu lwong TCP bién déng

Pé tao méi truong luu luong dong cho md phong, mot ludng TCP duoc tao
thém bang cach st dung socket TCP chuan cia NS-3 [88]. Luu luong TCP bién
thién cao, canh tranh véi cac ludng CoAP, CoCoA, CoCoA+ va RCoAP, tao su bién
d6ng vé tai luu luong trong mang.

Hinh 2.14 biéu thi d6 tré cua cac giao thuc khi c6 luu lwong nén TCP. Do tré
trung binh cua RCoAP la 613,25 ms, CoCoA la 800,81 ms, CoAP la 804,57 va cua
CoCoA+ 13 941,24 ms. Do tré goi bién thién theo thay doi tai luu luong. Khi tai
cao, do tré goi cia CoAP, CoCoA va CoCoA+ ting nhanh chong va bién thién lon.
Nguoc lai, d6 tré cia RCoAP c6 bién thién song khong vuot qua 750 ms.

Hinh 2.15 so sanh thong luong cua cac giao thicc. Thong lugng trung binh cua
CoCoA+ la 4,6 Kbps, CoCoA la 5,6 Kbps, CoAP la 5,8 Kbps, va cia RCoAP la 7,0
Kbps. S6 goi tin phat di thanh cong (ké ca phat lai) cia COAP 1a 80, cua CoCoA la
81, cua CoCoA+ la 54 va cia RCoAP la 216. Thong luong trung binh cta 4 giao
thizc thap hon thi nghiém trude do ¢6 luu lugng TCP tuong tranh bang thong.

Bd tré clia cac giao thire khi ¢é luu lugng nén TCP

CoCoaA
basic CoAP
CoCoA+
RCOAP

=
n

Pg tré (Seconds)

Thgi gian (Seconds)
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Hinh 2.14 B¢ tré khi ¢ TCP

Théng luvgng cac giao thidc khi ¢é luu luegng nén TCP

I

Thai gian (Seconds)

Hinh 2.15 Théng lwong khi c6 TCP

2.4.4. Kich ban 2.3

Kich ban 2.3 str dung mé hinh mang 2.7 dé danh gia hiéu ning RCoAP trong
cac diéu kién do tré lién két khac nhau thé hién tinh trang tac nghén véi cac tham s
mo phong ¢ bang 2.3.
a. Kich ban 2.3a (d¢ tré lién két D = 70ms)
e Hiéu nang RCoAP

P4 tré trung binh caa 3 luéng RCoAP

“M l,.\“'i:‘hﬂm\“v il “\Mﬂﬂ\\ *'v‘ﬂ'lh. '\"Hyu

Th&i gian (Seconds)

Hinh 2.16 D¢ tré 3 lusng RCoAP (trong s¢ 10 luong)
Trong kich ban md phong nay cho phép luu thoat nhiéu goéi hon, nguy co xay
ra tic nghén thap trong diéu kién 10 ludng tin cting phat dong thoi. Hinh 2.17 hién
thi d6 tré trung binh cua 3 ludng tin RCoAP (tir 10 ludng). Céc lubng RCoAP duy

tri duoc d6 tré 6n dinh gidng nhau véi do tré trung binh xap xi 920 ms cho mdi
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ludng tin. Hinh 2.18 biéu thi thong lwong trung binh cua 3 ludng tin RCoAP. Thang

lwong trung binh cua céc ludng dat xap xi nhau véi gid tri trung binh 0,7 Kbps.

Thoéng lugng trung binh cda 3 luéng RCoAP

< 0 ';.Um"m LS T uuxbMn.uu\lwmd‘ln{.

Thai gian (Seconds)

Hinh 2.17 Théng lirong 3 luong RCoAP (trong so 10 luong)

e Sosanh RCoAP va CoAP

Hinh 2.19 so sanh d6 tré trung binh cua 10 ludng RCoAP va 10 luong CoAP
trong kich ban 2.3a. C4c ludng RCoAP duy tri dugc do tré trong khoang 790 ms dén
1200 ms. Trong khi d6, do tré cac ludng CoAP duy tri & 900 ms trong khoang tir
0s—160s, sau d6 ting nhanh va dat téi 30s trong khoang 170s-250s. Tac nghén da
xay ra trong khoang nay. CoAP phai phét lai nhiéu goi da mat voi RTO tiang gap
d6i mdi khi phét lai (xem sb g6i phat lai & bang 2.6).

B4 tré trung binh ca RCoAP (ms)

1200
800 A
400 A

o

g binh {ms)

O 50 100 150 200 250 300
B tré trung binh cda CoAP (ms)

30000 A
20000 A
10000

a 50 100 150 200 250
Thdi gian {Seconds}

Hinh 2.18 D¢ tré trung binh cua 10 luong RCoAP va 10 luéng CoAP

D6 tr trun
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— RCoAP
1.2 — CoAP

. 1 MRl

o] 50 100 150 200 250 300
Thai gian (Seconds)

Théng luong (Kbps)

Hinh 2.19 Théng lirong trung binh cia 10 lusng RCOAP va 10 luong CoAP
Hinh 2.20 so sanh thong lugng trung binh cia 10 lusng RCoAP va 10 ludng
COAP. Trong khoang bat dau (0s-20s), RCOAP do tim bing théng cb chai. Khi chua
xay ra tac nghén (0s-170s), thong luong trung binh cia RCOAP va CoAP xap xi
bang nhau. Khi tic nghén xay ra (khoang 170s-290s), thong luong COAP giam
nhanh chdng, con RCoAP van giit duge thong lwgng trung binh ¢ 0,711 Kbps, cao
hon so véi COAP,

Badng 2.6: So sanh RCoAP va CoAP khi do tré lién két D = 70ms

Gia tri trung binh ciia 10 ludng tin RCoAP CoAP
Tong s6 goi giri 216 162

S6 goi phat thanh cong 216 (100%) 159 (98,21%)
S6 gbi phat lai 0 (0.00%) 33 (20,53%)

S6 goi phat lai dip 0 (0.00%) 29 (17,93%)
S6 goi dén dich thanh cong 216 (100%) 130 (80,27%)

S6 gbi bi mat 0 (0.00%) 32 (19,73%)

Tré trung binh 922,41ms 4175,40ms

Thong lugng trung binh 0,7111 Kbps 0,5353 Kbps

Dé kiém tra tinh 6n dinh caa co ché diéu khién trong thoi gian hoat dong dai,
thoi gian mo phong dugc dat 1a 1000s (= 17 phit). Hinh 2.21 va 2.22 so sanh d¢ tré
trung binh va thong luong cia RCOAP va CoAP. Két qua do duoc cu thé nhu sau:
d6 tré trung binh cia RCoAP 14 844,76 ms véi khoang tin cay (826,19; 863,33) nho
hon nhiéu so vai 18702,23 ms véi khoang tin cay (17320,67; 20083,79) cua CoAP.
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Thong luong trung binh cia RCoAP la 0,669 Kbps véi khoang tin cay (0,657;
0,680) cao hon so va6i 0,664 Kbps véi khoang tin cay (0,591; 0,737) cua CoAP. Cac

khoang tin cay duogc tinh véi mac 99%.
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Hinh 2.21 Théng lwvong RCoAP va CoAP
b. Kich bdn 2.3b (dg tré lién két D = 120ms)
e Sosanh RCoAP va CoAP
Khi thay d6i do tré D = 70ms 1én 120ms tao ra nguy co tac nghén cao khi 10
lusng CoAP va 10 ludng RCoAP cung phat dong thoi. Hinh 2.23 hién thi do tré

o
S

e
N}

Théng lugng trung binh (Kbps)
@]
a)]

c
o

trung binh cua 10 ludng RCoAP va 10 ludng CoAP trong diéu kién nay. Tac nghén
xay ra ngay khi céc ludng bit dau phat tin. Do tré ting nhanh trong CoAP. Trong
khi @6, RCoAP han ché dugc do tré trong khoang 0s-100s. Sau d6 d6 tré ting do



65

xay ra tic nghén. Tuy nhién, RCoAP duy tri duoc d6 tré trung binh nhé hon CoAP.
Hinh 2.24 so sanh thong luong cua RCoAP va CoAP. Do bién dong cua do tré
lien két, thong lwong ctia RCoAP va CoAP déu dao dong song & mic nho (dudi 1

Kbps). RCoAP c6 xung cao do phat thém goi ther khi ¢ mat goi, thé hién chudi goi

inflight 16n.
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Hinh 2.22 H¢ tré trung binh cia 10 luong RCoAP va 10 luéng CoAP
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Hinh 2.23 Théng lirong trung binh cia 10 lusng RCoAP va 10 luong CoAP

Bang 2.7 so sanh hiéu ning giita RCOAP va CoAP khi d6 tré lién két D =
120ms. Cac tham sb twong tu nhu trong bang 2.6, song c6 gia tri nhé hon do cac
ludng tin phat di it goi hon trong diéu kién kich ban mé phong nay. Do thoi gian
chay mé phong 1a 300s nén dén thoi diém két thic md phong c6 mot sé goi tin
inflight nén sé goi bi mat (khéng nhan duoc ACK) cia RCOAP nho hon sb gdi phat
lai. Cac két qua chi ra cac tham s hiéu nang cua RCoAP tét hon CoAP.

Bdng 2.7: So sanh RCoAP va CoAP khi d¢ tré lién két D =120ms
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Gia tri trung binh ciia 10 ludng tin RCoAP CoAP
Téng sb goi guri 74 49
S6 go6i phat thanh cong 63 (85,33%) 44 (89,57%)
S6 gbi phat lai 35 (47,24%) 48 (97,55%)
S6 goi phat lai dap 27 (36,88%) 40 (82,62%)
S6 g6i dén dich thanh cong 36 (48,45%) 4 (6,95%)
S6 go6i bi mat 38 (51,55%) 45 (93,05%)
Tré trung binh 10902,82ms 30665,06ms
Thong lugng trung binh 0,2459 Kbps 0,1519 Kbps

2.5. Tong hop cac thay ddi cai tién cia RCoAP so véi CoAP
Cai tién co ché diéu khién tic nghén cho CoAP 1a mot yéu cau bat budc nhu
da chi ra trong cac RFC [100, 102, 101, 103], khuyén nghi cua ITU [57, 58, 99] va

trong cac nghién ctru lién quan trude day nhu [36, 37, 9-11, 66].

So véi CoAP, RCOAP c6 mot sb thay dbi cai tién chinh nhu sau:

(1) RCOAP can thoi gian khai tao kéo dai 2xRTT cho mot phién két ndi mai dé xéac
dinh toc do phat ban dau. Chi phi nay nho so véi toan bo thoi gian truyeén tin. Vi
du, néu RTT = 100 ms, thoi gian két ndi phién truyén tin 1a 300s thi thoi gian
phét sinh do khai tao 1a 0,033%. Néu phién két ndi kéo dai thi chi phi cho thoi
gian khai tao cang nho.

(2) So sanh CoAP gdc, RCOAP c6 nhiing bd sung sau:

e Tiéu dé gdi tin RCOAP ¢6 nhiéu hon 4 bytes & phan tly chon dé gui sb thir tu
g6i tin phuc vu cho kiém tra nguyén nhan mat géi (Phu luc 2),

e Ham gui (SendPacket) va ham nhan (Receive) c6 thém 6 dong lénh dé xir ly
tiéu dé gai tin,

e Ham SendPacket c6 thém 17 dong lénh dé diéu khién téc do phat.

e Ham Receiver c6 thém 19 dong lénh dé kiém tra nguy@n nhan mat goi.

(3) So sanh CoAP gbc, RCoAP cd thém 2 ham méi 1a ham Detected dé kiém tra
mat gdi va ham Backoff dé i khi c6 tac nghén voi tong sé 38 dong lénh.

Nhu vay, RCoAP di c6 thém chi phi tinh toan so véi CoAP gbc, do do thoi
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gian xt 1y cia RCoAP cao hon so v6i CoAP. Tuy nhién, ca RCoAP va CoAP déu
chi str dung cé&c vong lap don trong tinh toan. Vi vay, do phuc tap tinh toan cua ca
CoAP va RCoAP déu 1a O(n). Trong pham vi nghién cu, luan an khong di sau vao
tinh toan d6 phuc tap, toi wu cac tham sd, chi phi ning luong tiéu thu, tic dong cua
15i kénh vo tuyén. D4y la nhitng hudng nghién ctu tiép trong twong lai.

Bang 2.8 thdng ké céc cai tién chinh cia RCOAP so véi cac giao thic da
chuan hoa la CoAP, CoCoA va CoCoA+

Bang 2.8: Cac cai tien ctia RCoAP so véi CoAP, CoCoA va CoCoA+

Giao thye | Thudttodn | Xacdinhtoc |  Hotro | Phanbiét | Dicukhién
lui do khoi tao chuoi goi mat goi toc do
CoAP [100] BEB Khéng Khéng Khéng Khéng
CoCoA [23] BEB Khong Khéng Khoéng Khoéng
CoCoA+ [15] VBF Khong Khéng Khoéng Khoéng
RCoAP VBF Cé Cé Cé Cé

2.6. Két luan chuong 2

Chuong 2 di trinh bay mot déng gop cua luan an vé xay dung mé hinh phan
tich truyén tin theo chudi goi tin cay va giao thuc diéu khién tac nghén dya vao toc
d6 RCoAP. Trong phan dau chuong, mot mé hinh tuyén tin theo chudi goi tin cay
cho CoAP duoc xay dung nham giai quyét han ché (1) va (2) cia CoAP di néu ¢
chuong 1. Dya vao m6 hinh ndy, luan 4n da dé& xuat giao thirc méi RCoAP. Noi
dung chuong 2 da trinh bay chi tiét co ché hoat dong, trang théai va cac thuat toan
diéu khién tac nghén cho RCoAP. Chuong 2 ciing thyc hién tinh toan cac tham sé
hiéu ning cho RCoAP va thuc hién md phong dé so sanh, danh gid hiéu ning
RCOAP véi cac giao thic CoAP khac. Két qua cho thay RCoAP c6 kha ning dat
hiéu nang tét hon céc giao thire da chuan héa hién cé 1a CoAP, CoCoA, CoCoA+ vé
thong luong, do tré, ty 1é mat goi, ty 1¢ phat thanh cong, ty 1¢ phat lai, ty Ié phét lai
trung ldp. Phan cubi chuong dé cap van dé d6 phuc tap cia RCoAP so véi CoAP.
Y&u cau cai tién co ché diéu khién tic ngh&n cho CoAP Ia bit budc, nhu da chi ra
trong mot sb tiéu chuan va cac nghién ciu lién quan. Do phic tap cia RCoAP

khong cao hon nhiéu so véi CoAP, nén RCoAP van bao dam tinh hang nhe. Giao
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thire RCoAP di khic phuc dugc cac han ché (3) va (4) ciia CoAP di néu & cudi
chuong 1. Céac két qua dat duoc trong chuong 2 da duoc cdng b trong cac cong
trinh [J1] va [J2] cho md hinh phan tich truyén tin, [J3] va [J4] cho giao thuc
RCOAP.

Tir nghién ctu ¢ chuong 1 va 2 cho thdy: cac dai lwong tac dong dén tic
nghén ciing nhu trang thai tic nghén 1a kha mo, khéng rd rang, cé su chong lap.
Mot hé diéu khién mo s& 1a mot phuong an khac dé thuc hién co ché diéu khién tic

nghé&n cho CoAP. Chuong 3 sé& trinh bay phuong 4n dé xuat nay.
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CHUONG 3. GIAO THUC FCoAP PIEU KHIEN TAC NGHEN
DUA VAO HE PIEU KHIEN MO

Chuong nay 3 trinh bay déng gop thir hai cua luan an: hé diéu khién mo va giao
thirc FCoAP (Fuzzy CoAP) dua vao hé diéu khién mo dé diéu khién tic nghén. Giai
phap hé diéu khién mo dugc dua ra nham khac phuc cac han ché (4), (5) va (6) da
néu ¢ chuong 1. Cac tham sb diéu khién duoc lua chon nham tao kha niang phat
hién sém tic nghén, tinh toan bang thong ¢b chai va luu lwong chudi géi phuc vu
diéu khién tac nghén. Hé diéu khién mo duoc thiét ké véi viéc lra chon cac dau vao
va dau ra, giai phap diéu chinh téc do phét dé diéu khién tac nghén. Tiép do, luan an
trinh bay thiét ké giao thirc FCOAP dua vao hé diéu khién mo. Phan cubi chuong
thuc hién tinh toan hiéu niang FCoAP va trinh bay cac két qua mo phong danh gia
cho FCoAP so sanh véi CoAP, cac giao thirc dd chuan héa CoCoA, CoCoA+ va véi
giao thirc RCoAP da duoc dé xuat ¢ chuong 2.

Do diung hé diéu khién mo, FCoAP c6 diém khac biét so véi RCoAP vé kha
nang phat hién sém tic nghén, diéu khién téc d6 dua vao tinh toan bang théng co
chai va bién thién dong cua cac tham sé lién quan.

3.1. Giai phap diéu khién tic nghén sir dung hé diéu khién me
3.1.1. So dé gidi phap va cac tham sé diéu khién

Diéu khién tic nghén phu thudc chi yéu vao cac tham sé RTT, tai luu luong,
thong luong, toc do phat goi va mat géi trong diéu kién dong cia mang. Sy bién
thién caa cac dai luong nay co tac dong 16n dén diéu khién tic nghén. Cac dai luong
déu bién thién nhanh, c6 tinh mo, khé xac dinh mot cach rd rang, khdng chic chan,
c6 sy chong lap giita tac dong cua ching va ¢ tinh phi tuyén. Rat khé c6 thé dua ra
mot md hinh giai tich chinh xac cho diéu khién tic nghén. Mot hé diéu khién mo sé
phat huy duoc wu diém dbi véi hé thdng phi tuyén phuc tap ndy nhu di phan tich &
chuong 1. Giai phap diéu khién tic nghén s dung hé diéu khién mo dé xuat trong
bai dwgc mo ta trén hinh 3.1.

Nhu d3 phan tich & muc 1.2 chuong 1 va muc 2.1.2 chwong 2, tinh trang tic

nghén co lién quan mat thiét dén RTT, bang thong cb chai, tbc do phat va tai luu



70

lwong. Céc tham sé mé ta trang thai mang nhu RTT, bang thong co chai, tai luu
luong, thong luong dugc tinh todn dé dwa vao hé diéu khién mo. Pau ra hé didu
khién mo phuc vu cho diéu khién téc do phat nham han ché tic nghén. Toc do phét
duogc diéu khién dua theo bang thong cb chai va hién trang tai luu lwong.

Pau vao hé
diéu khién ma&

Daura
H¢ diéu khi¢n | Diéu khién toc
mo dd phat

Tinh toan
tham so

. 7

Hinh 3.1 So dé gidi phap diéu khién mo

3.1.2. Phét hién sém tic nghén

RTT Ia tham sb quan trong thé hién tic ngh&n mang. Khi ¢ nhiéu goi tin phat
di, tai lvu luong gia ting, RTT s& ting nhanh phan anh nguy co tac nghén cao. RTT
giam thé hién nguy co tiac nghén thip. Bé khao sat bién thién cia RTT, mot thi
nghiém mé phong duoc thuc hién cho CoAP [100] theo so d6 nhu hinh 2.7 (chuong
2) V&i bang thong cb chai 1 Mbps. Hinh 3.2a biéu thi bién thién RTT ctiia CoAP khi
cac ludng CoAP ciing chia sé bang thong co chai 1 Mbps véi tré lién két lan luot 1a

74 ms va 340 ms.

RTT ctha CoAP trong hai truéng hop béng théng cd chai Ba&ng théng ¢ chai do dugc cla cac luéng CoAP
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Hinh 3.2 a) Bien thién RTT b) Bién thién bang thong co chai

Khi bat dau két ndi, gia tri RTT thuong 1a nho nhat. RTT bién thién nhanh khi
nhiéu goi duoc phat di, twong duwong véi tai luu luong ting va nguy co tic nghén
gia ting. RTT 16n nhat 1a khi xay ra tic nghén hoan toan (diém gdy & hinh 2.2).
Theo dai d6 16n cua RTT va chiéu bién thién ting hay giam cua RTT c6 thé phat

hién sém nguy co tac nghén.
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RTT duoc tinh toén tai cac thoi diém ldy mau roi rac k-1, k. Chu ky ldy mau
T(k-1,k) 12 khoang thoi gian giira hai géi tin ACK lién tiép. Goi RTT(k-1) va RTT(K)
la céc gia tri RTT tai c4c thoi diém k-1 va k, do bién thién twong ddi cua RTT tai thoi
diém k s& 1a

ARTT, = RTT(k) — RTT(k — 1) (3.1)

Cong thuc (3.1) thé hién do 16n va chiéu bién thién (ting hay giam) cua RTT tai
mdi thoi diém k.

3.1.3. Tinh toan bdng théng cé chai va tdi lwu Iwong chudi goi
e Bing théng cé chai

Bing thong c6 chai BW(K) ¢ thoi diém k c¢6 don vi 1a gdi/s (hoic bit/s) dugc tinh
theo cong thirc tuong tu nhu trong [27, 11] nhu sau:

BW(K) = max (AK)) Véi vk e [T-RTT, T] (3.2)

Trong d6 &K) 1a thong luong do duoc & thoi diém k, T 1a thoi diém nhan dugc
ACK, T-RTT la thoi diém nhan dugc ACK trude d6. Bang thong cb chai duoc dinh
nghia 13 bing thong hep nhat khi truyén maot ludng goi tin tir bén guri toi bén nhan
[27], c6 thé coi la toc do phét 16n nhat dugc phép ¢ trang thai mang hién tai. Bang
thong ¢6 chai cang nho thi thong luong cho phép cang nho, nguy co tic nghén cang
cao. Nguoc lai, néu bang thong co chai Ion thi nguy co tac nghén it hon.

Hinh 3.2b biéu thi bién thién bang thong cd chai khi cac luong tin CoAP ciing
chia sé lién két trong diéu kién thi nghiém néu trén. Bang thong cd chai cang nho thi
nguy co tac nghén cang cao va nguoc lai.

e Tadi luu lwong chugi goi

Tai luu lwong 1 tdng sb goi tin dang guri cho ti thoi diém hién tai, bao gom ca
goi inflight, g6i moi phat tiép va goi vira c6 ACK. Cac goi inflight co tac dong 16n
dén nguy co tac nghén. Khéi niém tich sé bang thong-tré (BDP-Bandwidth Delay
Product) dugc dua ra [11, 26] dé kiém soét sé goi inflight. Goi BDP(K) 1a s6 g6i tin
t6i da dugc phép phat di tai mot thoi diém k, ta co:

BDP (k) = BWpax(K) X RTTpin (3.3)

V6i BWpa(K) 12 bing thong cb chai I6n nhit cua két ndi tai k, RT T, 12 gid tri



72

RTT nho nhét téi thoi diém hién tai. Hinh 3.3 biéu thi bién thién tai luu luong chudi
g6i va BDP khi céc luong CoAP cling chia sé lién két nhu ¢ thi nghiém néu trén.
Tai cang l6n, BDP (nghia la s6 g6i inflight) cang 16n thi nguy co tic nghén cang cao
va nguoc lai. Bang thong c6 chai lén thi nguy co tic nghén it hon, sb goi tin inflight

cd thé nhiéu dé truyén chudi goi.
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Hinh 3.3 Bién thién tdi luu lwong va BDP ciia CoAP
3.1.4. Lwa chon ddu vao cho hé diéu khién me
Theo so @b & hinh 3.1 va theo phan tich & chuong 1, mot hé diéu khién mo FCS
c6 thé gom nhiéu dau vao va nhiéu dau ra, song hé MISO Ia phl hop cho bai toan
diéu khién tic nghén trong luan an. Viéc lva chon dau ra va dau vao cho hé FCS rat
quan trong, dic biét dbi véi yéu cau don gian va gon nhe cho cac thiét bj 1oT. Nhu
d3 chi ra trong [124, 108], s6 luong dau vao cang nhiéu thi do phuc tap cang cao,
cac dau vao cang it cd su lién quan dén nhau cang tét. Vi vay, luan an lya chon hai
dau vao cho hé FCS cu thé nhu sau.
e Pduvao RT_gradient
Nhu da néu ¢ muc 3.1.2, 6 16n va chiéu bién thién RTT duoc theo ddi dé phat
hién sém tic nghén. Bién thién RTT ciing d duoc st dung trong [11, 10, 9] dé du
doan tic ngh&n. Do vay, c6 thé chon RTT lam mot dau vao cho hé FCS. Tuy nhién,
thay vi dung do bién thién twong doi ciia RTT theo cong thirc (3.1), luan an dé xuat
sir dung d6 bién thién tuyét déi cia RTT nhu sau:
ARTT, = RTT (k) — RTTpi, (k) (3.4)
Trong d6, RT T, (k) 12 gi tri nho nhat cua RTT t6i thoi diém k hién tai véi:
RTTpin (k) = min(RT Ty, (k — 1), RTT (k) (3.5)
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Dung d6 bién thién tuyét d6i ARTT, sé& tot hon vi khong phai duy tri cac gia tri
do RTT lién tiép dé xac dinh chiéu huéng ting hay giam. ARTT, cang Ion thi nguy
co tic nghén cang cao va nguoc lai, ARTT, cang nho thi nguy co tic nghén cang
thap. Bé chuan hoa dau vao hé FCS, luan an dinh nghia mot dai luong goi 1a do déc
RTT (RTT-Gradient) viét tit 1a RT(k) cho dau vao thtr nhat nhu sau:

RTT (k) — RTTnmin
RTTmax(k)_RTTndn

RT (k) = (3.6)

Gia tri cia RT(k) nam trong khoang [0, 1]. RT(k) bang 0 néu RTT(k) = RT T i
va bang 1 néu RTT(k) = RTTmax(K).
RTT,(k) la gia tri RTT tinh duoc ¢ thoi diém k, RTTmax(k) 12 gid tri RTT I6n nhat
& thoi diém k hién tai. So véi (3.4), cong thic (3.6) chi lay mot gi tri RT Ty, thay vi
ldy & tirng chu ky k. Ly do 1a gia tri nho nhat RTT, dugc xac dinh trong thoi gian
khoi tao két ndi va duy tri trong sudt thoi gian két néi.
RTT(K) tinh theo cdng thirc [104]:
RTT,(k) = 0,75 X RTT,(k — 1) + 0,25 X RTT,, (k) (3.7)
Trong d6, RTT,(K) 1a gia tri RTT thuc té do duoc tai thoi diém k. Cong thuc
(3.7) gitp 1am min két qua do va dua ra u6c luong RTT trung binh cho tong sé k
g0i tin dd phat di. Tuy nhién, 1am min s& giam su bién thién tic thoi cia RTT. Gia
tri RTTmax(K) €6 thé lién tuc cap nhat theo céc chu ky lay mau bang cong thic:
RTTax (k) = max(RT Ty (k — 1), RTT;, (k) (3.8)
Trong d6, k va k-1 1a c&c budc ldy mau roi rac cia chu trinh diéu khién. Chu

ky lay mau T(k) 1a mot khoang giira hai 1an nhan goi tin ACK.
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Hinh 3.4 a) Bién thién RTT khi tic nghén va b) Bién thién tiwong vmg ciia RT(k)
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Dé khao sét bién thién cua RTT va RT_gradient, mét thi nghiém mé phong thuc
hién theo so dd hinh 2.7 (chwong 2) véi bang thong ¢ chai 250 Kbps, tré lién két
50 ms véi 10 ludng CoAP ddng thoi phat trong 300s. Hinh 3.4a biéu thi bién thién
RTT khi tic ngh&n xay ra, hinh 3.4b 1a bién thién tuong tng cia RT(K) gitra 0 va 1.
RT(k) cang gan 1 biéu thi nguy co tic nghén cang cao. Do vy, RT(k) dung cho phat

hién sém tic nghén.

e Dauvao BG_gradient
Pé thé hién bang thong co chai va tai luu lwong chudi goi, luan an dinh nghia
mét dai lwgng goi 1a d6 déc BG (BG_gradient) viét tat 1a BG(k) cho dau vao tht hai

nhu sau:
in(BWmax(k), 6.(k)
BG (k) = 2 R ) (3.9)
__ De(k-1, k)
0:(k) = (3.10)

Gia tri BG(k) dwoc chuan hoa trong khoang [0, 1]. BG(k)=0 néu 6(k)=0,
BG(K)=1 néu G(k)>BWax(K). BWyax(K) 14 bang thong cb chai ¢ thoi diem k, (k) 1a
thong luong tic thoi caa ludng tin trong T(k-1, k), De(k-1, k) 1a luong dix liéu dén
bén nhan trong khoang T(k-1, k). Can luu ¥, thong luong tac thoi (k) do duoc c6
thé I6n hon bang thong cb chai ¢ thoi diém xay ra tic nghén. Do dé can ham min.
Piéu khién téc do phét l1a nham giam thong luong tic thoi so véi bang thong co
chai hién co dé giam tac nghén.

Gia tri BWna(K) €6 thé duoc xac dinh ¢ thoi diém khai tao két ndi, va duoc cap
nhat lién tuc trong qua trinh két ndi. Bé uéc tinh gia tri BWpa(k) ban dau, bén gui
COAP s& phat lién tiép cac goi tin thir toi may chi trong giai doan khoi tao. May
chu s& tinh hiéu s6 thoi gian dén nho nhat (AT,) giita hai lan nhan géi CON lién
tiép va gan gia tri nay vao géi ACK phan hoi vé bén guri. Bén guri tinh BWpa(K) dua

vao hiéu sb AT, nhu sau.

b
ATmin

BW,, 0 (k) = max(BW (k),

) (3.11)

Trong d6, b 1a lugng bit nhan thém trong AT, khi CoOAP phat goi tin thu.
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BW(K) 1a bang théng cb chai tinh dwgc & budc k. Hinh 3.5a md ta bién thién cua
thong luwong va hinh 3.5b 1a bién thién twong ¢tng cua BG_gradient trong thi nghiém
moé phong dd néu & muc trén. BG(K) cang gan téi 1, nguy co tic nghén cang cao.

Néu mang tic nghén it, BG(K) s& gan véi gié tri 0.
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Hinh 3.5 a) Bien thién thong luong b) Bien thiéen BG_gradient

3.1.5. Lwa chon dau ra cho h¢ diéu khién me

Dé thiét ké gon nhe, luan &n sir dung mot dau ra cho hé FCS. Luan an dinh
nghia mot hé sé6 C_Degree (Congestion Degree) 1am dau ra cho hé FCS va dua trén
cong thire ting tbc d6 phat cia mé hinh phén tich trong chuong 2, nghién ctu sinh

dé xuat cong thire diéu khién tinh téc d6 phat nhu sau.
1
RTTs(k)

R(k) =R(k — 1) + C_degree(k)x (3.12)

Trong d6 R(K) va R(k-1) 1a tbc do phat twong wng & thoi diém k va k-1 trudce do.
C_Degree(k) biéu thi cap do tac nghén tai k va co gia tri trong khoang [-1; 1]. Ly do
sir dung C_degree trong khoang [-1; 1] dé biéu thi trang théi tic ngh&n mang c6 thé
giai thich nhu sau:

- Néu C_Degree e (0; 1], mang duogc xac dinh Ia it tic nghén. C_degree cang I6n
hon 0 va cang gan 1, trang thai mang s& duogc coi la cang it tic nghén. Néu
C_degree=1, mang duoc coi 1a khéng co tic nghén. Piém hoat dong cua FCS
tuong ung khoang diém gap ¢ hinh 2.2 ¢ chuong 2. Téc d6 phét goi tin co thé
dugc diéu chinh ting dé ting hiéu nang truyén tin.

- Néu C_Degree e [-1; 0), mang duoc xac dinh 1a c6 tic nghén. C_degree cang
am va cang gan -1, trang thai mang s& dwoc coi la cang tic nghén. Néu

C_degree=-1, mang duoc coi la tic nghén hoan toan. Gié tri C_degree = -1
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turong ng véi diém gay trén hinh 2.2 & chuong 2. Can diéu chinh giam téc do

phat theo gia tri C_Degree dé giam tic nghén.

- Néu C_Degree = 0, mang ¢ trang thai can bang khong c6 su thay d6i luu luong,
khdng can diéu chinh téc do phat.

Nhu vay cd thé thiy, bién C_degree cung cip ca hudng va bién do dé diéu
chinh téc do phat cua ludng tin. Tai luu lwong thap twong (g Véi nguy co tic
nghén thap va C_degree duong. Nguoc lai, néu tai luvu luong cao thi nguy co tac
nghé&n sé& cao tng véi C_degree am. V&i C_degree, hé FCS c6 thé phat hién som tic
nghén, xac dinh dugc hudng ting hay giam va ca bién do can diéu chinh ting / giam
cho tc do phat dé han ché tac nghan.

3.2. Thiét ké hé théng diéu khién mo

Hé thong diéu khién mo cho CoAP dugce dé xuat nhu trén hinh 3.6 véi 2 dau
vao va 1 dau ra. Kién tric hé thdng twong tu nhu kién tric chung caa mot hé FCS
da trinh bay & muc 1.4.2 chuong 1 véi cac thanh phan mo hoa, dong co suy dién,

tap luat mo va phan giai mo.

RT-gradient C-degree
X
— OO [ H@) z Pidu
Mo hoa »| Dong cosuy | Gidimo »{ chinh tée
dien mo R
—_—) dQ
y T
BG-gradient Rules
A s | Cap nhat
Co s¢ luat mo RTO

Hinh 3.6 M6 hinh hé thong diéu khién mo
3.2.1. Mo hda
Nhiém vu cta thanh phan nay 1a biéu dién cac dau vao va dau ra véi céc bién
ngdn ngir va dién giai cac ham thudc caa ching. Khéi mo hda bién doi dir lidu dau
vao & dang rd thanh dit lieu mo. Mdi dau vao cé thé cé nhiéu hang thac va thuong
la s6 1¢, s6 luong thuong tir 3 dén 7 nhu khuyén nghi trong [126]. C6 thé nhan thay,
con s nay 1a tly thudc vao tinh phirc tap caa cac bién dau vao va dau ra. Khdng c6

quy tac cu thé cho viéc chon sb lwong, Tuy nhién, néu sb hang thic nhiéu, d6 phic
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tap hé thong s& tang. Trong trudng hop CoAP, luan an dé xuat sir dung 3 hang thuc
cho mdi dau vao va 5 hang thirc cho dau ra.

Pau vao RT gradient va BG_gradient duoc chuan héa trong khoang [0, 1].
Nhu dinh nghia trong [126], cac hang thirc cd gié tri khong phai 1a con sb, ma 1a tir
ngtt. Vi vay, luan an dinh nghia cac hang thac (“nho”, “trung binh”, “16n’) cho cac
dau vao nhu sau:

e RT_gradient: small, medium, large
e BG_gradient: small, medium, large

Déi v6i dau ra C_degree, bai dinh nghia 5 hang thirc: “rat thap”, “thap”, “trung
binh”, “cao”, “rat cao” nhu sau:

e C_degree: very low, low, medium, high, very high

Tuong tng véi mdi hang thac 1a mot tap mo con. CAc tap Mo con nhu da trinh
bay & muc 1.4.1. Tap mo tam giac va hinh thang 1a nhitng tap mo duogc sir dung pho
bién trong diéu khién va luan an sir dung nhitng tip mo ndy dé biéu thi cac ham
thudc cho cac bién ngdn ngit & dau vao va dau ra cua hé diéu khién mo.

Nhu d3 trinh bay trong chuwong 1, dé trién khai hé diéu khién mo thuc té voi tap
mo tam giac can xac dinh cac diém a, m, d va tap mo hinh thang can xac dinh cac
diém a, b, ¢, d. Bi véi dau vao cac gia tri nay co thé dugc dat dua vao viéc xac
dinh muc d6 anh hudng cua cac khoang gia tri dau vao ddi véi tic nghén. Chang co
thé duoc can chinh chinh xac sau trién khai thir nghiém. Luan &an nay dé xuét cac
ham thudc cua cac hang thirc cho cac dau vao hé diéu khién mo nhu trén hinh 3.7a

cho RT_gradient va hinh 3.7b cho BG_gradient.

RT-gradicnt BG-gradient

XS XM XL YS YM YL
1

0

0. 04 08 10 025 05 05 1o
Hinh 3.7 a) Cac ham thuéc cho RT_gradient, b) Cdc ham thudc cho BG_gradient
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Ba tap mo con cho cac hang thic cua dau vao RT_gradient la: “small (XS)”,
“medium (XM)”, va “large (XL)”. Tuong tu ¢ ba tap mo cho cac hang thac cua
dau vao BG_gradient 1a: “small (YS)”, “medium (YM)”, va “large (YL)”. Ky hiéu
X dung cho dau vao RT_gradient, ky hiéu Y dung cho dau vao BG_gradient. C6 thé
thiy cac vling chong lap giira cac tap mo hang thie. Kich thuée céc ving chong lap
phu thudc vao dic trung cua dau vao.

C6 thé giai thich thém vé do thi cua cac bién ngdn ngir nay nhu sau. Voi dau
vao RT_gradient da dugc chuan héa trong khoang [0; 1], c4c gia tri rd tir 0 dén 0,4
twong tng vai hang thic “small”, tr 0,1 — 0,8 twong tng véi “medium”, tir 0,4 -1
tuong tng véi “large”. Véi céc gid tri rd trong khoang [0; 0,1], chinh x&c tai 0,4 va
trong khoang [0,8; 1] cac tap mo tam giac va hinh thang dat d6 thuoc bang 1.

Tuong tu véi dau vao BG_Gradient da dugc chuan hoa trong khoang [0; 1], cac
gia tri rd tir 0 dén 0,5 tuong wng véi hang thie “small”, tir 0,25 — 0,75 twong Gng
véi “medium”, tir 0,5 -1 tuong tng vai “large”. Voi cac gia tri rd trong khoang [0,
0,25], chinh x&c tai 0,5 va trong khoang [0,75; 1] c&c tap mo tam gidc va hinh thang
dat d6 thuoc bang 1.

Vi du: véi cac dau vao di duoc chuan hoa RT_gradient (x = 0,7) va BG —
Gradient (y = 0,65), cd thé doc do thudc tir d6 thi cac tap hang thac trén hinh 3.8a
va hinh 3.8b.

RT-gradient BG-gradient
XS XL YS YL

1

075 | N N ‘

025 | o N\

i > 0 T T ‘ T T T T ‘ T T
08 10 0.25 05 065 0.75 10

0.7
Hinh 3.8 a) D¢ thudc RT_gradient=0,7, b) D¢ thuéc BG_gradient=0,65
Két qua thu duoc nhu sau: piy; (x) = 0,75; pixy (x) = 0,25
va pyy (y) = 0,4; uy, (y) = 0,6
Vé6i dau ra C_degree, bién ngdn ngir nay s& duoc chia thanh 5 tap mo 1a: very
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low (ZVL), low (ZL), medium (ZM), high (ZH), very high (ZVH). Ky hiéu Z I1a
dung cho dau ra. Cac ham thudc cua cac tap mo cho dau ra biéu thi trén hinh 3.9.
C-degree (output) A

ZVH ZH M ZL ZVL

|
|
|
|
|
|
|
|
|
|

1.0 ' 06 03 00 03
Hinh 3.9 Cdc ham thuéc cho dau ra C_degree

06 10

Pau ra C- degree di dugc chuan hoa trong khoang [-1;1], cac gia tri rd tix -1 dén
-0,3 twong Gng véi hang thirc “very high”, tir -0,6 dén 0,0 tuong Gng voi “high”, tir
-0,3 dén 0,3 tuong tng Vi “medium”, tir 0 dén 0,6 tuong tmg “low”, tir 0,3 dén 1
tuong tng véi “very low”. V&i céc gid tri ro trong khoang [-1,0; -0,6], chinh xac tai
-0,3, 0,0, 0,3 va trong khoang [0,6; 1] cac tap m¢ tam gidc va hinh thang dat do
thugc bang 1.
3.2.2. Co 56 lugt mo

Co so luat mo chira cac luat mo dé xac dinh cac bién ngbn ngit dau ra dwa vao
cac bién ngdn ngir dau vao. Tap luat mo duoc dé xuit trong bang 3.1.

Bang 3.1: Tap luat mo

Rules RT_gradient BG_gradient Congestion Degree

1 Small (XS) Small (YS) Very Low (ZVL)
2 Small (XS) Medium (YM) Very Low (ZVL)
3 Small (XS) Large (YL) Low (ZL)

4 Medium (XM) Small (YS) Low (ZL)

5 Medium (XM) Medium (YM) Medium (ZM)

6 Medium (XM) Large (YL) Medium (ZM)

7 Large (XL) Small (YS) High (ZH)

8 Large (XL) Medium (YM) High (ZH)

9 Large (XL) Large (YL) Very High (ZVH)
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Hé mo cua luan an 1a mot hé MISO véi hai dau vao va mot dau ra. Do hai dau
vao, mdi dau vao c6 ba hang thirc nén bo luat cia hé mo ¢6 9 luat. Trong tap luat
m& & bang 3.1, toan tir AND duoc sir dung dé két hop gitra cac dau vao. Vi du, mot
luat co thé duoc md ta nhu sau:

Luat 3: IF RT _gradient 1a “small” AND BG_gradient l1a “large”, THEN

C_degree s¢€ 1a “low”.

3.2.3. M6 to' suy dién mo

M0 to suy dién md ¢6 nhiém vu xac dinh tip mo dau ra dua vao cac tap mo
dau vao va co sé luat mo. Tién trinh suy dién gom 2 buéc:

(1) Tinh toan do thuoc cua tap két qua dya vao co sd luat mo trong Bang 3.1.

(2) Str dung phuong phap suy dién md dé tao ra cac tap mo dau ra. CO mot sb
phuong phéap suy dién mo nhu da néu & muc 1.4 chuong 1 nhu max-min, max-
product, singletons. Trong luan 4n nay, phuong phap suy dién max-min duoc str
dung vi téc d6 tinh toan nhanh.

Vi du: V6i cac do thudc thu duoc ¢ 3.2.1, cac budce sé dugc thuc hién nhu sau:
Bwéc 1: Sir dung bang 3.1 véi cac do thudc trén ta thay cac luat 5, 6, 8, 9 s& duoc
sir dung. Do ¢6 2 diéu kién 1a RT_gradient va BG_gradient thi d6 thudc cua tap hop
két qua s& 1a su két hop gitta cac diéu kién nay voi nhau & day 1a su két hop AND
tuong GNg VGi toadn tir min gitra cac do thudc. Cu thé nhu sau:

Luat 5: IF RT_gradient 1a “medium” AND BG_gradient 1a “medium”, THEN
C_degree sé 1a “medium”. Vi pyy (x) = 0,25 va pyy (y) = 0,4, chon toan tir min
cho phép AND thi u,, (z) = min(0,25; 0,4) = 0,25.

Tuong tu véi cac luat 6, 8, 9 ta co:

tzm(z) = 0,25; pzu(2) = 0,4, uzyy(z) =0,6.

Do hai luat 5 va 6 déu cho ra két qua 1a tip mo ZM, trong truong hop nay 2 gia
tri d6 thuoc két qua bang nhau nén p,y, (z) = 0,25 khong d6i. Trong trudng hop
cac gia tri d6 thudc két qua khac nhau ta can chon chién lugc két hop cac diéu kién
sao cho c6 thé phan &nh dugc dic thu caa quéa trinh tét nhu co thé. Cac chién lugc

d6 c6 thé 1a chon cuc dai hoic trung binh cong hoic tong hai tap mo.
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Buwéc 2: Suy dién bang phuwong phap max — min ta c6 db thi két qua nhu hinh 3.10,

phan dudi dudng mau do 1a tap mo két qua cua dau ra

C-degree (output)

A

Hinh 3.10: Tdp mo két qua dau ra.
3.2.4.Gidi mo, diéu chinh téc dg phat, cdap nhgt RTO
Giai mo 1a thuc hién chuyén ddi di liéu mo dau ra thanh dir liéu rd. Nhu dd néu
& muc 1.4 chuong 1, phuong phap xap xi trong tam CoG la pho bién hon. Luan an
str dung phuong phap nay dé giai mo. Cac két qua rd ¢ dau ra c6 thé tinh duoc xap
xi bang céng thirc trung binh tim nhu sau.

_ o, _ I zixu@)
C_degree = Z, = SR (3.13)

Trong d6 Z, 1a dau ra rd (trung binh tdm caa phan dién tich hop bai cac tap mo
N), z; 1a trong tam cua mdi tap mo dau ra, u(z;)la do thude twong Gng. Gid tri Z; &
dau ra la C_degree, c6 gia tri trong khoang gitra [-1; 1], biéu thi trang thai tac nghén
nhu da chi ra ¢ muc 3.2.4 trén. Ap dung cdng thirc véi vi du xuyén sudt cac muc
3.2.1;3.2.2; 3.2.3 ta co:

0x025+(-0,3)x0,4+(-0,8) x0,6
C_degree =27, = 025+ 04106 = —0.48

Gia tri Z. dugc dung dé diéu chinh téc do phét va cap nhat RTO. Trong trudng

hop nay di tic ngh&n & mirc trung binh can phai diéu chinh téc d6 phat.
3.3. Giao thitc FCOAP cho diéu khién tic nghén mang
3.3.1. Co ché diéu khién ciia FCoAP
FCOAP Ia viét tat cua Fuzzy CoAP. Giao thirc FCOAP 1a mét phién ban cai tién

cho CoAP [100] sir dung hé diéu khién mo dé phat hién som tic nghén va diéu
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chinh tdc d6 dé giam tic nghén. Hinh 3.11 1a so do tong quét cua giao thicc FCoAP
da dé xuat. Cac khdi mau dam trén hinh 1a cac khéi chire nang hoat dong chinh. Céc

khdi con lai gdm céc chire ning b tro cho FCoAP.

, Fuzzy CoAP

Khéi tao

Mt goi

F 3

Lai On dinh

Cé ACK, Khdi phuc 'y ! !

Tinh tean
R'l-gradient va
BG-gradient

RTO mai cdp nhat
Tée a6 phat méi, RTO mdéi

BG-gradient RT-gradicnt

A 4

RTOmS | iy chinh ée do, |

cap nhdt RTO C-degree

Hé didu khién m&

________________________________________________________________________________________

Hinh 3.11 Co ché diéu khién FCoAP (Fuzzy CoAP)

FCOAP hoat dong & trén UDP. Khéc véi CoAP, FCOAP khong phai co ché dua
vao mat gbi, ma 1a co ché dua vao toc d6 véi cac tinh ning bd sung mai. Biém moi
cia FCOAP so vai CoAP gom: HJ tro truyén chudi goi tin cay, phat hién sém tic
nghén, tinh toan bién thién cia cac tham sé va bang thong co chai, diéu khién téc do
phat dua vao dau ra hé FCS dé giam tic ngh&n. Cac tham sé dugc tinh theo thoi
gian thuc gom: RTT, bang théng cb chai, thong lugng tic thoi, sé goi tin inflight.
Céc dai luong nay dugc bao ham trong hai bién 12 RT_gradient va BG_gradient cua
hé FCS. Giao thirc FCOAP sir dung tiéu dé chuan ciia CoAP [100] song c6 bo sung
8 bytes trong tlly chon tiéu dé goi tin, trong d6 4 bytes dé ghi sé thir tu goi tin phuc
vu kiém tra mat goi, 4 bytes dé ghi hiéu sb thoi gian nhan phuc vu cho tinh thong
luong tac thoi va bang thong c6 chai (Phu luc 4).

Co ché hoat dong caa FCOAP cu thé nhu sau. Khi bt dau két ndi (trang thai
khai tao), bén guai FCoAP thuc hién tinh cac gia tri 6(k) va BW4(k) trong khoang
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thoi gian tir 6 dén 10 lan RTT. Khoang thoi gian nay 1a can thiét dé két nbi dugc 6n
dinh dé xac dinh bang thong co chai. Dé xac dinh bang thong cb chai, cac tac gia
trong [27, 11] d3 chi ra cd thé dung 8 hoic 10 chu ky RTT cho giai doan khoi tao.
Thuc nghiém cho thay, BWpay(K) c6 thé xac dinh chinh xéc sau thoi gian tir 6 t6i 10
lan RTT & cudi giai doan khai tao trong diéu kién mang xac dinh (s6 ndt mang,
tuyén két ndi). Gia trj tiac thoi ctia BWoa(K) bién thién khi thay doi sé ludng hoic
tai luu lugng. Gié tri (k) duoc dung dé xac dinh bang thong ¢ chai BWax(K).

Mt khéc, toc d6 phat ban dau cia FCoAP dugc xac dinh bang cach sir dung
mot bién nACK dé d¢ém sb g6i ACK. Méi khi nhan duoc mot géi ACK tir bén nhan,
bén giri ting bién nACK nhu sau:

nACK = nACK + 1 (3.14)

Két thic giai doan khai tao sau thoi gian T, FCOAP tinh téc do phat ban dau

nhu sau:

nACK
T

R =

(3.15)
Trong giai doan hoat dong on dinh, bén giri FCOAP lién tuc phét cac goi tin va
tinh toan RTT, BW(K), (k) mdi khi né nhan dugc mot goi tin ACK dé tinh
RT_gradient va BG_gradient. Cac gia tri nay duoc dua vao hé FCS dé tinh ra cap
d6 tiac nghén C_degree phuc vu cho viéc tinh toan lai téc d6 phat can diéu chinh.
Viéc cap nhat méi RT_gradient va BG_gradient duoc thuc hién dinh ky sau mdi
khoang thoi gian mot RTT dé tinh C_degree. Toc d6 phat duoc diéu chinh dwa vao
C_degree nhu sau:
- Néu 1> C_degree(k) > 0, téc do phat can ting. Lugng ting toc do phat bang gia
tri tuyét doi cia C_degree. Gia tri nay xac dinh ting nhanh hay tang cham.

(3.16)

1
RTTs(k)

R(k) = R(k — 1) + C_degree(k)x

- Néu -1 < C_degree(k) < 0, tbc d6 phat can giam. Luong giam téc do phat bang

gia tri tuyét ddi cua C_degree. Gia tri nay xac dinh giam nhanh hay giam cham.
1
RTTg(k)

R(k) = R(k — 1) + C_degree(k)x (3.17)

- Néu C_degree = 0, tc d6 phat s& giit nguyén, khong thay dbi.



84

Ngoai ra, FCOAP ciing str dung C_degree dé hiéu chinh lai gia tri RTO nhu sau:

RTT,(k) = 0,75 X RTT,(k — 1) + 0,25 X RTT,, (k) (3.18)
D_RTT,(k) = RTT,(k) — RTT,(k — 1) (3.19)
RTO(k) = RTT,(k) + C_degree(k) x D_RTT(k) (3.20)

Trong d6 D_RTT,(k) 1a bién thién RTT, C_degree(k) 1a dau ra hé diéu khién mo
va RTO(K) la gié tri timeout cho phat lai tinh ¢ budc k.

Trong khi hoat dong, néu bén giri khdng nhan dugc ACK trong khoang thoi
gian RTO di thiét lap, bén gui sé thir phét lai g6i tin d3 mat va c6 thé giri tiép céc
goi méi. CO tbi da 4 1an thir phat lai doi véi mdi géi tin duoc phét lai. Gia tri RTO
dugc cap nhat mai cho mdi lan phat lai theo cong thirc (3.20) ¢ trén. FCOAP khong
tinh toan lai bang thong co chai khi thuc hién phat lai cac goi tin dd mat. Ly do la
cac tham s6 RTT va do tré cua goi tin phat lai s& dan dén tinh toan sai biang thong
¢ chai nhu di chi ra trong [11, 27, 104]. Néu da phat lai mot goi tin 4 1an van
khong thanh cong, goi tin s& duoc bén gui danh dau 1a mat.

Trong giai doan 6n dinh, FCoAP lién tuc kiém tra mat géi théng qua: Kiém tra
khoang tréng sb tht tu goi tin nhan duoc, su Kién cta ham dinh thoi RTO. Néu
FCOAP phat hién c6 dau hiéu mat géi, né chuyén sang trang thai 10i. Khi d6 c6 thé
van con nhiéu goi tin dang di chuyén trén mang ma chua t&i dich (cac géi inflight)
bao gom ca gai tin vira moi phét va goi tin vira duoc phat lai.

Trong giai doan Ui, FCOAP kiém tra goi tin ACK sau mdi RTT. Néu c6 ACK,
FCOAP cap nhat méi gia tri C_degree va quay Vvé trang thai 6n dinh. Néu khong
nhan dugc ACK sau khoang thoi gian téi da do ang dung cho phép [100], két néi
duoc coi I bi 15i va can khai tao lai tir dau.

3.3.2. C4c trgng théi caa giao thizc FCoAP

Giao thirc FCOAP ¢6 3 trang thai: 1) Khoi tao, 2) On dinh, va 3) LUi nhu mé ta

trén hinh 3.12.
e Trgng thai khai tgo
Khi bat dau két ndi, FCOAP & trang thai khai tao. FCOAP thyc hién tinh bang

thong ¢ chai dé tinh ra toc d6 phat ban dau. Bé thuc hién diéu nay, bén guri s& phat
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cac goi tin lién tiép dé kiém tra bang thong cd chai nhu dd néu & muc 3.3.1. Giai
doan khoi tao khdng st dung dinh thai RTO cho cac géi tin thir, nghia la cac goi tin
guri trong giai doan khai tao c6 thé bi mat va khong duoc phat lai ngay. Bén gui
dém sb gai tin phan hdi ACK cho céc goi tin di phat dé tinh ra téc do phat ban dau
cho FCoAP theo cdng thirc (3.15). Tiép theo, bén guri s& chuyén sang trang thai hoat

dong on dinh.

C6 mét goi
/ Knei 7 én A 3
{ i ! n Y f . . 4 =
\ tao > dinh e, >
L < COACK S g

Hinh 3.12 Ba trang thdi cua giao thirc FCOAP

e Trang thai on dinh

bay la trang thai hoat dong chinh cua FCoAP. Trong trang thai nay FCoAP s¢&
lién tuc phét cac gai tin theo tdc d6 duoc diéu chinh cap nhat boi hé diéu khién mo.
Téc do phat goi duge diéu chinh tiy thudc vao tinh trang mang thé hién qua cap do
tac nghén C_degree nhu di néu & muc 3.3.1. Néu khong nhan duoc ACK cho goi
tin da phat, bén giri FCOAP s& thuc hién phét lai goi tin dd mét theo gia tri RTO
dugc cap nhat boi C_degree. Néu quéa 4 lan phét lai khong thanh cong, bén gui
FCOAP s& danh dau goi tin bi mat va chuyén sang trang thai IUi.
e Trang thai lui

Trong trang thai nay, bén giri FCOAP lién tuc kiém tra xem c6 nhan dugc goi
tin ACK khong. Néu c6 ACK, FCoAP s& phat tiép mot goi tin, cap nhat lai gia tri
C_degree, téc do phét hién tai va khoi phuc lai trang thai 6n dinh. Néu van khdng
nhan duoc ACK sau mot khoang thoi gian téi da do ¢ng dung cho phép [100],
FCOAP s& huy bo két ndi.
3.3.3. Cac thudt toan cuia giao thirc FCoAP
e Thugt toan khgi tao

Thuéat toan 3.1 1a thuat toan khai tao caa FCoAP thuc hién mot 1an khi bat dau
két ndi va kéo dai tir 6 d&én 10 lan RTT nhu da néu & muc 3.3.1 (FCoAP sir dung 6
RTT trong thi nghiém nay).
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Thuat toan 3.1. Khéi tao
Dau vao: t0, maxCycle = 6
Pau ra: R, BWiax
1: Function Startup()

2 nACK =0; Cycle =0

3 T=t0+1

4: ACK = False

5: WHILE ( Cycle < maxCycle ) DO

6: IF(t>T) THEN

7 packet < SendNextPacket()

8 T=t+1

9: Cycle =Cycle + 1

10: ENDIF

11: IF (ACK == True) THEN

12: NACK =nACK +1

13: Update ( RT(k), BG(K), BWpax(K) )
14: ACK = False

15: ENDIF

16: ENDDO

17: IF ( ((nACK ==0) && ( Cycle == maxCycle) ) THEN
18: Restart()

19: ENDIF

20: R=nACK/(t-10)
21: Update ( RT(k), BG(K), BWmax(k) )
22: END Function.

Cac gié tri khoi tao khi bat dau két ndi gom: maxCycle = 6 la s6 chu ky RTT
cho khai tao, t0 Ia thoi diém bat dau, t 1a thoi gian hién tai. Vong WHILE thyc hién
trong thoi gian 6 chu ky RTT (dong 5 — 16). Trong mdi chu ky RTT, bén giri phat di
mot goi tin lién tiép (dong 6 - 9). Ham sy kién nhan goi (khong néu trong thuat
toan) dat bién ACK = True khi c6 mot goi ACK quay vé. Mbi khi nhan duoc ACK
cho g6i tin da phat (dong 11), bd dém nACK s& dém sb gdi tin ACK nhan dugc
(dong 12). Ham Update(..) tinh todn c4p nhat cac tham sé RT(k), BG(K) va BWax(K)
va gan ACK = False (dong 13-14). Khi két thuc vong WHILE, néu nACK = 0 va
Cycle = maxCycle (nghia la khong nhan dugc ACK nao sau 6 vong RTT), bén gui
s& phai khai tao lai két ndi tir dau (dong 17-18). Néu nACK = 0, FCoAP tinh téc do
phat ban dau theo cdng thtc (3.15) va goi ham Update(..) dé cap nhat cac tham sb
(dong 20-21). Tiép d6, FCoAP két thlic trang thai khai tao va chuyén sang trang

thai on dinh.
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e Thudt toan ¢ trang thai én dinh
Thuat todn 3.2 md ta trang thai 6n dinh caa FCoAP duy tri khi khong c6 mat
goi xay ra (pLoss = False).

Thuat toan 3.2. On dinh
Dau vao: R, BWpax(k)

Dau ra: pLoss

1: Function Steady ()

2 last_adjust =t

3 ACK = False

4 pLoss = False

5: WHILE ( pLoss == False) DO

6: BDP(k) = BWmax(k) x RTTpin

7 IF (inflight <BDP(k) ) THEN

8: packet < SendNextPacket()

9: IF (t>last_adjust + RTT ) THEN

10: Update ( RT(k), BG(K), BWnax(k))
11: C_degree = FCS ( RT(k), BG(K), BWmax(k) )
12: R(k) = R(k-1) + C_degree x (1/RTT)
13: last_adjust =t

14: ENDIF

15: ELSE

16: IF (ACK == True ) THEN

17: packet < SendNextPacket()

18: ENDIF

19: ENDIF

20: pLoss €< CheckLoss()

21: ENDDO

22: IF (pLoss ) THEN Backoff ()

23: ENDIF

24: END Function.

Trong trang thai nay, last_adjust (dong 2) 1a thoi diém dé cap nhat téc do phat
méi (dong 12-13) dwa vao dau ra C_degree cua ham diéu khién mo FCS (dong 11)
néu sé goi inflight van nho hon BDP (dong 6-7). Néu sé goi inflight vuot qua BDP,
tbc do giit nguyén dé tranh quéa tai. FCoAP s& chi giri 1 goi méi mdi khi nhan duoc
ACK (dong 16-17). Bién ACK=True mdi khi c6 su kién nhan 1 g6i ACK.

Trong qué trinh truyén tin, mot gai tin c6 thé khong dén dich sau khoang dinh
thoi RTO. Géi tin sé& dugc phéat lai (6 dong 8 hodc dong 17), nghia l1a ham
SendNextPacket phat lai mot goi ¢ mat (néu c6) hodc phat tiép mot goi méi. Néu

qua 4 1an phat lai khdng thanh cong hoac khi ¢ khoang tréng thir tuw g6i dén, ham



88

CheckLoss(..) s& 1ap cd bao pLoss=True (dong 20) dé bao mit goi. Khi d6, FCoAP
s& chuyén sang trang thai 10i (dong 22).
e Thugt toan lui

Thuat todn 3.3. LUi
Dau vao: pLoss, Tmax
Pau ra: R(k)

1: Function Backoff ()

2 next_pacing =t

3 ACK = False

4: WHILE ( ACK == False) DO

5: IF (t>next_pacing + RTT ) THEN

6: packet < SendNextPacket()

7 Update ( RT(k), BG(K), BWnax(k))

8 C_degree = FCS ( RT(k), BG(K), BWpax(K) )
9: RTO_Update ( C_degree, RTO)

10: R(k) = R(k-1) + C_degree x (1/RTT)
11: next_pacing =t

12: ENDIF

13: IF (t>Tmax) THEN Restart ()

14: ENDIF

15: ENDDO

16: return Steady ()

17: END Function.

Thuat toan 3.3 mo ta trang thai I0i cia FCoAP khi c6 mat goi xay ra. Trong
vong WHILE (dong 4-15), FCoAP lién tuc kiém tra bién ACK. Néu van chua c6
ACK, FCOAP phét lai géi tin ¢ mat (dong 5-6) sau mdi RTT, cap nhat lai cac tham
s6 (dong 7-11). Néu qué thoi gian t6i da Tmax do ung dung cho phép [100] (dong
13), FCOAP s& hity bo két ndi va khai tao lai tir du. Néu nhan duoc ACK, FCoAP
s& trg vé trang thai 6n dinh (dong 16).

3.4. Tinh toan hiéu néng giao thivc FCoAP

Theo cac tiéu chi danh gia hiéu ning d3 néu ¢ chuong 1, phan nay tinh toan céac
dai luong: do tré, ty 1é mat goi va thong lugng cho FCoAP nhu sau. Céac ky hiéu
tinh toan hiéu ning twong tu nhu ¢ bang 2.2. Do RTO bién thién & FCoAP, cach
tinh do tr& dau cudi va thong luong phu thudc vao RTO.

3.4.1. D¢ tré dau cuoi ciia FCoAP
Do tré cia mot gdi tin bat ky s& phu thudc vao gia tri TO = RTO(K) tai thoi
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diém phét lai & chu ky k. Ta c6:

d; = Dy + TO (3.21)
Xéc suat phat géi thanh cong c6 tré d; sau i 1an phéat lai 1a:
Pr(D =d;) =p'(1-p) (3.22)

Véi p 1a x&c suat mat goi trong mot lan phét (nghia 1a 1-p 12 X4c suat phét thanh
cdng mot goi), i 1a s6 1an gai tin phai phat lai véi 1 <i <m, m 1a sb lan phét lai tdi

da. Do tré trung binh ctia cac goi tin s& 1a:

Drp = %o Pr(D =d;)d; = X%, p'(1 = p)[ Dy + TO] (3.23)
Drgp = Dp(1—p™™)+TO(1 —p™*) (3.24)
Vii Y. p'(1—p)=1—pmt? (3.25)
Mat khac, cong thic cap nhat RTO cua FCoAP tai mot chu ky k la:

RTO(k) = RTT,(k) + C_degree(k) x D_RTT,(k) (3.26)

Trong d6 RTT,(k) la gia tri RTT tai chu ky k hién tai, D_RTT,(k) 1a do bién thién
RTT, C_degree(k) 1a dau ra hé diéu khién mo. Gia tri l6n nhat cua D_RTT,(K) la
RTT,(K) nén cé:

TO = RTO(k) < RTT,(k) [1 + |C_degree(k)|] (3.27)
Do | C_degree | <1 nén:
TO < 2 * RTT,(k) (3.28)
M3t khac, ta ¢ cong thie diéu chinh toc do phat vai R(k) va R(k-1) 1a toc do
tai chu ky k va k-1 la:

R(k) = R(k — 1) + Caegreery/ RTTs (k) (3.29)
Do | C_degree | <1, dat AR = R(k) — R(k-1) (3.30)
Tacl: RTT,(k) <1/AR (3.31)
Tur (3.28) va (3.31) co:

TO< 2 /AR (3.32)
Thay vao (3.24) ta co:

Drp < Dy(1 —p™tH) +2(1 —p™*t1) /AR (3.33)

Cong thire (3.33) cho thay, néu gigi han tbc do phét, c6 thé gi¢i han do tré D

cua ludng tin.
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3.4.2. Thong lwong cua FCoAP

Do FCoAP ciing phét di chudi goi inflight twong tu TCP, ta c6 thé theo cach
tinh thong lugng trung binh cho TCP nhu trong cong thic (2.41) d& néu & muc
2.3.3. Tuy nhién, gia tri RTO khdng con la cé dinh ma bién thién theo thoi gian. Do

vay, c6 thé dung cong thic tinh xap xi thong luong cho FCOAP nhu sau.

__ 1 _ 3
075 (p, RTT) = T (3.34)

3.5.3. C4c thong sé hiéu ning khdc

Cach tinh cac dai lugng hiéu nang khac nhu ty 1€ goi tin phat lai, ty 1€ goi tin
phét thanh cong, ty 1¢ gdi tin phét lai bi dup, ty 16 mat g6i khéng phu thusc RTO,
nén cé thé dung céch tinh trong ty nhu da néu & muc 2.3 cho RCoAP.

3.5. Két qua mo phéng danh gia FCoAP
3.5.1. Thiét lgp méi trwong md phéng cho FCoAP

FCOAP dugc mo phong thir nghiém véi bo cdng cu mo phong NS3.36 [88]. So
v6i RCoAP, phan mém FCoAP c6 mot sb thay doi véi viéc bd sung ham FCS vai 3
ham con: tinh ham thudc va xac dinh tap mo cac dau vao, tinh ham thudc va xéc
dinh tap mo dau ra, giai mo dé xac dinh hé s6 diéu khién téc do (Phu luc 5).

Céc tham s cau hinh cho cac kich ban md phong ¢ bang 3.2 véi cong nghé
khuyén nghi cua ITU [57, 99] cho tng dung 10T. Cuy thé: M6 dun IoT sir dung WiFi
(802.11n/g), téc do phét tdi da mdi luong CoAP la 250 Kbps (dic trung cho mang
6LOWPAN [100]). Thoi gian md phong phd bién 1a 300s twong tu cac nghién ciu
trude day. S6 1an chay mdi kich ban 1a 30 1an. Sé nat 10T bén giri phat dong thoi tir
10 dén 30. Tang vat ly va MAC sir dung chuan cia NS-3.36 [88]. Cac kich ban md
phong céc tinh trang tic nghén duoc thuc hién bing cach thay dbi bang thong cb
chai va d6 tré lién két twong tu [68, 66, 10]. Cau hinh mang mé phong twong tu [13,
15, 22, 93, 68]. M0 phong st dung mang nhu hinh 2.6 va 2.7 & chuong 2 cho cac
kich ban nhu thé hién ¢ bang 3.2.

FCOAP sir dung tiéu dé goi tin chuan caa CoAP [100] vé6i 106 Bytes cho goi
CON va 49 Bytes cho goi ACK. FCoAP sir dung 8 Bytes trong tlly chon tiéu dé: 4
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Bytes dé ghi tha tu goi tin phuc vu kiém tra mat g6i, 4 Bytes dé ghi thoi gian nhan
dung cho tinh thong lwong tirc thoi va bang thong cb chai. Hiéu ning FCoAP dugc
s0 sanh véi CoAP do CoAP la dai dién cho cac co ché dira vao mat goi trong cac
nghién ctu lién quan téi nay. Cac diéu kién mo phong cd thé thay doi tly bién.
Diéu quan trong la tao cing mot diéu kién md phong dé so sanh hiéu ning.

Bdng 3.2: Cac tham s chinh dé thiét Igp mé phéng FCOAP

Tham sé Gia tri
Thoi gian mé phong 100s — 300s
S6 lan chay mdi kich ban 30 lan
S6 mo dun IoT bén gii 3-30
Tang vat Iy va MAC WifiPhy 2,4 GHz, IEEE 802.11b/n [88,93]
Lién két AP 250 Kbps, 50 ms (twong tw [14, 15, 22, 23])
Két ndi Internet 10/100 Mbps (Ethernet)

M0 phong bing thong cb chai véi BW va tré

Kich ban mo phong lién két D theo cach trong [66, 21, 10, 68, 15]

+ Kich ban 3.1: | Thu nghiém chirc nang | BW =45 Kbps, D = 300 ms

+ Kich ban 3.2: | So sanh giao thic BW =60 Kbps, D = 300 ms

+Kich ban 3.3: | Luu lugng UDP thay BW =75 Kbps, D = 300 ms
doi

+ Kich ban 3.4: | Luu lugng CoAP hon BW = 75 Kbps, D = 300 ms
hop

+ Kich ban 3.5: | Luu lugng UDP/ TCP BW =75 Kbps, D = 300 ms
hén hop

+ Kich ban 3.6: | So sanh véi cac giao BW = 60 Kbps, D =300 ms,
thirc CoAP khac

+ Kich ban 3.7: | So sanh FCoAP V6i BW = 60 Kbps, D =300 ms,
RCOoAP chang ngan
+ Kich ban 3.8: | So sanh FCoAP vai BW =75 Kbps, D =500 ms,
RCOAP chang dai
M hinh mang Kich ban 3.1, 3.7: hinh sao (hinh 2.6)
Kich ban 3.2, 3.3, 3.4, 3.5, 3.6, 3.8: hinh
xuong ca (hinh 2.7)
Thoi diém bét dau phat Ngau nhién trong khoang 0-200 ms

Tinh khoang tin cay Cong thic (1.11) vai mac tin cay 99%
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Dé c6 dugc céac két qua tin cdy, mdi thi nghiém duoc thuc hién 30 lan chay thir

va lay gia tri trung binh vé&i khoang tin cay tinh theo cong thic (1.11) cho muc tin

cdy 99% véi phan bd chuan. Thoi diém bét ddu phat duoc gieo ngau nhién trong

khoang 0-200 ms. C&c dir liéu duoc do theo thoi gian thuc trong chuong trinh.

3.5.2. Kjch bdn 3.1: Kiém tra hoat dgng ciia hé diéu khién mer

e Bién thién cia RT_gradient, BG_gradient va C_degree

Kich ban 3.1 sir dung mang hinh sao nhu hinh 2.6 (chuwong 2) véi cac tham sb

nhu & bang 3.2. Hinh 3.13 biéu thi bién thién cua hai dau vao va dau ra cua hé FCS
cho mdi ludng FCoAP. Hinh 3.14 1a bién thién C_degree cua 3 ludng FCoAP.
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Hinh 3.13 Bién thién RT_gradient, BG_gradient va C_degree
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Hinh 3.14 Bi¢n thién C_degree cua ba luong FCoAP

300

C_degree bién thién trong khoang [-1; 1] theo RT_gradient va BG_gradient, thé

hién tinh trang tic nghén. Trong giai doan dau, C_degree ludn c6 gia tri dwong phan

anh nguy co tic nghén thap. Céac khoang gié tri am cua C_degree phan anh nguy co
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tic nghén cao, khi RT gradient ting nhanh va BG_gradient c6 mét do day dic hon.
Bién thién C_degree cua c4c lusng FCOAP ¢ hinh 3.14 thé hién tinh binh dang cua
cac ludng cung tuong tranh bing thong cd chai trong thi nghiém. Két qua mé phong
cho thay bién thién C_degree phl hop Vi tinh trang tic nghén va bién dong cua
mang.
o Higu ning FCoAP khi luu lwong dong nhat

Trong kich ban 3.1, luu luong ddng nhat dwoc tao ra tir cac lubng FCoAP. Hinh

3.15 biéu thi do tré, hinh 3.16 biéu thi thong lugng cua cac ludng tin FCoOAP.
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Hinh 3.15 D¢ tré cuia FCoAP
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Hinh 3.16 Théng lirong cria FCoAP
Két qua moé phong cho thdy do tré trung binh cé gia tri nhé hon 410 ms cho

c4c ludng tin FCoAP. Chwa c6 mat goi xay ra trong diéu kién mé phong, do vay cac
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lubng FCoAP duy tri duoc do tr& nho va thong luong trung binh dat khoang 8 Kbps.
Do bién thién 12 do dao dong cua bing thong c¢6 chai khi cac ludng tin cung phat
ddng thoi, twong tranh bang thong chia sé. Tré va thong luong ting khi tai ting,
nghia 1a s goi inflight ting va nguoc lai, giam khi sé géi inflight giam. Bang 3.3 so

sanh hiéu niang cho 3 ludng FCoAP trong cac thi nghiém trén.

Bang 3.3: So sanh hiéu néng ciia cdc luong tin FCoAP

Chi s6 hiéu ning Luong 1 Ludng 2 Ludng 3
Tong sb goi giri 2601 2641 2618
S6 goi phat thanh cong 2601 (100%) 2641 (100%) 2618 (100%)
S goi phat lai 1 (0,04%) 1 (0,04%) 1 (0,04%)
S goi phat lai dap 1 (0,04%) 1 (0,04%) 1 (0,04%)
S6 goi bi mat 0 (0%) 0 (0%) 0 (0%)
Tré trung binh 387,79 ms 386,41 ms 385,92 ms
Thong lugng trung binh 8,49 Kbps 8,62 Kbps 8,55 Kbps

Theo két qua trong bang: khéng c6 mat goi xay ra, sé lan phat lai thap (chi 1
g6i trong s6 hon 2600 g6i), do d6 FCoAP duy tri dugc d6 tré nho, thong luong cao.
3.5.3. Kich bdn 3.2: So sanh hi¢u nang FCoAP va CoAP

Kich ban 3.2 sir dung mang nhu hinh 2.7 (chuong 2) véi cac tham sé nhu &
bang 3.2, ¢6 10 ludng FCoAP va 10 ludng CoAP dé so sanh hiéu ning. Bang 3.4
tong hop két qua so sanh hiéu ning gitta FCOAP va CoAP trong thi nghiém nay.

Bdng 3.4: So sanh hiéu nang cua FCOAP va CoAP

Tham s6 hi¢u niing FCOAP COoAP
Tong s6 goi giri 2558 389
S6 goi phat thanh cong 2558 (100%) 389 (100%)
S6 goi phat lai 1 (0,04%) 0 (0%)
S6 goi phat lai dap 1 (0,04%) 0 (0%)
S6 goi bi mat 0 (0%) 0 (0%)
Tré trung binh 392,43 ms 390,31 ms
Thong lugng trung binh 8,35 Kbps 1,27 Kbps
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Hinh 3.17 so sanh d6 tré va hinh 3.18 so sanh thong luong cua cac ludng tin
FCOAP va CoAP. Nhu trén hinh, mic di mtc do bién thién khac nhau, song do tré
I6n nhat van nho hon 430 ms cho tat ca goi tin cua cac ludng tin FCoAP va CoAP.
Dbi voi CoAP, do tré trung binh 1a 390,31 ms cho 389 géi tin phat di trong 300s Vi
khoang tin cay la (389,46; 391,17), muc tin cay 99%. Véi FCoAP, do tré trung binh
1 392,43 ms cho 2558 g6i tin phat di trong 300s, khoang tin cay (392,02; 392,85),
muc tin cay 99%. FCoAP truyén thanh cong nhiéu géi tin so vi CoAP do FCoAP

sir dung FCS c6 diéu khién téc do phat cao hon, song van gitr dugc d tré toi da.

430 P tré trung binh cla FCoAP (ms)
420 H
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Hinh 3.17 D¢ tré ciia FCoAP va CoAP
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Hinh 3.18 Théng liong FCoAP va CoAP
Hinh 3.18 so sanh thong lwong cua cac ludng tin FCoAP va CoAP. Théng
luong trung binh caa CoAP la 1,27 Kbps véi khoang tin cay la (1,26; 1,28), mic tin
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cdy 99%. FCoAP c6 thong luong trung binh xap xi 8,35 Kbps véi khoang tin ciy
(8,24; 8,50), muc tin cay 99%. Két qua cho thay FCoAP cho thong luong cao va tré
nhé hon CoAP trong cung diéu kién thi nghiém. Ly do 1a FCoAP diéu khién toc do
phéat, cho phép tan dung bing thong c6 chai, con CoAP thi khong. Vi vay, sé goi
phat di thanh cong cia FCoAP (2558) cao hon so véi CoAP (389).
3.5.4. Kjch bdn 3.3: Hiéu ning FCoAP va CoAP khi c6 lwu lwong UDP thay doi

Kich ban 3.3 str dung mang nhu hinh 2.7 (chuwong 2) véi cac tham s nhu &
bang 3.2, mot ludong UDP c6 toc do thay doi, 10 ludng FCoAP va 10 lusng CoAP
dé so sanh hiéu nang. Ludng UDP phat véi toc do 2 Kbps trong khoang 0-160s. Sau
d6 toc do UDP tang dan theo timg budc 1 Kbps trong khoang 160s-200s. Bién doi
tbc do cua UDP tao ra tinh huéng ting tai nhanh din dén nguy co tic nghén cao. Tt
thoi diém 200s, luong tin UDP giam nhanh toc d6 phat vai bude giam 2 Kbps nham
nhanh chéng giai phong céc goi tin inflight n tic trén mang.

Hinh 3.19 biéu thi d6 tré cua FCoAP va CoAP, hinh 3.20 biéu thi s6 lan (theo

truc hoanh) va sé goi phat lai (theo tryc tung).
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Hinh 3.19 D¢ tré ciia FCoAP va CoAP khi ¢6 luu lwong UDP thay doi
Trong thoi gian tir 0-160s, ca FCoAP va CoAP déu khdng cé tac nghén. Khi tai
Iru luong tang do ludng tin UDP tang toc do (tir 160s), d6 tré cua FCOAP va CoAP
tang dan cung véi sb 1an phat lai. Mat g6i xay ra & khoang 180s. B¢ tré ting nhanh
va bién thién dat x4p xi 22s-28s do phai phat lai cac goi tin. Do tré cia FCoAP ¢
mat d6 thua hon cua CoAP, ddng nghia FCoAP c6 it gbi bi tré hon so v6i COAP.
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Nhu trén hinh 3.20, nhiéu g6i tin can téi 4 1an phat lai ¢ hai co ché, song s6 1an phat
lai cia FCOAP la 669 nho hon so vai 2954 gai tin phat lai trong CoAP.
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Hinh 3.20 Sé lan phét lgi ciia FCoAP va CoAP khi ¢6 lwu lwong UDP thay doi
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Hinh 3.21 Phat lai dip ciia FCoAP va CoAP khi c6 lwu lwong UDP thay doi
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Hinh 3.22 Théng lirong ciia FCoAP va CoAP khi ¢6 heu hwong UDP thay doi
Hinh 3.21 biéu thi sb 1an va sb géi tin phat lai dap cua FCOAP va CoAP. S lan
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phat lai dap ctia FCoAP la 571 it hon so vai 922 goi tin trong CoAP. Hinh 3.22 so
sanh thong lugng ctia FCoAP va CoAP. Thong lugng trung binh dugc tinh cho cac
g6i tin c6 phan hdi ACK, ké ca goi tin phat lai dap. Do sé goi phét lai dup cua
COAP trong khoang 230s-300s cao hon so v&i FCOAP, mat do d6 thi & CoAP day
dic hon so v6i FCOAP. Tuy nhién, théng luong thuc té s& khéng bao gdom goi tin
phét lai dup. Bang 3.5 tong hop céc chi sé hiéu ning cia FCOAP va CoAP. Kich
ban 3.3 khac vai kich ban 3.2 13 ¢ bang thong co chai 75 Kbps cao hon. Mit khac
do kich ban 3.3 ¢6 thém luong UDP thay dbi toc d6, CoAP gianh dugc thém bang
thong khi ludong UDP tra lai trong cac khoang nging phat. Vi vay, sé goi tin CoOAP
phat di 1a 3172 véi thong luong 1a 6,32 Kbps (Bang 3.5) cao hon so véi kich ban 3.2
(Bang 3.4). Tuy nhién, sb gai tin phat lai dup va phat lai cia COAP rat 16n. Két qua
trong bang cho thay, mic di CoAP phét di nhiéu goi hon (bao gdom ca géi phat lai)
song s6 goi thanh cong la 1840 (59,01%) thap hon so vé&i 2020 (95,92%) cua
FCOAP. Ty I&é mat goi, phét lai, phat lai dap cua FCoAP déu thip hon CoAP trong
diéu kién thi nghiém nay. Do c6 ty Ié thanh cong cao hon nén d tré trung binh cua
FCOAP la 4304,14 ms nhé hon so vai 8639,60 ms trong CoAP va thong lugng trung
binh cua FCoAP la 6,97 Kbps cao hon so vai 6,32 Kbps trong CoAP.
Bdng 3.5: Hiéu ndng ciia FCoAP va COAP khi ¢6 luu lwong UDP thay déi

Tham s6 hiéu ning FCOAP CoAP
Téng sb goi guri 2106 3172
Sb goi phat thanh cong 2020 (95,92%) 1840 (58,01%)
S6 gbi phat lai 669 (31,77%) 2954 (93,13%)
Sb goi phat lai dtp 571 (27,11%) 922 (29,07%)
S6 goi bi mét 86 (4,10%) 1332 (41,99%)
Tré trung binh 4304.14 ms 8639,60 ms
Thong lugng trung binh 6,97 Kbps 6,32 Kbps

3.5.5. Kjch bdn 3.4: Hiéu ning FCoAP va CoAP khi cé lwu lwong COAP hén hep
Kich ban 3.4 st dung mang nhu hinh 2.7 (chuwong 2) véi cac tham s nhu &
bang 3.2. Mot ludng CoAP khéng tin cay, goi tit 1a lusng BUNCON (Basic
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Unconfirmable) tuong tranh biang théng cb chai véi 10 ludng FCoAP va 10 ludng
CoAP dé so sanh hiéu nang. Lubng BUNCON bit dau véi toc do phét 1a 0.5 Kbps,
sau d6 ting dan ting budc toi gia tri 25 Kbps. Tiép do, téc do phat giam dan ting
buéc xudng 0.5 Kbps. Qué trinh ting va giam téc d6 nay duoc l1ap lai 3 1an. Cudi
cuing, ludng tin BUNCON durng phat ¢ 280s. Kich ban nay la tao ra mét luu luong
CoAP hdn hop c6 bién déi dong trong mang.
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Hinh 3.23 D¢ tré ciia FCoAP va CoAP khi lwu lirong CoAP hon hop
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Hinh 3.24 Théng lirong ciia FCoAP va CoAP khi lwu lwong COAP hén hop
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Hinh 3.23 hién thi do tr& con hinh 3.24 biéu thi thong luong cua cac ludng tin.
Nhu trén hinh 3.23, d6 tré cia cac ludng tin ting trong cac khoang thoi gian c6 tac
nghén xay ra ¢ 55s, 110s va 150s. Tai luu lugng cao 1a do téc do phét caa ludng tin
BUNCON trong céac khoang thoi gian nay. Do tré trung binh cia FCoAP la 725,91
ms véi khoang tin cay (700,40; 751,43), muc tin cay 99%. Do tré trung binh cua
CoAP 1a 973,95 ms vai khoang tin cay (948,03; 999,95), muc tin cay 99%.
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Hinh 3.24 so sanh thong luong cia FCOAP, CoAP va BUNCON. Tic nghén
xay ra trong cac khoang 40s-70s, 80s-110s, va 140s-180s. Thong lugng trung binh
cua FCoAP la 0,49 Kbps voi khoang tin cay (0,479, 0,501), cia CoAP la 0,48 Kbps
vé6i khoang tin cay (0,477, 0,495). Cac két qua cho thay do tré va thong lugng trung
binh ctia FCOAP tét hon so v6i CoAP khi tuong tranh véi luu legng CoAP hdn hop.
3.5.6. Kjch bdn 3.5: FcoAP va CoAP khi cé lwu lwong TCP/UDP hén hop

Kich ban 3.5 st dung mang nhu hinh 2.7 (chuwong 2) véi cac tham s nhu &
bang 3.2 khi ¢6 luu lwong TCP/UDP hdén hop cung véi 10 luong FCoAP va 10
lubng CoAP dé so sanh hiéu ning. Ludng TCP duoc thiét lap vai socket TCP chuan
trong NS-3 [88] véi toc do dir lieu 10 Mbps, kich thudc goi dit liéu 1a 1040 bit. Téc
d6 phét cua TCP s& bién thién tuy theo bang thong co chai va trang thai mang.
Ludng tin UDP duoc thiét 1ap véi socket UDP chuan trong NS-3 [88]. Ludng UDP
bat dau vai toe do dir liéu 20 Kbps, sau d6 thay doi thanh tdc do 50 Kbps ¢ thoi
diém 80s, 150 Kbps ¢ thoi diém 150s va téc do 5 Kbps & thoi diém 200s. Kich ban
nay tao tinh trang tac nghén va bién dong mang véi luu lwong hdn hop TCP/UDP.

D6 tré cla luéng FCoAP (ms)
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Hinh 3.25 D¢ tré ciia FCoAP va CoAP khi ¢6 leu lwong nén TCP/UDP
Hinh 3.25 so sanh d¢ tré cuia FCOAP va CoAP. Nhu trén hinh, d¢ tré cua
FCOAP va CoAP bién thién theo sy thay doi toc do cua céc ludng tin UDP va TCP.
Do tré 16n & cac khoang tir 80s - 120s va tir 150s - 200s 1a do UDP phét goi ¢ toc do
cao hon tai cac khoang nay. Do tré trung binh cia CoAP 1a xap xi 1563,25 ms voi
khoang tin cay (1550,77, 1575,74) véi cac gia tri 16n téi 2007 ms ¢ 7s va 1970 ms &
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153s. Trong khi d6, @6 tré trung binh cia FCoAP 1a xap xi 1561,26 ms véi khoang
tin cay (1554,82, 1579,70) va gia tri I6n nhat 12 1888 ms & 153s nho hon so voi do
tré 16n nhat caa CoAP.

Hinh 3.26 so sanh thong luong cia FCOAP va CoAP. Bién thién thong luong
cuia FCOAP phan anh diéu khién toc d6 phét cia FCoAP dé tuong tranh bang thong
kha dung theo bién thién cua bang thong cb chai. Trong khi do, théng lugng CoAP
it thay doi hon. Thong luong trung binh caa CoAP 1a 1,895 Kbps véi khoang tin cay
(1,863; 1,927). CoAP c6 khéa nhiéu gai tin phai phat lai va phat lai duap trong khoang
thoi gian xay ra tac nghén. Trong khi d6, thong lwong trung binh cia FCOAP xap xi
9,228 Kbps véi khoang tin cay (7,907; 10,549), muc tin cay 99%. Két qua thi
nghiém cho thiy, FCOAP tan dung dugc bang thong kha dung khi chia sé bing
thong c6 chai vi CoAP, TCP va UDP dé tang thong luong, trong khi COAP khong
thé thyc hién diéu nay. Ly do 1a FCoAP sir dung hé FCS gitp diéu chinh cap nhat

tdc do phat kip thoi va sat voi tinh trang bién dong ciia mang.

Théng lugng cla luéng FCoAP (Kbps)
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Hinh 3.26 Théng lirong ciia FCoAP va CoAP khi ¢é leu lieong nén TCP/UDP
3.5.7. Kich bdn 3.6: So sanh FCoAP vgi CoAP, CoCoA, CoCoA+

Kich ban 3.6 str dung mang nhu hinh 2.7 vé&i c4c tham sb nhu & bang 3.2, mot
lubng UDP c6 téc do phat thay doi tir 2 Kbps dén 25 Kbps nhiam tao bién dong
mang. Kich ban nay so sanh FCoAP vai cac giao thirc CoAP, CoCoA va CoCoA+.
Hinh 3.27 biéu thi d6 tré trung binh cua céc giao thuc FCoOAP, CoAP, CoCoA va
CoCoA+. Do tré caa FCoAP thap va c6 bién thién nho. Trong khi d6 do tré cua
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CoCOoA va CoCoA+ I6n hon va cé bién thién I6n (chi tiét xem bang 3.6).
Do tré ctia FCoAP (ms)
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Hinh 3.27 So sdnh do tré cua FCoAP, CoAP, CoCoA va CoCoA+
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Hinh 3.28 So sdnh théng luwong cuia FCoAP, CoAP, CoCoA va CoCoA+
Hinh 3.28 so sanh thong Iugng cua FCoAP, CoAP, CoCoA va CoCoA+. Thong
lugng ciia CoAP, CoCoA va CoCoA+ tuong ddi ngang nhau. So véi CoAP, CoCoA
va CoCoA+, giao thitc FCoAP c¢6 théng luong cao hon. Phan dau FCoAP c6 dao
dong do FCOAP phat lién tiép dé kiém tra bang thong co chai (chi tiét xem bang
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3.6).
Bang 3.6: So sanh hiéu nang cua FCOAP va cac giao thirc CoAP khac
Chi s6 hi¢u niing FCOAP CoAP CoCoA CoCoA+
Tong s6 goi gui 381 299 300 300
Sb goi phat thanh cong | 381 (100%) | 299 (100%) | 300 (100%) | 300 (100%)
S6 goi phat lai 0 (0,0%) 0 (0,0%) 0 (0,0%) 0 (0,0%)
Sb goi phat lai dap 0 (0.0%) 0 (0.0%) 12 (4.0%) | 7 (2,33%)
Sb go6i bi mat 0 (0.0%) 0 (0.0%) 12 (4.0%) | 7 (2,33%)
Tré trung binh 380,33 ms | 38518ms | 387,94ms | 388,33 ms
Thong Iuong trung binh | 1,245 Kbps | 0,978 Kbps | 0,979 Kbps | 0,979 Kbps

Két qua thi nghiém trong bang cho thay: FCoAP c¢6 do tré trung binh nho hon
CoAP, CoCoA va CoCoA+. Thong lugng trung binh cua FCoAP cao hon so véi
CoAP, CoCoA va CoCoA+. FCOAP truyén thanh cong nhiéu goi tin so voi CoAP,
CoCoA va CoCoA+ trong cing mot diéu kién truyén. C6 thé thiy kich ban 3.6 sir
dung bing thong cb chai twong tu ¢ kich ban 3.2 (bang 3.4) song c6 thém ludng
UDP thay doi toc do phét. Vi vay, s6 goi do FCoAP phat di (381 goi ¢ bang 3.6)
nho hon so véi 2558 goi & kich ban 3.2 (bang 3.4) do luong UDP gianh nhiéu bang
thong hon cac ludng khéc.

3.6. So sanh FCoAP véi RCoAP
So v6i RCOAP, FCOAP ¢6 mot sé thay doi cai tién chinh nhu sau:

(1) Thoi gian khoi tao cia RCoAP la 2xRTT, con cua FCoAP la 6 chu ky RTT cho
mot phién két ndi moi. Ly do 1a FCOAP can thoi gian két ndi on dinh dé xac
dinh bang thong cb chai twong tw [27, 11]. Chi phi nay nhé so véi toan bo thoi
gian truyén tin. Vi dy, néu RTT = 100 ms, thoi gian két ndi phién truyén tin 1a
300s thi thoi gian phéat sinh cua FCoAP do khai tao 1a 0,2%, cao hon 0,167% so
v6i RCoAP. Phién két néi kéo dai thi chi phi cho thoi gian khai tao cang nho.

(2) Tiéu d& goi tin FCoAP déu c6 thém 8 Bytes & phan tly chon so véi CoAP
[100], trong d6 4 Bytes ghi s6 thir tu g6i tin phuc vu cho kiém tra mat géi, 4
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Bytes ghi thoi gian nhan dung cho tinh théng luong tirc thoi va bing thong cd
chai. S6 dong lénh cua FCoAP phét sinh thém so vi RCoAP 1a 6. Viéc xtu ly
tiéu dé goi khi gui va khi nhan s& phét sinh thém thoi gian so véi RCoAP (Phu

luc 4).

(3) Do c6 thém phan xu ly cho hé diéu khién md FCS, FCoAP c6 thém 37 dong
Iénh so vai RCoAP, phat sinh thém thoi gian xir ly so véi RCoAP.

Nhu vay, FCoAP cé thém chi phi xir ly so v6i RCoAP. Thoi gian xu ly cua
FCoAP cao hon so vdi RCoAP. Tuy nhién, ca RCoAP va FCoAP déu chi sir dung
cac vong lap don trong tinh toan. Do d6, do phuc tap tinh toan cua ca RCoAP va
FCoAP déu 12 O(n). Trong pham vi nghién ctu, luan an khong di sau vao tinh toén
d6 phuc tap, t6i vu cac tham sd, chi phi ning luong tiéu thy, tac dong cua I5i kénh
vO tuyén. Pay la nhitng hudng nghién ciu tiép trong tuong lai.

So sanh gitra FCOAP va RCoAP ¢ thé rut ra:

- Ca FCoAP va RCoAP déu c6 kha niang truyén chudi goi tin cay. Do d6, FCoAP
va RCoAP phu hop véi cac tng dung truyén ludng tin c6 lugng dix liéu 16n, yéu
cau thoi gian thuc nhu tng dung ludng video, mang camera giam sét, theo ddi y
té va cham soc sizc khoe, giam sat cong cong nhu da néu trong khuyén nghi cia
|ETF [101, 102, 103, 55] va ITU [99, 57, 62, 59].

- FCOAP c6 kha ning xac dinh bang thong co chai va phét hién sém tac nghén,
sém diéu chinh téc do phat dé han ché tic nghén. Tuy nhién, chi phi thoi gian
xir ly cia FCoAP cao hon CoAP. Mit khéc, do chu ky diéu chinh téc do 1a mot
RTT va can thoi gian dé tinh toan hé md nén FCoAP thich hogp hon véi céc ang
dung c6 RTT dai gdm nhiéu chang [103, 102, 55].

- So véi FCoAP, RCOAP c6 thém chirc nang phat hién nguyén nhan mat goi.
Chtrc ning phat hién nguyén nhan mat géi khdng can trong FCoAP vi FCoAP
lién tuc diéu chinh toc do phét cht khong giam toc do phat di mot na khi 6
tac nghén nhu & RCoAP, hon nita thém chiic ning nay sé& l1am FCoAP phuc tap
thém.

- RCOAP c6 thé phi hop hon cho cac tng dung truyén chudi géi tin theo ching
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ngin cd RTT nho. FCoAP thich hop hon cho cac tng dung truyén chudi géi tin
c6 két ndi dai gdm nhiéu ching nhu cac vi du néu trong [103, 102, 55].

Hai kich ban md phéng dugc st dung dé so sanh RCoAP va FCoAP. Céc tham
s6 thiét 1ap mé phong twong ty nhu ¢ Bang 3.2. Kich ban thi nhat (Kich ban 3.7) st
dung mang hinh sao nhu hinh 2.6 dé biéu dién truyén chudi gai tin theo ching ngan
(don ching). Kich ban thir hai (Kich ban 3.8) st dung mang hinh 2.7 dé biéu dién
truyén chudi goi tin cd két ndi dai gom nhiéu ching. Ca hai kich ban déu sir dung
thém mat lusng UDP ¢6 téc do phét thay doi tir 2 Kbps dén 25 Kbps nham tao bién
dong mang.

Trong kich ban 3.7, bang thong co chai dugc md phong tuwong tu céc thi nghiém ¢
phan trén véi BW = 60 Kbps va D = 300 ms.
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Hinh 3.29 D¢ tré ciia FCoAP va RCOAP trong chdng don

Hinh 3.29 so sanh d6 tré cua cac ludng tin FCoAP va RCoAP. Nhu trén hinh, do
bién dong cua bing théng cb chai, do tré cua FCoAP va RCoAP déu bién thién,
song duy tri ¢ gia tri trung binh 413 ms dbi véi FCoAP va 412 ms d6i voi RCoAP.
Hinh 3.30 so sanh thong lugng ctia FCoAP va RCoAP. Thong Iugng trung binh cta
RCOAP 1a 1,157 Kbps cao hon so véi 1,148 Kbps ciia FCoAP trong cung diéu kién
thi nghiém ching ngan nay. Céc két qua mé phong cu thé duoc biéu thi trong bang
3.7.
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Théng lugng trung binh caa FCoAP (Kbps)
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Hinh 3.30 Théng lirong cia FCoAP va RCoAP trong chang don
Bang 3.7: So sanh FCoAP va RCoAP trong don chang

Tham s6 hiéu niing FCOAP RCoAP
Téng sb goi guri 351 354
S6 goi phat thanh cong 351 (100%) 354 (100%)
S6 goi phat lai 0 (0,0%) 0 (0,0%)
S6 goi phat lai dip 0 (0,0%) 0 (0,0%)
Sb go6i bi mét 0 (0,0%) 0 (0,0%)
Tré trung binh 413,03 ms 412,99 ms
Thong lugng trung binh 1,148 Kbps 1,157 Kbps

Theo két qua trong bang: khdng c6 mat goi xay ra, RCoAP ¢ dd tré nho hon
FCoAP, théng luong trung binh ciia RCoAP cao hon so voi FCOAP. RCoAP truyén
thanh cong nhiéu goi tin so véi FCoAP. Céc két qua cho thdy RCoAP phil hop hon
s0 v6i FCOAP cho cac wng dung truyén chudi géi tin theo ching ngan (don ching).
C6 thé thay kich ban 3.7 sir dung bang thong cb chai twong tu kich ban 3.2 (bang
3.4) song c6 thém ludng UDP thay ddi toc do phat twong tu ¢ kich ban 3.6 (bang
3.6). Vi vy, s6 goi ctia FCoAP phat di (351 goi ¢ bang 3.7) nho hon so vai s6 goi ¢
kich ban 3.2 (bang 3.4) va xap xi s6 goi & kich ban 3.6 (bang 3.6) do FCoAP tuong
tranh bang thong véi ludng UDP.
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Kich ban 3.8 sir dung mang hinh 2.7 dé biéu dién truyén chudi goi tin cd két
ndi dai gdm nhiéu ching. Kich ban nay ciing st dung cac tham sé thiét 1ap mé
phong twong tw nhu & Bang 3.2 song ¢6 bang thong ¢ chai 16n hon duoc mé phong
v6i BW = 75 Kbps va D = 500 ms. Mét luong UDP c6 toc do phat thay doi tir 2
Kbps dén 25 Kbps trong khoang tir 100s — 200s nham tao bién dong mang. Hinh
3.31 so sanh d6 tré cua céc ludng tin FCOAP va RCoAP con hinh 3.32 so sanh
thong lugng cua FCoAP va RCoAP.
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Hinh 3.31 D¢ tré ciia FCoAP va RCoAP trong chang dai
Nhu trén hinh 3.31, do bién dong cua bang thong c6 chai, tic nghén xay ra
trong khoang 120 s — 200 s. D tré ciia FCoAP va RCoAP déu bién thién va dat gia
tri cao trong khoang nay. O cac khoang khac, do tré cia FCoAP va RCoAP duoc
duy tri ¢ gia trj trung binh 899 ms d6i voi FCoAP va 805 ms d6i voi RCoAP. Hinh
3.32 so sanh thong luong cua FCoAP va RCoAP. Thong lugng on dinh khi khéng
xay ra tic nghén song co bién thién 16n khi ¢ tic nghén d6i véi ca FCOAP va

RCOAP trong diéu kién thi nghiém chang dai nay.
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Théng lugng trung binh cda FCoAP (Kbps)

7 .
6
— 54
2]
o
0
=3
= 4]
c
g
o 3
=
Q
=
=
2 -
14
O .
[+ 50 100 150 200 250 300
Thoi gian (Seconds)
Théng lugng trung binh cla RCoAP (Kbps)
14
12 A
— 10
w
(=N
=]
X
o 8 1
oy
g
o 6
=
=]
=
4 -
2 .
O .

50 100

200 250

Thai gian (Seconds)

300

Hinh 3.32 Théng lirong cuia FCoAP va RCoAP trong chgng dai

Céc két qua mod phong cu thé dugc biéu thi trong Bang 3.8 nhu sau.
Bang 3.8: So sanh FCoAP va RCoAP trong chang dai

Tham s6 hiéu niing FCOAP RCOAP
Téng s6 gbi giri 2916 2754
S6 goi phat thanh cong 2916 (100%) 2754 (100%)
S6 goi phat lai 484 (16,60%) 442 (16,05%)
S6 goi phat lai dup 484 (16,60%) 442 (16,05%)
S6 goi bi mat 0 (0,0%) 0 (0,0%)
Tré trung binh 899,82 ms 805,08 ms
Thong lugng trung binh 9,521 Kbps 8,987 Kbps
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Theo két qua trong bang cho thay: déi vai ching dai, FCoAP truyén thanh cong
nhiéu goi tin so véi RCoAP. Mic du do tré caa FCoAP cao hon chut so véi RCOAP
song thong luong trung binh caa FCoAP cao hon RCoAP. Piéu nay ching to
FCOoAP phl hop hon so voi RCoAP cho céc tng dung truyén chudi goi tin theo
ching dai (da ching) nhu da nhan xét & phan trén.

3.7. Két luan chwong 3

Péng gop thir hai cia luan an 1a mot hé diéu khién mo va giao thiuc FCoAP
(Fuzzy CoAP) dua vao hé diéu khién mo dé diéu khién tac nghén da duoc trinh bay
trong chuong 3. Do cac dai luong tac dong dén tic nghén ciing nhu trang théi tic
nghén 1a kha mo, khong rd rang, co sy chong lap, giai phap st dung hé diéu khién
mo da duge dé& xuat nham khéc phuc cac han ché (4), (5) va (6) cua CoAP va céc
cai tién lién quan di néu ¢ chuong 1.

Phan dau chuong 3 trinh bay giai phéap sir dung hé diéu khién mo véi viéc tinh
toan cac tham sé diéu khién, phuong phap phat hién soém tac nghén, phuong phap
tinh toan bang thong c6 chai va tai luu luong chudi gi, lra chon va tinh toan céc
dau vao va dau ra hé didu khién mo. Tiép do6, luan an da dua ra thiét ké hé diéu
khién md FCS va dé xuat giao thac FCoOAP dua vao hé FCS dé diéu khién tic
nghén véi cac ndi dung: co ché diéu khién, cac trang théi giao thic, cac thuat toan
cua giao thirc FCOAP. FCoAP c6 cac diém cai tién so vai RCOAP vé kha niang phat
hién som tic nghén, diéu khién toc d6 dua vao tinh toan bang thong cb chai va bién
thién dong cua cac tham s6 mang. Phan cudi chuong dua ra tinh toan hiéu ning
FCOAP va cac két qua md phong thir nghiém cho FCoAP, thyc hién so sanh FCoAP
v6i COAP, cac giao thire da chuan hoa hién c6 1a CoCoA, CoCoA+ va Vvai giao thic
RCOAP di dé xuat ¢ chuong 2. Cac két qua md phong cho thiy, FCoAP dat hiéu
qua tét hon so voi COAP ciing nhu céac cai tién CoCoA va CoCoA+ vé cac tham sb
hiéu nang nhu: thong luong, do tré, ty 1é mat goi, ty Ié phat lai, ty I¢ phat lai dup.
Ludn 4n d3 so sanh FCoAP v6i RCOAP Vvé céc cai tién, chi phi tinh toan va sy phi
hop trong ng dung. Noi dung dong gbdp trong chuong 3 di duoc cong bé trong [J5]
va [J6].
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KET LUAN

Mang loT dang phat trién manh véi nhiéu tng dung da dang trong doi sbng, tao
diéu kién phat trién mot x& hoi s6 vai viéc két ndi moi thir vao Internet. S6 luong
thiét bi 10T két ndi mang ting nhanh, nhiéu, da dang. Luu luong 16n va da dang tir
nhiéu ngudn &ng dung.

Téc nghén 1a mot van dé thach thie ddi voi mang 10T do ¢ nhiéu yéu té khac
biét cia mang 10T so véi mang Internet truyén thong. Luu lugng trong mang IoT da
dang hon do ¢6 nhiéu ung dung da dang méi. Méi trudng truyén caa mang loT c6
nhiéu thach thizc k¥ thuat hon do c6 nhitng doan mang vo tuyén c6 bang thong han
ché va bién ddi dong. Cac kénh truyén cé thé c6 do tré bién dong, kha nang mat goi
do 15i va nhidu kénh vé tuyén. Nhiéu ¢ng dung thu thap dir liéu cia mang loT ¢
nhu cau truyén chudi goi tin véi luu lugng bién thién va c6 yéu té thoi gian thuc,
doi hoi do tin cay. Cac thiét bj IoT thuong nho gon, c6 tai nguyén han ché, nén
khong thé &p dung céc co ché diéu khién phirc tap nhu cua TCP.

Trong s céc giao thic cho mang 10T, CoAP 1a mét giao thirc da duoc chuan
hoa cho tang (g dung va rat phd bién cho truyén di liéu tin cay. Tuy nhién, co ché
diéu khién tic nghén ciia CoAP con don gian, khong dap ung duoc yéu cau phat
hién sém va diéu khién tic nghén. Mot sb cai tién CoAP chu yéu theo huéng dua
vao mat gi, khong co kha ning phat hién sém tac nghén, chi diéu khién toc do phat
lai ma khong diéu khién tdc do phét, khong thich hop cho truyén chudi goi tin.

Qua nghién ctru co ché diéu khién caa CoAP, cac cai tién caa nd va cac cong
trinh nghién cru lién quan, luan an da phan tich cac han ché con ton tai vé kha niang
phét hién som tic nghén, kha ning diéu khién toc d6 phat va truyén chudi goi. Trén
co s& d6, luan 4n di nghién ctru dé xuat mot md hinh phan tich truyén tin theo chudi
g6i 6 tin cay cho CoAP. Dya vao mé hinh nay, luin an d nghién ctru, d& xuit mot
giai phap diéu khién tang/giam toc do phat COAP dya vao phat hién sém nguy co
mat g6i, trang thai mang va duong truyén nham diéu khién tic ngh&n mang, nang
cao hiéu qua truyén tin. Luan an da dé xuat mot giao thic mgi RCoAP dua theo mo

hinh truyén chudi géi. Tir viéc phén tich, danh gia cac tham sd tac dong dén tic
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nghén, luan an da chi ra kha niang st dung mot hé diéu khién mo dé tao kha ning

diéu khién linh hoat. Trén co s& d6, luan an da dé xuat mot giao thac méi FCoAP

dwa vao logic mo. Cac két qua ly thuyét da duoc kiém chang qua mé phong thu

nghiém.

A. DPéng gop méi cia luan an

Luén an cd cac két qua dong gop chinh nhu sau:

1)

2)

Xay dung mot moé hinh phan tich truyén tin theo chudi g6i cho CoAP va xay
dung giao thuc méi RCOAP duya trén toc do dé diéu khién tac nghén trong
mang 10T véi co ché diéu khién ting giam téc do phéat phd hop véi tinh trang
tac nghén nham dat dugc hiéu ning cao vé do tré, thong luong, ty Ié mat goi,
ty 1¢ phét lai va ty 1& phat lai dap so v&i cac co ché CoAP chuan hda hién cé.
M6 hinh phan tich truyén tin theo chudi géi dugc cong bd trong [J1, J2],
giao thirc RCoAP dugc cong bd trong [J3, J4].

Xay dung giao thirc méi FCoAP diéu khién tic nghén str dung hé diéu khién
mo theo bién thién dong cua tinh trang tic nghén va cac tham sé mang nham
dat duoc hiéu ning cao vé do tré, thong luong, ty 1& mat goi, ty 1& phat lai va
ty 16 phat lai dtp so v6i cac co ché CoAP chuan héa hién co trong diéu kién
mang bién thién dong, ké ca khi c6 tic nghén nghiém trong. Két qua duoc
cong bd trong [J5, J6].

B. Hwéng phat trién tiép

Céc huéng co thé phat trién tiép caa luan an géom:

Nghién ctru kha ning téi wu cac tham sb diéu khién cho RCoAP va FCoAP.
Nghién ctru danh gia o phuc tap cia RCoAP va FCoAP so vai CoAP.
Nghién ctru danh gia RCoAP va FCoAP trong moéi truong mang ing dung cu
thé.



(1]

[J2]

[3]

[J4]

[J5]

112

DANH MUC CAC CONG TRINH KHOA HQC PA CONG BO

Le Thi Thuy Duong, Hoang Dang Hai, Pham Thieu Nga (2022), “A control
mechanism for reliable burst data transfer in 10T networks”, Journal of
Science and Technology on Information and Communications, ISSN 2525-
2224, CS.01, No. 2, 2022. pp. 38-49.

Hoang Bang Hai, Lé Thi Thiy Dwong, Pham Thiéu Nga (2019), “Giai phép
diéu khién chéng tic nghén trong mang loT”, Journal of Science and
Technology on Information and Communications, ISSN 2525-2224, No. 1,
CS.01, 2019. pp. 7-18.

Le Thi Thuy Duong, Hoang Dang Hai, Pham Thieu Nga (2023), “Avoiding
congestion for CoAP burst traffic”, EAI endorsed Transactions on Internet
of Things, Vol. 9, No. 1, p. e2, Mar. 2023.

Hoang Dang Hai, Le Thi Thuy Duong (2021), “RCOAP: A Rate Control
Scheme for Reliable Bursty Data Transfer in 10T Networks”, IEEE Access,
SCI1/Q1, Vol. 9 (2021), doi: 10.1109/ACCESS.2021.3135435. pp. 169281-
169298.

Lé Thi Thuy Dwong, Hoang Pang Hai, Pham Thiéu Nga (2023), “Piéu khién
mo hd trg giao thixe CoAP nham chdng tic nghén mang Internet van vat”, Tap
chi Nghién citu Khoa hoc Cong nghé Quan su, s6 88, thang 6/2023, trang 22-
33.

[J6] T. N. Pham, D. H. Hoang, T. T. Duong Le (2022), "Fuzzy Congestion Control

and Avoidance for CoAP in lIoT Networks," IEEE Access, SCI/Q1, Vol. 10
(2022), doi: 10.1109/ACCESS.2022.3211296. pp. 105589-105611.



113

TAI LIEU THAM KHAO
Tiéng Viét
[1]. Hb Thuan, Bang Thanh Ha, [2007], Logic mo va iing dung, Nha xuat ban Dai hoc
Quéc gia Ha Noi.
[2]. Nguyén Trong Thuan, [2000], Piéu khién Logic va izng dung, Nha xuat ban khoa hoc
va Ky thuat.

Tiéng Anh

[3]. M. Ahmad, M. Hussain, et.al (2018), “End-to-End Loss Based TCP Congestion
Control Mechanism as a Secured Communication Technology for Smart Healthcare
Enterprises”, IEEE Access, Vol. 6, pp. 11641-11656.

[4]. P. Aimtongkham, T. G. Nguyen, et.al (2018), “Congestion control and prediction
schemes using Fuzzy logic system with adaptive membership function in wireless
sensor networks,” Wireless Comm. Mobile Computing, pp. 1-19.

[5]. P. Aimtongkham, P. Horkaew, C. So-In (2021), “An Enhanced CoAP Scheme Using
Fuzzy Logic with Adaptive Timeout for IoT Congestion Control,” IEEE Access, vol.
9, 2021, pp.58967-58981.

[6]. A. Al-Fugaha, M.Mohammadi, et.al (2015), “Internet of Things: A Survey on
Enabling Technologies, Protocols, and Applications”, IEEE Communications Survey
& Tutorials, Vol. 17, No. 4, pp. 2347-2376.

[7]. HA. Al-kashoash, H. Kharrufa, et.al. (2018), “Congestion control in wireless sensor
and 6LoWPAN networks: toward the Internet of Things”, Wireless Networks,
https://doi.org/10.1007/s11276-018-1743-y, 2018

[8]. M. Allman, V. Paxson, W. R. Stevens (1999), “TCP congestion control,” RFC 2581,
pp. 1-14. [Online]. Available: https://doi.org/10.17487/RFC2581

[9]. E. Ancillotti E., S. Boletrtieri, R. Bruno (2018), “RTT-based Congestion Control for
the Internet of Things”, Proc. of 16th IFIP WG 6.2, Internl Conference, WWIC 2018,
Boston, USA, June 18-20, 2018, pp.3-15.

[10]. E. Ancillotti, R. Bruno, et.al (2018), “Design and Evaluation of a Rate—Based
Congestion Control Mechanism in CoAP for IoT Applications,” in Proc. 19th IEEE
Int. Symposium on “A World of Wireless, Mobile and Multimedia Networks”
(WoWMoM), Greece, Jun. 2018, pp.14-15.

[11]. E. Ancillotti, R. Bruno, “BDP—-Co0AP: Leveraging Bandwidth-Delay Product for
Congestion Control in CoAP,” in Proc. of 5th IEEE World Forum on Internet of
Things (WF-10T), Ireland, Apr. 2019, pp. 656-661.

[12]. M. Arora, S. Upadhyaya, N. Kashyap (2018), “Flexible congestion control using
fuzzy logic for Wireless Sensor Networks”, Intl. Journal of Computer Sciences and
Engineering, Vol, 6, Iss. 5, May 2018.

[13]. A. Betzler, C. Gomez, I. Demirkol, M. Kovatsch (2015), “Congestion Control for



https://doi.org/10.17487/RFC2581

114

CoAP Cloud Services,” Proc of 2015 IEEE Emerging Technology and Factory
Automation (ETFA).

[14]. A. Betzler, C. Gomez, . Demirkol, J. Paradells (2016), “CoAP congestion control
for the internet of things”, IEEE Communications Magazine, 54(7), July 2016. ISSN
0163-6804, pp. 154-160.

[15]. A. Betzler, C. Gomez, et.al (2016), “CoCoA+: An advanced congestion control
mechanism for CoAP,” Ad Hoc Networks, 33, pp.126-139.

[16]. N. Benamar, J. Harri, J. Lee, T. Ernst (2019), “Basic Support for IPv6 Networks
Operating Outside the Context of a Basic Service Set over IEEE Std. 802.11,” RFC
8691, https://tools.ietf.org/html/rfc8691.

[17]. R.E. Bellman, L.A. Zadeh (1970), “Decision-making in a fuzzy environment,”
Management Science, 17(4), pp. 141-164.

[18]. R. Bhalerao, S. S. Subramanian, J. Pasquale (2016), “An analysis and improvement
of congestion control in the CoAP Internet-of-Things protocol”, Proc. 13th IEEE
Annual Consumer Communications Networking Conference (CCNC), pp. 889-894.

[19]. S. Biaz, N. H. Vaidya (2005), "De-Randomizing" congestion losses to improve
TCP performance over wired-wireless networks,” IEEE/ACM Transactions on
Networking, vol. 13 (3), pp. 596-608.

[20]. S. Biaz, N.H. Vaidya (1998), “Distinguishing congestion losses from wireless
transmission losses: a negative result,” In Proc. 7th Intern. Conf. on Computer Comm.
and Networks, pp. 722-731.

[21]. S. Bolettieri, G. Tanganelli, et.al (2018), “pCoCoA: A precise congestion control
algorithm for coap”, Ad Hoc Networks, 80, pp. 116 — 129.

[22]. C Bormann, A Betzler, C Gomez, | Demirkol (2014), “Coap simple congestion
control/advanced”, RFC draft: draft-bormann-core-cocoa-02, 2014.

[23]. C. Bormann, A. Betzler, C. Gomez, |. Demirkol (2018), “CoAP Simple Congestion
Control/Advanced”, RFC-Draft, [Online]. Available: https://tools.ietf.org/id/draft-
bormann-core-cocoa-03.txt.

[24]. C. Bormann, Z. Shelby (2021), “Block—Wise Transfers in the Constrained
Application  Protocol (CoAP)”, RFC 7959, [Online]. Available:
https://datatracker.ietf.org/doc/html/rfc7959.

[25]. M. Boucadair, J. Shallow (2021), “Constrained Application Protocol (CoAP)
Block-Wise Transfer Options Supporting Robust Transmission,” RFC 9177, [Online]:
https://datatracker.ietf.org/doc/html/rfc9177.

[26]. G. Buchholcz, T. Ziegler, T. Van Do (2005), “TCP-ELN: on the protocol aspects
and performance of explicit loss notification for TCP over wireless networks,” in Prof.
1st Internl. Conf. on Wireless Internet (WICON'05), pp. 172-179.

[27]. N. Cardwell, Y. Cheng, C. S. Gunn, S. H. Yeganeh, V. Jacobson (2016), “BBR:
Congestion-Based Congestion Control,” Queue, 14 (5), pp. 20-53.

[28]. S. Cen, P. C. Cosman, G. M. Voelker (2003), “End-to-end differentiation of
congestion and wireless losses,” in IEEE/ACM Transactions on Networking, vol. 11



115

(5), pp. 703-717.

[29]. W. Chang, P. Chen, C. Yang (2013), “Robust Fuzzy Congestion Control of
TCP/AQM Router via Perturbed Takagi-Sugeno Fuzzy Models,” in Intl. Journal of
Fuzzy Systems, Vol.15, No.2, pp.203-213.

[30]. A. Chaudhary, S. K. Peddoju, K. Kadarla (2017), “Study of internet-of-things
messaging protocols used for exchanging data with external sources”, In IEEE 14th
International Conference on Mobile Ad Hoc and Sensor Systems (MASS), pp. 666—
671.

[31]. S.H. Chen (1985), “Ranking fuzzy numbers with maximizing set and minimizing
set,” Fuzzy Sets and Systems, 17, pp. 113-129.

[32]. Y. Chen, L. Lu, X. Yu, X. Li (2019), “Adaptive Method for Packet Loss Types in
[oT: An Naive Bayes Distinguisher,” Electronics, 8(2), pp.134-1.

[33]. C. Chrysostomou, A. Pitsillides, L., Rossides, et al (2003), “A.: Congestion Control
in Differentiated Services Networks using Fuzzy-RED,” in IFAC Control Engineering
Practice (CEP) Journal 11(19), pp. 1153-1170.

[34]. M. Collina, M. Bartolucci, et.al (2014), “Internet of things application layer
protocol analysis over error and delay prone links”, In 7th Advanced Satellite
Multimedia Systems Conf and the 13th Signal Processing for Space Comm. Workshop
(ASMS/SPSC), pp. 398-404.

[35]. G. Cui, H. Wang, etal (2021), “NDN congestion control based on fuzzy
comprehensive evaluation algorithm,” IOP Publishing, Journal of Physics, CIBDA
ser. 1883 012008 (2021), pp.1-9.

[36]. PK. Donta, SN. Srirama, etal. (2022), “Survey on recent advances in IoT
application layer protocols and machine learning scope for research directions”,
Digital Communication and Networks 8 (2022), pp.727-744.

[37]. S. Deshmukh, V.T. Raisinghani (2020), “AdCoCoA—Adaptive Congestion Control
Algorithm for CoAP,” in Proc. of 11th IEEE Int. Conf. on Computing,
Communication and Networking Technologies (ICCCNT), Kharagpur, India, Jul.
2020, pp. 1-7.

[38]. P.K. Donta, S.N. Srirama, et al., “iCoCoA: intelligent congestion control algorithm
for CoAP using deep reinforcement learning,” in Journal Ambient Intell Human
Computer, Vol. 14 (2023), pp. 2951-2966

[39]. D.H. Esawi, G. Attiya, G. Allam (2021), “Fuzzy Controller based TCP-Vegas
Enhancement for Congestion Control,” in Menoufia Journal of Electronic Engineering
Research (MJEER), 30 (2), Jul. 2021, pp.39-44.

[40]. ETSI TR 103 375 (2016), “Smart M2M, IoT Standards landscape and future
evolutions”, Technical Report, ETSI Standard organisation, 10/2016, pp.1-87.

[41]. F. Filali (2005), “Link-Layer Fragmentation and Retransmission Impact on TCP
Performance in 802.11-based Networks,” Proc. of IFIP mobile and wireless
communications networks conference (MWCN), 2005.

[42]. S. Floyd, R. Gummadi, S. Shenker (2001), “Adaptive RED: An Algorithms for
Increasing the Robustness of RED’s Active Queue Management,” Report No. 301,
Internl. Computer Science Institute, Berkeley, CA 94704, August 2001,
https://www.icsi.berkeley.edu/icsi/ node/2032

[43]. S. Floyd, M. Handley (2008), “TCP Friendly Rate Control (TFRC): Protocol
Specification”, Network Working Group, RFC 5348.



116

[44]. S. Floyd, M. Handley, J. Padhye, J. Widmer (2000), “Equation-based Congestion
Control for Unicast Applications”, ACM SIGCOMM Computer Communication
Review, 30(4), pp 43-56.

[45]. C. Gomez, A. Arcia-Moret, J. Crowcroft (2018), “TCP in the Internet of Things:
from ostracism to prominence”, IEEE Journal of Internet Computing, 22(1), Jan/Feb
2018, pp.29-41.

[46]. A. Gurtov, T. Henderson, S. Floyd (2004), “The NewReno Modification to TCP’s
Fast Recovery Algorithm,” RFC 3782.

[47]. S. Ha, 1. Rhee, L. Xu (2008), “CUBIC: A new TCP-friendly High-speed TCP
variant,” in SIGOPS Oper. Syst. Rev. 42 (5), pp. 64—74.

[48]. H. Haile, K. Grinnemo, S. Ferlin, et.al. (2021), “End-to-end congestion control
approaches for high throughput and low delay in 4G/5G cellular networks,” Computer
Networks, Vol. 186, Feb. 2021.

[49]. T. Henderson, S. Floyd, A. Gurtov, Y. Nishida (2012), “The NewReno
Modification to TCP's Fast Recovery Algorithm,” RFC 6582, https://tools.ietf.org
/html/rfc6582.

[50]. H. Hirotakaster (2022), “CoAP client, server library for Spark Photon, Spark Core,”
Available: https://github.com/hirotakaster/CoAP. Accessed date: 16/08/2022.

[51]. Dang Hai Hoang (2003), "Quality of Service Control in the Mobile Wireless
Environments”, PETER LANG Europdischer Publisher, Frankfurt/Main, Berlin, Bern,
Bruxelles, New York, Oxford, Wien. ISBN 3-631-50578-7. US — ISBN 0-8204-6402-
3. 2003.

[52]. M.H. Homaei, S. Sgamshirband, et al. (2020), “An Enhanced Distributed
Congestion Control Method for Classical 6LowPAN Protocols Using Fuzzy Decision
System,” IEEE Access, Vol. 8, 2020, doi: 10.1109/ACCESS.2020.2968524, pp.
20628-20645.

[53]. A. Hornsby, R. Walsh (2010), “From instant messaging to cloud computing, an
xmpp review”, In IEEE International Symposium on Consumer Electronics (ISCE
2010), 2010. doi: 10.1109/ISCE.2010.5523293, pp. 1-6.

[54]. IEEE (2015), “Towards a definition of the Internet of Things IoT”, Microsoft
Report, Revision 1 (by R.Minerva, et.al), 27 May 2015, 86 pages.

[55]. IETF RFC 8763, IETF (2020), “Deployment Considerations for Information-
Centric Networking (ICN)”, IETF, available: https://rfc-editor.org/info/rfc8763.

[56]. International Telecommunication Union (ITU) (2012), “Y.2060: Overview of the
Internet of Things”, ITU-T Y.2060. Series Y, 2012.

[57]. International Telecommunication Union (ITU) (2016), “Y.4113: Requirements of
the network for the Internet of things Overview of the Internet of Things”, ITU-T
Y.4113. Series Y, 09/2016.

[58]. International Telecommunication Union (ITU) (2022), “Y.3080: Information-
centric networking in networks beyond IMT-2020: Requirements and mechanisms of
the transport layer”, ITU-T Y.3080. Series Y, 09/2022.

[59]. International Telecommunication Union (ITU) (2016), “YSTR-M2M-UCC:
OneM2M - Use case collection”, ITU-T Technical Report, 15/7/2017.

[60]. International Telecommunication Union (ITU) (2014), “M2M service layer: APIs
and protocols overview”, ITU-T Technical Report, 04/2014.

[61]. International Telecommunication Union (ITU) (2021), “Requirements and
capabilities of network connectivity management in the Internet of things”, Series Y:



117

Global information infrastructure

[62]. International Telecommunication Union (ITU) (2015), “Y.4413/F.748.5:
Requirements and reference architecture of machine-to-machine service layer”, Series
Y: Global information infrastructure

[63]. V. Jacobson (1988), “Congestion avoidance and control,” Proc on Communications
Architectures and Protocols, SIGCOMM ’88, ACM, New York, NY, USA, pp. 314-
320.

[64]. R. Jain (1989), “A delay-based approach for congestion avoidance in
interconnected heterogeneous computer networks,” ACM SIGCOMM Computer
Communication Review, 19 (5), pp 56-71.

[65]. S. Jaiswal, A. Yadav (2013), “Fuzzy based adaptive congestion control in wireless
sensor networks,” in Proc. of 6th International Conference on Contemporary
Computing, pp. 433-438.

[66]. 1. Jarvinen, I. Raitahila, Z. Cao, M. Kojo (2018), “FASOR Retransmission Timeout
and Congestion Control Mechanism for CoAP”, In IEEE Global Communications
Conference (GLOBECOM), pp. 1-7.

[67]. 1. Jarvinen, M. Kojo, 1. Raitahila, Z. Cao (2020), “Fast-Slow Retransmission
Timeout and Congestion Control Algorithm for CoAP,” RFC-draft,
https://tools.ietf.org/id/draft-jarvinen-core-fasor-02.html

[68]. H.Jiang, Q. Li, G. Shen, et.al. (2021), “When Machine Learning Meets Congestion
Control: A Survey and Comparison,” Computer Networks, Vol. 192, 108033, June
2021, pp. 1-23.

[69]. J.H. Jung, M. Gohar, S.J. Koh (2020), “CoAP-Based Streaming Control for loT
Applications,” Electronics, 9 (8), 1320, pp. 2-19.

[70]. S. Keshav (1991), “A Control-theoretic Approach to Flow Control,” in ACM
SIGCOMM, Computer Communication Review, 21 (4), Sept. 1991, pp. 3-15.

[71]. S. Keshav (1991), “The packet pair flow control protocol,” Tech. report TR-91-
028, Internl. Computer Science Institute (ICSI), Berkeley, Available at:
http://www.icsi.berkeley. edu/pubs/techreports/tr-91-028.pdf.

[72]. K. Kharb, B. Sharma, T.C. Aseri (2016), “Reliable and Congestion Control
Protocols for Wireless Sensor Networks”, Intl Journal of Engineering and Technology
Innovation, 6 (1), 2016, pp. 68-78.

[73]. J.A. Khan, M. Shahzad, AR. Butt (2018), “Sizing Buffers of IoT Edge Routers”,
Proc of 1st Internl Workshop on Edge Systems, Analytics and Networking,
EdgeSys’18, 10-15 June 2018, Munic, Germany, pp.55-60

[74]. L. Kleinrock (2018), “Internet congestion control using the power metric: Keep the
pipe just full, but no fuller”, Ad Hoc Networks, 2018, 1-16.

[75]. R.K. Lam, KC. Chen (2013), “Congestion Control for M2M Traffic with
Heterogeneous Throughput Demands”, Proc of IEEE Wireless Communications and
Networking Conference (WCNC) 2013, pp.1452-1457.

[76]. J. J. Lee, S. M. Chung, B. Lee, et.al (2016), “Round trip time based adaptive
congestion control with CoAP for sensor network™, In Internl. Conf. on Distributed
Computing in Sensor Systems (DCOSS16), pp. 113-115.

[77]. JJ. Lee, K.T. Kim, H.Y. Youn (2016), “Enhancement of congestion control of
Constrained Application Protocol/Congestion Control/Advanced for Internet of Things
environment,” Int. J. of Distributed Sensor Networks, 12 (11), pp. 1-13.

[78]. S. Li, N. Zhang, S.Lin, etal. (2018), “Joint Admission Control and Resource



https://tools.ietf.org/id/draft-jarvinen-core-fasor-02.html

118

Allocation in Edge Computing for Internet of Things”, Edge Computing for the
Internet of Things. IEEE Network, Vol. Jan/Feb. 2018, pp. 72-79.

[79]. C. Lim (2019), “A Survey on Congestion Control for CoAP over UDP,” Int.
Journal of Internet, Broadcasting and Comm., 11 (1), pp.17-26.

[80]. J.Lin, W. Yu, N. Zhang, et.al (2017), “A survey on internet of things: Architecture,
enabling technologies, security and privacy, and applications”, IEEE Internet of
Things Journal, 4(5), pp. 1125-1142.

[81]. S. Liu, T. Basar, R. Srikant (2008), “TCP-Illinois: A loss- and delay-based
congestion control algorithm for high-speed networks,” Performance Evaluation, 65
(6), pp. 417-440.

[82]. S. Maesoser (2022), “A partial CoAP implementation with mDNS support,
multicast”, Available: https://github.com/maesoser/ns3-coap/

[83]. E.H. Mamdani (1974), “Applications of fuzzy algorithms for simple dynamic
plant,” in Proceedings of IEEE 121(12), pp. 1585-1588.

[84]. A. Mishra (2018), “Performance Analysis of TCP Tahoe, Reno and New Reno for
Scalable IoT network clusters in QualNet@Network Simulator”, Intl Journal of
Computer Sciences and Engineering, 6 (8), pp.347-355.

[85]. N. Misha, L. P. Verma, et.al. (2018), “An Analysis of IoT Congestion Control
Policies”, Intl Conference on Computational Intelligence and Data Science (ICCIDS
2018), pp. 444-450.

[86]. J. Misic, VB. Misic (2018), “Lightweight data streaming from IoT devices”, Proc
of IEEE Intl. Conf. on Comm. (ICC 2018), May 2018, pp.1-8.

[87]. R. Mittal, V. T. Lam, N. Dukkipati, et.al. (2015), “TIMELY: RTT-based
Congestion Control for the Datacenter,” SIGCOMM Comput. Commun. Rev., 45(4),
August 2015, pp. 537-550.

[88]. NS-3 Network Simulator, NS3.36, available: https://www.nsnam.org/.

[89]. M.Sharief, A. Oteafy, S. Hassanein (2018), “IoT in the Fog: A Roadmap for Data-
Centric [oT Development”, IEEE Comm. Magazine, Mar. 2018, pp. 157-163.

[90]. J. Padhye, J. Hurose, D. Towsley, R. Koodi (1998), “A Model Based TCP-Friendly
Rate Control Protocol”, Proc. Intl. Wrkshp. on Network and Operating System
Support for Dig. Audio and Video (NOSSDAYV), pp.1-20.

[91]. J.H. Park, J-H. Kim, S-K. Lee (2015), “A Study on the Enhanced Congestion
Control Mechanism for Multimedia Traffic in Sensor Networks”, Intl Journal of
Multimedia and Ubiquitous Engineering, 10(8), pp.391-400.

[92]. S. Quincozes, T. Emilio, J. Kazienko (2019), “Mgqtt protocol: Fundamentals, tools
and future directions”, IEEE Latin America Transactions, 17(09) 2019, pp. 1439—
1448.

[93]. W.U. Rahman, Y.S. Choi, K. Chung (2019), “Performance Evaluation of Video
Streaming Application Over CoAP in IoT,” IEEE Access, Vol. 9, Apr. 2019,
pp.39852-39861.

[94]. K. Ramakrishnan, S. Floyd (1999), “A Proposal to add Explicit Congestion
Notification (ECN) to IP,” RFC 2481, Available: https://tools.ietf.org/html/ rfc2481.

[95]. V. Rathod, N. Jeppu, S. Sastry, et.al (2019), “CoCoA++: Delay gradient based
congestion control for Internet of Things,” Futur. Gener. Comput. Syst., Vol. 100,
Nov. 2019, pp. 1053-1072.

[96]. Y.N. Reddy, P.. Srinivas (2018), “A Combined TCP-friendly Rate control with
WFQ Approach for Congestion Control for MANET”, Intl. Journal Computer



119

Network and Information Security, Vol.6, 2018, pp.52-59.

[97]. R. Rejaie, M. Handley, D. Estrin (1999), “RAP: An end-to-end Rate-based
Congestion Control Mechanism for Realtime Streams in the Internet,” in Proc. of
IEEE INFOCOM '99, Vol.3, 1999, pp. 1337-1345.

[98]. A. Rezaee, F. Pasandideh (2018), “A Fuzzy Congestion Control Protocol Based on
Active Queue Management in Wireless Sensor Networks with Medical Applications,”
Wireless Personal Comm., 2018, pp. 815-842.

[99]. RFC draft -irtf-icnrg-icniot-03 (2019), “Design considerations for applying ICN to
[oT”, IETF ICN RG, 05/2019.

[100]. RFC 7252 , “The Constrained Application Protocol (CoAP)”, IETF, available:
https://tools.ietf.org/html/rfc7252

[101]. RFC draft, Workgroup CoRE (2023), “Everything over CoAP”, ITEF RFC draft,
13/3/2023, available: https://datatracker.ietf.org/doc/draft-amsuess-core-coap-
kitchensink/

[102]. RFC 7297, “Information-Centric Networking (ICN) Research Challenges,” IETF,
available: https:// tools.ietf.org/html/rfc7297

[103]. RFC draft, Workgroup CoRE (2019), “Adaptive RESTful Real-time Live
Streaming for Things (A-REaLiST)”, IETF, available:

[104]. RFC 6298, “Computing TCP's Retransmission Timer,” IETF, available: https://rfc-
editor.org/info/rfc6298.

[105]. RFC 793, “Transmission Control Protocol”, IETF, https://tools.ietf.org/html/rfc793

[106]. RFC 8312, “CUBIC for Fast Long-Distance Networks” IETF available: https://rfc-
editor.org/info/rfc8312.

[107]. F. Righetti, et al. "Investigating the CoAP Congestion Control Strategies for
6TiISCH-Based I0T Networks," in IEEE Access 11 (2023), pp. 11054-11065.

[108]. T.J. Ross (2010), “Fuzzy Logic with Engineering Applications,” Wiley Publisher,
3rd Edition, ISBN-10:047074376X, 2010

[109]. T. Saedi, H. El-Ocla (2021), “TCP CERL+: revisiting TCP congestion control in
wireless networks with random loss,” Wireless Networks, Vol. 27, 2021, pp. 423-440.

[110]. P. Sethi, S.R. Sarangi (2017), “Internet of Things: Architectures, Protocols, and
Applications”, Hindawi Journal of Electrical and Computer Engineering, Vol 2017,
Article ID 9324035, 25 pages.

[111]. Z. Shelby, S. Chakrabarti, E. Nordmark, C. Bormann (2012), “Neighbor Discovery
Optimization for IPv6 over Low-Power Wireless Personal Area Networks
(6LoWPANS),” IETF RFC 6775, https://tools.ietf.org/html/rfc-6775.

[112]. W. Shang, Y. Yu, R. Droms, L. Zhang (2016), “Challenges in IoT Networking via
TCP/IP Architecture”, Intl. J. of Science & Research, UCLA TR NDN-0038, 2016,
available: http://named-dat-net/techreports.html, pp.1-7.

[113]. C. Sonmez, O.D. Incel, et.al. (2014), “Fuzzy-based congestion control for wireless
multimedia sensor networks,” in EURASIP Journal on Wireless Communications and
Networking, No.63, pp. 1-17.

[114]. R. Sukjaimuk, Q.N. Nguyen, T. Sato (2018), “A Smart Congestion Control
Mechanism for the Green loT Sensor-Enabled Information-Centric Networking”,
Sensors, 18(9) 2889, 2018, pp. 1-19.

[115]. C. Suwannapong, C. Khunboa (2019), “Congestion Control in CoAP Observe
Group Communication,” Sensors, 19 (15), 3433, 2019, pp. 1-14.

[116]. T. Szigeti, J. Henry, F. Baker (2018), “Mapping Diffserv to IEEE 802.11,” IETF


https://tools.ietf.org/html/rfc793
https://rfc-editor.org/info/rfc8312
https://rfc-editor.org/info/rfc8312

120

RFC 8325, available: https://tools.ietf.org/html/rfc8325.

[117]. M.A. Tarig, M. Khan, M.T. Khan, D. Kim (2020), “Enhancements and Challenges
in COAP-A Survey,” Sensors, Vol. 20 (2020), 6391, pp. 1-29.

[118]. P. Thubert (2020), “IPv6 over Low-Power Wireless Personal Area Network
(6LoWPAN) Selective Fragment Recovery,” IETF RFC 8931, available:
https://tools.ietf.org/html/rfc8931.

[119]. Y. Tobe, Y. Tamura, A. Molano, S. Ghosh, H. Tokuda (2000), “Achieving
moderate fairness for UDP flows by path-status classification,” in Proc. 25th Annu.
IEEE Conf. Local Computer Networks (LCN 2000), Tampa, FL, Nov. 2000, pp. 252—
261.

[120]. X. Vilajosana, K. Pister, T. Watteyne (2017), “Minimal IPv6 over the TSCH Mode
of IEEE 802.15.4e (6TiSCH) Configuration,” IETF RFC 8180, available:
https://tools.ietf.org/html/rfc8180.

[121]. G. White, A. Palade, et.al (2018), “loTPredict: Collaborative QoS Prediction in
[oT”, IEEE Intl. Conf. on Pervasive Computing and Comm. (PerCom), Athens,
Greece, 2018, pp. 1-10.

[122]. A. Yang, X. Yang, J. Chang, et.al (2018), “Research on a Fusion Scheme of
Cellular Network and Wireless Sensor for Cyber Physical Social Systems”, IEEE
Access, Vol 6, 2018. pp. 18786-18794.

[123]. L.A. Zadeh (1969), “Toward a theory of fuzzy systems,” NASA Report No. CR-
1432, 1969, pp. 1-35.

[124]. L.A. Zadeh (1973), “Outline of a new approach to the analysis of complex systems
and decision processes,” IEEE Transactions on Systems, Man, and Cybernetics 3(1),
pp. 28-44.

[125]. M. Zarei, A. M. Rahmani, R. Farazkish (2011), “CCTF: congestion control
protocol based on trustworthiness of nodes in wireless sensor networks using fuzzy
logic,” Int. J. Ad Hoc Ubiquitous Comput., Vol.8, 2011, pp. 54-63.

[126]. H.J. Zimmerman (2001), “Fuzzy set theory - and its applications,” Kluwer
Academic Publishers, Springer Science, 4th Edition, 2001.



121

PHU LUC

Al. Phu luc 1. M6 phéong RCoAP va FCoAP trén NS-3

NS-3 1a bo céng cu mé phong mang theo sy kién roi rac, hd tro xay dung va
phét trién cac giao thic truyén tin. Phién ban sir dung trong luan &n 1a NS-3.36 (xem
NS-3 Network Simulator, cé trén https://www.nsnam.org/) dugc cai dat trén hé diéu hanh
Ubuntu phién ban 22.04. Toan bo code cuia RCoAP, FCoAP duogc dat trong thu muc
ns3/src/applications/. Cac kich ban mo phong dugc dat trong thu muc ns3/scratch/.

Danh muc cac tép chuong trinh RCoAP va FCoAP gom:
e RCOAP:

- Céc tép RCoAP.cc va RCoAP.h trong thu muc ns3/src/applications/model

- Céc tép RCoAP-helper.cc va RCoAP-helper.h ding dé hd tro thiét lap lién

két cau hinh trong NS-3 dit trong thu muc ns3/src/applications /helper.

o FCOAP:

- Céc tép FCoAP.cc va FCoAP.h trong thu muc ns3/src/applications/model

- Céac tép FCoAP-helper.cc va FCoAP-helper.h dung dé hd tro thiét lap lién

két cau hinh trong NS-3 dit trong thu muc ns3/src/applications /helper.

Ngoai ra, trong thu muc ns3/src/applications/model cé thém cac tép chuong
trinh CoAP.cc, CoAP.h, CoCoA.cc, CoCoA.h, CoCoA+.cc, CoCoA+.h va cac tép
helper.cc twong tung dé hd tro phuc vu cho viéc md phong cac giao thirc CoAP,
CoCoA va CoCoA+.

Thiét 1ap cac tép kich ban kichban_x.cc cho cac mé phong khac nhau trong thu
muc ns3/scratch/, thuc hién dong lénh NS-3 sau dé chay tirng kich ban mé phong:

.Ins3 run scratch/kichban_x.cc

A2. Phu luc 2. Tiéu dé goi tin RCoAP

Hinh P1 14 ciu truc goi tin RCoAP cho goi tin CON va ACK theo chuan RFC
7252 [100]: 2 bit dau = 01 la phién ban RCoAP, 2 bit tiép theo = 00 néu la goi
CON, = 02 néu la géi ACK theo chuan. 4 bit tiép 1a chiéu dai Token TKL (0000 >
TKL = NULL). 8 bit Code la mé Iénh (0.01 = GET, 0.03 = PUT). MessagelD la
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dinh danh géi tin dwgc CoAP tao theo ham ngiu nhién. S& Token bytes tly theo
chiéu dai TKL, tht nghiém khdng can ding Token (dat TKL=NULL) nén Token
Bytes = NULL. RCoAP ghi thém 4 bytes Segnum vao phan tlly chon tiéu d& Option
1 so véi CoAP chuan [100] d@é ghi sé tha tu goi tin phuc vu cho viéc kiém tra
nguyén nhan mat géi. Phan Option 1 la theo chuan RFC 7252 [100]. M4 11111111
danh ddu bit dau phan than goi tin RCoAP, phan di liéu sir dung 102 bytes trong
mo phong.

2bit 2 bit 4 bit 8 bit 16 bit

-+ t—rt—r4 +—— > -

01 00 0000 Code Message ID

Token bytes = NULL

Segnum

11111111 102 Bytes D lidu géi tin

Hinh P1. Cdu trdc goi tin RCoAP cho géi tin CON va ACK

Poan ma thém vao NS-3 dé tao tiéu dé gdi tin RCoAP nhu sau:

/I make RCoAP packet

RCoapPacket packet;

uint8_t seqgnum;

segnum = ++mSeqNO;

TsSqBuf [] =segnum; // ghi Segno vao header

packet.options[1].buffer = (uint8_t *)TsSqBuf; // ghi sqn vao RCoAP Header

A3. Phu luc 3. Cac ham chinh caa RCoAP
Phan mém RCoAP dugc xay dung trong NS-3 dya trén mot sé6 mo dun phan
mém co ban ciia Maesor [82] va Take [50]. Cac ham chinh cia RCoAP nhu sau.

namespace ns3 {
class RCoap: public Application {

virtual void RStartApplication(void); /1 ham khai tao két ndi
virtual void RStopApplication(void); /1 ham két thic két ndi
/I States
void RInitState(); // ham trang thai khai tao
void REndInitState(); /1 ham két thic khai tao, xac dinh tdc do phat ban dau
void RSteady(); /I ham trang théi on dinh: ting giam toc do phét

void RDetected(); // ham trang thai phat hién tic nghén
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void RBackoff(): /1 ham trang thai lui d&é giam tic nghén
/l Timer functions
void RDataSendTimer(); // ham dinh thoi phat géi theo nhip

void RTO_TimeoutR (uint32_t seqnom); // ham kich hoat dinh thoi RTO

/I Send/Receive functions  // c&c ham cho gtri gdi va ham su kién nhan goi
void SendRCoap(RCoapPacket& packet, Ipv4Address ip, int port);
uintl6_t sendRCoapPacket(IpAddress ip, int port, char *data, COAP_TYPE type,
COAP_METHOD method, uint8 t *token, uint8 t tokenlen, uint8 t
*datapayload, uint32_t payloadlen);
uint16_t SendCache_RCoAP(uint32_t seqnom);  // phét lai goi tin da mat
void ReceiveRCoAP_Packet(Ptr<Socket>socket); // ham su kién nhan goi

/I Cache for Retransmissions /I ham phat lai goi tin da luu trong bo nhé
bool RCoAP_Cache(uint32_t segnom, uint32_t msgid, double mts, double ipg);

}

A4. Phu luc 4. Tiéu dé goi tin FCoAP

Hinh P2 1a cau trdc goi tin FCoAP cho g6i tin CON va ACK theo chuan RFC
7252 [100]. Cac bit trong tiéu dé goi tin twong ty nhu hinh P1, ngoai trir c6 thém 4
bytes & phan tly chon tiéu dé Option 2 dé ghi thoi gian phét goi tin CON phuc vu
cho viéc tinh théng luong tic thoi va bang thong ¢ chai cia FCOAP.

2 bit 2 bit 4 bit 8 bit 16 bit
B I e i e o e i e E——

01 00 0000 Code Message ID

Token bytes = NULL

Segnum

TSend

11111111 102 Bytes

Hinh P2. Cdu tric goi tin FCoAP cho g6i tin CON va ACK

Poan ma thém vao NS-3 dé tao tiéu dé goi tin FCoAP nhu sau:

/ make FCoAP packet

FCoapPacket packet;

uint8_t segnum;

uint8_t TSend,;

segnum = ++mSeqNO;

TsSqBufl [] =segnum; // ghi Segno vao FCoAP header
TsSqBuf2 [] = TSend; // ghi thoi gian phat vao FCoAP header
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packet.options[1].buffer = (uint8_t *)TsSqBuf; // ghi sqn vao FCoAP Header
packet.options[2].buffer = (uint8_t *)TsSqBuf; // ghi TSend vao FCoAP Header

A5, Phu luc 5. Cac ham chinh ciia FCoAP
Phian mém FCoAP dugc xay dung dua trén RCoAP trong NS-3 song ¢

thay d6i mot s6 ham chinh nhu sau.

namespace ns3 {
class FCoap: public Application {

virtual void RStartApplication(void); /1 ham khai tao két ndi
virtual void RStopApplication(void); /1 ham két thac két ndi
/I States
void F_InitState(); /I ham trang thai khai tao
void F_EndInitState(); /1 ham két thiic khai tao, xac dinh bing thong cb chai va
I/ tbc d6 phat ban dau
void F_Steady():; // ham trang théi 6n dinh: diéu chinh toc do phét theo FCS
void F_Backoff(); /1 ham trang thai lui dé giam tic nghén
double FIS(double inp1, double inp2):; /I ham tinh C_degree véi hé diéu khién mo
void CalMFXX(double xx); /I Tinh tap mo dau vao x
void CalIMFYYY (double yy); // Tinh tap mo dau vao y

I/ Timer functions
void F_DataSendTimer(); // ham dinh thoi phéat goi theo nhip
void RTO_Timeout_F (uint32_t seqnom); // ham kich hoat dinh thoi RTO

/I Send/Receive functions  // c&c ham cho gtri goi va ham sy kién nhan goi
void Send_FCoap(FCoapPacket& packet, Ipv4Address ip, int port);
uintl6_t send FCoap_ Packet(IpAddress ip, int port, char *data, COAP_TYPE type,
COAP_METHOD method, uint8 t *token, uint8 t tokenlen, uint8 t
*datapayload, uint32_t payloadlen);

uintl6_t SendCache_FCoAP(uint32_t segnom); // phét lai géi tin da mat
void ReceiveRCoAP_Packet(Ptr<Socket>socket); // ham sy Kién nhan goi
/I Cache for Retransmissions /I ham phat lai goi tin da luu trong bo nhé

bool FCoAP_Cache(uint32_t segnom, uint32_t msgid, double mts, double ipg);
}



