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LOI MO PAU

Trong vai nim gan day, Internet van vat (IoT) d trg thanh
phd bién trong nhiéu linh vyc wng dung do nhiing tién bo cong
nghé. Ung dung rong réi caa loT dan téi sy gia tang thiét bi két
ndi, nhu cau phat trién tiéu chuan va giao thirc cho loT dic biét
la cac giao thirc tang ung dung dé trao ddi dir liu giita cac dau
cudi. Cac to chuc tiéu chuan quéc té nhu ITU, IETF d3 nd luc
phét trién va chuan héa cac giao thuc tang ung dung mai cho
loT. Dién hinh 1a céc giao thac MQTT, AMQP, XMPP va
CoAP. Trong s6 d6, CoAP la giao thirc dua trén UDP di duoc
c4c t6 chac chuan hoa danh gia 1a thich hop hon cho nhiéu tng
dung loT va tré thanh nén tang cho céc thiét bi 10T cd han ché
tai nguyén. Tuy nhién, do thiét k& don gian nén CoAP con
nhiéu han ché va can duoc phéat trién tiép. Ngoai ra nhiéu ung
dung 10T ngay nay khong chi trao dbi thua thét cac géi tin, ma
thuong phai truyén cac ludng dit liéu Ion theo thai gian thuc vi
vay tic nghén Ia vin dé thudng xuyén xay ra trong mang loT.
Céc van dé ton tai cu thé cia CoAP trong co ché diéu khién tic
ngh&n gom: sir dung cac tham sb ¢b dinh, chi diéu khién téc do
phét lai khi da xay ra mat g6i, khong hd trg chudi goi, khong
phét hién sém tic nghén. C6 rat nhiéu cai tién cho CoAP dén
nay Tuy nhién, COAP va cac ban cai tién COAP van con mot s6
han ché sau: (1) Han ché trong tinh toan tham sd; (2) Chua hd
trg chudi goi; (3) Han ché vé diéu khién téc do dé giam tac
nghén; (4) Chua phan biét nguyén nhan mat goi; (5) Chua phat
hién som téc nghén; (6) Han ché trong tinh toan bang thong ¢



chai. Ngoai ra, do han ché tai nguyén cua céc thiét bi IoT, co

ché diéu khién can gon nhe, hiéu qua.

Muc tiéu va pham vi nghién ciu

Muc tiéu cua luan an la nghién ctu giai phap khic phuc
cac han ché néu trén caa CoAP va dé xuat co ché diéu khién tic
nghén hiéu qua cho giao thitc CoAP dé trao ddi tin cdy gitra cac
thiét bi dau cudi trong mang loT.

Pham vi nghién ctu cua luan &n tap trung vao diéu khién
tic nghén vai CoAP & ting (ng dung tai thiét bi 10T bén guri va
bén nhan tin dya trén thong tin trao ddi giita cac dau cudi trong
mang loT st dung kién tric mang tap trung ICN.

Céc két qua déng gop ciia luan an

Luan &n c6 cac két qua dong gép chinh nhu sau:

1) Pé xuat mot mod hinh phan tich truyén tin theo chudi goi cho
CoAP va giao thitc méi RCoAP dya trén tbe do dé didu
khién tic nghén trong mang IoT véi co ché diéu khién ting
giam tdc do phat phu hop véi tinh trang tic nghén nham dat
duoc hi€u nang cao so voi cac co ché CoAP hién c6.

2) Pé xuét giao thirc méi FCoAP diéu khién tic nghén sir dung
hé didu khién mo& theo bién thién dong cua tinh trang tic
nghén va cac tham ) mang nham dat duge hiéu nang cao so
v6i cac co ché CoAP hién co.

Bo cuc caa luin an

Luan an dugc trinh bay thanh 3 chuong. Chuong 1 trinh
bay téng quan vé co s& ly thuyét mang loT, tic nghén va diéu
khién tic nghén véi CoAP. Chuong 2 dé xuat mot giao thirc
diéu khién tic nghén dya vao téc d6 RCoOAP (Rate-based



CoAP). Chuong 3 d& xuat mot giao thirc diéu khién tic nghén

FCOAP (Fuzzy CoAP) dya vao hé diéu khién mo.

CHUONG 1. TONG QUAN VE MANG loT VA VAN BPE
PIEU KHIEN TAC NGHEN

1.1. Téng quan vé mang loT

loT ra doi voi ¥ tuong két ndi moi vat véi nhau va véi
Internet dé tan dung cc thanh qua cua Internet. Vi tinh thong
minh, hiéu qua thiét thyc, ToT da va dang duoc tich hop trén
khap moi thir, moi noi con ngudi séng. Ung dung rong réi cia
loT dan dén s thiét bi két ndi va luong dix liéu can chuyén tiép
ngay cang l6n. Didu nay thiic day phat trién cac giao thuc tang
g dung dé bao dam truyén tai dix liéu hiéu qua, tranh mat mat,
giam d6 tré truyén tin.

Kién trac co ban cua mang loT gdom 3 16p: 1) lép cam
bién, 2) 16p lién két mang va truyén di liéu, 3) 16p tng dung.
Kién tric ba 16p dugc md ta trong RFC 7927 theo mot md hinh
mang tap trung théng tin ICN. Cac giao thuc chinh tang ung
dung da dugc chuan héa cua mang loT géom: MQTT, AMQP,
XMPP, va CoAP. CoAP sir dung kién trac ICN nhu d3 chi ra
trong tiéu chuan RFC 8763 (thang 4/2020).

1.2. Tic nghén va nguyén nhan tic nghén

Téc nghén 1a mot hién twong phd bién trén mang véi cac
ddu hiéu: do tré va ty 1& rot géi tin ting nhanh, théng lwong sut
giam nhanh, c6 thé dan t6i nguy co mang té liét hoan toan.

Tic nghén xay ra do nhiéu nguyén nhan, song cha yéu la:
1) téc do phét ciia bén giri vugt qué bang thong cua lién két
mang trong tuyén tir dau cudi ti dau cudi; 2) bo dém luu trix



tam thoi goi tin dé chuyén tiép ¢ cac ndt trung gian bi qua tai
dan dén tran bo dém; 3) cac ndt mang (ké ca nat trung gian va
nut dich) khong kip xtr 1y cac goi tin dén.

Ngoai ra, mang IoT c6 thém cac nguy co gy tic nghén
khac: 1) mat goi do 16i kénh vo tuyén; 2) han ché tai nguyén cua
thiét bi 10T; 3) két ndi mang da dang va bién dong; 4) yéu cau
bang thong ciia da dang tng dung; 5) kha ning xuat hién chudi
goi cao.

1.3. Piéu khién tic nghén

Céc co ché diéu khién chia thanh hai nhom: 1) Diéu khién
vong ha (c6 hd tro cua mang) va 2) Biéu khién vong kin (chi
dira vao trao ddi dau cudi). CoAP thudc nhom diéu khién vong
kin. Céc co ché diéu khién vong kin trong mang IoT duoc chia
lam ba loai: 1) dwa vao mit gdi, 2) dua vao do tré, 3) dya vao
toc do.

1.4. Pidu khién mo va kha ning ap dung cho diéu khién tic
nghén

Zadeh dua ra Iy thuyét mo tir nam 1965 va dugc Mamdani
&p dung vao hé théng diéu khién thuc tidn. Mot hé diéu khién
md gdm 4 thanh phan chinh: Khdi mo héa; Khéi mé to suy
dién; Khéi luat mo va khdi giai mo.

Do cé4c tham sé xac dinh tic nghén da dang va c6 do bién
thién cao, rat kho xac dinh rd rang trong diéu kién mang ludn
bién dong. Bai vay, didu khién mo da dugc nhiéu nghién ciu
lya chon dé diéu khién tac nghén. Két qua khao sat dén nay cho
thy, diéu khién mo da duoc &p dung cho diéu khién tic nghén
trong mang Internet, song van chua c6 nghién ciru nao dé cap



dén diéu khién mo cho diéu chinh tc do phat CoAP dé tranh
tic nghan.
1.5. Giao thic CoAP

CoAP la giao thirc hang nhe c6 tiéu dé goi tin don gian. Do
thiét ké hang nhe, co ché diéu khién tic nghén cia CoAP kha
don gian theo kiéu dimg va di tiép. Néu thoi gian cho qua RTO
ma van chua nhan duoc ACK, bén gui s& phat lai géi CON véi
RTO moéi gap d6i RTO cii. Qua trinh 13p lai néu bén giri van
chua nhan dugc ACK. Co ché nay duoc goi la It theo ham mii
nhi phan.
1.6.  C&c nghién ciru cai tién CoAP va nhirng ton tai

Céac nghién cuu cai tién CoAP chia theo ba tinh ning
chinh: 1) cach tinh RTO, 2) co ché IUi, va 3) thuat toan diéu
khién.
Nhing ton tai cia CoAP va ciia c4c nghién cieu lién quan
(1) Han ché trong tinh todn tham sé diéu khién

Do chi sir dung RTO dit ¢ dinh, COAP bo qua bién dong
RTT va trang thai bién thién cua tic ngh&n va mang. Cac co ché
cai tién CoAP can thay dbi cach tinh RTO dong.
(2) Han ché vé hé tro chuéi goi

CoAP khong hd tro truyén chudi g6i tin. Chudi géi tin c6
kha ning xuit hién cao trong mang loT va can dugc xur Iy phu
hop. Mai ¢6 rét it nghién ciru dé cap dén xa ly chudi goi tin.
(3) Han ché vé diéu khién toc dj phdt

Diéu chinh toc do phat 1a rat can thiét dé tranh hoac giam
tic nghén. Tuy nhién, CoAP chi giam tdc d6 phat mot nira mdi
khi phai phat lai véi RTO cé dinh. Pa sé cac nghién ctu lién



quan chi thay doi RTO cho phét lai khi tic nghén da xay ra.
Méi ¢6 mot sé it nghién ciru 6 didu chinh toc do phét.
(4) Han ché vé phan biét nguyén nhén mit goi

Trong mang 0T, mat g6i co thé do 15i kénh vo tuyén ngoai
ly do tic ngh&n. Can phan biét nguyén nhan mat goi dé cé diéu
khién phu hop.
(5) Han ché vé phdt hign sém tic nghén

CoAP va da sé cac nghién ctru lién quan déu chi dua vao
mat goi dé phét hién tic nghén, nghia 1a co ché diéu khién chi
hoat dong khi da co tic ngh&n xay ra. Con rat it nghién ctru dua
ra tinh nang phat hién sém tac nghén cho CoAP. Mit khac, cac
tham s6 RTT, d¢ tré, tai luu luong, bang thong cd chai lién tuc
bién thién nén cac tinh toan RTT, RTO tdi nay déu chi dya vao
thuc nghiém, khé dua ra mot cdng thic tinh chinh xéc.
(6) Han ché vé tinh todn bing théng cé chai

Bing thong c¢d chai co tac dong 16n dén tic nghén nén da
duoc quan tdm trong TCP. Tuy nhién, con rat it nghién cau vé
CoAP dé cap dén bang thong co chai.
1.7. Céc tham sé danh gia hiéu ning giao thirc COAP

Hiéu ning giao thirc CoAP dugc danh gia bang: (1) S6 goi
phét thanh cong va ty 18 phat thanh cong; (2) Sé goi phat lai va
ty 1 phat lai go6i; (3) S6 goi phét lai dap va ty 1 phat lai dup;
(4) Sb goi dén dich thanh cong va ty Ié dén dich thanh cong; (5)
Sb goi bi mat va ty & mat goi; (6) Do tré goi tin; (7) Thong
luong.
1.8. Két luan chwong 1

Chuong 1 cua luan 4n d3 trinh bay tdng quan vé mang loT,



van dé tic nghén mang va diéu khién tic nghén vai giao thic
COAP, cac ton tai cia COAP va céc nghién ctru lién quan, dua
ra cac van dé can giai quyét trong luan an.

CHUONG 2. MO HINH TRUYEN CHUOI GOI VA GIAO
THUC RCoAP PIEU KHIEN TAC NGHEN DUA VAO
TOC PO

2.1. M6 hinh phan tich cho truyén chudi goi tin cay
Téc dd phat chudi gdi tin cia CoAP duge tinh toin nhw sau:

Khi khong mat géi tang tdc do phét:
1

R(K) = R = 1) + 7o 2.1)
Khi mat goi giam toc do phét theo cong thuc:
R(k) = 0,5 x R(k — 1) 2.2)

R(K) 1a toc db tai chu ky k va T(k) 1a thoi gian cta 1 chu ky k.
2.2. Pé xuit giao thixc RCoAP

Luan an d& xuit giao thicc méi RCoAP theo co ché diéu
khién dya vao toc do trén co sé md hinh phan tich truyén chudi
goi tin cay néu trén. Co ché diéu khién dwa theo cong thic (2.1)
va (2.2). RCoAP phét cac goi tin theo téc do ting dan theo cong
thirc (2.1) khi khong c6 tic nghén, giam tdc d6 phat di mét nia
theo cong thuc (2.2) khi c6 mét gai, tic 1a khi c6 tic nghén xay
ra dé tranh tac nghén tiép. RCOAP c6 tinh nang xac dinh toc do
phat ban dau va phan biét nguyén nhan mat goi.
Giao thire RCoAP duoc thiét ké véi 4 trang théi: 1) Khoi tao, 2)
On dinh, 3) Phét hién va 4) Liii nhu md ta trén hinh 2.1.
o Trang thdi khdi tao

Khi bit diu két ndi, RCoAP & trang thai khoi tao trong
khoang 2x RTT. Sau d6, RCoAP s& chuyén sang trang théi hoat



dong 6n dinh.
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Hinh 2.1 Bon trang théi cia giao thizc RCOAP

e Trang thdi 6n dinh

Day la trang thdi hoat dong chinh dé truyén tin cua
RCOAP, dugc duy tri néu khong cé tic nghén xay ra. Bén gii
tang dan tdc d6 néu khdng thiy mat goi va cap nhat RTT. Téc
d6 phéat R duogc ting theo cong thirc (2.3) néu khong thiy mat
goi:

R = min (Rpax R+ ) (2.3)
Néu khong nhan dugc ACK cho géi tin da phét di, bén giri s&
dirng trang thai on dinh dé chuyén sang trang thai phat hién.
o Trang thdi phdt hién

Khi phét hién mat ACK, RCoAP lap tic giam tdc do mot
nira. Tiép d6, RCoAP xac dinh mét goi do 15i kénh v tuyén
hay do tic nghén bang viéc phat mot s6 goi tin thir. Néu co
ACK trong khoang mot RTT, RCoAP xéac dinh mat goi do 16i
vO tuyén. Khi d6, RCoAP khoi phuc lai téc do phat va tro vé
trang thai 6n dinh. Néu sau RTT vin chwa nhan dwgc ACK,
RCOoAP xac dinh mat g6i do tic nghdn va chuyén sang trang
thai lui.
o Trang thdi lui

Trong trang thai nay, RCOAP giam tdc d¢ phat mot nira dé
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tranh tic nghén thém va thyc hién phat lai cic goi tin ¢ mat.
Néu qua 4 Ian phat lai, goi tin tuong tmg duoc coi la mét. Trong
thoi gian 10i, néu bén giri nhan duoc mot ACK, tic nghén duoc
coi la hét. Khi d6, RCoAP dung trang thai 10i va chuyén vé
trang thai 6n dinh vai toc do phét hién co. Trudong hop co tic
nghén kéo dai, RCOAP sé& ty dong lap lai qué trinh chuyén tur
trang thai 6n dinh sang phét hién va lui nhu mé ta & trén.

Luén an da trinh bay 4 thuat toan co ban ciia RCoAP tuong
ung theo 4 trang thai da néu.
2.3. Két qua md phéng cho RCoAP

B6 cong cu st dung cho mé phong la NS3.36. Luéin an st
dung so d6 mang hinh sao va hinh xuong ca (hinh 2.2 va 2.3)
tuong ty & cac nghién ciu lién quan dé md phong tng dung mot
chang va nhiéu chang két ndi. Céc kich ban md phong va céc
tham sé chinh thiét 1ap, m6 phong tuong tu trong cac nghién
cau lién quan ¢ bang 2.1.

! n { ‘
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N . \ N / éﬁ i, S |
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[ ) . / Sy |
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Hinh 2.2 Mang hinh sao Hlnh 2.3 Mang hinh xu“ong\;:’d
Kich ban 2.1: Tha nghiém chirc nang xac dinh téc do phat ban
dau, diéu khién tang/giam téc do phat va nhan biét nguyén nhan
mat goi cuia RCoAP.
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Bdng 2.1: Cdc tham sé chinh dé thiét lgp mé phong RCoAP

Tham sé Gia tri

Thoi gian md phdng 50s — 300s
So lan chay mai kich bdn 30 lan
S6 mé dun IoT bén giii 3-30

Tang vat ly va MAC

WifiPhy, 2.4 GHz; IEEE 802.11b/n

Lién két AP

250 Kbps, 64 ms

Két néi Internet

10/100 Mbps (Ethernet)

Kich ban mé phong

M0 phong bang thong qé chai vai
BW vatre lién ket D

Kich ban 2.1 Thit nghiém BW = 500 Kbps, D = 500 ms
chite nang
Kich bdn 2.2 So sanh giao | BW =1 Mbps, 500 Kbps; D = 64 ms,
thuic 500 ms
Kich ban 2.3 Luu lwong 2.3a: BW =1 Mbps; D =70 ms
bién dong
2.3b: BW =1 Mbps; D = 120 ms
M6 hinh mang Kich ban 2.1: Mang hinh 2.2

Kich ban 2.2, 2.3: Mang hinh 2.3

Thoi diém bdt dau phat

Ngau nhién trong khodng 0-200 ms

Tinh khodng tin cdy

Mazc tin cdy 99%

Kich ban 2.2: So sanh hiéu nang cua RCoAP véi cac giao thac
CoAP, CoCoA va CoCoA+. Toc do phat cua cac ludng tin thay
dbi tir 2 Kbps t6i 2,5 Kbps. Bang thong ¢ chai chua du tao ra
tac nghén nén chua c6 mat goi xay ra trong ca 4 giao thirc.

Bang 2.2: So sanh hiéu nang cua RCoAP va cac giao thirc CoAP khac

Az . Tyl¢ | Sogoi | So
Giao Doare | Thonglwegng | L 0| e | goi
. trung binh trung binh . R .
thac (ms) (Kbps) goi thanh phéat
P (%) cdng lai
CoAP 102,4 16,96 0 50 43
CoCoA 585,7 16,96 0 50 43
CoCoA+ 316,7 16,96 0 50 43
RCOoAP 78,8 23,24 0 137 0
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Luu lugng dong duoc tao vai mot ludng TCP ¢6 bién thién
cao, canh tranh voi céc luong CoAP, CoCoA, CoCoA+ va
RCOAP. Két qua md phong cho thiy giao thitc RCoAP do tré
thip hon va thong lugng cao hon giao thic COAP, CoCoA,
CoCoA+.

Kich ban 2.3: So sanh RCoAP vé&i CoAP trong cac diéu kién

do tré lién két khac nhau thé hién tinh trang tic nghén.
Bdng 2.3: So sanh RCoAP va CoAP khi dg tré lién két 1a 70ms

Gid tri trung binh ciia 10 luong tin RCoAP CoAP
Tong so goi guri 216 162

S6 goi phat thanh céng 216 (100%) | 159 (98,21%)
S6 goi phat lai 0 (0.00%) | 33(20,53%)
So goi phat lai diip 0 (0.00%) | 29 (17,93%)
So goi den dich thanh cong 216 (100%) | 130 (80,27%)
So goi bi mat 0 (0,00%) | 32 (19,73%)

Tré trung binh (ms) 922,41 4175,40

Thong luwong trung binh (Kbps) 0,7111 0,5353

Bdng 2.4: So sanh RCoAP va CoAP khi d¢ tré lién két 12 120ms

Gid tri trung binh ciia 10 luong tin RCoAP CoAP
Tong so goi gui 74 49
S6 goi phat thanh cong 63 (85,33%) | 44 (89,57%)
S6 goi phat lai 35 (47,24%) | 48 (97,55%)

So goi phat lai dup

27 (36,88%)

40 (82,62%)

S6 goi den dich thanh cong 36 (48,45%) | 4 (6,95%)
So gdi bi mat 38 (51,55%) | 45 (93,05%)
Tré trung binh (Ms) 10902,82 30665,06
Thong luwong trung binh (Kbps) 0,2459 0,1519

Trong ca 2 kich ban céc tham sé hiéu ning cia RCoAP déu
t6t hon CoAP.

2.4. Téng hop cac thay déi cai tién cia RCOAP so véi CoAP
RCOAP c6 mot sb thay ddi cai tién chinh so véi CoAP nhur
sau: RCOAP can thoi gian khoi tao kéo dai 2xRTT cho mot
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phién két néi mai dé tinh toc do phat ban dau; Tiéu dé goi tin
RCOAP c6 nhiéu hon 4 bytes & phan tly chon dé giri s6 thir ty
g6i tin phuc vu cho kiém tra nguyén nhan mat géi. Bang 2.5
thong ké céc cai tién chinh cua RCOAP so Véi cac giao thic
khac.

Badng 2.5: Cac cai tién ciia RCoAP so véi CoAP, CoCoA va CoCoA+

Thudt Xadc dinh H6 tro Phan ) D}'éu )
Giao thirc auat toc do chuoi biét mat | khién toc

toan lui o e .
khoi tao goi goi do

CoAP BEB Khong Khong Khong Khong

CoCoA BEB Khong Khong Khong Khong

CoCoA+ VBF Khong Khong Khong Khong
RCoAP VBF Cé Co Co Co

2.5. Két luan chwong 2

Chwong 2 trinh bay mé hinh phan tich truyén chudi géi tin
cdy va giao thuc RCoAP. Két qua thir nghiém cho thady RCoAP
dat hiéu ning tét hon cac giao thuc dd chuin hda hién cd. Cac
két qua dat duoc trong chuwong 2 di duoc cdng b trong céac
cong trinh [J1-J4].

CHUONG 3. GIAO THUC FCoAP PIEU KHIEN TAC
NGHEN DUA VAO HE BPIEU KHIEN MO

3.1. Giai phap diéu khién tic nghén sir dung hé FCS
Hé diéu khién mo (FCS) sir dung trong luan 4n c6 hai dau vao

va mot dau ra. Bau vao thir nhat 1a ¢6 doc RT_gradient:
— RTTs(k) — RTTmin
RT(k) N RTTmax(k)—RTTmin (31)

RTT,pin(k), RTT,q,(k): Gia tri nho nhét va gia tri Ion nhat
caa RTT tinh dén thoi diém hién tai.

RTT,(k): Gia tri RTT trung binh theo phuwong phap EWMA.
Pau vao thir hai 1a ty 1¢ thong luong so véi bang thong cb chai
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min(BWyax(k), 6¢(k))

6,(k) : Thong luong tai chu ky k; BW,,4,(k): Bing théng ¢ chai
16n nhét tai thoi diém k.

RT(K), BG(k) duoc chuan héa trong khoang [0;1]

Piu ra la hé s6 C_Degree (Congestion Degree) 1am dau ra cho
hé FCS va dé xuat cong thirc diéu khién tinh toc do phat:

1
R(k) =R(k —1) + C_degree(k) Xt (3.3)

R(k) 1a tbc do phat o thoi diém k. C_degree biéu thi trang thai
tic nghén mang. Néu C_Degree e (0; 1], mang dugc xac dinh
a it tic ngh&n. Néu C_Degree e [-1; 0), mang duoc xac dinh la
c6 tic nghén. Néu C_Degree = 0, mang & trang théai can bang
khong c6 sy thay d6i luu luong, khong diéu chinh toc do phat.
3.2. Thiét ké hé thong diéu khién mo

BG_gradient: BG(k) =

(3.2)

RT-gradient C-degree
X
— W | H) z Pidu
Mo héa o Dongeosuy L b Gy 5| chinh téc
dién mo .
y
BG-gradient Rules
1Al Cap nhit
Co s0 ludt mo RTO

Hinh 0.1 M6 hinh hé thong diéu khién mo
Mo hoéa: Biéu dién cac dau vao va dau ra vé6i cac bién ngén
ngit va dién giai cac ham thudc. Luan an dé xuat st dung 3 hang
thie cho mdi diu vao va 5 hang thirc cho dau ra. Cu thé, cac
hang thac (“small”, “medium”, “large”) cho cic dau vao
RT_gradient va BG_gradient, bai dinh nghia 5 hang thirc: “very
low”, “low”, “medium”, “high”, “very high” cho dau ra
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C_degree.
RT-gradicnt BG-gradient
X8 XM XL Y$ M YL

1

0 —
025 05 0.7

Hinh 0.2 Cdc ham thudc cho RT gradient va BG_gradient
C-degree (output)
ZVH ZH  z™m ZL ZvVL

R A T S - — .
40 06 03 0.0 03 0.6 1.0
Hinh 0.3 Cac ham thugc cho dau ra C_degree

Co sé luat mo: chira cac luat mo dé xac dinh cac bién ngon

ngit dau ra dua vao cac bién ngdn ngir dau vao. Tap luat mo
duoc dé xuit trong bang 3.1 véi cac toan tir AND.
Bang 3.1: Tap ludt mo

Rules | RT Gradient BG_Gradient Congestion Degree

1 Small (XS) Small (YS) Very Low (ZVL)
2 Small (XS) Medium (YM) Very Low (ZVL)
3 Small (XS) Large (YL) Low (ZL)

4 Medium (XM) Small (YS) Low (ZL)

5 Medium (XM) Medium (YM) Medium (ZM)

6 Medium (XM) Large (YL) Medium (ZM)

7 Large (XL) Small (YS) High (ZH)

8 Large (XL) Medium (YM) High (ZH)

9 Large (XL) Large (YL) Very High (ZVH)
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Mb to suy dién mo: Xac dinh tap mo dau ra dwa vao céc tap
m& ddu vao va co sé luat mo. Phuong phép suy dién mo su
dung trong luan an la phuong phap max-min.

Giai mo: sir dung cong thic trung binh tam nhu sau:

_ 7 = ImZixuz)
C_degree =7, = SR (3.9)

3.3. Giao thitc FCoAP cho diéu khién tic nghén mang

Fuzzy CoAP
Khdi tao
20

Liii On dinh

€6 ACK, Khéi phuc

i, RTO méi

Toe d§ phit mai

-gr: va
i-gradien
BG-gradient l [R T-gradicnt
Diéu chinh tbe do,

cdp nhat RTO C-degree

RTO méi

Hinh 0.4 Co ché diéu khién FCoAP (Fuzzy CoAP)
Luin an dé xuat giao thiec FCoAP sir dung hé diéu khién
md (FCS) dé phét hién sém tic nghén va diéu chinh téc do dé
giam tic ngh&n nhu biéu thi trén hinh 3.4. Khi khoi tao, bén giri
FCOAP thuc hién tinh cac gia tri G(k) va BW,,(k) trong khoang
thoi gian tir 6 &én 10 lan RTT dé tir d6 tinh toc do phat ban dau
thong qua sé goéi ACK dém duoc (NACK):

NnACK
R="2 (3.5)

Trong trang théai on dinh, bén guri FCOAP lién tuc phét cAc
goi tin va tinh toan RTT, BW(k), &(k) mdi khi nhan dugc ACK
dé tinh RT_gradient va BG_gradient. Cac gi4 tri nay duoc dua
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vao hé FCS dé tinh ra cap do tic nghén C_degree nham diéu
chinh lai tbc d6 phéat. FCOAP lién tuc kiém tra mat géi thong
qua: Khoang tréng sé tht tu goi tin va su kién caa ham dinh
thoi RTO. Khi ¢ dau hiéu mat goi, FCoAP chuyén sang trang
thai lui.

Trong trang thai Ui, FCOAP kiém tra ACK sau mdi RTT.
Néu c6 ACK, FCoAP cap nhat méi C_degree va quay vé trang
thai on dinh. Néu khong c6 ACK sau thoi gian téi da do tng
dung cho phép, két nbi duoc coi 12 bi 15i va can khai tao lai.
Giao thuc FCoAP ¢6 3 trang thai: 1) Khai tao, 2) On dinh, va 3)
Lui nhu mé ta trén hinh 3.5.

o Trang thdi khdi tao:

FCOAP thuc hién tinh bang thong c¢d chai dé tinh ra toc do

phat ban dau. Tiép theo, FCOAP chuyén sang trang thai 6n dinh.

Co mét goi
[ Khei [ On T 2
tao / ‘. dinh | >
S~ \7 s Co ACK b e 2

Hinh 0.5 Ba trang thdi ciia giao thirc FCoAP

o Trang thdi on dinh

bay la trang thai hoat dong chinh ciia FCoAP. FCoAP lién
tuc phat cac goi tin theo téc do duge didu chinh cap nhat bai hé
diéu khién mo. Khi mat ACK, FCoAP thyc hién phét lai géi tin
d3 mat theo gia tri RTO duoc cap nhat boi C_degree. Néu qua 4
lan phét lai khong thanh cong, FCoAP danh dau goi tin bi mat
va chuyén sang trang thai 0.
o Trang thdi lni

FCOAP lién tuc kiém tra ACK. Néu c6 ACK, FCOAP s&
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phat tiép maot goi tin, cap nhat lai C_degree va téc d6 phat hién
tai va tiép d6 vé trang thai 6n dinh. Néu khong c6 ACK sau mot
thoi gian tbi da cua tng dung cho phép, FCoAP s& huy bo két
ndi. Luan &n trinh bay 3 thuat toan co ban cia FCoAP tuong

ung theo 3 trang thai da néu.

3.4. Két qua md phéng danh gia FCoAP
Bdng 3.2: Cdc tham s6 chinh dé thiét lgp mé phéng RCoAP

Tham sé Giatri
Thoi gian md phong 100s — 300s
S lan chay méi kich ban 30 lan
S6 mé dun IoT bén giri 3-30

Tang vat ly va MAC

WifiPhy; 2,4 GHz; IEEE
802.11b/n

Lién két AP

250 Kbps, 50 ms

Két ndi Internet

10/100 Mbps (Ethernet)

Kich ban mé phong

Mo phong bang thong ¢6 chai
véi BW va tré lién két D

Kich ban 3.1 | The nghiém chuc
nang

BW = 45 Kbps,D = 300 ms,
mo hinh mgng hinh 2.2

Kich ban 3.2 | So sanh giao thic

BW = 60 Kbps, D = 300 ms,
mo hinh mgng 2.3

Kich ban 3.3 | Luu lwong UDP thay

BW = 75 Kbps, D = 300 ms,

doi md hinh mang hinh 2.3

Kich ban 3.4 | Luu lrong COAP hon | BW = 75 Kbps, D = 300 ms,
hop mo hinh mgng hinh 2.3

Kich ban 3.5 | Luu luong UDP/ BW = 75 Kbps, D =300 ms,
TCP hén hop mé hinh mang hinh 2.3

Kich ban 3.6 | So sanh vai cac giao
thizc CoAP khac

BW = 60 Kbps,D = 300 ms,
mo hinh mgng hinh 2.3

Kich ban 3.7 | So sanh FCoAP vQ’i
RCoAP chgng ngan

BW = 60 Kbps,D = 300 ms,
mo hinh mgng hinh 2.2

Kich ban 3.8 | So sanh FCoAP vdi
RCOAP chgng dai

BW = 75 Kbps, D = 500 ms,
mo hinh mgng hinh 2.3
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Céc tham sb chinh thiét 1ap md phong tuong tu trong céc
nghién ctru lién quan nhu & bang 3.2. Tuong tu & chuong 2,
luan an sir dung so dd mang hinh sao (hinh 2.2) va hinh xwong
c& (hinh 2.3) & md phong tng dung mat chang va nhiéu ching
két ndi cho FCoAP.

Kich ban 3.1: Kiém tra hoat dong cua hé diéu khién mo.
Kich ban 3.2: Str dung 10 ludng FCoAP va 10 ludng CoAP dé
so sanh hiéu nang. Két qua md phong biéu thi & bang 3.4.

Badng 3.4: So sanh hiéu nang cua FCoAP va CoAP

Tham sé hi¢u ning FCoAP CoAP
Tong s6 g6i giri 2558 389
S6 goi phdt thanh cong 2558 (100%) | 389 (100%)
S6 g6i phat lai 1 (0,04%) 0 (0%)
S6 goi phat lai dip 1 (0,04%) 0 (0%)
S6 g6i bi mat 0 (0%) 0 (0%)
Tré trung binh 392,43 ms 390,31 ms
Théng luong trung binh 8,35 Kbps 1,27 Kbps

Kich ban 3.3: So sanh hi¢u nang FCoAP va CoAP khi c6 luu
luong UDP thay di. So voi kich ban 3.2 c6 thém mét ludng
UDP ¢6 toc d6 thay dbi: toc do 2 Kbps trong khoang 0-160s,
tang dan theo timg budc 1 Kbps trong khoang 160s-200s; tur
thoi diém 200s, luong UDP giam nhanh véi bude giam 2 Kbps
dé nhanh chéng giai phong céac gai tin inflight Un tic trén mang.
Bang 3.5: Hiéu nang cia FCoAP va COAP khi co luu lwong UDP

Tham sé hi¢u ning FCoAP CoAP
Tong so goi gui 2106 3172

S6 g6i phdt thanh cong 2020 (95,92%) | 1840 (58,01%)

S6 gbi phdt lai 669 (31,77%) | 2954 (93,13%)

S6 g6i phdt lai dip 571 (27,11%) | 922 (29,07%)

S g6i bi mat 86 (4,10%) | 1332 (41,99%)

Tré trung binh (ms) 4304,14 8639,60

Thong luong trung binh (Kbps) 6,97 6,32
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Két qua biéu thi ¢ bang 3.5 cho thay hi¢u ning ciia FCOAP t6t
hon so v&i CoAP.

Kich ban 3.4: So sanh hi¢u nang FCoAP va CoAP khi ¢6 luu
lrgng CoAP hén hop. St dung mot ludng CoAP khong tin cay,
goi tit 1a BUNCON (Basic Unconfirmable) tuwong tranh bing
théng co chai véi 10 ludong FCoAP va 10 ludng CoAP. Ludng
BUNCON bt dau vai téc d6 phat 1a 0,5 Kbps, sau dé ting dan
ting budc toi gia tri 25 Kbps. Tiép d6, giam dan timg budc
xudng 0,5 Kbps. Luéng BUNCON ting va giam toc do duoc
lap lai 3 lan. va ding phat ¢ 280s. Kich ban tao ra luu luong
CoAP hdn hop c6 bién dbi dong. Cac két qua cho thiy do tré va
thong luong trung binh cua FCOAP tét hon CoAP khi ¢6 luu
lugng hon hop.

Kich ban 3.5: So sanh FCoAP va CoAP khi cé luu lugng
TCP/UDP hdn hop. St dung thém luu lwong TCP/UDP hén
hop dé so sanh hiéu ning FCoAP va CoAP. Ludng TCP bién
thién tuy theo bang théng cd chai va trang thai mang. Ludng
UDP bit dau véi toe do dir liéu 20 Kbps, tang thanh 50 Kbps ¢
80s, 150 Kbps & 150s va giam thanh 5 Kbps ¢ thoi diém 200s.
Kich ban tao tinh trang tic ngh&n va bién dong mang. Két qua
thi nghiém cho thiy, FCOAP tin dung duoc bing théng kha
dung khi chia sé biang thong cb chai voi CoAP, TCP va UDP dé
tang théng luong, trong khi CoAP khdng thé thyc hién diéu
nay. Ly do la FCoAP sir dung hé FCS giap diéu chinh cap nhat
téc do phét kip thoi va sat vai tinh trang bién dong cua mang.
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Kich ban 3.6: So sanh FCoAP véi CoAP, CoCoA, CoCoA+.
Str dung thém mét ludng UDP ¢6 téc d6 phat thay ddi tir 2 Kbps
dén 25 Kbps nhiam tao bién dong mang.

Badng 3.6: So sanh hiéu nang cua FCoAP va cac giao thirc CoAP khac

Chi s6 higu ning FCoAP CoAP CoCoA | CoCoA+
Tong s6 goi guri 381 299 300 300
S6 goi phat thanh 381 299 300 300
cong (100%) | (100%) | (100%) (100%)
S6 goi phat lai 0(0,0%) | 0(0,0%) | 0(0,0%) | 0(0,0%)
S6 g6i phat lai dip | 0(0,0%) | 0(0,0%) | 12 (4,0%) | 7 (2,33%)
S6 goi bi mat 0(0,0%) | 0(0,0%) | 12 (4,0%) | 7 (2,33%)
Tré trung binh (ms) | 380,33 385,18 387,94 388,33
Thong luong trung
binh (Kbps) 1,245 0,978 0,979 0,979

Két qua md phong & bang 3.6 cho thiay: FCoAP c6 do tré trung
binh nhoé hon CoAP, CoCoA va CoCoA+. Thong lugng trung
binh cua FCoAP cao hon so voi CoAP, CoCoA va CoCoA+.
FCOAP truyén thanh cdng nhiéu goi tin so véi CoAP, CoCoA
va CoCoA+ trong cling mot diéu kién truyén.

3.6. So sanh FCoAP véi RCoAP

So v6i RCoAP, FCoAP ¢6 mét s6 thay doi cai tién chinh sau:
Thoi gian khoi tao cua RCOAP 1a 2xRTT, con cia FCoOAP la
6xRTT; Tiéu dé gbi tin FCOAP c6 thém 8 Bytes ¢ phan tly
chon so v6i CoAP (6 RCOAP 1a 4 Bytes); Do c6 hé diéu khién
mo FCS, FCoAP phat sinh thém thoi gian xu ly so vai RCoAP.
Ca FCoAP va RCoAP déu truyén chudi goi tin cay. FCOAP va
RCOAP déu phu hop cho cac tng dung truyén luong dir ligu
I6n, yéu cau thoi gian thuc. FCOAP ¢ kha ning xéac dinh bang
thdng co chai va phat hién som tic nghén, sém diéu chinh tbc
d6 phat dé han ché tic nghén. Chi phi thoi gian xur Iy cua
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FCoAP cao hon CoAP. Mit khac, do chu ky diéu chinh téc do
la mot RTT va can thoi gian dé tinh toAn hé mo nén FCOAP
thich hop hon véi cac ung dung c6 RTT dai gom nhiéu ching.
RCOAP c6 thé phl hop hon cho cac tng dung truyén chudi goi
theo chang ngin c6 RTT nho. Piéu nay duoc thé hién qua hai
kich ban mé phong 3.7 va 3.8.

Kich ban 3.7 str dung mang hinh sao dé biéu dién truyén chudi
g6i tin theo chang ngin (don ching). Kich ban 3.8 sir dung
mang hinh xwong ca dé biéu dién truyén chudi goi tin co két noi
dai gém nhiéu chang. Ca hai kich ban déu st dung thém mot
lubng UDP c6 téc d6 phat thay ddi tir 2 Kbps dén 25 Kbps
nham tao bién dong mang.

Badng 3.7: So sanh FCoAP va RCoAP trong don chang

Tham s hiéu ning FCoAP RCoAP
Tong s6 goi giri 351 354
S6 g6i phdt thanh cong 351 (100%) 354 (100%)

S6 g6i phat lai 0 (0,0%) 0 (0,0%)

S6 g6i phat lai dip 0 (0,0%) 0 (0,0%)

S6 g6i bi mat 0 (0,0%) 0 (0,0%)

Tré trung binh (ms) 413,03 412,99
Thong luwong trung binh (Kbps) 1,148 1,157

Két qua bang 3.7: khdng cd mat goi xay ra, RCoAP c6 d¢ tré
nho hon FCoAP, thong Iugng trung binh cia RCoAP cao hon
FCoAP. RCOAP truyén thanh cong nhiéu géi tin FCoAP. Két
quéa cho thdy RCOAP phu hop hon so voi FCOAP cho céc ting
dung truyén chudi goi tin theo ching ngan.

Két qua bang 3.8: FCOAP truyén thanh cong nhiéu géi tin hon
RCoAP. Thong luwong trung binh cua FCoAP cao hon RCoAP.
Két qua chimg t6 FCOAP phd hgp hon RCoAP cho céc ung
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dung truyén chang dai (da chang) nhu da nhan xét & phan trén.
Bang 3.8: So sanh FCoAP va RCoAP trong chang dai

Tham s6 higu ning FCoAP RCoAP
Tong so goi giki 2916 2754
So goi phat thanh cong 2916 (100%) 2754 (100%)
So goi phat lai 484 (16,60%) | 442 (16,05%)
So6 gdi phat lgi dup 484 (16,60%) | 442 (16,05%)
S6 goi bi mat 0 (0,0%) 0 (0,0%)
Tré trung binh (MS) 899,82 805,08
Thong luong trung binh (Kbps) 9,521 8,987

3.7. Két luan chwong 3

Chuong 3 trinh bay vé& d& xuét giao thirc FCOAP dwa vao
hé diéu khién mo. FCOAP c6 kha niang phat hién som tic
nghén, diéu khién tdc do dua vao tinh toan bang thong cb chai
va bién thién dong cua cac tham sé mang. Cac két qua mé
phong cho thdy, FCoAP dat hiéu qua tét hon so véi COAP,
CoCoA va CoCoA+ vé cac tham s hiéu nang. Noi dung dong
gop trong chuong 3 di dwoc cdng bd trong [J5] va [J6].

KET LUAN

Luan an da nghién ciu van dé diéu khién tic nghén trong
mang loT véi giao thuc CoAP, chi ra cac diém con ton tai cua
COAP va céc nghién ctru lién quan, dua ra nhirng dong gop mai
sau:

1) Xay dung mot mo hinh phén tich truyén tin theo chudi goi
cho CoAP va xdy dung giao thirc méi RCoAP dua trén tdc
do dé diéu khién tic nghén trong mang IoT véi co ché diéu
khién ting giam toc d6 phat phi hop véi tinh trang tac nghén
nham dat dugc hiéu nang cao so vOi cac co ché CoAP chuin

hoa hién c6. Két qua duoc cong bd trong [J1-J4].
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2) Xay dung giao thic mdi FCoAP diéu khién tic nghén su
dung hé diéu khién mo theo bién thién dong cua tinh trang
tic nghén va cac tham s6 mang nhiam dat dwoc hiéu ning
cao so voi cac co ché CoAP chudn hoa hién c6 trong didu
kién mang bién thién dong, ké ca khi c¢6 tiac nghén nghiém
trong. Két qua dugc cong bd trong [J5, J6].

B. Huéng phét trién tiép

Céc hudng phat trién tiép cua luan an gom:

- Nghién ctru kha ning tbi wu cac tham sé diéu khién cho
RCoAP va FCoAP.

- Nghién ctru dénh gia d6 phuc tap cia RCoAP va
FCoAP so voi CoAP.

- Nghién clru danh gia RCoAP va FCoAP trong moi

trudng mang tmg dung cu thé.
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